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1. (C) Summary. Over a year behind schedule, the Bosnian 
Ministry of Defense (MOD) submitted a plan to the Council of 
Ministers for the resolution of defense property issues 

between the entities and the state. The plan, required by 

the 2005 Law on Defense, loosely dictates a transfer 
arrangement for defense property requested by the state-level 
Ministry of Defense. The Council of Ministers and entity 
governments must now approve the deal, but scheduled 
negotiations have been delayed. The long-standing failure to 
conclude the property issues has also caused significant 
delays in resolving the status of the large amounts of 

surplus small arms and light weapons (SA/LW) and ammunition 
which remain a significant safety and proliferation threat. 

We anticipate that upon resolution of the property issues, we 
will be brought into a contentious debate between the MOD and 
some of our international partners as to whether the surplus 
material should be sold, donated or destroyed. End Summary. 


2. (SBU) Background. The 2005 Law on Defense, which formally 
established the state-level Ministry of Defense and single 
Armed Forces, set out broad provisions for the transfer of 
defense property and articles from the defunct entity 
Ministries of Defense and Armed Forces to the new state-level 
institutions. Under Section D of the Defense Law, the 
state-level Ministry of Defense was to submit a list of both 
\"immovable\" (land, physical structures) and \"movable\" 
(weapons, ammunition, vehicles, etc.) defense property 
necessary for current and future defense needs. From this 
list, the state and entities were required to work out a 

legal transfer agreement. Articles 70 and 71 expressly state 
the that transfer was to be concluded by January 1, 2006, and 
that the state-level Ministry of Defense and Armed Forces 
would assume all rights of possession from that date. In 
order to block the entities from liquidating the defense 
property before they agreed to transfer it to the state, the 

Law of Defense also placed a moratorium on the sale of 
defense items until the property issues were resolved. End 
background. 


3. (SBU) Due to a host of political and logistical reasons, 

the Ministry of Defense grossly missed the deadline for 
assuming possession of the defense articles. Over the past 
year, various proposals governing a transfer were discussed 
and floated through the Ministry, NATO HQ and OHR. In one of 
her last acts before transferring authority to incoming 
Defense Minister Selmo Cikotic, the former Acting Defense 
Minister Marina Pendes submitted a plan to the Council of 
Ministers for the transfer of the property in April. As 
required by the defense law, the MOD\'s plan explicitly 
specified which \"immovable\" items were required for future 
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defense purposes and therefore subject to state transfer. It 

also included provisions for the complete transfer of all 

arms and ammunition to the state. Both OHR and NATO HQ have 
told us that the MOD\'s plan represents the best possible 

solution to the property issues given the current political 
environment. 


4. (C) Prime Minister Nikola Spiric pledged to use the MOD\'s 
plan as the basis for negotiations between his office and the 
entity governments to develop a final transfer agreement. 
Spiric has pledged to chair, but has yet to convene, 
discussions on the issue with the entity prime ministers and 
NATO HQ. This is due in no small part to the host of other 
pressing political matters in Bosnia, but also reflects the 

lack of incentives that either entity has to transfer both 
movable and immovable defense property to the state. On the 
Republika Srpska side in particular, we have heard grumblings 
that any property transfer would deprive the RS of proceeds 
of future sales of the items. Though there has been no 
formal assessment of the monetary value of immovable and 
movable defense items, it is certainly high and any sale of 

the items would net a significant return. Senior 

Bosnian-Serb officials at the state-level and in Banja Luka 
told us that RS Prime Minister Dodik will hold off on 

reaching an agreement on the property transfers until he 
receives guarantees that a significant amount of the proceeds 
from any sales of the items once the moratorium is lifted 

will go back to RS government coffers. 


5. (C) Once the property issues are resolved, we anticipate 
that the question of whether the MOD will sell/donate or 
destroy surplus arms and ammunition will become contentious. 
A recent survey by the Defense Threat Reduction Agency (DTRA) 
found that there is well over 15,000 tons of surplus 

ammunition in Bosnia. Several thousand tons of this 
ammunition is unstable due to its age, but approximately 
10,000 tons is usable. Both the UNDP and OSCE Pol-Mil office 
here have made clear that they will push the Bosnian 
government to maintain the moratorium on the sale of defense 
items after the resolution of property issues and destroy all 
surplus items. Representatives of some European embassies 
have also echoed this view point. For their part, senior MOD 
officials have told us that they hope to sell or donate most 

of the surplus items. According to the officials, the 

proceeds of the sales could be used by the ministry to cover 
funding gaps in maintenance of military equipment and upkeep 
of storage facilities. The MOD officials also point out that 

it would take decades to destroy all the surplus arms and 
ammunition even if Bosnia\'s domestic capacity for such 
activities were increased, presenting a long-term safety 

threat to communities near the storage areas and raising 
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concerns over the trafficking and proliferation of items from 
the stockpiles. (Comment: This is generally accurate. 
Without a major upgrade of the capacity of Bosnia\'s two 
demilitarization sites in Zenica and Doboj, it would be 
impossible to resolve the issue of surplus arms and 
ammunition through destruction alone. End Comment.) 


6. (C) Comment. Defense Minister Cikotic has already 
signaled he will not push to renew the moratorium on the sale 
of defense items after the property issues are resolved, 
noting that the moratorium was put in place for a distinct 
purpose for encouraging the resolution of the property issues 
and once its rationale is removed, there is no need to 
continue to deprive Bosnia of needed resources that could be 
gained from the sale of the items. The Deputy Minister of 
Defense and other senior MOD officials have already started 
to lobby us to back the government and ministry if it seeks 

to lift the moratorium. The MOD has a strong case that 
Bosnia can be trusted to adhere to all international export 
standards (we in fact helped create and stand-up their export 
control regime) and should not be unfairly held to a standard 
that their European neighbors do not observe. Some MOD 
officials have also told us that lifting the moratorium would 
also allow them to donate or gift more items to Afghanistan 
and Iraq. At this point, the debate remains academic, but 
we do need to begin thinking in advance how we will respond 
to a formal MOD request to support their position once the 
property issues are resolved. 

MCELHANEY 
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E.O. 12958: N/A 

TAGS: MARR, MASS, MOPS, PREL, NL, NT, XL 

SUBJECT: NETHERLANDS: STATUS OF FORCES AGREEMENT EXTENSION 
FOR EXERCISES IN THE NETHERLANDS ANTILLES AND ARUBA 


REF: STATE 60451 
1. (U) This is an action request; please see para 3. 


2. (SBU) Per reftel, Post received June 1 the diplomatic note 
from the Dutch Ministry of Foreign Affairs dated May 21 
regarding the one-year extension of the Status of Forces 
Agreement (SOFA) for the Netherlands Antilles and Aruba. The 
Dutch diplomatic note follows ours dated May 7 proposing the 
one-year extension. With the exchange of notes, the SOFA 
extension shall enter into force on the date of the Ministry 

of Foreign Affairs\' reply, with retroactive effect as of May 

3, 2007, and shall remain in force until May 3, 2008. Text 

of the Dutch reply note follows in para 4; Post will forward 

a certified true copy of the U.S. note and the original Dutch 
reply to the Department (L/T, Room 3626, ATTN: Daphne Cook). 


3. (SBU) Post has reiterated Washington\'s interest in 
negotiating a long-term agreement to the GONL on a number of 
occasions, including most recently on May 4. According to 

the MFA Legal Division, it is also desirable from the Dutch 
perspective to pursue a long-term agreement, especially as 

the repeated extensions have raised questions among 
parliamentary members. It is Post\'s understanding that 
Washington sent draft long-term agreement text to the GONL in 
spring 2005 but has not received a substantive response. 

Post requests Washington guidance regarding jump-starting the 
long-term agreement negotiation process. 


4. (SBU) Begin text: 
The Hague, 21 May 2007 
DJZ/VE-435/07 


The Ministry of Foreign Affairs presents its compliments to 

the Embassy of the United States of America and has the honor 
to acknowledge receipt of the Embassy\'s note No. 042/07 of 
May 7th, 2007, which reads as follows: 


\"The Embassy of the United States of America presents its 
compliments to the Ministry of Foreign Affairs of the Kingdom 
of the Netherlands and has the honor to refer to the 
Agreement between the United States of America and the 
Kingdom of the Netherlands concerning the status of military 
and civilian personnel of the United States Department of 
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Defense temporarily present in the Netherlands Antilles and 
Aruba in connection with military exercises and training 
constituted by exchange of notes at The Hague on May 3, 2005 
(the agreement), which would have terminated, in accordance 
with its terms, on May 3, 2006, and was extended for an 
additional year and terminated, in accordance with its terms, 

on May 3, 2007. 


Desiring to continue military cooperation between our 
military forces in the Netherlands Antilles and Aruba and in 
view of upcoming military training and exercises, in 
particular the bilateral Marine Corps Exercise that will take 
place in the Caribbean in June 2007, the Embassy proposes 
that the Agreement shall again be extended for an additional 
period of one year, so that the Agreement will remain in 
force until May 3, 2008. 


If the foregoing is acceptable to the Government of the 
Kingdom of the Netherlands, the Embassy proposes that this 
note, together with the Ministry\'s note in reply to that 

effect, shall constitute an agreement between our two 
governments which shall enter into force on the date of the 
Ministry\'s reply, with retroactive effect as of May 3, 2007, 
and shall remain in force until May 2, 2008. 


The embassy of the United States of America avails itself of 
this opportunity to renew to the Ministry of Foreign Affairs 
the assurances of its highest consideration.\" 


The Ministry of Foreign Affairs has the further honor to 

inform the embassy of the United States of America that the 
proposals set forth in the Embassy\'s note are acceptable to 
the Government of the Kingdom of the Netherlands and to 
confirm that the Embassy\'s note and this note shall 

constitute an agreement between the two governments, which 
shall have effect from May 3, 2007. 


The Ministry of Foreign Affairs avails itself of this 
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opportunity to renew to the Embassy of the United States of 
America the assurances of its highest consideration. 


The Embassy of the 
United States of America 


End text. 
ARNALL 
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E.O. 12958: N/A 

TAGS: MARR, PGOV, PHUM, DR 

SUBJECT: URGENT PRIORITY LEAHY VETTING REQUEST - DURAN 
INFANTE, CHDS JUNE 4 


REF: E-MAILS MEIGS/SEARBY 


1. This is an urgent priority action request, delayed when 
internal clearances were misdirected. Please see para. 2. 


2. Post requests the Department\'s assistance in conducting 
human rights screening pursuant to the Leahy Amendment for 
the following subject who have been nominated for training. 
Post has no derogatory information. Please slug response for 
EcoPol. 


3. Name and identifying information of the proposed 
candidate(s) for the CHDS course on coordination and 
counterterrorism June 4-22 is as follows: 


NAME: DURAN INFANTE, Jose Manuel 
RANK: Colonel, O-6 

CEDULA: 001-1171594-2 

DOB: 30 JUNE 1971 

POB: CONSTANZA, Dominican Republic 
UNIT/ORG:1st Infantry Brigade, Dominican Army 


4. Embassy regrets that some of this paperwork was dropped 
and is undertaking internal review to correct the situation. 
BULLEN 
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FM AMEMBASSY THE HAGUE 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9326 

INFO RUEHRO/AMEMBASSY ROME PRIORITY 2165 
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SIPDIS 
SIPDIS 


STATE FOR EUR/PRA (BENTHIEN), ISN/CATR (MITCHELL), PM/RSAT 
(ARCHETTO), NEA/MAG (GAVITO) 


E.O. 12958: DECL: 06/01/2017 

TAGS: PARM, PREL, ETTC, LY, NL 

SUBJECT: NETHERLANDS/LIBYA: RESPONSE ON CHANGE TO LETHAL 
MILITARY EQUIPMENT EXPORTS POLICY 


REF: STATE 72913 
Classified By: Political Counselor Andrew Schofer, reasons 1.4 (b,d) 


1. (S) The GONL appreciates the change in U.S. policy 
concerning other countries military exports to Libya, noting 
the new policy appears \"straightforward and unobjectionable.\" 
Emboffs discussed reftel points with MFA Senior Advisor for 
Arms Control and Export Policy Hajo Provo Kluit on May 31. 
According to Provo Kluit, the GONL currently does not have 
significant relations with Libya; most Libyan policy is 

viewed through the prism of the EU. He explained that EU 
members such as ltaly drive EU policy on Libya primarily due 
to problems with illegal immigration. Provo Kluit said the 
Dutch remained concerned regarding Libya\'s continued human 
rights abuses, \"troublesome\" involvement in Darfur, and 
Libya\'s porous border. He questioned whether there was any 
political significance to the timing of the change in policy, 

given the USG\'s recent sanctions against the Sudanese 
government. 


Minimize considered. 
ARNALL 
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SIPDIS 
DEPT FOR SCA 


E.O. 12958: DECL: 06/01/2017 

TAGS: PREL, PHUM, EPET, ENRG, TX, US 

SUBJECT: TURKMENISTAN FOREIGN AFFAIRS DEPUTY SECRETARY 
MEREDOV TELLS SCA PDAS MANN THAT TRAVEL BLACKLIST WILL BE 
\"EASED\" 


REF: A. A) ASHGABAT 550 
B. B) ASHGABAT 0520 
C. C) ASHGABAT 0489 
D. D) ASHGABAT 0535 


Classified By: Classified by Charge d\'Affaires a.i. Jennifer Brush for 
reasons 1.4(B) and (D). 


Summary 


1. (C) Deputy Chairman for Foreign Affairs Rashit Meredov, 

in a separate May 31 meeting, told SCA PDAS Mann that 
Turkmenistan had removed a few names from its travel 
\"blacklist\" and that Turkmenistan was re-examining the law on 
migration to see whether the law could be \"eased\" to better 
accommodate U.S. Jackson-Vanik concerns. (Comment: The next 
day, the embassy was handed a list of five names which had 
allegedly already been removed from the list, including Maral 
Yklymova and the names of two embassy employees. Post was 
told that it, OSCE or other western missions should raise the 
names of any other individuals whose inclusion on the list 

they wanted reconsidered. End Comment.) Meredov welcomed 
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the concrete proposals made by members of Mann\'s delegation 
to President Gurbanguly Berdimuhammedov (ref a), and stated 
that his country remained interested in a possible 
Trans-Caspian pipeline. Mann urged Meredov to follow a 
policy of diversification, which would be in Turkmenistan\'s 

best interests, and expressed U.S. support for resolution of 
Turkmenistan\'s border dispute with Azerbaijan. Mann also 
stressed the need to increase the flow of electricity to 
Afghanistan in advance of the 2009 presidential election. 

Mann also raised the Government of Turkmenistan\'s closure of 
embassy\'s surveillance detection program, and asked for 
Meredov\'s assistance in finding a solution. End Summary. 


Turkmenistan Working to Accommodate Freedom of Movement 
Concerns 


2. (C) During a May 31 afternoon meeting following his 

earlier meeting with President Berdimuhammedov (ref a), 
SCA/PDAS Mann told Meredov that he recently had a chance to 
accompany Secretary of State Rice to an event at the White 
House, and that she had asked how things were going with 
President Berdimuhammedov. Mann had responded that he had 
been in Turkmenistan several weeks earlier, and had had a 
chance to talk with the president. Secretary Rice asked 

whether Berdimuhammedov was making changes. Mann had replied 
yes, but had also pointed out that, at that time, 
Berdimuhammedov had only been president for a month. 
Stressing his personal best wishes for Turkmenistan, Mann 

said that there was much interest in Washington in what was 
happening there, but that Washington also was interested in 
seeing \"serious, concrete steps.\" He asked Meredov for 
greater confirmation on the vague message passed to the 
embassy on May 22 that the travel \"blacklist\" was being 
eliminated (ref b). 


3. (S) Pointing out the president\'s response in the morning 
meeting, Meredov told Mann that Berdimuhammedov was serious 
about reform. According to Meredov a few names already had 
been removed from the \"blacklist,\" and the embassy should 
have been given this message. Meredov also claimed that his 
government was examining the law itself to see if it could 

not be \"eased\" to better accommodate U.S. Jackson-Vanik 
concerns, while avoiding adverse effects on Turkmenistan\'s 
social order. Nonetheless, Meredov said he would try to find 

out more about where things stood. 


4. (S) Early on June 1, Pol-Mil Chief was called twice into 
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the Ministry of National Security. The first time, the MNB 
asked what the United States wanted with regard to the 
\"blacklist\"; the second time, the MNB passed Pol-Mil the 
names of five individuals whose names reportedly had been 
removed from the travel ban. These names included: 


-- Maral Yklmova - daughter of convicted-in-absentia alleged 
assassination attempt plotter Sapar Yklymov (now living in 
Sweden), 


-- Jennet Gylychdurdyeva - embassy security guard and 
daughter of RFE/RL reporter Halmyrat Gylychdurdyev. 


-- Arzigul Ovezlieva - embassy p/e assistant and sister of 
imprisoned alleged assassination attempt plotter (fnu) 
Ovezliev. 


-- Abdyrahman Bayramov - a lawyer and leader of the 
Mary-based \"Ilkinciler\" farmer\'s group and 


-- Azat Baymammedov - embassy knows nothing about this 
individual, and had not advocated for him previously. 


5. (S) The MNB representative also told Pol-Mil Chief that 

the embassy, OSCE or other interested diplomatic missions 
should pass the MNB the names of any other individuals whose 
inclusion on the list should be reconsidered. Embassy has 
informed OSCE Human Dimension Officer Benjamin Moreau of 
these names and this development and we have agreed to 
not/rpt/not release the names or inform the named individuals 
until we receive additional clarification on this initiative. 


6. (C) Following Mann\'s discussion of the black list, a 

longer discussion ensued ofthe repressive environment within 
Turkmenistan and of the negative effects on business of 
powerful government controls and the suspicions of the 
security organs. Mann stated that it was time for the 

nation\'s Stalinism to end and for Turkmenistan to develop in 
a modern way. Meredov did not contradict those statements, 
and instead asserted that serious changes were underway but 
agains asked fo U.S. understand regarding the timeframe. 


Turkmenistan Interested in a TCP 


7. (C) Meredov told Mann President Berdimuhammedov had 
expressed satisfaction with the concrete projects that the 
delegation had proposed during that morning\'s meeting. 
Meredov also pointed out that energy was a top item on the 
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presidential agenda and what was most important was what the 
president had said during the May 12 
Putin-Nazarbayev-Berdimuhammedov in Turkmenbashy (ref c): 
Turkmenistan was willing to consider gas exports in all 
directions: with China, 
Turkmenistan-Afghanistan-Pakistan-India (TAPI), Iran and the 
Trans-Caspian pipeline (TCP); all four projects had a \"high 
chance of being realized.\" 


8. (C) Mann agreed that the meeting had been very positive 
and stressed again the delegation\'s assessment that 
Turkmenistan had enough gas to export in all directions. The 
United States did not want to interfere in Turkmenistan\'s gas 
exports to Russia; however, there currently was no balance to 
Turkmenistan\'s gas exports, and diversifying hydrocarbon 
exports would benefit Turkmenistan\'s independence and 
sovereignty. When Mann solicited Meredov\'s thinking on how 
to move the bilateral energy dialogue forward, Meredov ducked 
the question, stating that the delegation had raised 
\"wide-ranging possibilities,\" including a delegation to the 
United States, training and bilateral conferences. 
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U.S. Wants to Increase Energy Cooperation 


9. (C) Mann also noted that the United States was working 
with its partners to resolve problems, and pulled out a map 
showing the competing claims of Azerbaijan, Turkmenistan and 
Iran in the southern Caspian Sea. (Comment: Meredov visibly 
winced at the borders shown, and took issue with the map\'s 
depiction of the Iranian claim; Mann stressed that the border 
shown only represented Iran\'s maximum claim in the South 
Caspian. End Comment.) Mann emphasized that: 


-- Only Azerbaijan, Turkmenistan and Kazakhstan needed to 
reach agreement on a resolution to their disputed border, and 
agreement by Russia and Iran was unnecessary. 


-- The United States wanted to show support for resolution of 
the border dispute, but would help or not help as guided by 
the parties; 


-- As demonstrated in Azerbaijan and Kazakhstan, U.S. 
hydrocarbon companies ran world-class, technologically 
advanced operations; 


-- When Deputy Secretary for Oil and Gas Tachberdi Tagyev 
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visited the United States, he should visit major hydrocarbon 
extraction projects there, in addition to Washington DC; 


-- Overall there was no guarantee that gas contracts with 
Russia would be stable; and 


-- The United States wanted to support the bilateral 

negotiations between Turkmenistan and Afghanistan to promote 
increased sales of electricity to Afghanistan and that it was 
especially important, including for Turkmenistan\'s stability, 

to increase electricity in Afghanistan prior to the 2009 
presidential election there. 


10. (C) Meredov responded only to the single out on 
electricity sales to Afghanistan, stressing the assistance, 
in terms of low-cost electricity sales and debt forgiveness, 
that Turkmenistan already was offering its neighbor. 


Help to Restore Surveillance Detection Program 


11. (C) Mann raised the embassy\'s surveillance detection 
program, which had been shut down by the Government of 
Turkmenistan. It was important to look at the embassy\'s most 
recent diplomatic note on the issue, in which the embassy had 
expressed the wish to work with the Government of 
Turkmenistan to overcome any misunderstandings about the 
program. The United States wanted to be completely open 

about its surveillance detection activities; Mann hoped that 

the Government of Turkmenistan would work with the embassy to 
restore the program. 


Comment 


12. (C) Meredow\'s constructive engagement with Mann on the 
Jackson-Vanik issue is a change from the legalistic, 

defensive posture he has usually adopted in previous 

exchanges on this issue. It is clear that the 

Berdimuhammedov Administration understands the seriousness of 
the Jackson-Vanik issue and wants to see the waiver extended. 
Embassy has yet to see whether the five people on the list 

-- or any other people whose names western diplomatic issues 
might raise -- will, in fact, be allowed to travel. While 

MNB seems to be agreeing to at least reconsider more broadly 
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possible individual cases, there is yet no additional 
evidence, other than Meredov\'s own comments, that the list 
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will be eliminated or, at least, the grounds for having names 
added to the list will be made more transparent. End Comment. 


13. PDAS Mann has cleared this cable. 
BRUSH 
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E.O. 12958: DECL: 06/01/2012 

TAGS: ASEC, AMGT, PTER, CASC, LE 

SUBJECT: LEBANON: EAC CONVENES TO REVIEW COMBAT AT NAHR 
EL-BARAD, COLLATERAL THREATS 


REF: BEIRUT 754 (DTG 291202Z MAY 07) 


Classified By: Jeffrey Feltman, Ambassador. Reason: Sections 1.4 (b) 
and (d). 


1. (C) The full Embassy Beirut Emergency Action Committee 
(EAC) convened at 1600 hrs. local to review security threats 

in the aftermath of the Lebanese Armed Forces\' entry into the 
Nahr el-Barad Palestinian refugee camp. The EAC confirmed 

that off-compound personal moves have been suspended and that 
off-compound official moves will be approved only upon 

Embassy COM/DCM review, per reftel. These practices will be 
reviewed again at the next EAC meeting, scheduled for 1300 

hrs. local on June 2. 


2. (C) Embassy Defense Attache and others provided the EAC 
with an overview of the Lebanese Armed Forces\' (LAF) 
operations, strategy, and tactics as they relate to the 

fighting at the Nahr el-Barad camp. Several members of the 
EAC noted that disinformation has been circulated by various 
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parties for various purposes. The LAF has been pursuing a 
press policy aimed at reducing the risk of outbreaks of 
violence at other Palestinian refugee camps. The EAC 
accepted the Defense Attache\'s assessment that fighting at 
Nahr el-Barad could continue for another 10-12 days before 
all Fatah al-Islam combatants are killed or captured, or the 
conflict is otherwise brought to a close. The EAC also noted 
a strong chance that bombings or other explosions in the 
Beirut environs could resume, following the three explosions 
of last week. 


3. (C) The EAC agreed that most USG official temporary duty 
visitors to Lebanon should postpone their travel to Beirut, 
pending resolution of the present situation. Country 
clearances will be approved on a case-by-case basis, taking 
into consideration the risks and benefits of the visit. 


4. (C) The EAC reviewed the status of the USG cargo 

handlers at Beirut International Airport who are expediting 
ammunition shipments to the Lebanese Armed Forces. The cargo 
handlers are considered to be secure in protected quarters at 

the airport, and the EAC noted contingency plans to move them 

to the Embassy compound should conditions warrant. USG 
military trainers at the LAF Ranger training site will 

restrict their off-site movements in order to maximize 

security. 

FELTMAN 
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E.O. 12958: DECL: 06/01/2017 

TAGS: OSCE, PREL, KTIA, PGOV, AU 

SUBJECT: AUSTRIA OPPOSES PROPOSED RUSSIAN DRAFT OF OSCE 
\"CHARTER\" 

REF: STATE 69698 


Classified By: Economic Unit Chief Phillip R. Nelson for reasons 1.4 
(b) and (d). 


Column 3 

1. (C) On June 1, EconUnit Chief met with Margit Waestfelt, 
Austria\'s Head of the Permanent Mission to the OSCE, to 
present USG points in reftel regarding the Russian proposal 
for an OSCE \"charter.\" Waestfelt said Austria agreed with 
the USG position that the experts group had a limited mandate 
to develop a convention establishing legal personality, legal 
capacity, and appropriate privileges and immunities for the 
OSCE. Waestfelt added that work on the convention was 
nearing completion and that injecting the Russian proposal 
into the process would be counterproductive. 

Kilner 
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E.O. 12958: DECL: 05/31/2017 

TAGS: PREL, PGOV, ENRG, MASS, PBTS, KDEM, IR, RU, AJ 
SUBJECT: PRESIDENT ALIYEV REVIEWS ENERGY AND REGIONAL 
SECURITY; SAYS AZERBAIJAN NEEDS SECURITY GUARANTEES 


REF: A. STATE 68180 
B. BAKU 647 


Classified By: Ambassador Anne E. Derse per 1.4 (b,d). 


1. (C) Summary: In a May 29 meeting with visiting OVP 
Deputy Assistant for National Security Affairs Joseph Wood 
and the Ambassador, President Aliyev reviewed prospects for 
new southern corridor energy initiatives. Urging the U.S. to 
support new Turkmen President Burdimuhamedov, Aliyev said 
Azerbaijan is slowly rebuilding its relationship with 
Turkmenistan in hopes of orienting it toward the West. 

Aliyev believes that Turkmenistan will join the East-West 
energy corridor once Azerbaijan begins exporting gas to 
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Europe. Aliyev affirmed Azerbaijan\'s intent to export gas to 
Europe, but said it needs more time to develop its resources. 

He also said that SOCAR had begun discussions with Turkey on 
a gas transit agreement and continued U.S.-Azerbaijani 
cooperation would be key to moving this project forward. 


2. (C) Summary Continued: Characterizing Iran as \"very 
dangerous and unpredictable,\" Aliyev said that \"any 
interference in Iran will have implications for Azerbaijan.\" 
To counter the risks posed by its proximity to Iran, Aliyev 
said that Azerbaijan needs \"more integration into 
Euro-Atlantic structures\" and \"security guarantees, just in 
case.\" While Aliyev affirmed Azerbaijan\'s commitment to 
political reform, he blamed deteriorating media freedoms on 
\"certain persons who are journalists\" who use the media to 
\"insult, violate and attack others,\" and said that those 
officials who have been insulted need to defend themselves. 
Aliyev complained that Ukraine and Georgia have similar 
problems and are cited as models of democracy, yet Azerbaijan 
is held to a different standard. End summary. 


US-Azerbaijan Relationship 


3. (C) Ina May 29 meeting with President Aliyev, Deputy 
Assistant to the Vice President for National Security Affairs 
Joseph Wood conveyed the Vice President\'s warm regards to 
President Aliyev. The United States recognizes that 
Azerbaijan\'s strategic choice to integrate with the West 
entails risks, and appreciates Azerbaijan\'s courage and 
leadership in the region. 


4. (C) President Aliyev responded that he is very satisfied 
with the bilateral relationship. Azerbaijan and the United 
States are working as \"real partners,\" particularly in the 
fields of energy, security and regional development, all of 
which are strongly inter-related. Azerbaijan\'s strategic 
choice is clear, Aliyev said; Azerbaijan wants to become a 
\"model country,\" well-integrated into the Euro-Atlantic 
structure. Its policy is open, straightforward and clearly 
indicated by its concrete actions. Aliyev noted that the 

level of US-Azerbaijan cooperation is higher than our public 
statements or protocol arrangements may indicate; the proof, 
he said, is in the concrete results achieved by the 
partnership. 


Turkmenistan and Energy 


5. (C) Aliyev said that Foreign Minister Mammadyarov\'s May 
23 visit to Turkmenistan was successful. Noting that 
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Azerbaijan had \"no relationship\" with former President 

Niyazov, Aliyev said that communications with new Turkmen 
President Burdimuhamedov had started a few months ago, when 
Burdimuhamedov phoned Aliyev and expressed his willingness to 
engage, a move that Aliyev characterized as a \"good sign.\" 

In spite of this positive gesture, Aliyev said that 

Turkmenistan continues to send diplomatic notes of protest 
regarding disputed Caspian oil fields. Nevertheless, Aliyev 
believes that Burdimuhamedov is \"more realistic\" than Niyazov 
and understands that Turkmenistan needs partnership, not 
isolation. \"We need to support him,\" Aliyev said. (Foreign 
Minister Mammadyarov provided Wood further detail on recent, 
positive engagement and next steps with Turkmenistan, septel.) 


6. (C) Azerbaijan\'s example, Aliyev continued, is a good 
signal for those who are \"hesitant and under the influence of 
regional powers.\" The recent, dueling energy summits in 
Poland and Kazakhstan were a clear indication of the current 
state of regional politics. While Poland and Azerbaijan had 
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been planning the Krakow Energy Summit for several months, 
Aliyev said that Putin had organized the Kazakhstan Summit 
\"at the last minute.\" Yet what Azerbaijan has managed to 
achieve -- specifically saying \"no\" to Russian gas -- showed 
that it is possible to promote a country\'s national interests 

in the face of Russian pressure. If Turkmenistan follows the 
same model, Aliyev said, there will be positive results. If 

not, Turkmenistan will be \"100 percent dependent on Russia 
and will lose money and political advantages.\" In that case, 
Aliyev continued, Turkmenistan will continue to be a 
\"semi-colony of Russia.\" This is \"their choice,\" Aliyev 

said, but Azerbaijan is willing to orient Turkmenistan in 

\"our direction.\" 


7. (C) In response to a question from Wood, Aliyev said that 
he believes it is premature to engage the Turkmen leadership 
in a discussion of the Petronas deal. During his May 23 

trip, Foreign Minister Mammadyarov had only \"modest\" 
discussions on this issue with President Burdimuhamedov. 
Aliyev commented that this is the right approach, as 

Azerbaijan first needs to build confidence with Turkmenistan 
and then engage on sensitive issues. He added that Foreign 
Minister Mammadyarov had asked Burdimuhamedov to reopen the 
Turkmen Embassy in Azerbaijan. Once Turkmenistan does so, 
then Azerbaijan hopes to engage in energy-related 
discussions. Some of Turkmenistan\'s resources, Aliyev noted, 
logically should be exported through Azerbaijan. However, 
Turkmenistan should not believe that the development of 
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Caspian gas resources depends on it alone; Azerbaijan, Aliyev 
said, has gas reserves of 1.2 trillion cubic meters in the 

Shah Deniz field, and 300 billion cubic meters in the ACG 
field, and there could be still more gas. 


Gas to Europe 


8. (C) Azerbaijan can be a reliable supplier of gas to 
Europe, Aliyev said; it \"just needs time. Noting that 
Azerbaijan had provided 1.3 million cubic meters to Georgia 
per day when Russia cut its gas supplies to Georgia, Aliyev 
said that experience had proven that Azerbaijan can both 
\"live without Russian gas and help our friends.\" Now that 
Azerbaijan\'s Shah Deniz gas field is producing, Georgian 
President Saakashvili had asked Aliyev to resume gas 
shipments to Georgia. Aliyev said that Azerbaijan had 
resumed shipments, and that Georgia is now receiving 1 
million cubic meters from Shah Deniz and 1.3 million cubic 
meters from SOCAR\'s fields. Georgia, Aliyev said, can now 
\"forget Gazprom\" because Azerbaijan had helped it attain a 
stronger position vis-a-vis Russia. 


9. (C) Azerbaijan will be a gas supplier to Europe, Aliyev 
affirmed. We will have enough gas, but we need time to 
develop more. If Turkmenistan joins, the South Caucasus 
region could be a serious competitor to Gazprom. Aliyev said 
he believes Turkmenistan will join the East-West transit 
corridor when Azerbaijan starts supplying gas to Europe. 

Aliyev noted that the Hungarian Foreign Minister had been in 
Azerbaijan recently, and had been briefed on Azerbaijan\'s 
approximate production profile. He said that Azerbaijan 
previously had not been part of the Nabucco gas pipeline 
discussions, but now that Iranian gas was \"out of the 
question,\" and Turkmen gas was \"under question,\" Azerbaijan 
is exploring the possibilities for Nabucco. However, 

Azerbaijan will not be prepared to join Nabucco under the 
current timelines, Aliyev said. Until 2012, Azerbaijan\'s 

Shah Deniz gas will go only to Turkey and Greece. Shah Deniz 
production, Aliyev continued, depends on BP and \"we don\'t 
have a lot of leverage.\" Aliyev said that Azerbaijan needs 

to increase its own gas production. To that end, he has 
instructed SOCAR to increase production to 8 bcm and 
\"probably more\" in later years. Right now, however, Aliyev 
said that Azerbaijan cannot guarantee production. Azerbaijan 
also wants to be a Nabucco shareholder, an idea that Aliyev 
said the Hungarians accept. He said that he has spoken to 
OMV, EC Commissioner Ferrero-Waldner and the Romanians about 
this. Aliyev noted that the Nabucco project depends on 

supply; construction is linked to proven reserves. Nabucco 
needs partners with proven resources in order to attract the 
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necessary investment. He noted that the Nabucco project is 
relatively new to Azerbaijan; it is good news but Azerbaijan 
nevertheless needs to adjust and plan its long-term 
production. 
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10. (C) Turning to Trans-Caspian energy issues, Aliyev said 
that May 19 energy summit in Kazakhstan \"doesn\'t mean 
anything\" and was a \"public relations framework.\" He said he 
is only a \"little concerned\" about Kazakhstan\'s position, 
which he characterized as \"not very clear.\" Noting that 
President Nazarbayev tells Azerbaijan one thing, and then 

tells Russia another thing -- and the US something else, 

Aliyev added with a laugh -- Aliyev said that Nazarbayev had 
sent his son-in-law to Azerbaijan just after Putin\'s energy 
summit to clarify Kazakhstan\'s position. Aliyev said that 
Nazarbayev\'s son-in-law had assured him that Nazarbayev is a 
\"strong advocate\" for the Baku-Tbilisi-Ceyhan (BTC) pipeline 
and that Putin\'s energy summit was \"just politics.\" Aliyev 
said he has \"no doubts\" that Kazakhstani oil will enter BTC, 
as Russia will not allow Kazakhstan to increase its exports 
through the Novorossiysk pipeline, and both Chevron and Total 
are interested in using the BTC pipeline. Moreover, 
Kazakhstan and Azerbaijan already are in discussions over 
tanker construction for Trans-Caspian transport. The two 
countries also could build a subsea oil pipeline, Aliyev 

noted, and neither Russia nor Iran could object. 


11. (C) Aliyev said that SOCAR President Abdullayev had 
recently begun discussions with Turkey on a gas transit 
agreement. \"We need an agreement,\" Aliyev said, because 
\"Turkey wants to take all the gas and redistribute it.\" 

However, Aliyev believes Turkey\'s attitude has \"changed a 
lot\" and there will be \"no problem\" in reaching a transit 
agreement. The two sides simply need to coordinate efforts 
and plan what to do, Aliyev said, adding that the US and 
Azerbaijan are the two key countries in moving this and all 
other regional energy projects ahead. Europe and Asia, he 
continued, are \"moved by our policy.\" \"We initiate, produce, 
and build infrastructure, and they join.\" \"The US and 
Azerbaijan need to coordinate what issues to raise with 
Kazakhstan, Turkmenistan, Turkey and Hungary; we also need to 
persuade the Europeans not to be dependent on Russia, and to 
persuade Turkey not to create obstacles, and to neutralize 
Russia and Iran,\" Aliyev said. In response to a question 

from the Ambassador, Aliyev said that he was not aware of 
plans for a July TGI signing ceremony, and questioned whether 
Turkey would be ready to receive gas through the SCP pipeline 
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at that time. He noted that he had spoken to Turkish PM 
Erdogan just a few days ago, and that Erdogan had not 
mentioned the signing ceremony. 


Lavrov Visit 


12. (C) Noting that Russian Foreign Minister had 

characterized the Krakow Energy Summit as an \"anti-Russian\" 
summit, Aliyev said that he had raised this with Lavrov 

during his May 21-22 visit to Baku. Aliyev said he told 

Lavrov that just as it is in Russia\'s interest to build 

pipelines, it also is in Azerbaijan\'s interest to build 

pipelines. Following their discussions, Lavrov had issued a 
statement clarifying that the Krakow summit was not 
\"anti-Russia,\" a statement that Aliyev said indicated Russia 
recognized that Azerbaijan has its own interests and respects 
those interests. Aliyev said that Lavrov left Azerbaijan 

satisfied by his discussions, \"even though he had no reason 

to be satisfied.\" In addition to energy, Aliyev said that he 

and Lavrov also discussed Russian broadcasting, and agreed to 
allow broadcasting only on a reciprocal basis. When it 

became clear that Azerbaijan intended to halt Russian 
broadcasts on its national channels, Aliyev said that Lavrov 
agreed to allow Azerbaijani Television to broadcast on 

Russian national channels in exchange for Russian broadcasts 
on Azerbaijani TV channels. 


13. (C) In response to a question from Wood, Aliyev said he 
thinks that Russia does not have a long-term strategy. 
Instead, Aliyev said, Russia is using energy as a political 
instrument, as evident in its actions against Georgia, 

Ukraine, and Azerbaijan. And when Russia\'s policies failed, 
Russia\'s \"imperialistic attitude\" emerged. Aliyev said that 
the Russian leadership has done \"bad things to destabilize 
Ukraine,\" and has tried to use energy policy to \"blackmail\" 
Georgia and Azerbaijan. Because the EU has no energy policy, 
Aliyev said, it too can be manipulated by Russia on a 

bilateral basis. Russia \"thinks it can do whatever it 

wants,\" a situation he characterized as very different from 
the Russia of five years ago. Russia\'s tough, anti-Western 
rhetoric is growing, Aliyev said, and \"tomorrow could be more 
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than rhetoric.\" This anti-Western attitude is not limited to 
President Putin; it is shared by the broader population and 

is deeply influenced by the \"brainwashing and propaganda\" of 
the Russian media. The strong propaganda focus of the 
Russian media, Aliyev noted, was an important reason behind 
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his decision to halt Russian broadcasts on Azerbaijani 
frequencies. Russian television, he said, has a strong 
anti-Georgian tone and sometimes a mild anti-Azerbaijani 
tone. With respect to the Nagorno-Karabakh conflict, 
however, Aliyev said the Russian media is completely 
pro-Armenian. Russian television, Aliyev concluded, is an 
ideological instrument that is being used to propagate a 
strong anti-Western message. 


Iran: Azerbaijan Needs Security Guarantees 


14. (C) Iran is \"dangerous - very dangerous and 
unpredictable,\" Aliyev said. Noting that diplomatic steps so 
far have not led to any changes in Iran, Aliyev sighed and 
said that any developments in Iran can lead to complications 
in Azerbaijan. Shaking his head, he added that \"any 
interference in Iran will have implications for us.\" He 
added that military action against Iran would have serious 
humanitarian and security implications for Azerbaijan. For 
this reason, Azerbaijan tries to \"minimize risks.\" Aliyev 
said that Azerbaijan needs more integration into 
Euro-Atlantic structures; it also needs \"security guarantees, 
just in case.\" 


15. (C) In response to a question from Wood, Aliyev said 
that he does not believe that Azerbaijan\'s growing 
relationship with the United States is having any impact on 
Iran\'s behavior. \"Iran is ready for isolation,\" Aliyev said; 
\"They have chosen isolation deliberately and it is the only 
way for them to survive.\" Iran prefers to see Azerbaijan as 
weak and poor, yet the reality undermines this. \"Thousands\" 
of Iranians travel to Azerbaijan - and particularly to 
Nakhchivan -- and they see that the situation in Azerbaijan 
is good and improving, relative to Iran. Yet Iran poses many 
problems for Azerbaijan, Aliyev continued, particularly in 

the areas of security and a huge, potential refugee problem 
in the event of a conflict in Iran. Iran has \"almost 30 

million ethnic Azeris,\" Aliyev noted, and \"some very stupid 
politicians here advocate Vreunification.Y From our 

position, we would be absorbed!\" 


Turkey and Political Islam 


16. (C) Aliyev continued that the \"religious factor\" is of 
increasing concern, although Turkey currently is of more 
concern than Iran. \"Islamization in Turkey is very bad for 
us,\" Aliyev said, as Azerbaijan no longer has a model of 
secular development to follow. Aliyev said that \"some 
forces\" are trying to export religious movements from Turkey, 
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a phenomenon he characterized as \"more dangerous\" than 
similar Iranian religious activities. Ordinary Azerbaijanis 
have \"an allergy to the Iranian mullahs,\" he said, while they 
are more open to religious and cultural influences from 
Turkey. 


17. (C) Aliyev noted that he had recently traveled to Egypt, 
where he was stunned to see that Egypt -- one of the most 
secular Arab countries in the 1960s and 1970s -- is now 
\"completely Islamic. The Muslim Brotherhood holds 25 
percent of the seats in parliament, Aliyev said, and if open 
elections were held today, the Muslim Brotherhood would win. 
Although Azerbaijan currently \"does not have \"problems like 
that, we may have them if we don\'t control the situation and 
take measures to prevent it,\" Aliyev said. 


18. (C) Looking back at the Turkish experience, Aliyev noted 
that the Islamic movement in Turkey got its start in the 

early 1990s, and grew in popularity in response to the 
corruption problems in the secular government. \"If we don\'t 
take measures today, we could have the same situation in 15 
to 20 years,\" Aliyev said. His government sees European 
integration and sustainable development as the key to 
preventing the rise of political Islam. Aliyev said he is 
investing in education and sports programs to keep young 
people involved in secular rather than religious activities. 
Government efficiency also is important, Aliyev said, noting 
that secular Turkish politicians \"discredited themselves.\" 
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Erdogan is a \"nice person, but he is an Islamist, which is a 
problem. Aliyev concluded that the rise of political Islam 

is a \"potential problem!" that Azerbaijan always needs to take 
into account. 


19. (C) Turning again to internal Turkish politics, Aliyev 
predicted that there will be direct popular elections in 
Turkey which will result in the election of an Islamist 
president. At that point, Aliyev continued, the Turkish army 
will say words," which will lead to either a coup or a civil 
war. Commenting that Turkey was heading into a very 
dangerous situation, Aliyev said that it was a mistake for 
Erdogan to have nominated Gul; he should have nominated 
someone else. 


Media Freedom 


20. (C) In response to the Ambassador\'s request that Aliyev 
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address the current state of media freedoms, particularly 
with respect to Azerbaijan\'s commitments to democratization 
(ref a), Aliyev said that political reform is part of 

Azerbaijan\'s Euro-Atlantic integration policy. Political 

reform is included in Azerbaijan\'s newly adopted National 
Security Concept (ref b) and Azerbaijan has taken practical 
steps to implement its commitments, including \"good 
successes\" in its NATO and EU commitments. Azerbaijan\'s 
commitment to political reform is \"unchanged,\" Aliyev said, 
and the Government is \"doing everything possible to be more 
open and to bring relations closer with Europe and the United 
States.\" 


21. (C) Aliyev said that he \"would not link the media 
situation to our general political line.\" Asserting that 
Azerbaijan \"doesn\'t have any problems with the media, Aliyev 
said that the current situation is due to the arrest of 

\"certain persons who are journalists,\" which creates the 
perception of violations of freedom of speech. Instead, 
certain people are using the media to \"insult, violate and 
attack\" others. These people who have been attacked by the 
media \"must have the opportunity to defend themselves,\" 
Aliyev said. Noting that he personally had issued a public 
appeal for a moratorium on criminal libel suits two years 

ago, Aliyev said this had no effect on the situation. In 

spite of his appeal, there were more \"brutal attacks\" on 
government officials in the media, includingon officials\' 

family members. Azerbaijan has a ifferent mentality, Aliyev 
said; it is more Easten than European and, in keeping with 

its traditins, people defend themselves against attacks in 

he media. \"I think this can help normalize the siuation,\" 
Aliyev said. 


22. (C) Aliyev said tht both Ukraine and Georgia have worse 
human rights problems, yet they are lauded by the West as 
democratic examples. Although Yushchenko is a \"friend,\" 
Aliyev said that he had \"brutally violated Ukraine\'s 
constitution, dissolving parliament and firing prosecutors.\" 
Similarly, Saakashvili arrested opposition figures because 
they spoke to Ossetians. Aliyev said that one journalist in 
Azerbaijan has been arrested because he spoke to Ghoukassian 
(President of the so-called Nagorno-Karabakh Republic) and 
has been in contact with the Armenian Special Services. 
(Note: Aliyev presumably is referring to jailed editor 

Eynulla Fatullayev, whom the Ministry of National Security 
currently is investigating for alleged coup-plotting 

activities.) \"There is a perception in the West that Georgia 
and Ukraine are democratic, and Azerbaijan is different,\" 
Aliyev said. \"We didn\'t do anything different.\" Turning 
again to the current media freedom problems, Aliyev said \"I 
personally regret that this happens. | was declared a 
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predator, one of the ten worst enemies of the press. This is 
not very helpful. But if I\'m on that list, it can\'t be any 
worse. \" 


GUAM Summit 


23. (C) In conclusion, Aliyev said that it is very important 

for Azerbaijan and the United States to exchange views. \"We 
need to be in close, constant contact as we consult and move 
forward.\" Aliyev noted that Azerbaijan would soon host the 
GUAM summit (June 18-19) and that he hoped the United States 
would send representatives to the summit. All four GUAM 

heads of state, plus several other European presidents plan 
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to attend. Aliyev confirmed that the GUAM Secretariat would 
be established and said that a Georgian Deputy Foreign 
Minister had been selected to serve as the Secretary General. 
GUAM, he said, will function as a normal regional 
organization, with a focus on energy and transportation 
projects that he hopes the United States will support. 


Comment 


24. (C) Aliyev was relaxed and engaged throughout this 
hour-long discussion and clearly relished the opportunity to 
share views on regional energy and security issues with Wood. 
This is the first time that he has explicitly articulated in 

Baku his desire for \"security guarantees\" from the United 
States. Aliyev\'s unapologetically tough stance on media 
freedom is consistent with what we have heard in the past 
from Aliyev and his closest advisors, including his Chief of 
Staff Ramiz Mehdiyev. Aliyev\'s unresponsiveness with respect 
to current problems with the media may be due in part to the 
often personal nature of press reporting here, and the strong 
role that personal relationships and reputations play in 
Azerbaijani culture and politics. It is also discounts, 

however, the important role that an independent, ethical and 
professional media must play in strengthening Azerbaijan\'s 
democratic institutions and promoting good governance. 
Continued high-level dialogue with Aliyev and his key 

advisors is essential to address this problem; we plan, as a 
next step, a joint demarche with like-minded diplomatic 
colleagues on Chief of Staff Ramiz Mehdiyev -- who told Wood 
on May 30, on a confidential basis, that the President is 
contemplating a meeting with journalists in June to discuss a 
program for developing the media (septel). 
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25. (U) Wood cleared this message. 
DERSE 
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Classified By: POLITICAL COUNSELOR ROBERT DOWNES, 
REASONS 1.4 (B) AND (D) 


1.(C) Summary. National Assembly (NA) Deputy Ricardo 
Gutierrez told PolCouns May 29 that his pro-Chavez party 
Podemos is interested in reopening a dialogue with Embassy 
officials. Gutierrez predicted that Podemos will weather 
President Chavez\' condemnation for not joining the Venezuelan 
president\'s proposed United Socialist Party of Venezuela 
(PSUV) and that recall efforts against two Podemos governors 
will fail. He criticized Chavez for trying to replicate 

Soviet and Cuban models of development and said he expected 
Chavez to delay making major changes to the 1999 Constitution 
until 2008. Gutierrez called ongoing student protests 
\"worrisome\" and said the BRV needed to establish a dialogue 
with opposition groups. The once loyal pro-Chavez Podemos 
now constitutes a small, but concentrated, fissure within 
Chavismo. End Summary. 
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2. (C) PolCouns and Poloff called on NA Deputy Ricardo 
Gutierrez May 29 in his National Assembly office. Gutierrez 
noted that he had consulted with Podemos Secretary General 
Ismael Garcia, and Garcia has authorized him to speak on his 
and the party\'s behalf. He also said the Podemos party is 
interested in a reopening a \"frank\" dialogue with Embassy 
officials. As former member of the inter-parliamentary 

\"Boston Group,\" Gutierrez said he and other deputies are 
interested in reviving such contacts between the National 
Assembly and U.S. Congress. PolCouns reinforced USG interest 
in opening more channels of communication with BRV officials, 
noting that we should find ways to engage on issues of common 
interest, such as counternarcotics and counterterrorism 
cooperation. 


3. (C) While lamenting President Chavez\' lambasting of 
Podemos for refusing to dissolve and join the new United 
Socialist Party of Venezuela (PSUV) unconditionally (Ref A), 
Gutierrez nevertheless expressed confidence that Podemos 
would persevere as a party. He criticized Chavez for trying 

to create the PSUV \"by decree, not discussion.\" While 
Podemos continues to support Chavez\' \"socialist revolution," 
the party will continue to insist that policy discussion be 
broadened beyond Chavez and his closest advisors. Podemos 
Secretary General Ismael Garcia urged the BRV on May 29 to 
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open a dialogue with the four million opposition voters, 
noting that not all of them are \"useless, oligarchs, or 
conspirators.\" Garcia chided the BRV to act with more 
\"deliberation, balance, and respect.\" 


4. (C) Asked about the prospects of recall referenda against 
Aragua Governor Didalco Bolivar and Sucre Governor Ramon 
Martinez (both of Podemos), Gutierrez predicted that June 
16-18 signature drive would fail to get the required number 

of signatures to invoke the recall referendum. Gutierrez 
asserted that both governors are still popular in their home 
states. He also noted that Aragua and Sucre are small states 
in which few people would identify themselves publicly as 
\"enemies\" of the two Podemos governors. Gutierrez also 
expressed doubt that there would be very many recall 
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referenda anywhere in Venezuela. He noted that the 
CNE-supervised signature drive process, including the 
cumbersome process of scanning fingerprints digitally, could 
not process enough signatures in the time allotted. 


5. (C) Gutierrez stressed that Podemos is not just opposed to 
the Venezuelan president\'s authoritarian style, but also has 
genuine policy differences with Chavez. He said he is 

opposed to Soviet or Cuban models of development that he 
argued Chavez is seeking to emulate because \"they simply did 
not work.\" Gutierrez added that he speaks from experience 
as a former member of the Communist Party (PCV) who visited 
the Soviet Union and Cuba. Moreover, Gutierrez disagreed 
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with Chavez\' decision to expropriate CANTV, Venezuela\'s 
largest telecommunications firm, and the electricity sector. 
\"If the private firms were doing a good job,\" Gutierrez 
asked, \"why take them over?\" He also criticized Chavez\' 
efforts to centralize the delivery of social programs. \"In 
the end,\" Gutierrez sighed, \"its always all about Chavez.\" 


6. (C) Asked about Chavez! intention to seek major changes to 
the 1999 Constitution, Gutierrez said the drafting process is 

a \"black box" and most National Assembly members, including 
him, have not yet been informed of the content of the 

proposed reforms. Nevertheless, Gutierrez said Chavez would 
not seek any changes until 2008 because he had already 
detected potential opposition to some of his ideas, including 
the elimination of term limits. Chavez\' original goal was to 

get a package of constitutional changes approved via a 
referendum by the end of 20007. In addition, Chavez is 
already pursuing so many other radical political and economic 
changes and cannot focus his energy on reworking the 
Constitution, according to Gutierrez 


7. (C) Gutierrez called ongoing student demonstrations 
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protesting the BRV\'s May 28 closure of independent 
broadcaster RCTV \"worrisome.\" He said the BRV needed to 
establish a dialogue with the opposition to calm tensions. 

The BRV\'s only other alternative, Gutierrez continued, is to 
\"repress\" the students and that would be politically 
counterproductive. Addressing the National Assembly the same 
day, Podemos Secretary General Ismael Garcia \"Enough of 
confrontations and mobilizations; | call for dialogue at this 
difficult time in the country.\" 


8. (C) President Chavez\ decision to pillory the small 
pro-Chavez parties that did not join the PSUV is opening real 
fissures within Chavismo, giving us renewed access to Patria 
Para Todos (Ref B) and Podemos leaders. That said, this 
access is somewhat devalued by the fact that it is which 
\"schismatic\" Chavistas, who have been expelled from Chavez\' 
circle of trust. This has liberated the remaining party 

leaders of both pro-Chavez parties to be more critical of 
Chavez\' authoritarian style of governance and policies, both 
in private and in public. Nevertheless, both parties face 
uphill battles to remain politically relevant while neither 
enjoying Chavez\' favor nor joining the opposition. 


BROWNFIELD 
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Summary 


1.(C) MFA 4th CIS Department Director Kelin said May 31 
that the upcoming Saakashvili-Putin meeting in St. Petersburg 
might serve one purpose: to overcome the legacy of bad blood 
left by last fall\'s confrontation. He warned that action on 
Kosovo between now and the meeting might ruin even that 
modest hope. Kelin sensed no wish on the part of the Abkhaz 
for direct contacts with Georgia. He thought Georgian troop 
movements, added to Georgian financing of Sanakoyev, are 
raising tensions in South Ossetia. Kelin appeared unaware 
that Ambassador Kovalenko\'s visit to South Ossetian coincided 
with the anniversary of the breakaway province\'s unilateral 
declaration of independence. He maintained that Russia\'s 
resumption of visa issuance to limited categories of 

Georgians was an international obligation, not a gesture to 
Georgia. End Summary. 


The Meeting... 


2. (C) In a May 31 meeting, Kelin maintained that the 

upcoming meeting between Presidents Putin and Saakashvili at 
St. Petersburg offers \"some potential" for substantive 
improvement. He refused to comment further on Russia\'s 
proposals. (The Georgian Ambassador told us the Russian 
proposed agenda contains \"nothing exciting.) More 
importantly, the meeting might clear away some of the bad 
blood remaining from last fall's confrontation between Russia 
and Georgia after Georgia\'s arrest of four Russian officers 

on charges of espionage. 


...And How to Get There 


3. (C) Kelin worried about the potential effects on the 
Putin-Saakashvili meeting that UNSC movement on Kosovo might 
have, in view of its implications for Russian actions on 
Abkhazia. He noted the recent Bush-Putin telephone 
conversation and the confrontational May 30 meeting of 
foreign ministers in Potsdam. If the UNSCR moves forward in 
the next few days, \"we will veto it, you will recognize 

Kosovo, and there will be an extremely bad situation by the 
time of the Putin-Saakashvili meeting.\" In response to our 
insistence that Kosovo could not serve as a precedent, Kelin 
demurred and noted strong domestic pressure from the North 
Caucasus and the Duma. (On June 1, MFA South Ossetia 
negotiator Yuriy Popov amplified on these concerns. Western 
recognition of Kosovo would lead natives of the North 
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Caucasus to demand recognition for Abkhazia, threatening, 
should Russia refuse, the nightmare scenario of a 
conflagration in the North Caucasus in the run-up to the 2008 
transition.) 


4. (C) Kelin took the standard Russian line that it is up to 
Georgia to take steps in Russia\'s direction to improve 
relations. He denied that the resumption of visa issuance to 
Georgians with family members in Russia was a gesture of any 
sort to Georgia. Rather, Russia had determined that its visa 
policies are in breach of international laws on family 
reunification. It had revised its visa policies so as not to 
contravene Russia\'s international obligations. 


Separatist Borders 


5. (C) Kelin noted that a team led by Russia\'s chief WTO 
negotiator Maksim Medvedkov had arrived in Tbilisi. Kelin 
refused to comment on Russia\'s proposals until after they had 
been presented to the Georgians, other than to say they are 
VrealisticA" Georgia\'s WTO objections are based on the 
Russian use of unauthorized border crossings into Georgia\'s 
separatist provinces. Kelin stated that the Georgian 

proposal -- placing Georgian border monitors at these borders 
-- is \"unrealistic,\" since the monitors would be murdered 
\"within 24 hours.\" The Georgians had rejected a Russian 
proposal to set up an \"information center\" in Tbilisi to 

relay data about border crossings as they took place; this 
would be similar to the system Russia has in place with 
Belarus. (Comment: Kelin must surely understand that 
Russia\'s relationship to Belarus is perhaps not the model 
Tbilisi would choose for its relationships to Abkhazia and 
South Ossetia. End Comment.) 


6. (C) PolMinCouns noted that Ambassador Tefft had just been 
in Abkhazia urging the Abkhaz to talk with the Georgians 
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without preconditions. Kelin noted that the Abkhaz are 
feeling \"misled\" after the prisoner exchange failed to 
produce one of the prisoners the Abkhaz believe Georgia is 
holding. He said he sees no desire on the part of the Abkhaz 
for direct talks with the Georgians, with or without 
preconditions, until Georgia takes undefined \"reconciliation 
steps\" towards Abkhazia. 


7. (C) Kelin said tensions are rising in South Ossetia. The 
movement of a Georgian brigade from Senaki to Gori comes as 
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Sanakoyev is gaining strength as a result of Georgian 
financing. Flush with cash, Sanakoyev is building 18 

facilities -- shops, cinemas, and dance clubs -- to try to 

gain popularity within South Ossetia. There is talk that the 
Georgians will take Sanakoyev to the OSCE in Vienna, and will 
propose \"free competition\" between Sanakoyev and Kokoity -- 
which Kokoity will reject out of hand. Asked about Amb. 
Kovalenko\'s visit to Tskhinvali on the May 29 15th 

anniversary of South Ossetia\'s unilateral declaration of 
independence, Kelin seemed unaware that there was any 
significance in the dates. Kovalenko had refused so many 
previous invitations to Tskhinvali that he could not put his 

visit off any longer. As to the anniversary, \"They celebrate 
something or other there every other day.\" 


8. (C) On June 1 Popov added details of the water crisis in 
South Ossetia (reftel). Villagers tap into the pipes every 

year, he said, but in previous years the South Ossetians were 
allowed to repair the pipes. This year, however, the repair 
team that traveled to the site on May 30 was told that it 

would only be allowed to repair the pipes if it coordinated 

its activities with Sanakoyev, throwing the South Ossetians 
into a political dilemma. Popov showed us a letter sent May 
31 by South Ossetian negotiator Chochiyev to Russian PKF 
commander Kulakhmetov, complaining bitterly of the Georgian 
move and claiming that PKF and OSCE monitors were turned away 
along with the repair team -- a violation of the cease-fire 
regime. Chochiyev claimed to Popov that he had been trying 
for a week to call Georgian conflict negotiator Merab 

Antadze, who refused to answer. Popov said he is trying to 
broker a meeting of the two in Tskhinvali next week. 


Comment 


9. (C) The next ten days -- promising Kosovo action at the 
UN, the G-8 Summit in Germany and the informal economic 
summit in St. Petersburg, against the backdrop of heightened 
tensions in South Ossetia and Abkhazia -- will be a minefield 
for Russian-Georgian relations. Sadly, it appears that each 
side views navigating the minefield as the responsibility of 
the other side. 

BURNS 


110560 

RR RUEHAG RUEHROV 

DE RUEHWR #1281/01 1521432 

ZNY CCCCC ZZH 

R 011432Z JUN 07 

FM AMEMBASSY WARSAW 

TO RUEHC/SECSTATE WASHDC 4449 


Column 3 

INFO RUCNMEM/EU MEMBER STATES 

RUEHKT/AMEMBASSY KATHMANDU 0077 

RUEHKV/AMEMBASSY KYIV 0079 

RUEHSK/AMEMBASSY MINSK 3480 

RUEHMO/AMEMBASSY MOSCOW 2678 

RUEHFT/AMCONSUL FRANKFURT 0049 

RUEHKW/AMCONSUL KRAKOW 1727 

RUEHUB/USINT HAVANA 0037","C ONFIDENTIAL SECTION 01 OF 02 WARSAW 001281 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/01/2017 

TAGS: CMGT, PREF, PHUM, ASEC, RSOX, PL 

SUBJECT: INCREASE IN WALK-IN TRAFFIC TO WARSAW\'S CONSULAR 
SECTION: A CHANGING POPULATION 

REF: A. (A) WARSAW 02516 
B. (B) WARSAW 00266 


WARSAW 00001281 001.2 OF 002 


Classified By: Consul General Lisa Piascik for reasons 1.4 (b) and (d) 


1. (C) SUMMARY: In the last year Warsaw,s consular section 
has seen an increase in both the number and diversity of 
walk-ins seeking asylum or refugee status in the United 
States. The majority of cases continue to come from 
neighboring countries, primarily Belarus. However, recent 
applicants are increasingly diverse, including applicants 

from Nepal, Cuba, and Iraq. Consular walk-ins at Embassy 
Warsaw typically seek refugee status in Poland, and are 
fundamentally economic migrants. 


2. (C) The number of walk-ins seen by the consular section at 
Embassy Warsaw in the last ten months has increased to an 
average of almost three a month. Unless pursuing a purely 
visa-related matter, persons who appear at Embassy Warsaw\'s 
Consular Information Booth speak with both a Consular Officer 
and either an ARSO or the RSO. The 26 walk-ins in the last 
ten months included ten Belarusians, four Russians, three 
Ukrainians, two Cubans, two Nepalese, two North Koreans, one 
Iraqi, one Bulgarian, and one Pole. 


3. (U) The Embassy refers walk-ins, as appropriate, to the 
United Nations High Commissioner for Refugees in Warsaw, the 
Polish Office of Repatriation and Aliens, and/or the Helsinki 
Foundation for further assistance (See Reftel A). All three 

of these agencies work together closely in Warsaw, and their 
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assessments of applicant\'s situations are consistent, i.e., 
Poland is a safe third country upholding its EU refugee 
safeguards. In fact, many persons appear at our consular 
section have already begun the refugee application process 
through UNHCR or Polish authorities. Interestingly, consular 
officers have not been faced with refugee requests from 
Chechens in the past year, though Chechens are the single 
largest group of refugee seekers in Poland (Reftel A). 


4. (C) The majority of consular walk-ins at Embassy Warsaw 
are Belarusian citizens claiming persecution for 

participation in opposition groups. Warsaw consular walk-ins 
from Belarus have included many single males who clearly seem 
to be economic migrants, though every Belarusian we see 
claims in some way that their participation in the Belarusian 
opposition has led them to seek asylum/refugee status. We 
consistently hear from these aspirants that the Belarusian 
authorities monitor their calls, make it difficult for them 

to find work, and subject them to police persecution. The 
three Ukrainian refugee seekers made similar claims, but none 
were found to be credible. All four of the Russian refugee 
aspirants were deemed mentally unstable. 


5. (C) Walk-ins at Warsaw\'s Consular Section are increasingly 
diverse. In October 2006 two Cubans, reportedly brother and 
sister, appeared at Embassy Warsaw claiming that they were 
sent to Ukraine on an exchange with a social group and then 
made their way to Poland. The male said that he was a baker 
by profession and that his sister was unemployed. Two North 
Koreans appeared at Embassy Warsaw in February 2007, stating 
that they had been sent to Ukraine to work in the forests and 
that they made their way on foot across the Ukrainian-Polish 
border to apply for refugee status in Poland. A Nepalese man 
appeared in December 2006 saying that he had paid a smuggler 
to take him to England, but that the smuggler had taken him 

to Poland, then kept his passport and abandoned him here. One 
Iraqi appeared in October 2006 seeking refugee status based 
on his work for the U.S. military in Iraq. After appropriate 
inquiries, Warsaw\'s DAO was unconvinced by his claims. 


6. (C) All of the persons described were questioned to 
ascertain their eligibility for refugee status based on 

current guidance; the Embassy subsequently deemed them 
unqualified for further processing. All but the Iraqi 

reported coming to Poland through Ukraine or Belarus, and 
many had applied for refugee status in Poland as soon as they 
reached the Polish border. Though some expressed interest in 
continuing on to other EU countries, European Union 
regulations dictate that they stay in their country of first 
application if they wish to pursue a European refugee/asylum 
claim, forcing them to pursue their claims in Poland. 
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7. (U) All the walk-ins that consular officers see here are 
typically looking for multiple options for resettlement, and 
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generally seem to choose to pursue refugee status in the 
United States for economic reasons. Although the Eastern 
European refugee-seekers are relatively better off than 
counterparts from poorer regions of the world, proximity to 
Poland and the EU is sufficiently tempting for them to find a 
way across the border and seek a better life elsewhere. 


8. (C) COMMENT: Though it is impossible for consular 
officers to verify the stories of walk-ins, we hear 

consistently that economic conditions in Belarus are poor, 

and notably worse for those who express any opposition to the 
government. We expect an increasing number of walk-ins from 
both Belarus and Ukraine as long as the social, economic, and 
political situation in those countries is unstable and Poland 
offers increasing opportunities. End Comment. 


ASHE 
ASHE 
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Classified By: Political/Economic Section Chief Rebecca Dunham for reas 
on 1.4 (d) 


1. (U) Summary: An anti-homosexual rally in downtown Vilnius 
on May 25, originally planned to coincide with a 

pro-diversity rally, drew a small, non-violent crowd. The 

City of VilniusY decision to prevent the European 
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Commission-sponsored pro-diversity and gay pride rally from 
taking place has drawn fire from the EU and western 
institutions, including rumored threats of withdrawing a 
planned Gender Equality Institute from Vilnius. End summary. 


Anti-gay Protest Eclipses Anti-discrimination Event 


2. (U) A group calling itself \"For Morals and Nation\" 

organized an unauthorized anti-homosexual rally in the public 
square in front of the government offices in downtown Vilnius 
on Friday May 25. Information about the demonstration was 
circulated via the internet and flyers with a graphic 

anti-gay logo (also used by anti-gay protestors in Riga) 
announcing plans for the demonstration were posted around the 
city. Approximately ten participants, mostly teenagers and 
young adults, wore white t-shirts bearing the same anti-gay 

logo and passed out flyers labeled \"Resist Homosexual 
Propaganda.\" Towards the end of the rally the organizers 
raised a large Lithuanian flag and chanted \"Lithuania.\" The 
stated goal of the group, which is an informal affiliation of 
citizens \"fighting to preserve the institute of family,\" was 

to protest pro-homosexual \"propaganda\" and public declaration 
of homosexuality, which they claim will corrupt children. 

One participant was overheard explaining that he was 
exercising his right to free speech and trying to protect 

children by passing out the flyers. Embassy observers 
estimated that less than fifty people showed up deliberately 

for the rally; however, the normal lunch time crowd made it 
difficult to identify participants from passersby. One local 
television station covered the event. A member of the For 
Morals and Nation Group and President of the Lithuanian 
Nationalist Union, Marius Kundrotas, told local press that 

the group had \"already succeeded\" in keeping homosexuals from 
holding a public demonstration. The event passed without 
incident. 


3. (U) The anti-gay demonstration was originally planned as a 
counter-rally to coincide with a European 
Commission-sponsored event titled \"For Diversity, Against 
Discrimination\". The centerpiece of the EC event would have 
been a pro-diversity trailer designed to spread information 
about tolerance and equal opportunities around Europe. The 
Lithuanian Gay League had planned to participate and hold up 
a thirty-meter-long rainbow flag in the square. Vilnius 

Mayor Juozas Imbrasas publicly expressed opposition to the 
pro-diversity event. Vilnius city officials subsequently 

refused to issue a permit to the EC pro-diversity and 
gay-pride demonstration, claiming that the anti-homosexual 
rally could lead to outbreaks of violence. The Lithuanian 
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Gay League NGO stated they would respect the decision of the 
City and held two smaller, indoor gay-pride events on May 24 
and 25 instead. NGO Members told Embassy officials that they 
were considering legal action against the city, but still had 
approximately 30 days to decide whether or not to bring the 
issue to court. 


EU Distressed, Weighing Response 


4. (U) After the City of Vilnius refused to issue a permit 

for the pro-diversity event, the European Commission released 
a statement condemning the decision. The EC highlighted that 
this was the first time in the four years that the EC 
pro-diversity trailer has been on tour that an event has been 
canceled by local authorities. Other European institutions 
quickly echoed the condemnation; Council of Europe Human 
Rights Commissioner Thomas Hammarberg urged Vilnius to 
reconsider its decision and foster \"the freedom of meetings 
for all citizens\" as required under the European Convention 
on Human Rights. The Lithuanian Equal Opportunities 
Ombudsman\'s Office has initiated an investigation into 
whether the Vilnius Municipality had any legal grounds for 
prohibiting the pro-diversity event. 


5. (U) Lithuania was granted the right to host the European 
Gender Equality Institute by the European Parliament in 2006. 
This development delighted Lithuanian elites still excited 
about Lithuania\'s accession to the EU in 2004. The Institute 
is supposed to be established later this year, and would be 
the first EU institute in Lithuania. Following the decision 

not to allow the pro-diversity event, there was media 
speculation that Lithuania might lose this privilege, 

including a comment by Giedre Purvaneckiene, an advisor to 
the Prime Minister, who said that the European Commission is 
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reconsidering the decision to establish the Institute in 
Vilnius. 


Comment 


6. (C) The Vilniu municipality\'s position on the 

pro-diversity and gay pride events highlights the gulf 

between EU expectations of tolerance and those observed in 
Lithuania. The relatively homogenous Lithuanian society 
suffers from some of the xenophobia and prejudices that 
sometimes accompany homogenous cultures. These attitudes 
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present a stumbling block to this country\'s ability to 

quickly adopt the EU standards of gender and racial tolerance 
and equality. The Lithuanian desire to be treated as equals 
inthe EU rather than as second-class citizens will push an 
enlightened minority to try to enforce EU standards of 
tolerance, and the fear of losing the privilege of hosting 

the Gender Equality Institute will prod a few others, but 

there remains much work to be done before the tolerance 
accorded to gays in Western Europe becomes the norm here. 
KELLY 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, PHUM, ECON, EPET, ENRG, BO 
SUBJECT: EMBASSY MINSK WEEKLY POL/ECON REPORT - June 1, 2007 


1. The following are brief items of interest compiled by Embassy 
Minsk. 


TABLE OF CONTENTS 


Civil Society 


- Activists Protest Abolition of Social Benefits (para. 2) 

- Protestant Pastors Face Intensified Harassment (para. 3) 

- Youth Activists Protest Old Town Demolition in Grodno (para. 4) 

- Opposition Leader\'s Car Damaged Once Again (para. 5) 

- Belarusian Orthodox Church to Support Commemoration of Stalinist 
Crimes Victims (para. 6) 


Domestic Economy 


- Oil Refineries Incur Losses After Making Forced GOB Payments 
(para. 7) 
- Free Economic Zones\' Production Up 17.6 Percent (para. 8) 
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- On-the-year Cash Income Up 17 Percent (para. 9) 


International Trade and Investment 


- Six CIS Member States Agree on Common Electric Power Market (para. 
10) 


- Quote of the Week (para. 11) 


CIVIL SOCIETY 


2. Activists Protest Abolition of Social Benefits 


On May 30, BelaPAN independent news agency reported on a number of 
planned and banned demonstrations to protest the parliament\'s 
adoption of legislation to remove and/or cut social benefits. 
Independent trade union and opposition activists in Mogilyov 

received a permission to hold a one-hour demonstration on June 1. 
The pro-opposition Belarusian Party of Communists (BPC) local branch 
in Brest was also granted permission to hold a rally on June 1 and 

will continue to collect signatures to challenge social benefits 

cuts. On May 29, however, Gomel authorities denied the local BPC 
branch permission to stage a June 1 protest in the city. Meanwhile, 

the pro-government Federation of Trade Unions (FTU) called for 
restoration of some retirement benefits. The FTU also submitted a 
proposal to parliament seeking extra leave to long-time serving 
employees and those who work overtime. 


3. Protestant Pastors Face Intensified Harassment 


On May 28, the court found St. John the Divine Church pastor Antoniy 
Bokun guilty of conducting an illegal religious service and fined 

him 620,000 rubles (USD 290). Police officers arrested Bokun and 
Polish Protestant pastor Yaroslav Lukasik on May 27 after entering 
Bokun\'s house and videotaping the religious service. On May 30, 
authorities fined Polish citizen Lukasik 31,000 rubles (USD 15) for 
unauthorized religious activities, issued him deportation orders 
effective June 7, and barred him from returning to Belarus for five 
years. On May 8, 2007, authorities canceled Lukasik\'s residency 
permit due to his alleged involvement in \"activities aimed at 
causing damage to the national security of Belarus.\" Lukasik, a 
resident of Belarus since 1999, linked his deportation with 
continued GOB harassment of religious activists and his public 
criticism of Belarus\' religious laws. 


4. Youth Activists Protest Old Town Demolition in Grodno 


On May 29, youth activists staged a 15-minute protest against the 
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local authorities\' demolition of historical buildings in old town in 

the western city of Grodno. The protestors had to change the venue 
since the police blocked off the original point of assembly. Youth 
activists displayed a sign that read \"Stop the Vandals\" on a 

building and distributed leaflets with information about local 
authorities\' demolition project in the city center in order to widen 

the road and the bridge. This demonstration was part of activists\' 
\"Save Grodno\" campaign, which protests the authorities\' demolition 
plans. 


5. Opposition Leader\'s Car Damaged Once Again 


On the night of May 30, vandals splashed acid on \"For Freedom\" 
Movement leader Aleksandr Milinkevich\'s car. Milinkevich filed a 
complaint with law-enforcement agencies to investigate the incident. 
This is the fourth case of Milinkevich\'s car being damaged in the 
last six months. Milinkevich believes that such incidents are 

related to his political activities, and that vandals are attempting 

\"to bowl him down\". 
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6. Belarusian Orthodox Church to Support Commemoration of Stalinist 
Crimes Victims 


On May 28, independent media reported that Head of the Belarusian 
Orthodox Church (BOC) Metropolitan Philaret expressed support of the 
public organizing committee for commemoration of the victims of 
Stalinist repressions. Metropolitan Philaret lauded committee\'s 

efforts to organize commemorative events in 2007 to mark the 70th 
anniversary of the Stalinist purges, and provided it with a detailed 
agenda of the BOC\'s plans to honor the victims, including 
assassinated Orthodox priests. Historian and committee co-founder 
Igor Kuznetsov expressed hope for future effective cooperation with 
the BOC. 


DOMESTIC ECONOMY 


7. Oil Refineries Incur Losses After Making Forced GOB Payments 


The Mozyr Oil Refinery, one of Belarus\' two oil refineries, told 
Prime-Tass news services on May 28 that it incurred USD 5 million 
losses in April primarily due to USD 3 million worth of mandatory 
payments it was forced to make to the Government\'s Innovation Fund. 
From January through March, the Mozyr refinery\'s monthly profit was 
USD 2.5 million; however, on May 23, the government increased the 
rate of mandatory payments eight times. The Novopolotsk Oil 
Refinery had to pay USD 4 million in mandatory payments in April but 
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still managed to make a USD 0.5 million profit mainly because its 
export expenses are lower than the Mozyr Oil Refinery\'s expenses. 


8. Free Economic Zones\' Production Up 17.6 Percent 


According to the Ministry of Statistics, Belarus\' six regional free 
economic zones (FEZ) increased their on-the-year production in 
January through March by 17.6 percent. Total exports of the FEZ\'s 
resident businesses totaled USD 206.3 million -- up 41 percent on 
the year -- while their imports were up 81.2 percent to USD 189.2 
million. Most exports went to Russia, while most imports came from 
outside CIS. Of the 266 resident businesses in the country\'s FEZ, 
however, 33.5 percent reported losses. 


9. On-the-year Cash Income Up 17 Percent 


According to the Ministry of Statistics, Belarusians\' on-the-year 

total cash income was up 17 percent in first quarter of 2007. 

Salaries accounted for 58 percent of the income versus 61.4 percent 
a year ago. Belarusians spent 78.3 percent of their income on goods 
and services and invested only 6.3 percent into savings and foreign 
currency. In March, the average salary and pension equaled USD 307 
and USD 130 respectively. 


INTERNATIONAL TRADE AND INVESTMENT 


10. Six CIS Member States Agree on Common Electric Power Market 


On May 25, the prime ministers of Russia, Kazakhstan, Belarus, 
Kyrgyzstan, Tajikistan, and Armenia signed an agreement on a common 
electric power market. According to Russia\'s Premier Mikhail 

Fradkov, the agreement will facilitate trade in and provide equal 

access to energy resources. Under the agreement, the six countries 
will separate power transfer and management services from generation 
and trading in electric power. The parties will provide power 

transit services irrespective of the origin, owner and destination 

of power and will establish unified customs rules and procedures. 


Quote of the Week 


11. The Belarusian Embassy in Lithuania denied Lithuanian MP and 
Parliamentary Assembly Council of Europe Representative Emanuelis 
Zingeris a visa to travel to Belarus for the opposition\'s May 26-27 
United Democratic Forces\' Congress. Zingeris linked his denial to 
the harsh statement he made to the Belarusian regime at the 2005 
Congress. While commenting on his visa denial, Zingeris stated: 


YI would be glad if my wife would take me so seriously and respect 
me the way Lukashenko does.\" 
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IO AND AF FOR FRONT FRONT OFFICE 


E.O. 12958: DECL: 05/30/2017 
TAGS: UNSC, PREL, SO, MOPS 
SUBJECT: DEMARCHE RESPONSE SOMALIA PKO CONTINGENCY PLANNING 


REF: SECSTATE 73567 
Classified By: Ambassador Zalmay Khalilzad for Reasons 1.4 (b,d) 


1. (C) SUMMARY: Ambassador Sanders told DPKO\'s Africa 
Division chief that proper planning and preparation for a UN 
peacekeeping operation are essential to support any progress 
in the Somali political process. Titov reported that DPKO 

has begun limited military planning and will present a \"range 
of options\" when the SYG briefs the UNSC on the situation in 
Somalia in mid to late June. Titov said \"politically 

permissive conditions\" and full deployment of AMISOM forces 
were prerequisite to further UN involvement in Somalia. END 
SUMMARY. 


DPKO Planning Moving 
Forward Slowly 


2. (C) AMB Jackie Sanders delivered reftel demarche points to 
Department of Peacekeeping Operations (DPKO) Africa Director 
Dimitri Titov on May 31. AMB Sanders opened the meeting by 
asking Titov for an update on DPKO contingency planning for 
Somalia, emphasizing that UNSCR 1744 and the April 30 PRST 
had instructed DPKO to begin planning for a UN mission to 
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replace AMISOM. Titov responded that DPKO has begun work on 
a \"range of options\" to be presented to the Council when the 
SYG\'s office briefs the Council on the situation in Somalia 
in June. (NOTE: The briefing is tentatively set for June 14. 

END NOTE.) Titov said that his military planning team\'s 
preliminary estimate is that a PKO mission to Somalia with a 
\"limited mandate\" would require at least twenty thousand 
soldiers to provide security in the Mogadishu, Baidoa and 
Kismayo triangle. 


3. (C) Titov said that the forthcoming report would be based 
on \"several assumptions\" regarding the conditions under which 
a UN force would deploy: 


-- Political progress that created a permissive political 
environment for a peacekeeping deployment. 

-- A successful, inclusive National Reconciliation Congress. 
-- A sustainable ceasefire. 

-- Full deployment of AMISOM forces. 


4. (C) AMB Sanders responded that the conditions for a UN 
deployment of a UN force were an issue for Council 
consideration and that the Council had already instructed the 
UN to begin military planning for a UN deployment to replace 
AMISOM. Titov rebutted that the situation in Mogadishu is 
\"frankly mayhem\" and the Council could not expect that a UN 
peacekeeping force would deploy into a hostile environment. 


DPKO Looking at Ways to 
Support AMISOM 


5. (C) Titov said that the UN has begun looking at ways that 

the UN can support AMISOM\'s deployment. Titov said that a 
robust AMISOM deployment would help set the stage for further 
UN engagement. Titov said he plans to meet with AU 
representatives in the next few days to discuss the 

possibility of expanded UN support for AMISOM and the U.S. 
should be prepared for the \"standard AU request for funding 
and equipment.\" 


6. (C) Working-level DPKO and DPA contacts have told USUN 
officers that they are reluctant to deploy UN peacekeepers to 

an operational environment as hostile as Somalia. France, 
Belgium and Italy will likely couch their opposition to 

further UN engagement in Somalia by echoing DPKOV\'s insistence 
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on first establishing permissive political conditions. As a 
first step in counteracting these nay-sayers, we should 
consider putting forward a PRST that sets attainable 
political objectives for the upcoming Somali National 
Reconciliation Congress. 
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STATE FOR INL/LP, WHA/CEN 
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TREASURY FOR FINCEN 


E.O. 12958: N/A 
TAGS: ECON, EINV, KCOR, KCRIM, SNAR, KJUS, NU 
SUBJECT: POST REQUESTS EXTENSION OF RLA PROGRAM 


REF: A. MANAGUA 1327 
B. MANAGUA 605 
C. MANAGUA 911 


1. This is an action request. See para 3. 


2. (SBU) SUMMARY: Ambassador requests serious consideration 
by State INL and DOJ-OIA of a continuation of the highly 

effective Resident Legal Advisor (RLA) position at Embassy 
Managua. Over the past three years, the RLA program has 
allowed this post to forge closer bonds at an institutional 

level with key members of the law enforcement and legal 
community, and to conduct critical instruction and training 

for professional-level law enforcement personnel. These 

programs have dovetailed perfectly with our USAID Rule of Law 
programs, allowing us to make significant inroads in the 
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battle against corruption and organized crime, and forging 
closer relations at the working level with Nicaraguan 
prosecutors and law enforcement authorities. Among other 
accomplishments, we have finally managed to establish a 
single vetted unit of the Nicaraguan National Police to 
investigate and prosecute crimes related to narcotrafficking, 
international organized crime and corruption. We also have 
established a more direct, clear, and institutional 
relationship with the new Chief of Police, Aminta Granera, 
which has resulted in increasing success in the battle 
against narcotrafficking and transnational crime in 

particular. Continuation of this type of 
technical/professional-level cooperation will be especially 
important under the new Sandinista regime of Daniel Ortega, 
which has pledged to continue cooperation with the United 
States on international law enforcement matters, but at the 
same time is forging closer relations with rogue nations such 
as Venezuela, Iran and North Korea. END SUMMARY. 


3. (U) Our Resident Legal Advisor (RLA) exercises primary 
responsibility for coordinating and monitoring post\'s 
anticorruption program, activities critical to the success of 
our mission\'s Rule of Law and Administration of Justice 
efforts. Post requests funding to extend the Resident Legal 
Advisor (RLA) program for fiscal year 2008. In order to 
share costs for the program, the RLA slot could expand to 
include regional training responsibilities. Currently, there 

are two DOJ representatives who cover Nicaragua: a judicial 
attach? in El Salvador charged with extradition cases for the 
Office of International Affairs; and an FBI representative 
based in Panama with operational responsibilities for Panama 
and Nicaragua. Neither DOJ representative has any training 
responsibilities, a key component of Nicaragua\'s program. 


Background on Post\'s RLA Program 


4. (SBU) In Nicaragua, corruption within the judiciary is an 
obstacle to all law enforcement efforts. Ineffective law 
enforcement institutions cannot currently deter crimes 
related to corruption, as the weakened and politically 
manipulated system justice system is vulnerable to undue 
influence. Indeed, transnational criminal organizations have 
taken advantage of the corruption within the criminal justice 
system, with Nicaragua fast becoming a haven for these 
organizations. 


5. (SBU) Post consequently decided to develop a specialized 
unit to with high-profile financial, narcotics and corruption 
related crimes. The unit will bolster intelligence gathering 
and information sharing, centralize knowledge and capacity to 


Column 3 

increase the effectiveness law enforcement efforts and take 
over sensitive cases from ordinary law enforcement agencies 
that have been perceived as corrupt. The unit is centralized 
at the national level and staffed with hand-picked, vetted 
specialists -- currently only members of the Nicaraguan 
National Police are part of the unit, but we plan to include 
independent prosecutors as well as other law enforcement 
personnel. It is located in its own building and reports 
directly to the police chief. This provides a buffer against 
political and administrative interference. Ultimately, this 
arrangement will prevent corruption within the different 
components of the criminal justice system. 


6. (SBU) Post first established the RLA office in the summer 
of 2004 to assist the GON in its efforts to combat 

corruption. The RLA supported the Nicaraguan Offices of the 
Attorney General and National Prosecutor, as well as the 
Economic Crimes Unit of the National Police by providing 
training and technical assistance to prosecutors and police 
on how to investigate and prosecute corruption cases. The 
RLA for FY 2005-2007 focused primarily on standing-up and 
training the vetted unit described above and coordinating 
Embassy anti-corruption efforts. There is no FBI or DHS 
representative at post, and the RLA acts as the liaison 
between the Embassy and DOJ on legal and law enforcement 
matters and assistance programs. Post is committed to 
ensuring the success of the vetted unit. Post estimates that 
USD 400,000 is needed for administrative costs to continue 
the RLA program. 


Accomplishments 


7. (SBU) The RLA holds primary responsibility for 
coordinating the Embassy\'s anti-corruption efforts and is 
critical in assisting with efforts to combat financial 
crimes. Accomplishments include: 


- Developing a Vetted Unit 


After several years of planning, the GON, in cooperation with 
the Embassy, has established a new vetted unit that will 
conduct high profile and, at times sensitive, corruption, 

drug trafficking, drug-related weapons, and money laundering 
investigations. The unit is interdisciplinary, addressing 

both corruption, financial crimes and drug trafficking cases. 
The RLA was critical in setting up the unit and has 
developed a comprehensive multi-disciplinary training program 
to provide the unit\'s personnel with the necessary 
specialized knowledge to enforce the law against those who 
commit acts of corruption (MANAGUA 1327). In only the first 
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month of existence, RLA provided training on investigative 
techniques and a seminar to develop a handbook on 
investigating financial crimes. The RLA worked with other 
law enforcement agencies for technical assistance and 
training support. The objective is for this unit to take 

charge of the investigation and prosecution of key corruption 
cases. 


- Continuation of Anti-Corruption Program and Training 


The RLA coordinated post\'s anti-corruption program, working 
closely with Embassy staff and Nicaraguan officials to 

identify corruption concerns and effectively address these 
concerns. He also provided training to enhance the ability 

of Nicaraguan prosecutors and investigators to work together 
and successfully target, investigate and prosecute corruption 
and financial crime cases. Most notably, the RLA recently 
organized a technical assistance project that assisted 
Nicaraguan law enforcement officials in developing a 
framework to work collaboratively to combat corruption. The 
three-day workshop was run by the RLA, a program manager from 
OPDAT, and an FBI agent who helped the attendees draft a 
handbook of best practices for investigating and prosecuting 
corruption and related crimes (MANAGUA 911). 


- Legislative Analysis and Reform 


The RLA has provided analysis of high profile cases of 

interest to the Embassy, such as the Volz and Almanza cases 
(MANAGUA 605). He analyzes Nicaraguan laws and procedures 
with an eye toward potential changes which would facilitate 

the investigation and prosecution of corruption cases and was 

a key partner in USAID efforts on the new criminal code. The 

RLA also provides guidance to the Embassy and GON on laws and 
cases involving money laundering, alien smuggling, and 

trafficking in persons. 


Future plans 


8. (SBU) With no DHS or FBI presence at post, it is 
essential to retain the RLA position to coordinate 
anti-corruption programs. Also, post does not have a 
Narcotic Affairs Section, only a Political Officer 
coordinating the INL portfolio. Thus, the expertise of an 
RLA is invaluable to other INL programs at post. Over the 
next year, the primary goal of the RLA program would be to 
help further develop the vetted unit, as well as assisting 

the GON in anti-corruption activities by helping law 
enforcement officials and prosecutors build their capacity to 
investigate and prosecute corruption cases. Towards this 
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end, the RLA has developed a training schedule for the unit 
over the next six months which will enable the unit to engage 
in investigations of significant corruption cases. The RLA 
will also foster cooperation with Procuraduria and Fiscalia 

-- working to ultimately include them in the unit. 


9. (SBU) Post believes that it essential to support the 

vetted unit and ensure that the unit is well-trained and 
capable of pursuing national investigations for domestic 
prosecution in Nicaraguan courts as well as helping with 
international cases. This commitment by tne Embassy, INL, 
the RLA program and DEA furthers the USGVs policy to assist 
Nicaragua in developing a credible program to combat its 
rampant public and private corruption. 
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E.O. 12958: DECL: 06/01/2017 

TAGS: PHUM, KJUS, KDEM, PGOV, ET 

SUBJECT: ETHIOPIA: DETAINED CUD OPPOSITION LEADER UNDERGOES 
SUCCESSFUL SURGERY 


REF: A. ADDIS ABABA 01436 AND PREVIOUS 
B. ADDIS ABABA 1420 


Classified By: POLOFF SEAN CELY. REASON: 1.4 (D). 


1. (SBU) SUMMARY: On May 29, detained Coalition for Unity and 
Democracy (CUD) chairman Hailu Shawel underwent eye surgery 
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as a follow-up to treatment he received in February 2006 for 

a detached retina. As there are no properly trained 
ophthalmologic surgeons in Ethiopia, and there was a risk of 
Hailu going blind, a specialist from South Africa was hastily 
brought to Ethiopia by the GOE for the initial surgery. The 
overdue follow-up procedure, while important, did not pose 

the same immediate threat if untreated and therefore did not 
prompt the GOE to bring the South African specialist back. 

For both humanitarian reasons, and to prevent the lack of 
medical treatment from impeding ongoing sensitive discussions 
aimed at securing clemency for Hailu and other high-profile 
opposition leaders (ref B), Post worked with Hailu\'s family 
and supporters, the South African eye surgeon, and a range of 
GOE officials to facilitate Hailu\'s treatment. Funding came 
from CUD supporters in the Diaspora, and Post worked with GOE 
authorities ranging from Prime Minister Meles to police, 

prison, and hospital officials to secure the GOE\'s 

cooperation to allow the South African doctor to return. The 
surgery was successful, and Hailu\'s vision should steadily 
improve. Hailu expressed gratitude to all involved to make 

the surgery happen. END SUMMARY. 


2. (SBU) On February 14, 2006, detained CUD chairman Hailu 
Shawel (ref A) was diagnosed with a detached retina in his 

left eye, a condition possibly aggravated by Hailu\'s diabetes 
and his detention since November 2005, according to RMO, who 
along with then-Charge Huddleston met with Hailu\'s family 
members and personal physician. As a similar ailment nearly 
30 years earlier had left Hailu with little vision in his 

right eye, had the new diagnosis gone untreated, he would 
have become partially blind. As no doctors in Ethiopia were 
properly trained in treating detached retinas, and no local 
hospitals had the necessary equipment, the GOE agreed, with 
pressure from Post and the Department, to fly in a specialist 
from South Africa to perform surgery on Hailu. This first 
surgery was successfully completed by Dr. Polla Roux on 
February 20, 2006. However, the procedure required that 
Hailu\'s eye be filled with a silicone gel for 6-12 months, 

which would then be drained and checked. 


3. (SBU) While the initial surgery was hastily arranged due 
to the risk of Hailu going blind, the follow-up procedure did 
not hold the same imminent threat. Although numerous 
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complications, including possible loss of vision, could have 
resulted from not removing the gel or allowing a trained 
specialist to follow-up, nearly 15 months passed with no 
return trip by Dr. Roux. 


4. (SBU) Prime Minister Meles readily agreed to allow the 
second treatment, when the issue was raised by the Ambassador 
in March 2007. However, lack of effective inter-agency 
coordination among GOE offices (e.g., the PM\'s office, MFA, 
Federal Police Commissioner, prison wardens, and police 
hospital authorities) required that an external party 

actively engage working-level officials, while interacting 

with Hailu\'s family, doctors, and potential financial 

sponsors of the medical treatment. For example, coordination 
with CUD leadership in the U.S. resulted in their agreement 

to provide the funding necessary to pay for the doctor\'s 
equipment and flight to Ethiopia. This coordination would 
have been impossible for Hailu\'s family, as documentation of 
financial transactions between U.S.-based diaspora to CUD 
leaders in Ethiopia had been cited by prosecutors as evidence 
of subversion and conspiracy, in the ongoing criminal trial 

of Hailu and other detained opposition leaders (ref A). 


5. (SBU) Following concerted efforts by Ambassador, poloff, 
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and RSO, Post received full cooperation from senior GOE 
officials, including PM Meles, and received permission for 

the doctor to visit Ethiopia with specialized medical 

equipment, as well as for police and prison officials to make 
appropriate logistical arrangements for Hailu\'s surgery. Dr. 
Roux arrived on May 27, examined Hailu at the Police Hospital 
on May 28, and declared that the eye on which he had 
performed surgery in 2006 was in good condition and had 
healed well. On May 29, Dr. Roux performed the procedure to 
drain the silicone gel, as well as remove a thin membrane 

that had grown on the retina, thus allowing for improved 
vision. Dr. Roux declared the procedure a complete success 
and announced that Hailu\'s vision would improve with time, 
allowing Hailu to read and see more clearly at short 

distances. Hailu was very happy to have Dr. Roux back to 
perform follow-up work, and thanked him and all involved in 
his return to Ethiopia for their assistance. 


6. (C) COMMENT. Hailu Shawel\'s failing vision and lack of 
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access to appropriate medical care for the initial surgery 

was a significant issue for not only followers of his CUD 

party and Ethiopians in the Diaspora, but also diplomatic 
missions in Addis Ababa observing his continued trial and 
detention. Had he gone blind, possible protests could have 
frustrated ongoing efforts to promote political 

reconciliation between the ruling EPRDF coalition and 
opposition leaders (ref B), and would have raised concerns 
among international donors and the Diaspora about continued 
USG support of and engagement with the GOE. Surprisingly, 
Hailu\'s immediate family was a hindrance to getting the 
operation done, due to their minimal cooperation. Post\'s 
facilitation underscored to the Ethiopian diaspora, Hailu\'s 
followers in Ethiopia, and GOE officials, USG concern for 
human rights and humanitarian treatment of political 
detainees. END COMMENT. 
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E.O. 12958: N/A 

TAGS: ER, ET, PGOV, PREL, UNSC, KPKO 

SUBJECT: DPKO WARNS OF RISING TENSIONS ALONG 
ETHIOPIA/ERITREA BORDER 


REF: A. USUN NEW YORK 00359 
B. SECSTATE 72880 
1. (SBU) SUMMARY. At May 29 United Nations Security Council 


(UNSC) consultations, Department of Peacekeeping Operations 
Assistant-Secretary-General Annabi described rising tensions 
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between Ethiopia and Eritrea and dangerous restrictions on 

the movement of the UN Mission there (UNMEE). Annabi warned 
that a minor incident could trigger military engagement in 

the area, and he advised Members to appeal to the parties to 
respect the cease-fire and to seek normalization of their 

bilateral relations. Most Members urged appointment of a 

Special Representative (SRSG) to address the ongoing crisis, 

and after the meeting, the Norwegian delegation proposed 
sending a letter on behalf of the Group of Friends of UNMEE 

to the SYG urging the same. Annabi recommended that Members 
invite the Permanent Representatives (PRs) from both Ethiopia 
and Eritrea to meet with the UNSC. Annabi did not see a 

plus-up of UNMEE as feasible in the near future, given the 
UNSC\'s recent history of downsizing as a way of expressing 
displeasure with the parties. Annabi did not make any 

predictions about what might happen when the Eritrea-Ethiopia 
Boundary Commission (EEBC) leaves the scene in November. END 
SUMMARY. 


2. (SBU) Since DPKO\'s last briefing on May 8 (ref A), 
Department of Peacekeeping Operations (DPKO) 
Assistant-Secretary-General (A/SYG) Annabi reported there had 
been further security incidents, namely expanding Eritrean 
control over greater areas of the Temporary Security Zone 
(TSZ) and reinforcement of Eritrean military positions, 

including reconnaissance missions near the Humera bridge in 
Sector West and other TSZ locations. Annabi also noted that 
the Eritrean Minister of Defense had visited Adi Quala in the 
TSZ on May 18. Annabi was concerned that the 7000 recently 
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relocated (and potentially armed) IDPs in Om Hajer in Sector 
West could be used if military activity broke out. Annabi 

also noted Eritrean active troop rotations in Sector Center 

and Sub-Sector East and deployment of a total of 1900 
Eritrean military personnel in Sector Center as additional 
causes for concern. According to Annabi, Ethiopia was 
reinforcing military positions near the southern boundary of 
the TSZ, despite its arguments to the contrary, with some 45 
tanks moved toward Humera in Sector West. Annabi reported 
that Eritrean restrictions on UNMEE\'s freedom of movement 
remained in place, with new limits imposed in Sector Center 
near Mendefera, where a UN patrol was detained at gunpoint by 
Eritrean police on May 18. Annabi also told the Council of 
warning shots fired by Eritrean Defense Forces and militias 
when stopped at UNMEE checkpoints in the TSZ. 


3. (SBU) Despite UNMEE\'s reduced monitoring capacity, Annabi 
asserted that its presence still served as a deterrent to 

resumed hostilities between the sides. A further reduced 
configuration, he argued, would jeopardize a \"meaningful 
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observation mission\" (NOTE: The question of UNMEE 
right-sizing will present itself to the UNSC when UNMEE\'s 
mandate is reviewed in July. END NOTE). Annabi worried that 
military preparations by both sides, compounded by the 
uncertainty surrounding the EEBC\'s November deadline and 
hostile public statements by both Governments against each 
other, risked turning a minor incident into a military 
confrontation. Annabi highlighted May 28 remarks by 

Ethiopian President Girma Wolde Giorgis denouncing Eritrea 
for supporting terrorist elements bent on destabilizing 

Ethiopia and the Horn of Africa. Annabi also mentioned May 
24 remarks by Eritrean President Isaias, in which he called 

the TSZ \"meaningless\" and warned that any negative 
consequences that might result from the current impasse would 
be due to \" a foreign power.\" 


4. (SBU) Annabi did not make any predictions about what might 
happen when the EEBC left the scene in November, saying only 
that demarcation by coordinates could have \"unfortunate 
consequences\" for one of the sides. Annabi stressed that 
UNMEE and the SYG were committed to overcoming the stalemate 
and that the SYG was considering appointment of a new SRSG as 
part of this process. Acknowledging Members\' eagerness to 
move on such an appointment, Annabi warned that to designate 
anew SRSG too precipitously in the wake of Eritrea\'s 

effective dismissal of former SRSG candidates would send the 
message that the parties could dictate the terms of UN 
appointments based on their own political preferences (NOTE: 
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After the meeting, the Norwegian delegation proposed sending 
a letter on behalf of the Group of Friends of UNMEE to the 
SYG urging the expeditious appointment of an SRSG. END 
NOTE). Annabi admitted there was no magic formula to solving 
the impasse but recommended that Members continue their 
efforts, both collective and individual, to move Ethiopia and 
Eritrea away from the standoff by appealing to them to 

respect the cease-fire, defuse the situation and help 

normalize their bilateral relations. Annabi also suggested 

that Members consider calling in PRs of both countries to 
underscore the Council\'s concerns. 


5. (SBU) Most Members - including Italy, the UK, Indonesia, 
Qatar, Congo, Russia, Ghana, South Africa, Panama and China - 
strongly supported the expeditious appointment of an SRSG as 

a way to promote a political process between Ethiopia and 
Eritrea. Members agreed that adequate leverage with the 

parties had not yet been found to bring the sides to 

compromise, and UK PR Jones Parry singled out coordination 
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with the USG as critical, given the role we had taken in the 

past to try to mend fences between the sides. Members 
worried about the destabilizing effects of the crisis on 

Somalia. Russian Deputy PR Dolgov suggested a UNSC stop 
during its Mission to Africa in June as a way to address this 
\"explosive\" situation, and the South African representative 
offered the upcoming African Union Summit in Accra as another 
forum to pressure the parties. 


6. (SBU) Drawing from ref B points, Ambassador Sanders called 
for the reinvigoration of the Military Coordination 

Commission (MCC) as a confidence-building measure between the 
sides. Annabi responded that DPKO Under-SYG Guehenno had 
raised this issue with Ethiopian FM Seyoum during his New 

York visit, and that Seyoum had promised to take action so 

that MCC activity could resume. Annabi assured that the UN 
would maintain pressure to ensure this happened, 
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TAGS: ECON, KIDE, KPRV, SR 

SUBJECT: PROPERTY RESTITUTION: SERBIAN GOVERNMENT DRAFT 
PROTECTS ILL-GOTTEN GAINS, LIMITS ACTUAL RESTITUTION 


SUMMARY 

1. On May 10, the outgoing Serbian government approved a 
draft law that would restitute property seized by wartime 

Nazi occupation forces and Tito\'s subsequent communist 
regime. The law, if approved by the new government and 
adopted by the parliament, would establish a legal 
procedure for establishing claims to seized property. 
Regional commissions would then adjudicate all claims and 
award in-kind restitution where possible and compensation 
in the form of tradable bonds in all other instances. 
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Despite the fact that claimants and their representatives 
have generally responded favorably to the draft, several of 
the law\'s provisions could be used to limit significantly 
the number of eligible claimants and protect those who 
acquired thousands of valuable properties - often illegally 
- during the Milosevic era. END SUMMARY. 


A RATHER STRAIGHTFORWARD PROCEDURE 

2. The draft \"Law on Denationalization and Construction 
Sites\" is based on the principle that property seized by 
the Nazis after April 6, 1941, or the Communists after 
January 1, 1945, \"shall be restored to the former owner\'s 
possession and actual control (i.e., restitution in-kind), 
and should that be impossible in accordance with the 
present law, the former owner shall be entitled to an 
indemnity.\" In order to be eligible for restitution, the 
former owner or heirs must register a claim with one of 
four regional denationalization commissions before December 
31, 2008. In order to be considered complete, all claims 
must include a description and approximate value of the 
property, a copy of the official act seizing the property, 
and legal grounds for making the claim. The law 
criminalizes any act that would prevent potential claimants 
from immediate access to legal and cadastral records for 
the purpose of making or supporting their claim. 


3. Commissions will be chaired by active judges. The 
Ministries of Justice, Finance and Local Self-Government 

will nominate one member to each commission, which will 
also include an unspecified number of experts, such as 
government lawyers, members of the geodetic survey office, 
and civil engineers. The law stipulates that these 
commissions must adjudicate each claim within six months of 
receiving all necessary documentation from the claimant. 

In the event of \"complex\" claims, the commission may 
deliberate for up to one year. 


RESTITUTION OR INDEMNITY: BURIED IN DETAILS 
4. Restitution in-kind is to be immediate, although the 
law provides an opportunity for appeal of any decision to 
the state-level Restitution Authority (to be established by 
subsequent enabling legislation) within 15 days of the 
commission\'s decisions. Appellate judgments, which must be 
delivered within 60 days, may be appealed to the Serbian 
Supreme Court. Compensation in bonds is reserved for 
claimants whose properties have been a) used for public 
works (roads, parks, schools, etc.), b) purchased in good 
faith by natural persons (such properties purchased by 
legal persons are eligible for in-kind restitution), or c) 
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otherwise made ineligible for in-kind restitution (the 

current draft is not specific on reasons). Claimants whose 
properties cannot be restituted may request that the 
government hand over a similar property in its place; 
however, the law is not clear how this would be 
accomplished. Bond compensation is capped at EUR 1 million 
per claimant and EUR 1 million per property. The 20-year 
bonds will bear a 4.5 percent annual interest and mature in 
2028. [NOTE: The government has already announced it is 
setting aside EUR 4 billion for such payments. End Note.] 


5. With regard to improvements made to such properties 
since the time of seizure, such development will not be 
subject to restitution. [NOTE. This would appear to 

include, in addition to the many legitimate projects, all 
developments carried out by beneficiaries of Milosevic-era 
largesse. End Note.] In such cases, claimants may choose 
to buy out the current possessors, award a market-value 
percentage of the overall ownership stake to the current 
possessor commensurate with the value of the development, 
or negotiate another solution. Properties on which legal 
persons own residential buildings will be restituted in- 

kind; those on which legal persons hold usage rights will 

be converted into a one-year lease arrangements, during 
which the two parties should reach an agreement. [Note: We 
are concerned over the lack of a dispute resolution 
mechanism for those cases where a claimant cannot reach a 
deal with current possessors. End Note.] Commercial 
properties unencumbered by leases will be restituted in- 


kind. Leased commercial properties will also be returned; 
however, the current lease will remain in effect for one 
year. 


6. Although the law declares immediate, in-kind 

restitution as its guiding principle, the current draft 

falls short in several areas. A plain reading of the 

language defining eligible claimants would exclude 
thousands of people who received \"apartment rights\" during 
Communist times and, thus, have a basis to establish 
ownership rights to those apartments as they are 
denationalized, regardless of any discrepancy in value 
between their current and former properties. 


7. In addition, the law explicitly legalizes all property 
transactions occurring before October 5, 2000, including 

the Milosevic-era distribution of assets to friends of the 
regime. In cases of mala fides transactions which preclude 
restitution in-kind, the law relieves the individual party 

to the transaction from any personal liability. It also 

exempts developers who have demolished claimed buildings 
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subsequent to June 8, 2005 - the date on which the \"Law on 
Declaring and Registering Seized Property\" entered into 
force - from personal liability. The law transfers the 

cost of restitution in these cases from developers to the 
taxpayer via compensation in bonds. 


8. The compensation provisions also present concerns. The 
current provisions would issue EUR 4 billion in securities, 
about 20 percent of GDP, thereby adding almost 50 percent 
to Serbia\'s debt load. In addition, our Treasury adviser is 
concerned that the bonds should be structured to mature 
only beginning in 2016, after the last frozen foreign 

currency bonds mature, to ease the burden on debt 
servicing. (However, the bonds should be completely 
tradable, permitting claimants to sell bonds immediately at 
whatever price the market sets.) 


COMMENT 

9. In its current form, the law would do the bare minimum 
possible to satisfy US and EU concerns about restitution 
while preserving as fully as possible the real estate 
status quo. In effect, possessory interests acquired 
during the Milosevic period, legally or otherwise, will be 
converted into partial-to-complete ownership rights. It 
will be the Serbian taxpayer who bears the burden of 
substituting bond payments for restitution in many cases. 
End Comment. 
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E.O. 12958: DECL: 05/30/2012 

TAGS: PREL, PINR, SY, LE, KPAL, IS 

SUBJECT: CODEL PRICE AND PM OLMERT DISCUSS LEBANON, SYRIA 
AND THE PALESTINIANS 


REF: TEL AVIV 1258 (NOTAL) 
Classified By: Ambassador Richard H. Jones. Reason 1.4 (B/D) 


1. (C) Summary: CODEL Price met with PM Ehud Olmert on May 
30, and asked for updates on Syria, Lebanon and the 
Palestinians. Rep. Rahall (D-WV) encouraged Olmert to take 
up Syrian President Asad\'s offer to talk \"without 
preconditions.\" Olmert replied that he had never said \"no\" 
regarding Syria, and affirmed that \"Neither President Bush, 

nor Secretary Rice nor Secretary of Defense Gates had said 
anything that could be interpreted as saying \'don\'t negotiate 
with Syria.\\" He reiterated \"| am not against peace or 
negotiations with Syria. To the contrary, if Asad invited me 

to Syria to negotiate, | would not say no.\" Olmert also 
emphasized his readiness to move ahead with the Palestinians, 
provided there is no further Qassam rocket fire. He argued 
that he would face no internal political difficulties in 

doing so in such conditions. On Lebanon, Olmert described 
his earlier (and potentially prospective) view on the ShebVa 
farms: Israel would show flexibility if Hizballah were 

disarmed. End Summary. 


2. (C) In response to Rep. Price (D-NC), PM Olmert said that 
he is \"anxious to carry out a political dialogue with 

President Abbas.\" Olmert said he trusts President Abbas and 
\"is ready to cooperate with him and to take serious political 
risks.\" Olmert shared his intention to meet Abbas in Jericho 
on June 7, underscoring that this would be the first such PM 
meeting in PA-controlled territory. Rep. Price welcomed this 
gesture, and asked what more the GOI could do to show 
progress. Olmert claimed that the GOI was ready to make many 
concessions, but that it was not possible to do so \"with half 

a million (Israelis) under the threat of Qassam rockets. ... 

We are ready and anxious to make a move forward in a 
significant way with the Palestinians, but it is very hard to 

reach agreement with a president who does not control his own 
government. Half (the government) shoots at the other half.\" 


3. (C) PM Olmert emphasized that he faced no political 
impediments to moving ahead, claiming he has complete 
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freedom to do what it (the GOI) thinks is right.\" Rep. 
Fortenberry (R-NE) and Rep. Moore (D-W1) inquired about 
Israeli arrests of Palestinian parliamentarians. Olmert 
responded that \"\'Parliamentarian\' is a title. The guys we 
arrested followed investigations by the Attorney General, who 
had proof that all engaged in terror. It\'s not a political 
decision.\" Olmert cited the Palestinian Minister of 

Education as an example of someone who encouraged kids to 
become suicide bombers. Rep. Moore challenged the Prime 
Minister on this point, recalling that Israeli judges had 
released several of the arrested parliamentarians who had not 
been charged, only for the IDF to re-arrest them. 


4. (C) On the issue of Palestinian refugees, Olmert told the 
codel that \"If the Palestinians agree not to return refugees 

to Israel, then we can move forward. We have no problem with 
Palestinian refugees returning to territories of the 

Palestinian state.\" He affirmed that in this respect, the 

Israeli vision was reflecting that of President Bush. Rep. 
Moore concluded from the Prime Minister\'s discussion that a 
Hamas acceptance of Israel\'s right to exist and a 

renunciation of violence would not be sufficient for Israel 
absent a renunciation of the right of return. 


5. (C) Rep. Price (D-NC) briefed PM Olmert on the aims of 
the Congressional Democracy Assistance Commission, and its 
particular role in Lebanon. Price emphasized the importance 
of a strong Lebanon, including its parliament, and his hope 
that Lebanon held the potential to be a model in the region 

as a bulwark against extremism. He stressed the importance 
of countering Syria\'s ambitions. In response, Olmert argued 
that Lebanon currently presents a more positive picture to 
Israel than it did a year ago. He cited the deployment of 
Lebanese Armed Forces (LAF) and UNIFIL in southern Lebanon, 
and their roles in quieting Israel\'s northern border. Olmert 


commended PM Siniora\'s leadership, but said he was not 
certain Lebanon\'s fragmented society and weak government 
constitute a model for the region. He pointed to the 

negative role that Hizballah played, as it is \"not bound by 
democratic rules.\" He also pointed to Syria\'s \"unpleasant 
intervention\" in Lebanon. Olmert expressed his hope that 
Israel could cooperate more with Siniora, but averred that 
there was not much Israel can do in current circumstances. 


6. (C) Rep. Rahall (D-WV) also apprised Olmert of USG 
efforts to support the LAF in its efforts in south Lebanon 
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and against militants in the refugee camps. He expressed his 
hope that Israel would place \"no strings\" on what the USG 
sends to the LAF. He also said he hoped that the GOI would 
assist UNIFIL to identify cluster bombs in south Lebanon. 


7. (C) On Sheb\'a, Olmert maintained that there is no formal 
dispute between Lebanon and Israel. \"Sheb\'a farms are not 
Lebanese territory, and (Israel) has implemented UNSCR 425 to 
the letter.\" He added that \"if there would be a change, 

(Israel) would cooperate with the UN.\" He reiterated an 

Israeli willingness to be \"flexible to resolve these issues,\" 

and revealed that he had discussed options in this regard 

with President Bush in May 2006 (before the Second Lebanon 
War). At that time, Olmert said Israel would have been ready 

to make a \"major move on ShebVa -- provided Lebanon and Syria 
would have gone to the UN and agreed that the ShebVa farms 
were Lebanese, not Syrian.\" Olmert continued, with what 
appeared to be a prospective comment: \"If the UN would decide 
to reverse its position and if it defined the ShebVa farms, 

we are ready to conclude a deal with Lebanon (NB: he made a 
slip and said Syria first, then said he meant Lebanon). Of 
course, such a deal would be conditional on the removal of 
Hizballah from south Lebanon and (its) disarmament.\" Olmert 
noted that events of last summer proceeded in a different 
manner, and he assured Codel Price that the GOI tried to 

focus its response on Hizballah and to refrain from targeting 
Lebanon qua Lebanon. Olmert also emphasized the importance 
of effective implementation of UNSCR 1701. 


8. (C) Rep. Rahall informed PM Olmert that CODEL Pelosi had 
relayed his message (reftel) to President Asad, and the 
Speaker had raised the Israeli POW issue (and dogtags) with 
every Arab leader she encountered, including Asad. Rahall 
recalled that Rep. Waxman (D-CA) had read the names of 
missing Israeli soldiers, and asked Syria to intercede with 
Hizballah. Rahall noted that Asad sought an expression of 
Israeli interest to have SARG help on the question of Israeli 
soldiers, (as well as a willingness to discuss 

Lebanese/Syrian prisoners). Olmert drew a distinction 
between abducted Israeli soldiers and Lebanese/Syrian 
detainees. The latter, he claimed, \"were caught inside 

Israel carrying out terrorist actions.\" Citing the exclusive 

UN role on prisoner matters, Olmert indicated that he thought 
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Speaker Pelosi can do a great deal, but that he would have to 
consult before accepting Speaker Pelosi\'s offer to follow up 
given ongoing UNSYG involvement in this issue. He confirmed 
that Egypt was engaged on the Gilad Shalit abduction. 


9. (C) Rep. Rahall argued that the Syria-Israel track would 
be easier than the Palestinian track, and encouraged Olmert 
to take up Asad\'s offer to talk \"without preconditions. \" 
Olmert replied that he had never said \"no\" regarding Syria, 
and affirmed that \"Neither President Bush, nor Secretary Rice 
nor Secretary of Defense Gates had said anything that could 
be interpreted as saying \'don\'t negotiate with Syria.\\" He 
reiterated WI am not against peace or negotiations with 

Syria. To the contrary, if Asad invited me to Syria to 
negotiate, | would not say no.\" Rahall responded that he 
would hope that Lebanon (sovereignty) would not be the price 
(for such a peace). Olmert commented that Israel would not 
betray basic principles, friends, or democracies for 

anything. WI won\'t agree to negotiate (with Syria) on the 
basis of sacrificing (Lebanon),\" Olmert affirmed. 


10. (C) Asked by Rep. Fortenberry (R-NE) about the import of 
the Arab Summit in Riyadh, Olmert asserted that \"The Riyadh 
meeting was revolutionary, with Arabs sitting down to talk 
about peace with Israel.\" Olmert noted that in Petra, 

earlier in May, he had expressed his willingness to talk 
\"without conditions\" -- but then he added that \"of course, no 
one would talk while Qassams are falling on your head.\" 


11. (U) Codel Price did not have an opportunity to review 
this message prior to departure. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http:/www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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E.O. 12958: DECL: 06/01/2017 
TAGS: EPET, PGOV, PINR, BO 
SUBJECT: MINISTER-LEVEL PETROCHEMICAL BOSS JAILED BY BKGB 


REF: A. MINSK 336 
B. MINSK 037 
C. 06 MINSK 1060 


Classified By: Ambassador Karen Stewart for reason 1.4 (d). 


Summary 


1. (C) On May 29, the Belarusian State Security Committee 
arrested Aleksandr Borovskiy, Director of Belarusian 
government-owned petrochemical holding company, Belneftekhim. 
Authorities will likely file corruption charges against 

Borovskiy, although any corruption he engaged in apparently 
came with the approval and involvement of more senior 
figures. Sources link the arrest to public statements by 
Borovskiy contradicting the official line that Russian moves 
harmed Belarus, but Minsk could cope with increased duties on 
oil imports. Even if Borovskiy had not voiced dissent, the 
inability of the Belarusian oil industry to turn significant 

profits this year meant the minister-level official\'s job, if 

not his freedom, was in jeopardy. End summary. 


Another Director Bites the Dust 


2. (U) On May 30, Prosecutor General Petr Miklashevich 
announced that the Belarusian State Security Committee (BKGB) 
detained Borovskiy and other unnamed suspects on May 29 and 
that all were in still in BKGB custody. Miklashevich said 

the detentions came as a result of active anti-corruption 
coordination between the BKGB, the Interior Ministry and the 
Prosecutor General\'s office. BKGB spokesperson Valeriy 
Nadtochayev told reporters authorities had ten days to charge 
Borovskiy and others, but the period could be extended under 
certain circumstances. 


Column 3 


Least Likely Arrest Motive: Corruption 


3. (C) The Belarusian oil industry has long been 
characterized by a lack of transparency and no one knows the 
resting place for much of the profits earned in refining on 
tolling terms until 2007. Irina Tochitskaya, Deputy Director 
of the Institute for Privatization and Management\'s Research 
Center, told us that Yuriy Chizh (ref B) and several other 
middlemen in the oil trade were among those arrested, 
suggesting prosecutors are collecting evidence of kickbacks. 
(Note: Chizh publicly denied he was arrested, stating he was 
only questioned and ordered to remain in Belarus as a 
possible witness. End note.) 


4. (C) However, while Borovskiy may have benefited from 
illegal acts, he would have been a mere cog in scheme 
overseen by those within, or close to, the Presidential 
Administration. Sergey Zhbanov, economics correspondent for 
the independent weekly \"Belgazeta,\" said the director would 
not even have had time to understand the vast Belneftekhim 
empire of more than 50 companies, let alone create a criminal 
network during his 17 months on the job. Zhbanov noted 
Lukashenko claimed personal control over the petrochemical 
network. Tatyana Manenok of the independent newspaper 
\"Belarusi i rynok\" told Deputy Pol/Econ Chief if corruption 
occurred, Borovskiy would have been \"low down on the food 
chain.\" 


Somewhat Likely Arrest Motive: Finding a Scapegoat 


5. (C) In January, Lukashenko had threatened severe 
consequences for oil industry heads who did not push 
refineries full speed ahead (ref B). With the sharp fall of 
profitability of the petrochemical industry, Borovskiy\'s 
dismissal and arrest could serve as part of a government 
campaign to blame the poor performance on the former 
director. Zhbanov, however, stated sacking Borovskiy without 
arresting him would have served the same purpose. Economist 
Mikhail Zalesskiy also told Deputy Pol/Econ Chief that 
propaganda about cleaning up corruption would only fly with 
the most diehard of elderly Lukashenko supporters. 


The Real Motives: Disloyalty and Inter-clan Warfare? 


6. (C) A more likely explanation lies in statements Borovskiy 
made in April at the Naftan oil refinery, a tape of which was 
then leaked to the press. Borovskiy said the severity of the 
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increase in duties on oil resulted from the incompetence of 
Vice Prime Minister Andrey Kobyakov, who initially led the 
Belarusian delegation in talks with Moscow in December. He 
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also criticized the decision not to subsidize refineries more 
heavily, not to spend innovation fund monies on upgrading the 
refinery, and to construct a nuclear power plant. As Zhbanov 
explained, Lukashenko might take advice on matters of taste, 
but he will not stand for criticism of his policies, 

especially from a member of government. 


7. (C) Analyst Aleksandr Potupa gave inter-clan warfare as 
the primary reason for the arrest of Borovskiy. Borovskiy is 
married to the sister of House of Representatives Speaker and 
close Lukashenko confidant Vladimir Konoplyov. Potupa said 
the ability of the new Belneftekhim director to influence the 
pick for the head of its new subsidiary Belarusian Oil 
Company -- registered on May 17 with an aim to supplant 
private intermediaries in the oil trade -- increased the 
temptation of clans to fight for the position. He suspects 

the BKGB and the Presidential Administration will back their 
as yet unknown candidates. The desire of either of these 
entities to oust Borovskiy could explain why his April 
comments were leaked. 


Comment: A Shut Up and Kick Down System 


8. (C) Lukashenko cannot brook dissent, especially from 
anyone in a position of authority (ref C). Given 
Lukashenko\'s record of having ministers led out of their 
offices in handcuffs, Borovskiy should have known better than 
to criticize important decisions overseen by Lukashenko. If 
the jailed director believed his close ties to Konoplyov gave 
him cover, he sadly overlooked the willingness of others with 
access to the dictator to use any means necessary to put 
their man or woman in a profitable position at the expense of 
their competitor. 

Stewart 
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DEPARTMENT FOR EUR(DICARLO), EUR/SCE(HOH/FOOKS/STINCHCOMB), 
IO/UNP AND S/WCI(WILLIAMSON/LAVINE); NAC FOR BRAUN; USNIC 
FOR MCLEAN 


E.O. 12958: DECL: 01/01/2015 

TAGS: PREL, PINR, PGOV, KAWC, KJUS, UN, BK 

SUBJECT: BOSNIA - SILAJDZIC SUGGESTS RAISING SREBRENICA AT 
UN GENERAL ASSEMBLY 


Classified By: Acting DCM Mike Reinert. Reason 1.4(b) and (d). 


1. (C) SUMMARY: The Srebrenica Initiative Board announced 
plans to hold a public demonstration in front of parliament 

on June 11 in support if its demand for secession from 
Republika Srpska. Spokesmen for all three major Bosniak 
parties endorsed the demonstration. Earlier in the week, the 
Party for Democratic Action (SDA) and Party for Bosnia and 
Herzegovina (SBiH) formally tabled a constitutional amendment 
that would create a \"Special District\" for Srebrenica and 
surrounding municipalities under the state\'s jurisdiction. 

In a conversation with the Ambassador, Bosniak member of the 
Tri-Presidency Haris Silajdzic claimed that he had talked 
Initiative Board members out of making a unilateral 

declaration of independence on June 11, but warned tensions 
were rising. He repeated earlier arguments in favor of 

creating a special district and signaled that he planned to 

bring the issue before the UN General Assembly (UNGA) this 
fall. Separately, a controversy over a draft Law on the 
Srebrenica-Potocari Memorial is simmering. OHR Special Envoy 
for Srebrenica Cliff Bond has warned that OHR may have to use 
the Bonn Powers to break a potential deadlock. Special Envoy 
Bond is also arranging Srebrenica-related donors coordination 
and business investment events. Tensions over Srebrenica had 
been declining in recent weeks, but the introduction of a 
constitutional amendment removing it from the RS threatens to 
reignite nationalist passions. END SUMMARY 


Srebrenica Special Status Protest Planned for June 11 
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2. (C) Haris Silajdzic asked to see the Ambassador on June 1 
to discuss plans by the Initiative Board for the Special 

Status of Srebrenica to stage a protest outside the Bosnian 
parliament on June 11. Silajdzic told the Ambassador that he 
had met with members of the Initiative Board earlier in the 
week and talked them out of issuing a unilateral declaration 
of \"independence\" from Republika Srpska (RS). Silajdzic 
implied that it was a difficult conversation, but that his 
argument that the USG was trying to help the people of 
Srebrenica and his warning that any precipitous action risked 
upsetting the Kosovo final status process won over most 
Initiative Board members. The exchange highlighted how angry 
Bosniaks and the people of Srebrenica remained over the 
international community\'s failure to react to the February 26 
International Court of Justice (ICJ) verdict. Recent reports 
that the security situation in Srebrenica had improved were 
inaccurate, Silajdzic asserted. 


Planning for a Srebrenica Resolution at UNGA 


3. (C) Silajdzic told the Ambassador that it was \"(his) 
responsibility\" as the Bosniak member of the Presidency to 
support demands from Srebrenica\'s citizens for special status 
outside the RS. Srebrenica is not \"just any other\" place; 
\"genocide occurred there,\" he continued. He was able to 
accept Srebrenica\'s incorporation into the RS at Dayton 
because there had been no \"official determination\" in 1995 
that genocide took place from July 11, 1995 in Srebrenica. 
The ICJ changed \"the facts on the ground," and he planned to 
\"exhaust every legal avenue to revise the results of 
genocide.\" In response to a question from the Ambassador 
about what he meant by \"every legal means,\" Silajdzic said 
that he would start at the UN General Assembly, but would not 
elaborate. 


Bosniaks Introduce Constitutional Amendment on Srebrenica 


4. (C) Separately, the SDA and SBiH formally introduced a 
constitutional amendment in the House of Representatives that 
would create a special district for \"Srebrenica and other 
municipalities in Eastern Bosnia\" under the \"exclusive 
competence of Bosnia and Herzegovina and its institutions.\" 
(Note: Bakir Iztebegovic, SDA, and Azra Hadziahmetovic, SBiH, 
are the amendment\'s co-sponsors. End Note.) The amendment\'s 
explanatory text includes language asserting that the RS and 

its institutions were determined to be responsible for the 

genocide in and around Srebrenica by the ICJ. Based on the 
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verdict and \"international law principles,\" specifically the 
International Law CommissionWs articles on the 

\"Responsibility of States for Internationally Wrongful Acts,\" 

it "was necessary\" to create a special district for 

Srebrenica and surrounding municipalities. In his exchange 
with the Ambassador, Silajdzic argued that the amendment was 
necessary to calm the political climate and address the 
grievances of Bosniaks in Srebrenica. He conceded that the 
amendment was unlikely to pass. 


Bonn Powers Possible for Srebrenica-Potocari Memorial Law 


5. (C) In addition to special status, Bosniaks are pressing 

for legislation that would transfer authority for the 
Srebrenica-Potocari Memorial to the state. The International 
Community Assessment Group on Srebrenica, which was set up by 
OHR shortly after the ICJ verdict, also recommended such 
legislation. The initial Bosniak proposal contained several 
provisions that appeared to create a special district outside 

RS jurisdiction (i.e., reference to borders, creation of a 

memorial assembly). OHR Special Envoy for Srebrenica Cliff 
Bond is working with OHR legal advisors to revise the law. 
There is widespread consensus within the international 
community that legislation should be passed prior to the 

annual July 11 ceremonies and burials at the memorial, but 

the Serbs have signaled they might oppose any legislation. 
Special Envoy Bond plans to discuss the issue with RS PM 
Milorad Dodik in the coming week, but has signaled to 

Steering Board Ambassadors that the HighRep may need to use 
his Bonn Powers to impose the law. 


Srebrenica Donor Coordination and Investment Events 


6. (C) Special Envoy Bond also hopes to finalize several 

other initiatives prior to the July 11 Srebrenica 
commemorations. He has concluded that additional financial 
support for Srebrenica from international donors is not 

needed at this time, but that there is scope for improving 

donor coordination and information sharing. In order to 
address this, he has persuaded UNDP to work with the recently 
established Bosnian government Srebrenica coordination group 
and host a donor event in Srebrenica before the end of June. 
Bond hopes that the conference will, inter alia, address 
criticisms that international funding has not been 

accountable or shown visible results on the ground. He also 
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plans to use the donor event as a spring board for a business 
promotion and investment event. Srebrenica officials and 
residents have generally focused their economic energies on 
reviving old socially-owned enterprises and/or reversing past 
privatizations, but according to Bond, the solution to 
Srebrenica\'s economic problems is new investment. 


Comment 


7. (C) In recent weeks, some of the wind has been taken out 
of the sails of the Srebrenica special status movement. The 
appointment of Special Envoy Bond, our efforts to resolve the 
Bratunac burial controversy and attract American investment 
to Srebrenica, and tangible progress on RS PM Dodik\'s pledges 
have had an impact. The exposure of the alleged attack by 
Serbs on a Bosniak from Ljeskovik as a hoax has also hurt the 
credibility of the Initiative Board and its supporters. The 
decision by SBiH and SDA to press ahead with their 
constitutional amendment removing Srebrenica and other 
municipalities from the RS threatens to ratchet up tensions 
once again. It is not surprising that Silajdzic and his 

party are unconcerned with the risks associated with going 
down this path, but SDA President Sulejman Tihic had 
suggested to the Ambassador that he had been reconsidering 
this approach. 

MCELHANEY 
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E.O. 12958: DECL: 06/01/2017 

TAGS: PREL, PGOV, KDEM, ML 

SUBJECT: ALL IN THE FAMILY: LEGISLATIVE POLITICS IN KIDAL 
REF: BAMAKO 00583 


Classified By: Political Officer Aaron Sampson, Embassy Bamako, for 


Column 3 
reasons 1.4 (b) and (d) 


1.(C) Summary: Mali's most ambitious political leaders are 
approaching the upcoming legislative elections with an eye 
toward the next round of presidential elections in 2012 

(reftel). A different power game, however, is playing out in 

the northern region of Kidal where members of the Alliance 
for the Democracy and Change (ADC) are attempting cash in on 
their notoriety as rebels. Two ADC members have teamed up 
with one of Mali\'s strongest pro-President Amadou Toumani 
Toure (ATT) political parties, the Alliance for Democracy in 
Mali (ADEMA), to run for the National Assembly. A third ADC 
leader, aligned with Mali\'s other major pro-ATT party the 
Union for the Republic in Democracy (URD), is also running 
for an Assembly seat. Within the city limits of Kidal, 
meanwhile, the powerful Intallah family reportedly paid an 
official to \"lose\" the registration documents of a rival 
candidate to help secure Alghabass ag Intallah\'s re-election 
to the Assembly. The rival candidate was reinstated on May 
31 after a mid-sized demonstration in Kidal and interventions 
by Kidal\'s Governor, the Minister of Territorial 

Administration and Mali\'s Constitutional Court. End Summary. 


2.(C) Three leaders of the Tuareg rebel ADC are running for 
National Assembly seats in Mali\'s upcoming July 1 legislative 
elections. ADC spokesperson Ahmada ag Bibi is running on the 
powerful and pro-ATT Alliance for Democracy in Mali (ADEMA) 
ticket from his home constituency of Abeibera. He is running 
against one other candidate who has the endorsement of the 
opposition Rally for Mali (RPM) party. To pave the way for 

ag Bibi, ADC leaders reportedly convinced the current 

National Assembly Deputy from Abeibera, Ibya ag Sidi, to pass 
up another term in office. 


3.(C) In Tessalit, two ADC leaders are competing for the 
Assembly seat vacated by Baye ag Hamdi, the ADC\'s 
Communications Secretary. Seeking to replace ag Hamdi on the 
ADEMA ticket is Cheick ag Aoussa, the ADC\'s Secretary for 
Internal Relations. Aoussa is a cousin of the Intallah 

family and also related to Ahmada ag Bibi. He is running 
against the ADC\'s finance secretary, Deity ag Sidimou. Ag 
Sidimou is representing the URD, Mali\'s other major pro-ATT 
political party. He is also extremely well funded due in 

large part to his implication in northern Mali\'s highly 

lucrative business of illicit trafficking. One Kidal Tuareg 
dismissed Sidimou\'s role in the ADC, stating that the only 
finances he ever really managed were his own. Ag Sidimou is 
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believed to have the endorsement of the mayor of Tessalit 
which, in combination with the funds at his disposition and 
support from the URD, makes him a formidable candidate. Also 
running for Tessalit\'s Assembly seat are Ag Diknane Baye and 
Attaher ag Iknane. Attaher ag Iknane serves officially as an 
advisor to ATT but appears to have little actual influence or 
contact with the President. 


4.(U) Mohamed ag Intallah, the current Deputy from 
Tin-essako, is running for re-election unopposed. 

Incidentally, with 147 Assembly seats up for grabs throughout 
Mali, Tin-essako is the only race with just one candidate. 

The Intallah family allegedly succeeded in discouraging 
potential rivals in Tin-essako from challenging the oldest of 
three Intallah brothers. 


5.(C) Mohamed\'s younger brother, Alghabass ag Intallah, is 
seeking to hold his Assembly seat from Kidal. Both brothers 
belong to the ADEMA party. Unlike his brother in Tin-essako, 
Alghabass is facing five challengers. Four of these are 
long-shot candidates. The fifth challenger, Zied ag Hamzata, 
stands a legitimate chance of unseating Alghabass. Hamzata 
represents the opposition RPM party. His campaign 
registration documents, however, mysteriously disappeared 
just hours before the filing deadline in Kidal. Rumors in 

Kidal claim that one of the Assembly candidates, presumed to 
be Alghabass, paid a local official perhaps as much as USD 
20,000 to \"lose\" the documents. Oddly enough, a remarkably 
similar event occurred in 2004 when Hamzata tried to run 
against the youngest Intallah brother, Atiyoub ag Intallah, 

for Kidal\'s mayorship. Whoever attempted to suppress 
Hamzata\'s registration for the legislative elections, 
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however, apparently failed to realize that copies of the 
documents were also submitted to the Ministry of Territorial 
Administration, thereby proving that Hamzata had indeed 
submitted his candidacy prior to the official deadline. 


5.(C) When the list of candidates from Kidal appeared 
without Hamzata\'s name, several of his supporters converged 
on the office of Kidal\'s Governor, Alhamdou ag lliyen. 
Outraged by the brazen attempt by an unseen hand to block 
Hamzata from running for office yet again, members of 
Hamzata\'s Taghatmelet tribe, who had previously supported 
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Intallah (from the Ifogas tribe), also apparently petitioned 

the Governor to intervene. During a May 31 conversation with 
the Embassy, Gov. lliyen described the situation as 
discouraging and said that Minister of Territorial 
Administration Kafougouna Kone had telephoned Hamzata 
personally to express the Malian government\'s concern. 
During a late night meeting on May 31, Mali\'s Constitutional 
Court reinstated Hamzata\'s candidacy. 


6.(C) ADC leaders! interest in politics over rebellion is 
clearly a positive sign. Unfortunately, both Anmada ag Bibi 
(who is likely to win in Abeibera) and Dayti ag Sidimou (who 
is probably the favorite in Tessalit) are implicated in 

illicit trafficking tied to the former GSPC and AQIM. If, 
however, the two Intallah brothers\' attendance record for 
National Assembly sessions is matched by the incoming batch 
of Tuareg Deputies, Bamako sightings of ag Bibi and ag 
Sidimou are likely to be few and far between. Although the 
Constitutional Court made some questionable decisions 
regarding certain legislative candidacies (septel), 
reinstating Hamzata was the correct move. Given the 
Intallah\'s grip on power in the Kidal region, however, 
Hamzata\'s campaign faces an uphill battle. 

McCulley 
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CA/OCS/ACS/AF FOR MESARITI 

ZAGREB FOR AMBASSADOR BRADTKE 

WARSAW FOR LISA PIASCIK 
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E.O. 12958: DECL: 06/01/2017 

TAGS: ASEC, CASC, EPET, KDEM, NI, PGOV, PREL 

SUBJECT: SITREP 24: 4 AMCITS REMAIN HOSTAGES, WOMEN & 
CHILDREN KIDNAPPED IN PORT HARCOURT 


REF: A. LAGOS 403 
B. LAGOS 322 
C. LAGOS 367 
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Classified By: Consul Alan B. C. Latimer for reasons 1.4 (B) and (D) 


1. (C) Summary: Three American citizens, four British 
nationals, one South African, one Filipino and one Nigerian 
employed by TransCoastal and kidnapped on May 25 remain 
hostages. Six Chevron employees, including American citizen 
John Stapleton, begin their second month in captivity. On 
May 31, released American citizens Kevin Faller, Christopher 
Gay, Michael Rousell and Larry Plake described their 
experience as hostages at the Niger Delta Freedom Fighter 
(NDFF) and the Movement for the Emancipation of the Niger 
Delta (MEND) camps. Ten Indian nationals, including two 
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women and two children, were kidnapped June 1 from their 
residences in Port Harcourt, Rivers State. End Summary. 


2. (C) On June 1, three American citizens, Bobbie Tyner, 
Shane McMorris, and Richard Moore, four British nationals, 
one South African, one Filipino, and one Nigerian begin their 
seventh day as hostages. A British Deputy High Commission 
(BDHC) interlocutor said on May 31 that TransCoastal (TCO) 
representatives met President Yar\'Adua in Abuja, who said 
negotiations were ongoing. TCO told BDHC they expected the 
ten hostages to be released June 2 or 3. However, when we 
spoke with TCO on June 1, they said they had no updates to 
report. 

Bayelsa/Chevron: 1 Amcit Remains Hostage; 

Decreased Government Contact 


3. (C) American citizen John Stapleton, four Italians and 

one Croatian remain hostages after being kidnapped on May 1. 
Dr. Godknows Igali, who was negotiating the hostages\' release 
on behalf of Bayelsa State government, did not return 
Chevron\'s May 31 telephone calls to him. Company 
representatives said they will travel to Yenagoa, Bayelsa 

State, on June 2 if they do not hear from Igali by the 

evening of June 1. (Note: Igali was the former Secretary to 
Bayelsa State Government; he has been replaced by Ms. Bolere 
Ketebu-Nwokafor. End Note.) An Italian media entity, not 

one of the Italian hostage\'s families as reported Reftel, 
purportedly received a message from the kidnappers stating 
the hostages\' release would be delayed past May 30 due to 
\"weather conditions." 
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Delta/Gl: Hostage Debrief 


4. (SBU) American Gl employees, Kevin Faller, Christopher 
Gay, Michael Rousell and Larry Plake, were greeted by Conoff 
from Amembassy London on June 1. The four Amcits will 
receive medical exams and visit with their families in London 
for a few days before departing for Houston. 
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5. (C) Ina May 31 debrief, the Amcits said they were not 

aware of any other hostages being held at the Niger Delta 
Freedom Fighters (NDFF) camp, which they said was controlled 
by an individual called Egbema One. This camp was located 
approximately three to three and half hours by boat from 

where the hostages were kidnapped offshore Bayelsa State (Ref 
B). Approximately 30 to 40 militants were at this camp and 

all wore red, white and black bandanas. The Amcits report 
seeing AK 47s and two belt-fed machine guns. There was one 
\"explosives guy\" who made bombs at the camp and had 15 pounds 
of explosives. The Amcits overheard the militants talking 

about attacking the \"main trunk lines\" on oil pipelines as 

well as the Cheyenne vessel if it returned (Ref B). The 

Amcits were most worried by the disorganization of the camp; 
many militants were drinking alcohol and smoking marijuana, 
and often beating one another with bamboo sticks. They were 
never abused but were often roughly handled and threatened. 
During phone conversations with their families, the hostages 
were often told by their captors to request a ransom, ranging 
from naira 100-400 million (approximately USD 
780,000-3,000,000). The hostages believe the range of 
amounts demanded reflects the level of disorganization at the 
camp. 


6. (C) The four Amcits reported that during their third day 

in captivity, three government officials visited the camp. 

The kidnappers allowed three separate visitors to the camp, 
including one Nigerian reporter, one BBC reporter, and one 
Russian photographer, who spent the night. The Amcits said 
the Movement for the Emancipation of the Niger Delta (MEND) 
arrived in boats one night and the NDFF fired shots into the 
air. MEND did not return fire but captured Egbema One and 
five other militants. MEND later returned and exchanged 
Egbema One for the four Amcits. In contrast to the NDFF 
camp, MEND\'s camp was very well organized, according to the 
Amcits, and appeared to be free of alcohol and drugs. 


7. (C) Six men, two women, and two children, all Indian 
nationals, were kidnapped on June 1 around 6:30 AM. The 
group was abducted from the Akpajo Housing Estate of Indorama 
Limited, which is a majority Indonesian-owned company that 
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runs Eleme Petrochemical in Port Harcourt, Rivers State. 
(Note: The kidnapping of women and children is a departure 


Column 3 

from previous kidnapping incidents. End Note.) Two Indian 
nationals employed by Eleme Petrochemicals, abducted May 19 
from their residences in Port Harcourt, also remain hostages 
(Ref C). 

LATIMER 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, PE 
SUBJECT: HIRING SCANDALS TARNISH CONGRESSVS IMAGE 


1. (SBU) Summary: A scandal involving the hiring of 
unqualified technical personnel by Unidad Nacional (UN) 
parliamentarians has set off a swirl of accusations and 
caused one UN coalition partner to bolt. At the same time, 
Congress is considering revoking the immunity of nine 
(mostly) Peruvian National Party (PNP) representatives for 
having physically disrupted the past parliament\'s debate over 
the Free Trade Agreement (FTA) last June. Many observers 
suspect that behind these developments lie APRA party 
machinations intended to weaken its congressional rivals; if 
so, APRA party leaders may have inflicted broader damage than 
they intended, and tarnished the image of Congress as a 
whole. End Summary. 


2. (SBU) The discovery that several UN parliamentarians had 
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hired staff conspicuously lacking in professional 

qualifications has caused a public relations scandal for 
Congress. First came the revelation that UN Congresswoman 
Elsa Canchaya had hired her family maid as a staffer in her 
congressional office, for a monthly salary of more than USD 
1K. Then came news that UN Congressman Walter Menchola had 
his girlfriend on his congressional staff payroll, but that 

she had never showed up to Congress for \"work\". A flurry of 
lesser allegations about other UN and opposition members of 
Congress followed. 


3. (SBU) In response, the spokesman for the UN congressional 
grouping, Congressman Javier Bedoya, accused the government 
and the ruling APRA party of targeting the UN in a deliberate 
smear campaign. Bedoya insinuated that the government aimed 
to undermine the UN\'s hopes to win the election for the 
presidency of Congress this July. (Bedoya had all but 

declared himself the UNVs candidate for this election.) One 

UN insider acknowledged to us that the coalition\'s two 
parliamentarians had clearly abused their positions and 

should be sanctioned, but claimed that the APRA had mobilized 
the national intelligence services to gain sensitive 

information about UN and other opposition representatives and 
then used this information for political gain. \"That is the 

APRA way,\" he said. 


4. (U) Bedoya also accused Rafael Rey, current Minister of 
Production and leader of Renovacion Nacional (RN), a fellow 
UN coalition member, of working in cahoots with the APRA in 
the smear campaign. Minister Rey expressed outrage at 
Bedoya\'s accusations, and in response declared that his party 
would formally part from the UN coalition. (Note: The UN 
coalition was composed of three parties -- Partido Popular 
Cristiano (PPC), Solidaridad Nacional (SN) and RN. The RN 
was the smallest of the three parties, with only 2 of the 
coalition\'s 17 Congressional representatives. End Note.) 


5. (SBU) In parallel with the revelations about the UN, 
Congress will consider revoking the immunity of nine PNP and 
UPP representatives -- eight from Peru\'s Congress and one 
from the Andean Congress. On May 30, the congressional 
ethics committee agreed to hear the case. At issue is the 
alleged illegality of the group\'s storming of the 

parliamentary building last June in an attempt to disrupt the 
past Congress\'s debate of the Free Trade Agreement. (The 
group of nine had already been elected to their positions in 
Congress but had not yet taken up their functions.) PNP 
Congresswoman from Cuzco Hilaria Supa, one of the nine 
parliamentarians accused, recently told the Ambassador that 
she participated in the action in order to represent the 

views of the many rural and indigenous Peruvians who opposed 
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the FTA and who were unrepresented in the past Congress. 


Comment: An APRA Campaign With Unintended Consequences 


6. (SBU) Many observers suspect that APRA machinations are 
behind calculated revelations and actions that are intended 

to weaken the ruling party\'s congressional rivals on both 

sides of the political spectrum and to ensure it maintains 
control over Congress, particularly the crucial position of 
president. Iftrue, and there is some evidence for it, APRA 
leaders may have inflicted broader damage than they truly 
intended. For one, the UN coalition, which has strongly 
supported many of the government\'s initiatives, has lost a 
member and is sore at the government about it. Also, the PNP 
could gain popular support by being seen as the victims of 
government party politicking and emerge stronger from the 
ordeal. But most importantly, the image of Congress and of 
politicians as a whole has plummeted at a time when 
confidence in public institutions is sorely needed to 

counteract the latent support for radical solutions in Peru. 

Nor, as May 31 headlines highlighting an APRA congresswoman\'s 
alleged hiring of a phantom assistant suggest, are the 

scandals likely to spare the APRA for long. In that sense, 

the blowback in unintended consequences may not prove worth 
the limited gains. 

STRUBLE 
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E.O. 12958: DECL: 05/11/2032 

TAGS: MARR, MOPS, PREL, IZ, NATO 

SUBJECT: SUCCESSFUL CENTCOM COALITION CONFERENCE IN TAMPA 
REF: (A)STATE 41602, (B)STATE 54923 


Classified by NEA DAS Lawrence Butler for reasons 1.4 (a), 
(b) and (d). 


1. (U) SUMMARY. CENTCOM\'s Coalition conference in Tampa, 
FL, successfully gathered both military and civilian 
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participants from current and prospective Coalition 

countries to provide an overview of Coalition planning for 

the next 12-18 months. The guest appearance by the 
President was particularly well received. All 

presentations and some keynote speeches from the 
conference can be viewed or downloaded from CENTOM\'s 
conference website at http://ngsweb03.centcom.smil. mil/ 
ccj5/j5ccc/MNFI Tampa07 Conference/index.asp. 

(URL note: underscores are between the words \"MNFI\" and 
\"Tampa07\" and \"Conference\"). The conference also provided 
an opportunity to conduct valuable bilateral meetings with 
select Coalition partners. END SUMMARY. 


2. (C) Per reftels, an Iraq Coalition Conference was held 

in Tampa, FL April 30-May 2, 2007, co-hosted by CDR 
USCENTCOM and CG MNF-I. Invitees included military 
representatives and civilian political representatives 

from Coalition partners and prospective partners. There 
was no greater demonstration of USG solidarity with its 
allies for success in Iraq than the personal appearance by 
the President, who followed his on-camera address with 
nearly thirty minutes of off-the-record questions and 
answers with 91 participants from 51 countries. In 
addition to being posted to CENTCOM\'s classified website 
above, the President\'s address can also be obtained from 
www.whitehouse.gov/news/releases/2007/05 The presence of 
Admiral Fallon and General Petraeus was crucial in 
providing current and prospective Coalition partners with 
access to the top military decision-makers on USG Iraq 
policy and hopefully enhanced stakeholders\' perception of 
equity and buy-in that each country has with the Iraq 
endeavor. These commanders\ participation in the 
conference\'s unscripted question and answer sessions 
sparked others to engage as well. 


USG held several bilateral and multilateral sideline 
consultations with Coalition partners. 


3. (C) POLAND - CONSOLIDATING TO ONE BASE IN DIWANIYAH: In 
the first of two meetings (Polish del led by BG Witold 

Poluchowicz, OC Planning Center Chief) the Poles complained 

to the U.S. del (led by Debra Cagan, MajGen Cichowski, Amb. 

Larry Butler) that they had been informed of the Georgians 

coming in to Wasit only in the field (LTG Odierno talked to 

Gen Lamla), and not to their central command in Warsaw; 

they asked this be done in the future. They also believed 

the Georgians should come under Polish, not U.S., command. 


During a second consultation later in the day GEN Petraeus 
made the following points, to which the Poles did not push 
back: 
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- MNF-I has redrawn map of MND-C so that it includes Al- 
Kut. This needs to be under command of U.S. 3rd 

Infantry Division because of all the smuggling activity 

from Iran. 

- Need Poland to keep Diwaniyah free of Jaysh Al-Mahdi; 
took a lot of effort to drive them out; hope Poland\'s 
relationship with the lraqi 8th Army Division keeps it 

that way. 


4. (C) GEORGIANS - FORMING A NEW BRIGADE IN AL-KUT: Ina 
meeting of all the countries deployed to Camp Delta in Al 

Kut (Wasit Province), MG Devlin conveyed that only the 

Poles will move from Camp Delta to Camp Echo (near 
Diwaniyah in Qadisiyah province), and all other nations are 
asked to stay put. Romania and Armenia pointed out that 

there are loose ends that have to be worked out, such as 

the command and control arrangements for their forces which 
are deployed at both camps; this change forces them to be 

in two different chains of command (Georgian-U.S. chain of 
command in Delta and Polish chain of command in Echo). EI 
Salvador noted the MOU it had signed with Poland on command 
and control arrangements would have to be replaced by a new 
MOU with the Georgians and/or Americans. 


General Petraeus also led the U.S. side in a meeting with 
just the Georgians and said: 


- Need your help in isolating the battlefield against Iran 
in Wasit. 
- Recommend you send advance team soon to Delta (Georgians 
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indicated their 200 troops in Baqubah would go last half 
of June). 

- There will be casualties; this is a serious enemy that 
will fight back against attempts to stop arms smuggling 


Georgia replied (Col Zaza Gogava, Chairmain JCS, and his 
deputy LTC Grogol Tatishvili; Tampa SNR Col Davit 
Aptsiauri, and MFA Chief of Dept David Zalkaliani): 


On their Middle Ring Security deployment, Georgia will 
redeploy until August half of their 500 strong battalion to 
Wasit until a replacement force can be recruited (Petraeus 
noted we are committed to finding a replacement). 
Several logistical issues exist but all can be resolved. 


5. (C) ALBANIA - PLUS UP: Albania\'s CHOD, MG Luan Hoxha 
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explained an increase in support to Afghanistan reduces 
Albania\'s ability to increase forces in Iraq in the near 

term. MG Hoxka expressed satisfaction with USG logistical 
support. Ms Cagan re-visited an issue the MNF-I Commander 
had previously addressed with the Albanians: the 

possibility of providing two additional companies to OIF. 

The CHOD said that because of ongoing commitments in Bosnia 
and Afghanistan and the ongoing NATO assessment of its 
Ready Reserve Brigade, Albania can only provide one 
additional company for a one-time 6-month deployment. 

Given required training to prepare for deployment, the CHOD 
sees this not happening until at least SEP 07 and Albania 

will need lift and equipment. The CHOD also stated that 
Albania would need the United States to provide the 

individual kits for these soldiers. The CHOD wanted to 

visit Washington. 


6. (C) AUSTRALIA: BG Day, Dir, Plans, Joint Operations 
Command, AUS and Mr. Robilliard, from the Australian 
Department of Foreign Affairs and Trade received an update 
of the previous CF bilats. BG Day stated that they are on 
track for the deployment of 70 additional trainers. He 

also stated Australia was deploying a non-MNF-I two-star 
commander to Baghdad, to oversee the one-star Australian 
national contingent in both Iraq and Afghanistan. Ms. 

Cagan mentioned EUCOM\'s renewed vigor to train the allies 
prior to their deployment to Iraq and Afghanistan. The 
Australians mentioned their need of certain privileges and 
immunities beyond this year\'s UNSCR but do not necessarily 
need the UNSCR to stay. 


7. (C) BOSNIA AND HERZEGOVINA: The BiH Deputy Commander 
for Operations, Operational Command, BG Tepsic, requested 
specifics on the mission at Delta. He was assured that 

the Bosnians will work directly for MND-C. It was 

mentioned that the Bosnians had previously agreed to 

perform C-IED work. A suggestion was made for the 

Bosnians to focus on the UXO mission in the vicinity of 

Delta. 


8. (C) DENMARK - MANAGING THE DRAWDOWN: Denmark\'s BG Soren 
Falke-Portved noted in a meeting with the U.S. led by 
Cagan/Cichowski/Butler that it had little to no visibility 

on what the UK was advising Lithuania to do after Denmark 
draws down, including its logistical support for the 
Lithuanians. Falk asserted that Danish equipment had been 
so significantly modified from standard specifications that 

it cannot be left behind for servicing by others unfamiliar 

with Danish customizations. Falk agreed to look into using 
Denmark\'s C-130J aircraft for MNF-I focused missions once 
it completes its UNAMI support mission in June. Falk did 
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not dismiss the possibility of Denmark taking over 
Georgia\'s duty on UN Protection Force middle ring security 
in Baghdad, nor did he appear particularly interested. 


9 (C) ESTONIA - CROSSED SIGNALS: MG Devlin complimented 
Estonia for their \"caveat-free\" deployment. Much of the 
discussion focused on interoperability challenges between 
Estonia\'s counter-IED jammers and USG radio and ECM 
equipment. Also mentioned was the recent cooperation for 
interoperability testing of Estonia\'s C-IED system in 

Yuma, Arizona. 


10. (C) EL SALVADOR - CIV-MIL FOCUS: COL Robert Artiga- 
Chicas briefed that El Salvador will continue to support 

the Coalition with their current numbers, which he reminded 
all present is comprised primarily of the Civilian Affairs 
battalion. He said he would like to change the mission to 
more of a CIMIC role versus a force protection role. MG 
Devlin said that Georgian assumption of command at Delta 
will relieve them of some of their FP taskings, allowing 
them to focus more of their efforts toward their CIMIC 
mission. COL Artiga-Chicas informed the group that El 
Salvador will provide their own organic security for CIMIC 
operations for the upcoming 9th rotation. He also stated 
they want to be clear about who they work for. El 
Salvador\'s SNR, CAPT Jimenez also mentioned it must be 
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clear that El Salvador reports directly to 3ID. MG Devlin 
assured them they will work for 3ID vice the Georgian 
Brigade. MG Devlin also asked the Salvadorans to consider 
providing some riverine forces to which the Salvadorans 
asked about aquiring boats if they accept the mission. 


11. (C) LATVIA - DRAWDOWN CONFIRMED: Latvia\'s BG Juris 
Kiukucans confirmed Latvia\'s decision to withdraw its 
warfighting force this summer, though they will retain a 

staff officer presence in MND-CS and MNC-I headquarters. 
Latvia seemed interested, however, in the prospect of 

taking over for the Georgians\' UN protection mission in 
Baghdad. BG Kiukucans asked for more information about the 
mission after the conference and committed to provide 

Latvia\'s response to the U.S. Embassy in Riga in several 

weeks time. 


12 (C) MACEDONIA - CIVILIAN ASSISTANCE OFFER: Macedonia\'s 
CHOD, LTG Stojanovski, inquired about Embedded PRT 
involvement; Amb. Butler channeled this request more 

towards ministerial capacity building. Ms. Cagan 
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requested the CHOD provide specific training requirements 
for their next rotation. She told the CHOD she will work 
this issue through EUCOM and USAREUR. 


13. (C) MONGOLIA - NEGOTIATING TO THE LAST MINUTE: 
Mongolia\'s LTG Togoo Tsevegsurengin talked about the 
extension of the 7th rotation while noting that a national 
decision has not yet been made final on deploying the 8th 
rotation, as Mongolia\'s National Security Council must 
provide final approval before the GOM can make a decision. 
He then provided a list of issues: Mongolia is challenged 

by the lack of officers with adequate English skills and 
training in Western doctrine; Mongolia has not yet been 
reimbursed for its 5th and 6th deployments to Iraq; and 
deployed communications equipment is failing. He also 
stated that deliveries in FMF equipment from the U.S. will 
favorably influence the government on the decision for an 
8th rotation. LTG Togoo suggested that Mongolia should 
receive favorable consideration for Millennium Challenge 
Corporation (MCC) assistance as a result of its lraq 

service [note: it has been repeatedly stressed in 
engagement with the Government of Mongolia that MCC 
consideration is not connected with participation in the 
Coalition] 


14 (C) REPUBLIC OF KOREA - EQUIP GEORGIANS?: Admiral In- 
Yong Park, ROK VCJCS, opened with Korea\'s limited ability 
to support any increase in Iraq. Admiral Park stated that 

he has asked the ROK government for a decision on 

extension of the mandate but has received no reply. He 
relayed that the recent actions of the U.S. Congress have 

sent mixed messages and the ROK government is weighing its 
options. The Korean VCJCS said they will have difficulty 
extending the mandate for their deployment in Iraq 

because: 1. Upcoming Presidential elections will lead to a 
change in government, likely not disposed to an extension; 

2. The Iraq PM, during a visit to ROK, did not express 
requirement for the ROKG to extend; 3. Public perception 

of a possible precipitous U.S. withdrawal from Iraq. 


Ms. Cagan asked for ROK support in equipping the Georgian 
Brigade. She asked them to consider providing excess 
vehicles, radios and other in theater excess equipment 

from their recent drawdown. She also asked ADM Park to 
consider providing vehicles and equipment to the Georgians 
directly from the Republic of Korea. ADM Park was 
amenable to the USG suggestions to leave some of its 
equipment for Georgia as available pending a formal 
Georgian Government request. ADM Park stated that the 
equipment will be required to support MND-NE until the 
drawdown is complete and that some of this equipment will 
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be shifted to ROK forces in Afghanistan upon withdrawal 
from Iraq. 


15 (C) UKRAINE - \"TRAIN\" WRECK: MG Holopatiuk acknowledged 
that untrained Ukranian conscripts arriving in Iraq had 

been a mistake and explained special laws were enacted 
that requires three years of service before deployment of 
conscripts. Ukraine requested USG approval and support to 
train Georgian forces, and both sides agreed that Ukranian 
battalion commanders will provide lessons learned 

briefings to Georgian commanders. The Ukrainian 
representatives had questions about the MND-C chain of 
command and expressed their desire to remain under Polish 
command to prevent new MOU negotiations with the 
Parliament. 


16. (U) CONFERENCE PARTICIPANTS: Albania, Armenia, 
Australia, Azerbaijan, Bahrain, Belgium, Bosnia- 
Herzegovina, Bulgaria, Croatia, Czech Republic, Denmark, 
Dominican Republic, Egypt, El Salvador, Estonia, Finland, 
France, Georgia, Germany, Hungary, Iraq, Italy, Japan, 
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Jordan, Kazakhstan, Kuwait, Kyrgystan, Latvia, Lithuania, 
Macedonia, Moldova, Mongolia, Netherlands, Norway, Oman, 
Pakistan, Poland, Qatar, Republic of Korea, Romania, Saudi 
Arabia, Singapore, Slovakia, Slovenia, Thailand, Tonga, 
Turkey, UAE, Ukraine, United Kingdom, and the U.S. 


17. (U) LETTERS FROM IRAQ: Muwaffak Al-Ruba\' delivered 
letters of thanks from Prime Minister Maliki (in Arabic 

only) to all of the Coalition countries in Iraq. 

RICE 


110575 

RR RUEHAG RUEHAST RUEHDA RUEHDBU RUEHDF RUEHFL RUEHIK RUEHKW RUEHLA 
RUEHLN RUEHLZ RUEHPOD RUEHROV RUEHSR RUEHVK RUEHYG 
DE RUEHLI #1527 1521535 

ZNR UUUUU ZZH 

R 011535Z JUN 07 

FM AMEMBASSY LISBON 

TO RUEHC/SECSTATE WASHDC 5949 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE 
RUEHBUL/AMEMBASSY KABUL 0040 

RUEKJCS/SECDEF WASHDC" "UNCLAS LISBON 001527 


SIPDIS 


SENSITIVE 


Column 3 
SIPDIS 


E.O. 12958: N/A 
TAGS: PINS, PREL, MOPS, MARR, AF, PO 
SUBJECT: PORTUGAL UNLIKELY TO INCREASE ISAF CONTRIBUTIONS 


REF: STATE 71547 


1. (U) Portuguese Ministry of Foreign Affairs officials 
agreed to review the reftel request to increase contributions 
to ISAF, but noted they did not expect the review to bring 
about any changes to current contribution levels. Portugal 
is operating, they stated, under an austerity budget. 
Moreover, Portugal will assume the European Union presidency 
on July 1, with the additional expenditures that go with that 
duty. Nonetheless, interlocutors stress that Portugal 
remains committed to keeping its commando company in 
Afghanistan -- without caveats -- through at least February 
2008. 


2. (SBU) Ministry of Defense colleagues also agreed to 
consider the reftel request. Without making any promises, 
they speculated that they might be able to contribute some 
armored personnel carriers (M113) and uniforms, but noted the 
need to investigate the possibility further. (Note: the 

APCs in question are in need of renovation and no funds have 
yet been allocated to cover the costs of that activity, 

transport to Afghanistan, or of any further operations. End 
note.) 
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E.O. 12958: DECL: 06/01/2017 

TAGS: PREL, MARR, NATO, EU, TU 

SUBJECT: TURKEY/NATO/ESDP: UK NATO PERMREP MAKES LITTLE 
HEADWAY IN ANKARA 


REF: A. ANKARA 1319 


B. ANKARA 1232 
C. ANKARA 1205 
D. ANKARA 1192 


Classified By: Political Military Counselor Carl Siebentritt for reason 
s 1.4 (b) and (d) 


1. (C) Summary: UK NATO PermRep Stewart Eldon made little 
headway with the Turks during May 30 ESDP/Kosovo discussions 
in Ankara. The UK plans to encourage NATO SYG Solana to offer 
proposals prior to the Black Sea Economic Cooperation (BSEC) 
Summit in Istanbul, June 24-25. In meetings with MFA 

officials, the British team raised some ideas for a more 
substantial Turkish voice in ESDP. Turkish officials offered 

no changes in their positions, including insistence that 

Kosovo be considered a Berlin Plus operation. According to 
press reports, Deputy Chief of the Turkish General Staff 
(D/CHOD) GEN Ergin Saygun has said Turkey will not allow 
Cyprus\' participation in joint EU-NATO operations and has 
vetoed a Cypriot police team in KFOR\'s Multinational Task 

Force South, which Turkey now commands. End Summary 


2. (C) The British team did not have high expectations, UK 
Poloff Catherine Barnes told us, and were recalled to London 
for unrelated reasons after the first day of talks on May 30. 

In meetings with MFA U/S Ertugrul Apakan and DG for NATO 
Affairs Tomar Bayer, Eldon floated a more substantive role 

for Turkey in ESDP meetings, suggested Turkey might be given 
a role within the NATO military liaison to the EU, and 

proposed enhancing existing channels for consultation while 
considering new ones. (Note: Barnes made clear that Eldon 
was speaking for the UK and not on behalf of NATO. End Note). 


3. (C) Turkish officials were grateful for the UK team\'s 

efforts, Barnes reported, but did not change their 

fundamental position that Kosovo should be a Berlin Plus 
operation. Repeating appeals made to Ambassador the previous 
day (ref a), Apakan told the British that the issue was a 

political one that could not be solved by technical drafting 

fixes. NATO, in the Turkish view, should not be cast as 
subservient to the EU. In response to the latter point, 

Barnes noted, Eldon went to some length to emphasize the 
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autonomy of both organizations. 


4. (C) On next steps, Barnes said Eldon plans to approach 
Solana about making a proposal to the Turks prior to the June 
24-25 BSEC Summit in Istanbul, which Solana is expected to 
attend. More ideas would be put on the table. No magic 
solution is expected, but the UK hopes for incremental 
progress, Barnes said. 


5. (C) Because the UK team departed earlier than expected, 
their planned meeting with D/CHOD GEN Saygun was canceled. 
TGS declined a UK request to re-schedule the meeting with a 
Saygun subordinate. 


6. (U) Speaking at a TGS-sponsored symposium in Istanbul May 
31, Saygun reportedly said that Turkey had recently vetoed 

the participation of a police team from Cyprus in Kosovo\'s 
Multinational Task Force South. Saygun asserted that, 

despite Turkey\'s good will in contributing to European 

security, the EU considers Turkey to be a third-class country 
within the ESDP. The EU should provide the same rights to 
non-EU members as NATO does to non-NATO members, Saygun told 
the press. The EU and NATO are in global competition. 
Strengthening one of these organizations can only be achieved 
by weakening the other, according to Saygun. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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1. (U) Summary: On May 24, risk analysis firm Economic 
Associates organized a seminar during which Lagos Business 
School Professor Doyin Salami offered an assessment of the 
current and medium-term macroeconomic climate in Nigeria. 
High global commodity prices have resulted in an export boom, 
and GDP growth has been fueled by growth in the non-oil 
sector, but this has not translated into higher disposable 
income and consumer spending. Salami argued the 2007 Federal 
Budget was contractionary relative to GDP, and provided 
inadequate investment in infrastructure, which would have 
negative multiplier effects on GDP. End summary. 


2. (U) On May 24, risk analysis firm Economic Associates 
organized a seminar entitled \"Medium Term Outlook for 

Nigeria\". Lagos Business School Professor Doyin Salami 

offered an assessment of the current and medium-term 
macroeconomic climate in Nigeria. Salami highlighted non-oil 
sector growth; consumer and government spending; and the 2007 
federal budget. Septel will discuss post-election investment 
climate, as presented by Country and State Risk Analyst, 
Economic Associates, Olly Owen. Below are some of the 
conclusions presented by the analysts. 


3. (U) The non-oil sector fueled growth of gross domestic 
product (GDP) in 2006. Nigeria benefited from high global 
commodity prices for oil, metals and agricultural raw 
materials. GDP growth was estimated at six percent for the 
last three years. Nearly half of the GDP growth in 2006 was 
attributed to crop production, while wholesale and retail 
trading contributed one-third of GDP growth. 
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Telecommunications contributed one-twelfth, and manufacturing 
accounted for six percent of growth in GDP. During this 

period, GDP from oil contracted, in part due to reduced oil 
production. 


4. (U) Exports, net exports, and investment grew steadily 

over the last three years. The Nigerian Export Promotion 
Council (NEPC) announced revenue of naira 40.8 billion from 
non-oil exports in the first quarter of 2007, almost double 

the naira 22.2 billion in 2006. At the same time, however, 
disposable income and private consumer spending have declined 
steadily. An increase in exports, triggered by strong 

upsurges in oil and non-oil commodity prices, has resulted in 

a government investment and spending \"boom\", according to 
Salami. Investments have been predominantly in 
infrastructure: in 2007, naira 830 billion was budgeted for 
capital expenditure, a 46 percent increase over the naira 569 
billion budgeted in 2006. Federal Government expenditure also 
included election-related spending. 


5. (U) Although exports and government investment have 
increased, the increased production reflected in double-digit 
non-oil GDP growth is not translating to increased disposable 
income or increased consumer spending. One reason for this is 
the reduction of subsidies on pump prices of petroleum 

products in the last five years. (Note: Most recently, the 

federal government lifted pump prices on fuel by 15 percent, 
when former President Obasanjo, on his last day in office, 

raised the price from 65 naira/liter to 75 naira/liter. End 

Note.) Additionally, disposable income and private consumer 
spending have fallen due to inflation (which peaked at 28 
percent in 2005) in the face of public sector wage rigidity. 

(Note: National Pension Commission (PENCOM) Director General 
Muhammed Ahmad estimated Nigeria has 49 million workers. Of 
these, 4 million are in the public sector; 4 million are in 

the private sector; and 41 million are in the informal 

sector. End Note.) 
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6. (U) According to Salami, the decline in disposable income 
and private consumer spending might, in part, explain the 
weakness in manufacturing capacity utilization in the face of 
strong non-oil sector growth. This decline raises the risks 

facing manufacturers of demand-sensitive goods, and present a 
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challenge to banks expanding consumer banking activities. 


7.(U) The 2007 Federal Budget contains projected revenue of 
naira 1.8 trillion, abenchmark oil price of USD 40 per 

barrel, and a spending allocation of naira 2.36 trillion 

(reftel). Contrary to the notion that the proposed federal 
revenue of naira 1.8 trillion in 2007 is expansionary, it is 

only 10.4 percent of the GDP and the lowest in real terms in 
the past ten years, Salami said. The oil price benchmark of 
USD 40/barrel adopted for the 2007 budget disconnects it from 
the reality of the USD 60/barrel expected in 2007. This peg, 
he argues, stifles the federal budget. Total federal spending 

is proposed to drop to 13.3 percent of GDP in 2007 from 15.1 
percent in 2006. Salami argued this budget contraction will 
have an accompanying contractionary effect on the economy, 
making it difficult for real output to continue to grow at 

the current rate. 


8. (U) The capital budget, which funds capital-intensive 
projects such as infrastructure, has declined from 15 percent 
of GDP in 1999 to 4.5 percent of GDP in 2006. As was the case 
in previous years, these capital-intensive projects are 

unlikely to be completed in 2007. (Note: Late passage of the 
budget is usually the cause of low capital budget 
implementation. In 2006, the loss of revenue from the 600,000 
barrel per day drop in crude oil production due to militants\' 
activities early in the year forestalled full capital budget 
implementation. As of August 31, 2006, naira 52 billion, or 

71 percent, of appropriated capital budget for the Works 
Ministry for road construction and rehabilitation had been 
released, making later claims of full implementation 

doubtful). Meanwhile, recurrent spending, such as 
public-sector salaries, dropped from 10.6 percent of GDP in 
2006 to 8.8 percent in 2007. 


9. (U) Salami criticized the Government for holding most of 
Nigeria\'s reserves in low-interest savings abroad rather than 
in capital projects at home. Salami suggested that building a 
strong base in rail, gas and oil pipelines, and other 
infrastructure could provide a productive use for foreign 
reserves and provide Nigeria with the infrastructure needed 
to allow continued growth in the non-oil sector. 
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10. (U) Comment: The increase in non-oil sector growth, 
fueled largely by booming commodity prices and good harvests 
in a year of good rains, may stall if commodity prices soften 

or weather is less favorable. Investment in infrastructure - 
which would support the expansion of the manufacturing sector 
- is indeed fundamental, but at the moment it is not clear 

that Nigeria has institutions that can effectively create and 
manage infrastructure, which argues for a more incremental 
approach to pouring the billions in oil profits set aside in 

the Excess Crude account into potentially white elephant 
infrastructure projects. Further the account is also meant to 
operate as a stabilization fund to ease economic shocks from 
falling commodity prices or production. Critical to spending 
Nigeria,s oil windfall effectively will be the establishment 

of mechanisms of transparency and accountability, and better 
technical and managerial capacity in government agencies 
implementing projects and programs. End comment. 

LATIMER 
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1. (U) Summary: On May 24, risk analysis firm Economic 
Associates organized a seminar during which Country and State 
Risk Analyst, Economic Associates, Olly Owen, presented a 
risk-assessment tool developed by Economic Associates that 
rates all 36 Nigerian states on economic, societal, 

political, and security risks to investors. End summary. 


2. (U) On May 24, risk analysis firm Economic Associates 
organized a seminar during which Country and State Risk 
Analyst, Economic Associates, Olly Owen, presented a 
risk-assessment tool developed by Economic Associates that 
rates all 36 Nigerian states on economic, societal, 

political, and security risks to investors. The assessment 

was developed using continuous monitoring, as well as 
interview, fieldwork, and documentary research, it provides a 
comprehensive window into the investment climate of 
individual states. 


3. (U) Nigerian states are diverse not only culturally, 
ethnically, and religiously, but also politically, 
demographically, and economically. Nigeria\'s federal system 
devolves significant powers of decision- and policy-making to 
state governments, which have independent fiscal powers to 
tax, spend, and issue debt. Nigeria is beginning to 
experience more internal competition for investment. 


4. (U) States\' revenues have increased significantly in the 
past several years. Most states derive the majority of 
revenue from the federal government, with the notable 
exception of Lagos State, which generates more revenue 
internally than it receives from the federal account. Given 
this diversity, analysis that examines the state, rather than 
federal, environment is a valuable tool for investors and 
observers. 


4. (U) The risk-assessment model examines economic, societal, 
political, and security risks. Each of these dimensions is 
comprised of sub-factors. A preliminary sketch of these is 
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presented below. 


-- Economic Risk: This includes the presence and availability 
of natural resources; infrastructure; urbanization; human 
resources; environment; and drivers of growth. Paradoxically, 
higher urbanization is considered a greater risk factor, as 
high-density areas are more prone to outbreaks of violence 
and political disruption. The worst-rated states are mainly 
northern, given their environmental marginality. Kano and 
Lagos States, while they are economic centers, are not the 
best-rated due to significant problems with infrastructure. 
The best-rated states are Ogun, Enugu, and Cross-River. All 
of these states have been successful in attracting new 
investment. 


-- Societal Risk: This is comprised of ethnicity; religion; 

and social dynamics. The last of these includes a measure for 
income inequality and unemployment, which are thought to 
define and exacerbate conflict along the fault lines of 
ethnicity and religion. The highest-risk state in this 

category is Plateau State, which is marked by 
indigene-settler conflicts and ethnic and religious warfare. 
Communal conflicts are often driven by youth unemployment, 
which is a risk factor in itself. Social consensus is 

important in reducing conflict, and is characteristic of 

Sokoto and Ekiti States. However, not all socially peaceful 
states are ethnically or religiously homogeneous, examples 
are Kwara State and the Federal Capital Territory. 
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-- Political and Governance Risk: This includes corruption; 
local governance; national and party politics; and current 
issues. This dimension presents some interesting changes 
resulting from the recently-held elections. Before the 
elections, the Niger Delta states were considered the highest 
risk. However, election-day activities and post-election 
public reaction have been such that the Southwest and 
Southeast, namely, Enugu and Ekiti, are now considered the 
highest risk states. The states that are middle-ranked in 

this category are ranked that way because of consistently 
poor governance. The lowest-risk states are northern states 
such as Bauchi, Katsina, and the Federal Capital Territory, 
because they are relatively well-governed. Lagos and Kano 
States are democratic but are high-risk states due to the 
fact that they are governed by opposition parties. 


-- Security Risk: The three sub-factors that constitute 
security are crime; communal violence; and law enforcement. 
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While the prevalence of kidnapping is examined, security is 
understood to be broader than this. Three core Delta States, 
Rivers, Delta, and Bayelsa, are among the five highest-risk 
states. Edo State has the highest risk from conventional 
crimes, including bank raids and armed robbery resulting from 
limited police capacity. Ondo is currently the highest 
security risk state due to violence in the conduct of the 
recent elections. Policing is marginally better in the North. 
However, there are a greater number of parallel security 
companies in the South, which improves the security rating. 


5. (U) More information on investment risk across Nigeria can 
be found at www.econassociates.com. 


LATIMER 
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SUBJECT: SERBIA BROADBAND OPERATING IN HOSTILE ENVIRONMENT 


SUMMARY 

1. (U) Only five years after the Southeastern Europe Equity 
Fund invested USD 10 million in this cable television and 
broadband start-up, Serbia Broadband (SBB) has become a 
significant market player in Serbia. Its successful growth 
places it squarely as a threat to state-owned Telekom Srbija. 
On the verge of expanding its fiber optic infrastructure and 
obtaining an international gateway for cheaper bandwidth, SBB 
faces an increasingly hostile environment as Telekom fights 

to maintain its market dominance. END SUMMARY. 
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GROWING UNDER THE RADAR 

2. (U) SBB was founded in Kragujevac in November 2000 under 
the name KDS (Cable Distribution System). The cable 
television market was highly fragmented into small local 
providers. In early 2002, the Southeast Europe Equity Fund 
(SEEF) invested USD 10 million in KDS, changing the name to 
Serbia Broadband. The goal of the USD 150 million SEEF was 
to provide capital for new business development, expansion 

and acquisitions. The fund was initially managed by Soros 
Private Funds Management (SPFM) and financed by the Overseas 
Private Investment Corporation (OPIC). In May 2004, the 
European Bank for Reconstruction and Development (EBRD) 
invested EUR 15 million for 1 million shares in SBB. 

Bedminster Capital Management now manages SEEF. 


3. (U) SBB then began acquiring some 25 local cable operators 
to build a foundation for the business. Its goal was to 

become the number one cable television and data 
communications provider in Serbia by focusing on customer 
care, high-quality programming and community-based efforts. 
In the last five years, SBB has achieved annual growth of 60- 
70 percent, with annual revenues of EUR 26 million in 2006. 
Revenues are projected to reach an estimated EUR 46 million 
in 2007. Adding some 20,000 subscribers per month, SBB has 
grown from 2,000 cable television subscribers in 2002 to 
controlling almost 50 percent of the Serbian market today 

with some 350,000 subscribers. Realizing that half of the 
Serbian population could not receive cable, SBB developed its 
Total TV satellite network to round out its offerings. Total 

TV has expanded into Bosnia and Slovenia as well. SBB is 
also a leading internet service provider with some 50,000 
subscribers. 


4. (SBU) Dragan Solak, CEO of SBB, told econoffs that SBB\'s 
strategy from the beginning was to grow quietly, choosing not 
to confront Telekom Srbija directly in any one market. SBB, 
like all internet service providers in Serbia, purchases its 
internet bandwidth from Telekom Srbija. Telekom also owns 
the some 6,000 km optical cable backbone, to which other 
cable operators may gain access only by signing agreements 
with Telekom for interconnectivity. Solak said that SBB 

signed an agreement with Telekom in 2003 that provided use of 
Telekom\'s backbone and other infrastructure at agreed rates. 


HEAVY-HANDED TELEKOM 

5. (SBU) Confronted with SBB\'s rapid growth, Telekom informed 
SBB that it wanted to renegotiate the agreement, offering the 
pretext that Telekom did not understand the technologies SBB 
would deploy when the original contract was signed. 
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According to Solak, more and more banks were migrating to SBB 
for data transmission services during this time, hurting 

Telekom. He said that Telekom began to search for some 
loophole in the contract to give it grounds for cancellation 

or renegotiation. SBB refused to renegotiate simply because 
Telekom was dissatisfied. 


6. (SBU) In the summer of 2006, Telekom attempted to purchase 
SBB. Solak said that Drasko Petrovic, director general of 
Telekom Srbija, was determined to either buy SBB or destroy 

it by making life difficult for the company. Ron Drake, 

chairman of Bedminster Capital traveled to Belgrade several 
times to confront Telekom, telling Petrovic that if and when 

SBB is sold, it will be through a public tender. He refused 
Telekom\'s overtures. 


7. (SBU) In September 2006, SBB received a notice from 
Telekom that several kilometers of SBB cable should be 
removed from Telekom conduits, due to capacity issues and 
non-compliant cables. Telekom said that if the cables were 
not pulled out, it would pull them out itself. In response, 

SBB provided evidence that capacity was not a problem - only 
30 percent was in use - and sent pictures of the cables to 
show they were in complete compliance. 


8. (SBU) Both the Embassy and the European Bank for Regional 
Development encouraged Telekom to pursue its case through the 
courts if necessary. Telekom then again sought contract 
negotiations with SBB. SBB again refused to renegotiate. In 
late 2006, a group of Serbian businessmen approached Solak 
about purchasing SBB. It was clear that these men were 
backed by Telekom; however, SBB rebuffed this approach, too. 
Solak said that Telekom has backed off during the recent 
parliamentary election season, but he expects renewed 

pressure now that a new government has been established. 
(NOTE: Aleksandra Smiljanic, a nominee of the Democratic 
Party and a U.S.-educated professor of electrical engineering 

at the University of Belgrade, was just appointed Minister of 
Telecommunications.) 


DELAYS IN INTERNATIONAL GATEWAY APPROVAL 

9. (U) In the current market situation, only Telekom Srbija 

has authorized access to the international gateway exchange. 
Therefore, all internet service providers (ISP) must purchase 
broadband internet wholesale from Telekom. There are claims 
that Telekom even sells high-speed internet to its retail 
customers at rates lower than the wholesale rates it offers 

to other ISPs. 


10. (SBU) On March 17, 2007, SBB applied for international 
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gateway access from the Regulatory Agency for 
Telecommunications of the Republic of Serbia (RATEL). Solak 
said that once SBB and other providers are granted such 

access, Telekom\'s business model will collapse. For example, 
Telekom sells high-speed internet to ISP providers at a rate 

of approximately EUR 800,000 for 2.5 Gbit/s transmission 

speed per month. SBB received quotes from a Romanian company 
that would sell this same 2.5 Gbit/s for approximately EUR 
10,000. SBB has the demand to justify leasing of 1.5 Gbit/s 

but can only afford 1.0 Gbit/s at Telekom prices. It is 

paying some 80 times more than the average regional cost for 
high-speed internet. Solak said that once SBB is granted 
independent access, Telekom would not only lose SBB\'s volume 
business, but also other ISPs who would start purchasing 
wholesale from SBB. He estimates that it would mean a EUR 20 
to 30 million revenue loss to Telekom if SBB is granted 

access. 


11. (SBU) In order to grant approval, RATEL first must 
receive permission for the project from the military, police 
and secret police to ensure that the project would be not 
adversely affect national interests. Inside sources within 
RATEL told Solak that approval was granted by the military, 
but responses from the others were still pending. Solak is 
concerned that Telekom will continue using its influence to 
block this approval through its political connections. 


12. (SBU) On May 8, Milan Jankovic, Executive Director of the 
telecommunications department at RATEL, told econoff that 
telecommunications operators are not satisfied with Telekom\'s 
rates and are seeking international gateway access. However, 
Jankovic said that Telekom is inclined to offer more capacity 

to these operators at much better rates. He contended that 
operators, given a new proposal expected from Telekom, would 
most likely not want international gateway access. 


13. (SBU) Another hurdle for SBB and other ISPs is useage of, 
or interconnectivity to, Telekom\'s backbone infrastructure. 
Various state-owned entities like Elektroprivreda Srbija 

(EPS), Serbian Railways and the military have their own 
networks through public right of ways. The GOS has 
effectively blocked access to these networks. Telekom has an 
exclusive agreement with the Serbian Railways and EPS refuses 
to allow private companies use the unused cable already laid. 
In an effort to expand its network towards the Romanian and 
Hungarian borders, SBB has quietly entered into an agreement 
with Vojvodina Water to use its extensive irrigation system 

for laying optical fiber. It recently received the necessary 
building permits to move forward with this project but is 

waiting for RATEL approval for international gateway access. 
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COMPETITION COMMISSION FINES SBB 

14. (U) Most recently, SBB has come under fire by the 
Commission for the Protection of Competition. On March 27, 
2007, the Commission ruled that SBB had conducted a 
promotional campaign which resulted in \"the prevention, 
limitation and violation of competition\" on the relevant 
market. 


15. (U) In March 2006, AVcom, a cable television operator 
with some 10,000 subscribers, conducted a promotional 
campaign in the municipalities of Stari Grad and Palilula in 
the City of Belgrade. The promotion offered three months of 
free cable and internet with free installation. Wanting to 
expand its market share in these areas, SBB offered a year of 
free cable, internet and installation with the stipulation 

that the user would sign onto SBB for three years. Asa 

result of the promotion, between 500 and 600 subscribers 
switched to SBB. 


16. (U) France Presetnik, General Manager of AVcom, filed a 
motion against SBB in the Commercial Court in Belgrade asking 
for a temporary injunction against the promotion, claiming 

that SBB was abusing its market position. Presetnik, also 
president of the Business Association of Cable Distributors, 
allegedly used his position to file these motions on behalf 

of the association. (NOTE: Solak told econoff that members 
of the association were unaware of these proceedings against 
SBB until after that fact.) The Commercial Court and the 
Higher Commercial Court both rejected the motion and found 
SBB\'s behavior did not violate the Competition Law. 


17. (U) Presetnik then filed a complaint with the 

Commission. The complaint included the promotional campaign 
in March 2006, and also alleged that SBB had abused its 
dominant position in signing contracts with foreign 

production companies like BBC Prime and National Geographic 
for exclusive broadcasting rights. The Commission released 

its decision on March 22, 2007, finding that SBB has a 
dominant market position in the distribution of radio and 
televisions programs through the cable distribution network 

in the City of Belgrade, and that it had abused its dominant 
position in Palilula and Stari Grad by employing a 

promotional campaign that resulted in the \"prevention, 
limitation and violation of competition on the etermined 

relevant market.\" The Commission ordeed SBB to modify the 
agreements with the users acuired during the campaign to 
allow them to cance without penalties. The Commission 
rejected theclaim that SBB abused its position by signing 
exlusivity agreements with foreign production companes. 
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18. (SBU) On April 23, SBB appealed the Commssion\'s decision 
to the Supreme Court. SBB chalenged it primarily on the 

basis that the Commisson erroneously defined the relevant 
geographicalmarket by starting with the City of Belgrade andextrapolating that 
to the two municipalities mentioed above. 

SBB contended that the Commission faild to show how this 
promotional campaign was an ause of market position and bad 
for consumers. | also asserted that the Commission\'s order 

to amnd user contracts would itself violate the competiton 

law. Allowing users free installation and a 2-month 

subscription with no obligation would itelf be a predatory 

act with the sole purpose of acquiring subscribers and 

squeezing competition out of the market. SBB also challenged 
the decision on procedural points. 


19. (U) The Supreme Court has yet to render a decision in 
this matter. Meanwhile, according to the Law on Competition, 
SBB can be fined from one to 10 percent of its total combined 
annual worldwide turnover. This penalty will now be decided 
in lower, misdemeanor court, and SBB is challenging his in 
hopes that the Supreme Court will issue it decision prior to 
the misdemeanor court. 


20. (U) At the same time that SBB is appealing the finding 
that it is a monopolist, Telekom Srbija has signaled its 
intent to use aggressive tactics in search of market share. 
On May 7, it launched a bundled offer to provide ADSL 
Internet access at a reduced monthly rate with unlimited 
landline calls within the same area code and calls from a 
fixed line to two chosen mobile numbers within Telekom\'s 
mobile network at a significantly discounted rate. 
Essentially, Telekom is using its fixed line monopoly to 
offer benefits other ISPs cannot. 


CRITICISM OF THE TELELCOMMUNICATIONS STRATEGY 
21. (U) ISPs have voiced their concerns about the GOS\'s 
Telecommunications Strategy adopted in September 2006. 
Slobodan Markovic, President of the Center for Internet 
Development in Serbia, criticized the strategy as one that 

in reality supports Telekom Srbija\'s monopoly. There were 
also complaints about the short two-week time frame for 
experts to provide feedback to the GOS before the strategy 
was adopted. Slavoljub Kacarevic, Assistant Director for 
Marketing, expressed concern that \"RATEL did not recommend 
the strategy as an independent regulatory body, but in the 
name of preserving the Telekom monopoly at the request of the 
government.\" 


22. (U) On May 24, the Foreign Investors Council (FIC) 
released its annual \"White Book\" which contains proposals for 


Column 3 

improving the Serbian investment climate in a number of 
sectors. The FIC urged the GOS to develop an interconnection 
regime in line with EU standards in the shortest possible 
time. It also emphasized the need to liberalize internal 
infrastructure and open up for use alternative infrastructure 
(i.e. optical cable used for utility purposes, broadcasting 

or other) for all kinds of electronic services. RATEL should 
also develop provisions and guidelines for eliminating the 
cross-subsidization in the telecom sector as well as bylaws 
allowing for competition in the fixed telephony network. The 
FIC contends that Telekom\'s monopoly of the fixed network 
will prevent further development in this area. (NOTE: The 
telecommunications industry made EUR 1.3 billion in 2006 
revenues, up 40 percent from the prior year, contributing to 
5.6 percent of GDP. The mobile business accounts for some 
48.8 percent and fixed-line operations for 34.7 percent of 

the sector\'s overall revenues.) 


COMMENT 

23. (U) SBB\'s experience is illustrative of the challenges 
facing the Serbian telecommunications sector. Telekom 
Srbija, which will not be privatized before 2010, based on 
current plans, continues to use aggressive tactics and 
political influence to retain its monopolistic position and 
make it difficult for other players. Whether it is in mobile 
telephony or broadband internet, we continue to hear stories 
in which Telekom threatens corporate customers who are 
considering leaving Telekom to go to acompetitor. This 
behavior will most likely continue as Telekom fights to 
preserve its market dominance. END COMMENT. 
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E.O. 12958: N/A 
TAGS: MARR, EWWT, PINS, PREL, SL 
SUBJECT: SIERRA LEONE: US COAST GUARD PORT SECURITY VISIT 


1. (SBU) U.S. Coast Guard (USCG) Liaison Officer Doug 
Schneider visited Sierra Leone March 26-29 to introduce and 
discuss USCG port security programs and implementation of the 
International Maritime Organization (IMO) International Ship 
and Port Security Program (ISPS) Code with GOSL officials. 
Liaison Officer observed port security measures at the main 
port and determined that minor modifications, including 
improved port perimeter fencing and surveillance and access 
control procedures, were needed for Sierra Leone to continue 
making progress toward implementing port security measures in 
line with ISPS Code. Port officials exhibited a high level of 
cooperation and were receptive to recommendations to improve 
security measures. Shipping company representatives expressed 
dissatisfaction with the level of port security and 

complained about ongoing corruption and cargo tampering. Port 
bureaucracy and high import tariffs are deterrents to 

importing goods through Freetown, and Sierra Leonean traders 
often opt to bring goods in through cheaper regional ports. 
Although Sierra Leonean security forces continue to be 
constrained by limited resources, the port security 

infrastructure appears to be in working condition. END 
SUMMARY. 


2. (SBU) USCG Liaison Officer LCDR Doug Schneider visited 
Sierra Leone March 26-29 to assess implementation of the IMO 
International Ship and Port Security Program (ISPS) Code and 
explain USCG maritime security programs to GOSL officials. 
Schneider found that most authorities with responsibility for 
port security possessed a reasonable knowledge of ISPS but 
were working with limited resources to implement measures to 
bring Sierra Leone in compliance with international maritime 
law. Schneider visited the Queen Elizabeth Il Quay and found 
security measures to be mostly acceptable. He observed 
weaknesses in access control and security perimeter fencing 
and surveillance, but felt that those could be corrected with 
minor modifications. Schneider also visited the port 
authority\'s state-of-the-art scanning facility. The facility 
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is privately-operated and scans all incoming and outgoing 
containers charging USD 100 per container. Port officials 
told Schneider that the port handles a relatively low volume 
of approximately 32,000 twenty-foot equivalent container 
units (TEU) annually. 


3. (SBU) Schneider met with officials from the newly-formed 
Joint Maritime Authority (JMA), the independent government 
authority responsible for implementation and coordination of 
maritime security measures. Currently, the JMA is located in 
the Office of National Security (ONS), and the ONS 
representative is the acting chairperson. The JMA also 
includes representatives from the Republic of Sierra Leone 
Armed Forces (RSLAF), Sierra Leone Police (SLP), the Sierra 
Leone Maritime Administration (SLMA), the Sierra Leone Port 
Authority, Ministry of Finance, Immigration and Ministry of 
Fisheries and Marine Resources. The JMA does not meet 
regularly and is constrained by limited resources. It has 
parliamentary authorization to review maritime issues and 
draft appropriate legislation. 


4. (SBU) JMA members expressed concerns about other West 
African ports, and how the disparity in security measures and 
customs regimes often gives those ports an unfair advantage 
over Sierra Leone and acts as a deterrent to increased cargo 
volume. Referring specifically to Guinea, they said that the 

port in Conakry attracts Sierra Leonean importers due to lax 
security and low import tariffs. Importers transport goods 
through Conakry and smuggle them overland into Sierra Leone 
at considerable savings. JMA members stressed that a regional 
approach should be taken to align port security measures and 
promote tariff harmonization at all West African ports to 

ensure a level playing field. 


5. (SBU) Schneider also met with commercial shipping agency 
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representatives who expressed concern about port security and 
Ongoing corruption and cargo tampering. The representatives 
clearly recognized that limited resources are an impediment 

to improvements in port security. However, they stressed how 
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important it is to continue to push the GOSL to privatize the 

port, as it continues to operate at a loss due to its 

inability to generate sufficient revenue, primarily a result 

of stiff competition from other West African ports, low 

volume of cargo traffic, and corruption. Shipping company 
officials also complained the GOSL continued to use the port 

as a dumping ground for jobs given as political favors. 

However, they commended the job performance of the new Ports 
Authority General Manager (GM). Contracted by the World Bank 
through 2008, the new GM has implemented numerous reforms 
that have improved port operations and increased revenue 
slightly. The GM, who is Ghanaian, is the former General 
Director for the Port of Ghana. 


6. (SBU) Port officials told Schneider that the port employs 
its own private 160-person security force (Sierra Leone Port 
Authority Police or SLPAP), which is solely responsible for 
patrolling and port security. The SLPAP does not own any 
patrol boats and must call the Sierra Leone Police (SLP) 
maritime wing if it needs assistance. The maritime wing of 
the SLP owns three small boats but is often slow to respond. 
According to the Port Facility Security Officer (PFSO), the 
SLPAP uses its one tugboat and pilot boat sporadically to 
patrol the port. However, shipping company officials disputed 
this assertion saying that they had never seen the SLPAP 
patrolling. 


7. (SBU) Schneider found port officials receptive to his 
recommendations. Speaking with the Port Facility Security 
Officer (PFSO), Schneider explained how port officials could 
improve simple security measures like access control, 
tamper-resistant ID badges and monitoring of perimeter 
fencing. He also encouraged the PFSO to begin conducting 
regular tests and drills to test preparedness. Lastly, he 
emphasized the importance of security cooperation between the 
various offices and departments and encouraged GoSL officials 
to improve interagency communication on port security. 


8. (SBU) During a meeting with Ministry of Defence officials, 
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Deputy Minister of Defence Joe Blell voiced his displeasure 
over a misunderstanding on a boat gifting issue. He said that 
his Ministry had been under the impression that there was a 
possibility of receiving used U.S. military equipment, but 

had not heard anything further on the issue. Schneider 
promised Blell that he would research the issue and respond 
through the Embassy. Blell did thank Liaison Officer for the 
training USCG training teams have provided to the Maritime 
Wing of the Republic of Sierra Leone Armed Forces. 


9. (SBU) Despite limited resources, Sierra Leone has made 
notable progress towards implementing maritime security 
measures. Port facility operations have improved over the 
last three to four years, and port and security officials 
appear to be making good use of their existing assets. 
However, insufficient government funding, the port\'s 
inability to generate sufficient revenue, poor interagency 
cooperation and ongoing corruption continue to impede 
progress. Additionally, Freetown continues to be one of the 
most expensive ports in West Africa. Until the GOSL takes 
appropriate actions to address the difficult port bureaucracy 
and its high tariff regime, it will remain at a competitive 
disadvantage. END COMMENT. 
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E.O. 12958: DECL: 06/01/2017 

TAGS: PREL, PGOV, PHUM, KBTS, KPAO, YI, SR 

SUBJECT: KOSOVO WEEKLY UPDATE: GOS EXPECTS RUSSIAN VETO BUT 
PREPARES FOR DELAY 


REF: A. (A) ROME 1187 


B. (B) BELGRADE 310 
C. (C) BELGRADE 750 


Classified By: AMBASSADOR MICHAEL C. POLT FOR REASONS 1.4(b) and (d) 


1. (U) With Serbia\'s government back online, President Tadic 
and Prime Minister Kostunica are devoting their attention to 
the UN Security Council's next steps regarding Kosovo. This 
cable summarizes the week\'s notable events regarding Serbia 
and Kosovo and (in paragraph 8) provides post\'s analysis of 
GOS reactions to possible scenarios at the UNSC. 


UNSC: The view from Belgrade 


2. (SBU) Tadic and Kostunica remain united on Kosovo policy 
with both leaders continuing to engage on the issue abroad 
and at home. On 5/29, Belgrade media reported that Kostunica 
would meet Russian President Putin in St. Petersburg during 
the International Economic Forum next week. Russian 
Ambassador to Serbia Alexeev told wire service FoNet on 5/30 
that a meeting between the leaders is \"definitely possible.\" 
The Prime Minister is as confident as ever that a new UNSC 
resolution allowing for Kosovo independence will fail, 

telling the press on 6/1 that he expects further 

international discussions on Kosovo status, as requested last 
week by the Serbian parliament to the UN Secretary General. 


3. (U) PM Advisor Jankovic, in a lengthy interview with 

Serbian weekly NIN, protested against implications from the 
international community that Serbia and Russia\'s 
\"intransigence\" makes them \"responsible\" if there is violence 
in Kosovo. Likening the situation to the 1938 Sudeten crisis 

in principle, Jankovic said that \"we are faced with an ethnic 
community...that threatens to resort to violence unless given 
territory...while an internationally recognized democratic 
country is being forced to pay the price of irresponsibility, 
cavalier attitude and cowardice of others.\" Jankovic claimed 
to have had \"official and unofficial\" talks that suggest 
\"control was adequate and forces deployed to Kosovo are 
capable of preventing violence.\" Jankovic also warned that 
only anew UNSC resolution will keep EU countries united in 
favor of Kosovo independence. If NATO countries recognize a 
\"self-proclaimed independent Kosovo,\" Jankovic said that 
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Serbia\'s attitude \"could only mean one thing -- that the 
military intervention of 1999 was not motivated by 
humanitarian reasons, but by an intention to redraw the 
borders of the Balkans.\" EU recognition in that case \"would 
inevitably result in a change of sentiments\" of many Serbians 
on the question of European integration. 


4. (C) Meanwhile, President Tadic raised Serbia\'s objections 
to Kosovo independence in a visit to Rome and planned the 
same in a visit to Berlin. Serbian media reported that Tadic 
met with Italian PM Prodi on 5/29 and reiterated that any 
form of Kosovo independence is unacceptable to Serbia, and 
that Serbia \"wants a compromise solution...acceptable to both 
sides.\" Foreign Minister Vuk Jeremic also traveled to Rome 
this week and had similar discussions with his counterpart. 
Reftel A reported that Tadic and Jeremic both told the 
Italians that the Russians have promised to veto any UNSC 
that allows for Kosovo independence. 


5. (U) In an interview with Belgrade daily Vecernje Novosti, 

FM Jeremic made comments similar to PM advisor Jankovic\'s on 
Serbia\'s policy towards other countries which recognize 

Kosovo independence without a UNSC resolution. \"Kosovo will 
continue to be an inseparable part of Serbia,\" adding that 

Serbia would \"re-examine its relations (with countries 

recognizing Kosovo) taking care not to bring the country into 
isolation.\" 


6. (U) The Radical Party (SRS) on 5/29 called for a \"serious 
parliamentary debate\" on Kosovo to \"discuss the threats made 
by the EU, USA and other world powers that want to strip 
Serbia of its province.\" SRS general secretary Vucic called 
Tadic\'s support for joining NATO \"damaging\" for Serbia\'s 
relations with Russia which Vucic \"expects to impose a veto 

at the UNSC.\" Russia, Vucic opined, \"would not view 
(Serbia\'s desire to join NATO) as a friendly gesture.\" 
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USG statements and activity 


7. (U) Belgrade media reported the Ambassador\'s comments on 
5/31 that he expects a solution to Kosovo status will be 

reached before the end of his mandate this summer. Local 
media also covered a Department spokesperson McCormack\'s 
comments that Kosovo cannot be reintegrated into Serbia and 
that both Kosovo and Serbia should have a European future. 
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Reactions to UNSC next steps 


8. (S) The following is our assessment of the GOS and local 
diplomatic representatives\' reactions to three possible 
outcomes at the UNSC. 


- Scenario A: UNSC votes on resolution, Russia does not veto 


Clearly optimal for the USG, this outcome would bring 

finality to the GOS\' years-long campaign to avoid and/or 

delay any change to UNSCR 1244\'s protection of Kosovo as part 
of Serbia. Tadic has told us privately (reftel B) that his 

first job after Kosovo status is resolved will be to rebuild 

Serbia\'s relations with the West. In this week\'s meeting 

with the Ambassador (reftel C), PM Kostunica said that he 

would \"not oppose any UNSC resolution\" and that the USG and 
Serbia would be able to \"settle issues\" over Kosovo without 
affecting the rest of the bilateral relationship. 


- Scenario B: UNSC votes on resolution, Russia vetoes 


Tadic and Kostunica expect this outcome and to them it would 
represent the full triumph of Serbia\'s Kosovo policy over the 
last year. The Radicals and other retrograde elements would 
cast Russia as a savior and advocate for closer ties at all 
levels. Despite the expected European unwillingness to act 
on Kosovo\'s unilateral independence declaration, European 
UNSC members, barring last minute reversals, would at least 
be on the record in support of Kosovo independence and the 
Ahtisaari plan, which would put us all in the same position 

in dealings with Belgrade. Quint Ambassadors tell us, 
however, that without a UNSC resolution, the EU taking over 
responsibility for post-independence administration would be 
virtually impossible. We would have to squeeze them hard, 
using our continued KFOR participation as a lever. 


- Scenario C: UNSC delays Kosovo status decision (either a 
status-neutral resolution or no new resolution) 


This also represents a major triumph for Serbia and Russia\'s 
Kosovo policy, and the GOS is already preparing for this 
eventuality with parliament\'s call for new talks and the 
Kosovo Ministry\'s mandate to form a new GOS negotiating team. 
Without clarity on next steps, Serbia\'s Kosovo policy would 
continue as before with renewed vigor. Belgrade will seize 
on any incident in Kosovo to keep building a case that 
Pristina is unfit to govern, that Serbs cannot live safely in 
Kosovo and that the international community has failed there. 
U.S. and IC credibility would hit rock bottom in future 
dealings with the GOS with no possible solution in sight. 
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9. (S) Comment: Serbian leaders are fully expecting either a 
veto or a delay at the UNSC, with either outcome giving them 

a massive victory and reason to entrench further against 
Kosovo independence. In Serbia, this is for us the worst 
possible outcome. We would be held accountable for events in 
Kosovo either under an emasculated ICO or a remaining UNMIK 
mandate that has no credibility and little power. We see 
virtually no chance of managing a renewed negotiating effort 
with the parties, the Contact Group, including the Russians, 
and no resolution of an increasingly volatile situation in 

sight. 
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SUBJECT: SCENESETTER FOR SECRETARY OF STATE RICESV JUNE 4 VISIT TO 
PANAMA 


This message is sensitive but unclassified. Please protect 
accordingly. 


1. (SBU) Welcome and Summary. Embassy Panama extends a warm 
welcome to you and your delegation. Your engagement in Panama can 
help strengthen our excellent bilateral relationship, solidify 

support for the U.S.-Panama Trade Promotion Agreement (TPA), 
reinforce U.S. support for, and interest in, the $5.25 billion 

Panama Canal expansion project, and advance broader U.S. economic 
and social interests. Your visit comes at a time when Panama enjoys 
an economic boom while, at the same time, it endeavors to overcome 
stubbornly high levels of poverty, yawning income disparities, high 
unemployment, widespread corruption, and poor educational and 
healthcare systems. Public support nonetheless remains solid for 
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both the Torrijos Administration and the TPA. Panamanians have 
noted that the FY08 elimination of U.S. foreign assistance for 
Panama will end our direct assistance for good governance programs, 
anti-corruption efforts, and other basic development work. You 

will: 


- have the opportunity address the Organization of American States 
General Assembly (OASGA); 

- hold informal discussions over lunch and in a private dialogue 
with FMs and other leaders from this hemisphere\'s thirty-four 
countries; 

- hold separate bilateral meetings with the Peruvian FM and the 
Ecuadoran FM; 

- meet with Panamanian President Martin Torrijos; and 

- conduct two television interviews with U.S. Spanish-language 
outlets. 


Your visit follows President Bush\'s March 2007 Latin America tour 

and President Torrijos\' February 2007 Washington visit. Your visit 

will also come on the heels of Transportation Secretary Mary Peters\' 
May 6-9 visit and Deputy Secretary of State John Negroponte\'s May 11 
visit. Deputy U.S. Trade Representative John Veroneau visited 
Panama March 15-16. While Secretary of Health and Human Services 
Mike Leavitt will also be traveling with you, he will engage in a 
separate program in Panama. CODEL Skelton will also be in Panama 
during your visit for bilateral discussions on security matters, and 
CODEL Meeks will have departed the day before your arrival. End 
Summary. 


2. (U) With 8.1% GDP growth in 2006, Panama\'s economy saw its 
fastest growth in 14 years, topping solid levels of 6.9% in 2005 and 

7.5% in 2004. Panama\'s dollarized $15 billion/year economy is based 
primarily on a well-developed services sector that accounts for 

roughly 80% of GDP. Services include the Panama Canal, banking and 
financial services, legal services, container ports, the Colon Free 

Zone (CFZ), and flagship registry. The Panama Canal accounts for 
approximately 5% of Panama\'s GDP directly, and between 23% and 35% 
indirectly. The maritime industry accounts for approximately 20% of 
Panama\'s GDP. 


3. (U) The GOP estimates that inflows of Foreign Direct Investment 
(FDI) exceeded $2.4 billion in 2006, more than double that of 2005. 
However, this result was skewed by HSBC\'s $1.8 billion purchase of 
Banistmo (Panama\'s largest bank) in November 2006. The stock of 
U.S. FDI in Panama, which currently totals about $5.2 billion, is 
concentrated primarily in the maritime, energy, and financial 

sectors. Growing numbers of U.S. and other foreign retirees have 
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helped drive Panama City\'s skyline upward, boosted the country\'s 
impressive construction boom over the past several years, and 
prompted closer ties between U.S. and Panamanian real estate 
industries. Although the GOP has tightened its banking supervision 
considerably over the past decade, money laundering remains an 
ongoing challenge and is increasingly of concern in other sectors, 
such as real estate and the gaming industry. 


4. (U) Panama also maintains one of the most liberalized trade 
regimes in the hemisphere. The U.S. is Panama\'s largest trade 
partner, with two-way trade reaching nearly $3.1 billion in 2006, an 
increase of 24% over 2005\'s trade of nearly $2.5 billion. With 2006 
exports of $2.7 billion and imports $378 million, the U.S. continued 

to maintain its huge trade surplus with Panama. Panama has existing 
free trade agreements in place with El Salvador, Taiwan, and 
Singapore, as well as partial trade agreements with Mexico, 
Colombia, and the Dominican Republic. In December 2006, the 
National Assembly unanimously approved a bilateral free trade deal 
with Chile. On March 1, 2007 Panama and Honduras concluded their 
FTA negotiations. Panama continues to negotiate separate FTAs with 
Costa Rica, Guatemala, and Nicaragua. 


Persistent Poverty, Unemployment, Corruption and Lack of Skilled 
Labor Cloud the Horizon 


5. (SBU) At $4,600, Panama\'s per capita GDP ranks among Latin 
America\'s highest. President Torrijos hopes that sustained growth 
resulting from the Panama Canal expansion project and the TPA will 
help push Panama into \"first world\" status. However, neither the 
Canal nor the TPA is a panacea, as cronyism and weak institutions 
(especially the notoriously corrupt judiciary and troubled health 

and education sectors) have kept Panama\'s solid GDP growth from 
translating into broadly shared prosperity. Panama is second only 

to Brazil in having Latin America\'s worst income distribution. 

Poverty persists at nearly 40% overall (higher than 80% in some 

rural areas), and unemployment remains high (officially about 8.6%, 
with more than 20% underemployed) despite showing some signs of 
improvement in the past two years. The Embassy is focused on 
working with Panamanians to promote good governance and to help them 
better address the risks posed by public mismanagement, corruption, 
and persistent urban poverty and hopelessness. With the FY08 
elimination of U.S. foreign assistance for Panama, our USAID mission 
has begun to plan for an orderly close-out of its programs, 

including those that have helped to promote good governance, 
empowered anti-corruption NGOs, advanced sustainable development, 
and boosted trade capacity building for small and medium-sized 
businesses. 
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6. (SBU) Corruption is widespread in the Panamanian judiciary. 
Despite campaign promises by President Torrijos to eradicate 
corruption, there have been no significant indictments or 

prosecutions for official corruption. In December 2005, the USG 
revoked the visa of sitting Panamanian Supreme Court Justice Winston 
Spadafora. In September 2000, the USG revoked the visa of 
ex-President Ernesto Perez Balladares. 


7. (SBU) Despite spending 12% of the national budget and 5% of GDP 
on education, Panama suffers from a poorly educated workforce. 
About half of prospective University of Panama students recently 
failed their entrance exams, prompting university authorities to 
lower the threshold for entrance. Acutely aware of the political 
blow-up the could result from filling the Panama Canal expansion 
project with skilled foreign workers, the GOP is spending $85 
million to train Panamanian workers hoping to work on the project. 
However, about one-third the training program\'s applicants cannot 
begin the program because they lack the basic literacy and math 
skills required. 


8. (U) On December 19, 2006, the USG and GOP announced closure of 
TPA negotiations subject to resolution of certain labor issues. On 
March 30, 2007, President Bush notified Congress of the 
administration\'s intent to sign the TPA. USTR and Congressional 
leaders recently agreed on the labor portion of the TPA, opening the 
way for a signing in late June. . 


9. (U) Following the December 19, 2006 closure of TPA negotiations 
in Washington, the GOP intensified its campaign to promote the 
agreement throughout the country, touting the TPA as the \"best deal\" 
negotiated by a Latin American country with the U.S. Through an 
aggressive media campaign and hundreds of seminars with business 
chambers, labor unions, civic groups, and communities around the 
country, the GOP has gained the support of 62% of Panamanians. This 
is substantially higher than the 39% level of support reported in a 

May 2006 poll. (Note: The 2006 poll reflected uncertainties and 

fears generated by former Agriculture Minister Laurentino Cortizo\'s 
flamboyant resignation at the outset of the ill-fated ninth round of 
negotiations in January 2006.) 


10. (SBU) Despite some anti-TPA noise from extreme left-wing 
quarters, TPA opponents are currently sparse and disorganized. 

Since December, leaders of various political opposition parties have 
told Embassy officers that they expect Panama\'s National Assembly to 
pass the deal by a wide margin. One prominent opposition party 
leader noted that virtually all business sectors have lined up for 
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the TPA and that any politician opposed to the agreement would fear 
being associated with Panama\'s most extreme leftists. Moreover, 
many of Panamal's political leaders also have business interests that 
stand to benefit from the TPA. 


11. (U) Since the December 31, 1999 handover ofthe Panama Canal by 
the U.S., the Panama Canal Authority (ACP) has proven itself an able 


administrator, turning the Panama Canal into an efficient and 

profitable business. During the past five years, the ACP has 

reduced average Canal transit times, accidents in Canal waters, and 
has overseen large-scale upgrade and maintenance projects. The ACP 
also has tripled Canal revenues since the handover, topping $1.5 

billion in 2006. In 2006, the ACP remitted to the national 

government $570 million. To protect the Canal\'s vital water 

resources, the Panama Canal Authority (ACP) has matched a $2.5 
million fund that USAID put in place to better manage the Canal 
watershed. 


12. (SBU) In October 2006, Panamanians voted overwhelmingly (78% to 
22%) in favor of the proposed expansion of the Panama Canal. This 
project is due for completion in 2014 and will entail primarily 

construction of a \"third lane\" and two new sets of locks. The GOP 
expects the project will be a transforming event for Panama that 

will provide jobs and set the tone economically for years to come. 

Given growing trade between East Asia and the U.S. eastern seaboard, 
the expansion is central to maintaining the Canal\'s future 

viability. The ACP plans to finance the project through a 


combination of Canal revenues, increased tolls, and $2.3 billion in 

bridge loans. The Embassy has consistently stressed the USG\'s 

desire for clear and transparent contracting rules that offer fair 
opportunities to U.S. bidders. Bidding on the construction manager 
contract is scheduled for third quarter of 2007. This contract will 

account for approximately 50% of the entire project cost. 

Prospective bidders worry that Panama has nowhere near the number of 
skilled workers necessary for the expansion project, particularly 
English-speaking workers. 


13. (U) On February 2, 2007, the ACP announced toll increases of 10% 
over the next three years commencing in July 2007. Chile, Peru, 
Japan and Ecuador have vigorously opposed the toll increases. The 
ACP pricing policy is to charge what it perceives to be the market 

value of its services. 


Health Diplomacy: HHS-GOP Launch Regional Center 
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14. (SBU) HHS Secretary Leavitt and Panamanian Health Minister 
Camilo Alleyne have gained solid support from Central American 
partners to create in Panama the \"Regional Healthcare Training 
Center\" announced by President Bush in March 2007. Although this 
Center is to be formally inaugurated on June 4, HHS and Alleyne 
successfully launched its first course on April 16, drawing more 

than 50 participants from the region for training on Avian Flu 
preparedness and response. HHS has devoted $4 million and the GOP 
$1.5 million to lay the groundwork for what HHS and the GOP envision 
as a permanent, hemispheric training center for community health 
workers, nurses, and other health professionals. (Note: Alleyne has 
been embattled for several months following the late 2006 deaths of 
more than60 Panamanians from contaminated GOP-produced medicines. 
He has also taken heat for promoting Cuba\'s \"Operation Miracle\" 
program in Panama and for a controversial healthcare system reform 
proposal. End note.) 


15. (SBU) Since taking office for a five-year term in September 
2004, the Torrijos government set its principal priorities as canal 

and maritime security, economic development, job creation, poverty 
alleviation, investment, fiscal reform, and \"eradicating 

corruption.\" Torrijos faced large challenges from the outset: a 
serious budget shortfall; a near-bankrupt national retirement and 
medical system (the Social Security Fund); and faltering public 
confidence in government institutions and the rule of law. Although 
pressures from entrenched interest groups slowed GOP fiscal reform 
efforts, Torrijos\' 2005 fiscal reform package - together with tax 
revenues driven by impressive economic growth - brought the GOP into 
a fiscal surplus (0.5% of GDP) by early 2007, Panama\'s first such 
surplus in ten years. 


16. (SBU) Midway through his term, Torrijos enjoys high public 
approval ratings (over 60%) despite weathering bruising battles over 
fiscal and social security reforms, the Canal referendum, crises in 
healthcare and transport sectors, and having little to show for his 
promise to eliminate corruption. His Revolutionary Democratic Party 
(PRD) controls Panama\'s unicameral National Assembly and other 
governmental institutions. With opposition parties remaining 
fractured and so far unable to coalesce into an effective 
counterweight, the PRD appears well positioned to control Panama\'s 
political agenda going into the 2009 elections. As Torrijos is 
constitutionally prohibited from a consecutive term, various PRD 
members - including former President Ernesto Perez Balladares, First 
Vice President/Foreign Minister Samuel Lewis Navarro and his cousin, 
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the Mayor of Panama City Juan Carlos Navarro- have already begun to 
jockey for position as the PRD\'s 2009 candidate. 


17. (SBU) In late 2006, Panama emerged as Latin America\'s consensus 
candidate for a two-year seat on the UN Security Council. This 

followed a prolonged deadlock between Venezuela and Guatemala. 
Faced with a steep learning curve atthe UNSC, Panama has thus far 
played a responsible and constructive role. Panama will also host 

the Organization of American States (OAS) General Assembly in June 
2007, which will focus on \"energy for development.\" President 

Torrijos has pursued a policy of maintaining friendly relations with 

all nations, including hemispheric neighbors such as Cuba and 
Venezuela. 


18. (SBU) As a key link in the global supply chain and a vital 

transit point for U.S. trade (about two-thirds of the Canal\'s 

traffic is bound to or from the U.S.), the Canal presents an 

attractive and vulnerable terrorist target. Moreover, despite 
significant progress, Panama continues to be an important transit 
point for drug smugglers, money launderers, illicit arms merchants, 
and undocumented immigrants heading north thanks to its proximity to 
drug-producing neighbors and its status as an important, dollarized, 
financial center. With USG assistance, Panama has strengthened its 
ability to detect illegal money and narcotics shipments through 
Tocumen International Airport. Several GOP agencies participate as 
part of a Joint Task Force that averages several seizures of 

narcotics and/or money each week. For example, Embassy law 
enforcement agencies and the Task Force recently conducted two joint 
operations that seized at total of $1.5 million in cash and gold. 

In March 2007, Panamanian authorities, with critical USG law 
enforcement support, conducted the largest ever maritime narcotics 
seizure on the Pacific Coast of Panama. Authorities confiscated a 
ship containing approximately 20 tons of cocaine with an estimated 
value of $500 million. A USG built checkpoint near the Costa Rican 
border that is manned by various GOP agencies has also made 
consistent narcotics seizures and interdictions of undocumented 
aliens. 


19. (SBU) The GOP recognizes that securing the Canal requires a 
mature, collaborative bilateral relationship. The Torrijos 

government is focused on Canal and maritime security and combating 
terrorism and transnational crime, although it has not yet found the 
resources to adequately patrol Panama\'s long Caribbean and Pacific 
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coastlines and to secure Panama\'s porous border with Colombia 
against guerrilla infiltration. The GOP is moving ahead with plans 

to merge its National Maritime Service and its National Air Service 
into a single \"Coast Guard\" type of operation. U.S.-Panamanian 
cooperation in law enforcement and security has steadily improved in 
recent years. This has led to increasing narcotics seizures, better 
investigations, active maritime law enforcement, more specialized 
units, and better detection of money laundering and illicit 

financial flows. While the USG-GOP relationship is good, Panama\'s 
law enforcement institutions are weak and suffer from limited 
resources and professionalism. 


20. (SBU) The GOP is acting to end abuses in Panama\'s open ship 
registry and mariner identification documents. Panama\'s ship 
registry, the world\'s largest, comprises one-quarter of the world\'s 
ocean-going fleet (over 5,000 large commercial vessels). About 13% 
of the U.S. ocean-going cargo transits the Canal each year. 
Panama\'s seafarer registry currently licnses over 300,000 crew 
members. Port services have grown dramatically in the past decade, 
as Panama now boasts the leading complex of port facilities in Latin 
America. In February 2007, the GOP and U.S. Department of Homeland 
Security executed a \"Container Security Initiative\" agreement aimed 
at enhancing the security of container traffic between our two 
countries. CSI equipment will first be installed this June at the 
U.S.-run Manzanillo International Terminal (MIT) in Colon. 


Eaton 
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E.O. 12958: DECL: 05/28/2017 

TAGS: PGOV, PREL, UNMIK, UNSC, YI 

SUBJECT: KOSOVO: POST-INDEPENDENCE SERB-RELATED CHALLENGES 
TAKE CLEARER SHAPE 


Classified By: COM Tina S. Kaidanow for reasons 1.4 (B) and (D). 
This message has been coordinated with Embassy Belgrade. 


1. (C) SUMMARY: The eventual declaration of Kosovo\'s 
independence, as we have always anticipated, will pose a 
number of challenges on the ground given continuing Belgrade 
and Kosovo Serb refusal to countenance any settlement based 
on the Ahtisaari plan or to accept the end of Serbian 
sovereignty over Kosovo. While we still cannot fully 

anticipate every move that the Serbs may take, the shape of 
Belgrade and Kosovo Serb reaction to a UNSC resolution and a 
subsequent Kosovo declaration of independence is becoming 
clearer with time. Recent statements from Serbian PM 
Kostunica, intimations from some in his inner circle, and 
institutional preparations via the formation of a new \"Kosovo 
Ministry\" in the Serbian government suggest that Belgrade 

will proclaim the independence of Kosovo juridically 

\"invalid\" and push on with efforts to solidify control over 

all ethnic Serb-majority areas of Kosovo via the 

consolidation of parallel institutions, as well as funding to 

Serb communities, under the new Ministry. 


2. (C) Summary, cont. De jure \"partition\" per se -- a dirty 
word within the Kosovo Serb community, especially in the 
south -- will not be the objective, but rather the 

establishment of Belgrade\'s administrative and political sway 
over a new quasi-entity of \"Kosovo and Metohija\" as a 
residual part of Serbia, with little if any reference to 

Kosovo governing institutions. Indeed, that process of 
consolidating Serbian authority over Serb-majority parts of 
Kosovo will continue regardless of the outcome of the current 
UN Security Council debate. With little leverage over 
Belgrade and no way to substitute for Serbian financial 
subsidies in the short term, we will be unable to affect this 
process significantly, and will instead have to focus on 
long-term efforts to win over Kosovo Serb communities through 
incentives and carefully crafted assistance. The more 
serious wild card in the immediate aftermath of an 
independence declaration, and the real threat posed to 
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stability, will be the actions of northern Kosovo Serb 

hardliners, who are not fully controlled by Belgrade and who 
may choose to provoke violence or inhibit freedom of movement 
as an act of vengeance or a show of power. KFOR and UNMIK 
proclaim themselves prepared to deal with most contingencies, 
but the international community will need to counter robustly 
any intimation by Belgrade or the Kosovo Serb leadership that 
Serb areas of Kosovo are somehow being separated from the 
Kosovo body politic, or we will face the prospect of Albanian 
anger and retaliation. End summary. 


Belgrade Shows Its Hand 


3. (C) Recent comments by Serbian Prime Minister Kostunica, 
though defiant in tone, provide good insight into the 

likeliest course of action by official Belgrade should a UN 
Security Council resolution on Kosovo pass and Kosovo 
authorities formally declare independence from Serbia. No 
matter what the international response, and even if key 
European players recognize Kosovo\'s independence, Serbia will 
assert that its territory cannot be forcibly removed and 

that, juridically, Kosovo remains subject to Serbian 

sovereignty. During a recent lunch hosted by Amb. Polt in 
Belgrade and attended by COM, former Tadic advisor Leon Kojen 
acknowledged as much, an admission that elicited no surprise 
given the Serbian government\'s consistent refusal to 
countenance any change in Kosovo\'s status. 


4. (C) It is practically a certainty that no effort will be 

made by Serbia, after a Kosovo independence declaration, to 
reverse or obstruct the de facto self-governance of the 
Albanian-majority areas of Kosovo; it would be pointless for 
Belgrade to get in the way of the establishment of a new 
Kosovo government post-status or of an international civilian 
presence led by the EU. Nor will partition of northern 

Kosovo be the aim; hard partition is both a dirty word in 
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Kosovo (especially among southern Serbs) and a non-starter 
for Kostunica since it would imply leaving a huge number of 
Serbs outside the sphere of Belgrade protection and an 
abandonment of historical claims to Kosovo. Rather, Belgrade 
will focus on consolidating its administrative and political 

hold on Serb-majority areas in Kosovo, both north and south, 
via mechanisms that already exist -- most notably the 
Coordination Center of Kosovo (CCK) -- but which have never 
been fully and authoritatively utilized. All aspects of 
administering Serb areas of Kosovo will be brought under the 
authority of the new \"Kosovo Ministry,\" including, notably, 
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coordination of a tough rejectionist line with the Serbian 
Orthodox church, as well as funding for local Serb 
communities, which will continue to be non-transparent to 
Kosovo\'s government. (Note: Some aspects of Kosovo policy 
may still be subject to influences from Tadic\'s DS -- 

including the foreign policy elements, ensuring a responsible 
Defense Ministry position, and possibly even coordinating 
finances for parallel institutions, though the latter will be 
funneled through the Kosovo Ministry and the CCK.) 


5. (C) This kind of consolidated authority will achieve a 
number of objectives for Belgrade: it will strengthen and 
solidify the negativist Serb approach to Ahtisaari\'s plan and 
its implementation; it will ensure that Kostunica and the DSS 
can never be accused of selling Kosovo to international 
interests or violating the Serbian constitution; and it will 
provide a practical platform for transforming Serbian 
assertions of continued control over Serb Kosovo into 
something close to reality. Kostunica and his cohorts 
probably also hope that by bringing the disparate strands of 
Kosovo policy under one roof, they can assert greater control 
over the often unpredictable Kosovo Serb leadership, which in 
the past has successfully exploited Serbian indifference or 
the screen of multiple voices emanating from Belgrade to 
achieve its own hardline ambitions. 


6. (C) We will have little leverage to combat this effort in 

the short-term given the difficulty of engaging with local 
Serbs, who fear a cutoff of payments and subsidies from their 
Belgrade lifeline and who will fear even more direct 
intimidation from hardline elements of their own community in 
the days after status. The Government of Serbia may well 
issue a flat edict in the weeks and months following an 
independence declaration prohibiting any cooperation with the 
ICO and obviating any attempt to gain Serb buy-in to the 
implementation of Ahtisaari\'s plan. (The GOS could also take 
other steps designed to undermine Kosovo \"statehood,\" for 
example by closing the borders to anything originating out of 
Kosovo or bearing the symbols or documentation of Kosovo.) 
We are working with the ICO on contingency planning for this 
kind of obstructionism, which will require careful 
behind-the-scenes networking with the few Kosovo Serbs who 
might be willing to ignore Belgrade\'s prohibitions, as well 

as intelligent use of assistance and other forms of 
international and Kosovar incentives to encourage some form 
of interaction. Intensified Serb/Serbian obstructionism in 

the initial months of Kosovo\'s independence may also require 
internationals to step in where Kosovo Serb participation was 
envisaged by the Ahtisaari plan, for example in the formation 
of interim municipal planning teams which are supposed to 
prepare for elections and local governance in new, 
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Serb-majority municipalities. 


Hardline Kosovo Serb Leadership Remains the Wild Card 


7. (C) If Belgrade\'s attitude towards post-status Kosovo is 
taking firmer shape, the response of Kosovo Serb hardliners 
still remains a wild card. We doubt they will get 

enthusiastic encouragement from Belgrade to take actions that 
are provocative in the extreme, but -- given the loose and 
occasionally acrimonious ties between the likes of Mirko 
Jaksic and PM Kostunica -- all options appear to remain on 
the table. We know from ad hoc but reliable reporting that 
Jaksic, his only slightly more urbane alter ego Milan 

Ivanovic, and their henchmen in the north have considered a 
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variety of actions to follow any Kosovar declaration, ranging 
from rhetorical rejection of independence and a corresponding 
establishment of their own Serb-dominated entity (as a 

residual part of Serbia) to far more dangerous initiatives 
including a possible order to all Kosovo Serb members of the 
Kosovo Police Service to remove their uniforms and don a Serb 
insignia (septel) -- this despite clear warnings from COM, 
UNMIK regional representative Gallucci, KFOR, and high-level 
Western visitors that any such activities would risk conflict 

with both Albanians and the international community. 

Restraint has not been a hallmark of the northern leadership, 
although Serbian authorities have on occasion been able to 
hold back the worst Kosovo Serb behavior when circumstances 
appear to warrant and when their objectives coincide. 


International Resolve and Public Firmness will be Critical 


8. (C) Should the northern Serb hardliners try to obstruct 
freedom of movement, KFOR is prepared to handle that 
eventuality; UNMIK police, as well, can handle a variety of 
provocations, though their abilities would be severely tested 

in the event of a mass defection of Serb police from the KPS. 
There are a number of other misdeeds the northern Serbs may 
also attempt -- for example preventing UNMIK and other 
internationals from occupying their premises -- and tighter 
UNMIK-KFOR coordination would help ensure a well-oiled 
response. What will make the most difference, however, will 
be the firm and uncompromising attitude of the international 
community to any moves, rhetorical or otherwise, that seem to 
separate Serb areas from the rest of Kosovo. To avoid 
extreme responses on the part of Kosovar Albanian hotheads, 
and to provide Albanian moderates here the wherewithal to 
cool down some of their fiery compatriots, the U.S. and its 
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European allies will have to speak out quickly to negate any 
assertion of continued Serb sovereignty over parts of Kosovo. 
KFOR\'s visible presence in the north and throughout Kosovo 
will also be an essential aspect of our message of 
reassurance and restraint to the Albanians given the many 
perils of the transition period. 

KAIDANOW 
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(U) This message responds to reftel questions. 


1. (C) QUESTION: What is the nature of investments that host 
country businesses have in Cuba? 


ANSWER: Post is aware of no Trinidad & Tobago (T&T) companies 
or individuals with significant presence or investments in 
Cuba. 


2. (C) QUESTION: Are there any bilateral trade agreements 
between host country and Cuba? 


ANSWER: Trinidad & Tobago does not have a bilateral trade 
agreement with Cuba, but as a member of CARICOM, T&T has 
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ratified the trade agreement between CARICOM and Cuba. In 
2006 T&T established a trade office in Cuba, to serve as a 
conduit between T&T manufacturers and Cuban state companies. 
The T&T Business Development Corporation, a public company 
affiliated with the Ministry of Trade and Industry, is 

organizing a trade mission to Cuba, scheduled for September 
2007. 


3. (C) QUESTION: Are there any exchange programs between host 
country and Cuba, including but not limited to: scholarships 

for host country nationals to study in Cuba; Cuban-paid 

medical travel for host country nationals; and Cuban doctors 
working in host country? 


ANSWER: GOTT Health Minister John Rahael announced on April 
30 that twenty-two Cuban doctors and nineteen Cuban nurses 

are scheduled to begin two-year contracts in T&T starting 

this month (May 2007), replacing seventy Cuban medical 
personnel whose contracts to serve in T&T expired earlier 

this year. Prime Minister Manning has told us he does not 

want to expand this cooperation. 


As reported reftel (D), in March the GOTT Cabinet agreed in 
principle to an organic farming project with Cuba, following 

up on PM Manning\'s October 2006 announcement of plans to draw 
on Cuban \"expertise\" in organic farming for two of ten 

planned large-scale farms intended to stimulate domestic 
agricultural production. 


4. (C) QUESTION: Has the host country, in Post\'s opinion, 
worked to promote the advancement of democracy and human 
rights in Cuba? This can include: public statements or other 
governmental actions, such as resolutions in the national 
assemblies condemning human rights abuses in Cuba; statements 
in support of democracy following the July 31, 2006 handover 

of power from Fidel to Raul Castro; actions in support of 

civil society in Cuba through host country\'s diplomatic 

missions or other fora. 


ANSWER: Post is not aware of any GOTT initiatives in support 
of promoting democracy and human rights in Cuba. 


5. (C) QUESTION: Have there been any high-level diplomatic 
visits between Cuba and host country in the past six months? 


ANSWER: As reported reftel (C), Minister of Health John 
Rahael led a team of senior officials to Cuba on an 8-day 

visit to recruit doctors and nurses. Separately, the GOTT 

has announced its intention to open an embassy in Havana, and 
MFA sources have informed us that Donna Henry, currently 
Chief of the Ministry,s Division of Administration, has been 
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nominated as the first GOTT Ambassador to Cuba. However, 
definitive dates for opening the embassy and for the public 
announcement of Ms. Henry,s appointment have yet to be set. 


6. (C) Post believes it is in the U.S. national interest to 
suspend Title III of the Libertad Act for Trinidad € Tobago, 
based on T&T\'s contribution to U.S. energy security as a 
reliable supplier of oil and gas and its importance as an 
economic leader in the eastern Caribbean. 

AUSTIN 
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SIPDIS 


AF/C FOR MASHRAF; PARIS FOR GDELIA, RKANEDA; 
SIPDIS 


E.O. 12958: N/A 
TAGS: PBTS, PGOV, EAID, EFIN, CT 
SUBJECT: CAR PRESS CLIPPINGS MAY 28-JUNE 1 


1. (U) Arrival of Sudanese Refugees in northern CAR: The news 
was first announced early in the week by the spokesman for the 
President, Mr. Cyriaque Gonda, who gave the figure of more than 
1,000 persons, some of them armed, who arrived in the city of 
Sam Ouandja, in the northeastern Vakaga prefecture. The 
spokesman indicated that the refugees fled the current war in 
Darfur to find refuge in the Central African Republic and that 

the Government will disarm the armed refugees and will present 
all these Sudanese to the UN High Commission for Refugees 
(UNHCR) for a humanitarian assistance. 


On Monday several UN relief agencies, including the World Food 
Program, UNHCR, and the Office for the Coordination of 
Humanitarian Affairs, traveled to Sam Ouandja to assess the 
refugee population and their needs. UNCHR Representative Bruno 
Geddo said: \"We did not find evidence of the presence of armed 
elements in the group, and the refugees assured the mission that 
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everyone orginated from Daffaq [Am Dafok] in Sudan." The mission 
found that the approximately 1,500 refugees were mostly women 
and children, and were subsisting primarily on a diet of 

mangoes. The World Food Program in coordination with donors and 
other UN agencies has pledged to provide emergency food aid to 
the refugees. 


2. (U) Closing of the National Assembly Session: The event 

took place in the presence of Prime Minister Elie Dote and 
diplomats. The President of the National Assembly congratulated 
the government for its current reform efforts and the good 
relationship with donors. But he also urged the government to 
focus of economic development, complaining that assistance from 
the international community is still not enough. 


3. (U) Prime Minister Elie Dote Announces a CFA 45 Billion Bond 
Operation: In his presentation of the issue before the National 
Assembly and diplomatic corps, the Prime Minister said that this 
bond will help finance public investments already scheduled in 
the budget, such as infrastructure projects (paving the 
Bouar-Garoua-Mboulai road) and electricity projects (extension 
of the Boali hydroelectric plant and supply of electricity to 

the towns of Zongo and Bambari). This bond will be reimbursed 
in five years, through the CAR government own efforts (customs 
taxes and oil receipts). The Prime Minister also said that this 
loan will not have much interest compared to the current 15 to 
20% in local banks. He also commented that this decision is 
supported by governments of the sub-region. There has not yet 
been an official reaction from the Bretton Woods institutions. 


An article from La Lettre du Continent expressed the surprise 
and concern of some international donors, noting that the bond 
will be \"guaranteed by the customs receipts and the petroleum 
taxes of the country paid to an account in the Central African 
States Bank (BEAC).\" A new local oil company is in the formative 
stages with a grant of Libyan oil, the paper noted. \"According 

to the donors (IMF, World Bank, African Development Bank), this 
bond puts in jeopardy the difficult process of bringing up to 
standard the Central African financial system since 2004,\" the 
journal added. It continued that even the U.S. State Department 
might reconsider its debt relief plan in the face of the 

sizeable bond. 


PANOS 
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SIPDIS 


E.O. 12958: DECL:6/1/2017 
TAGS: SENV, ECON, CLMT, G8, ENRG, FR 
SUBJECT: FRANCE ON THE PRESIDENT\S MAY 31 CLIMATE CHANGE INITIATIVE 


REF: STATE 74417 

Classified by A/DCM Thomas J. White for reasons 1.4 (b) and (d) 

1. (C) The Ambassador raised the President\'s climate change initiative 
2. (C) Separately, Econ Counselor raised reftel points with Acting MFA 
3. (C) Maillard noted that the proposed initiative -Q and remaining day 
STAPLETON 
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SIPDIS 


NOFORN 
SIPDIS 


DEPARTMENT FOR EUR(DICARLO), EUR/SCE(STINCHCOMB/HOH), 
S/WCI(WILLIAMSON/LAVINE); NSC FOR BRAUN 


E.O. 12958: DECL: 06/01/2017 
TAGS: PHUM, KCRM, KJUS, PGOV, PINR, PREL, ICTY, BK 


Column 3 
SUBJECT: BOSNIA: GOOD NEWS AND BAD NEWS ON WAR CRIMINALS 


Classified By: Political Counselor Michael J. Murphy for reasons 1.4 (b 
), (d) 


1. (S/NF) Summary: In the past seven days two distinct but 
significant events connected to bringing war criminals to 
justice occurred in the Republika Srpska (RS). The first, a 
major success, happened on May 31, when police from the 
Republika Srpska (RS) apprehended ICTY-indicted Zdravko 
Tolimir. He was transferred into ICTY custody at The Hague 
today (June 1). The second, a major set back, occurred on 
May 25 when convicted war criminal Radovan Stankovic escaped 
from custody en route from Foca Prison to a local hospital. 
Stankovic\'s escape is a serious blow to the credibility of 
domestic law enforcement and judicial institutions and to the 
reconciliation process in Bosnia. Stankovic\'s escape 
highlights the need for a maximum security state prison. 
Tolimir\'s arrest by RS authorities and the Stankovic escape 
paint a mixed picture of RS handling of war crimes issues. 
End Summary. 


Zdravko Tolimir Arrested 


2. (S/NF) Shortly after 4pm on May 31, Republika Srpska (RS) 
Prime Minister Milorad Dodik called Ambassador to inform him 
that RS police had detained ICTY-indicted war criminal 
Zdravko Tolimir. According to Dodik, Tolimir was arrested at 
an illegal border crossing near Bratunac and the RS police 
intended to transfer him to The Hague. (Note: In 1995 

Tolimir was Assistant Commander for Intelligence and Security 
of the Main Staff of the Arm of Republika Srpska with the 

rank of general. A close associate of Radovan Karadzic and 
Ratko Mladic, Zdravko Tolimir was indicted in the ICTY for 
genocide, conspiracy to commit genocide, extermination, 
murder, persecutions on political, racial or religious 

grounds, and forcible transfers and deportations. Many of 
these charges relate to his role in events around Srebrenica 
on/about July 11, 1995, and the extended 44-month siege of 
Sarajevo. End Note) 


Arrest Details Sketchy 


3. (S/NF) We have received conflicting information about the 
details of the arrest. Press reports suggest the RS police 
cooperated with the Serbian police in detaining Tolimir. 

Dragi Milosevic, head of the RS Police War Crimes Unit, 
indicated that Tolimir was arrested alone and on foot near 
the Serbian border with little money and without any passport 
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or other documentation. It is unclear at this time if 

Tolimir was brought to the Serbian border against his will, 

or whether as some have claimed, he was caught attempting to 
secure medical assistance. Tolimir was held in Banja Luka 
overnight and then transferred to Sarajevo Camp Butmir. 

Early this afternoon (June 1) Tolimir was transferred by a 
EUCOM aircraft to the Netherlands. At 15:55 local time 

today, we received confirmation from General Wightman\'s 
Office that Tolimir arrived at The Hague. 


Stankovic escapes from Foca Prison 


4. (C) Early afternoon on May 25 during transport from Foca 
prison to a hospital for unspecified medical treatment, 
Radovan Stankovic allegedly overpowered nine guards and 
escaped in a waiting getaway vehicle. Stankovic, the first 
11bis case transferred from ICTY to the BiH State Court, had 
been convicted of crimes against humanity for multiple acts 

of enslavement, rape, torture and murder in Foca and had been 
sentenced to 20 years incarceration. The escape vehicle was 
found later that evening not far from the Montenegrin border. 
According to the RS Police, Stankovic telephoned someone in 
the Foca Prison later that same night. They claim the call 

was traced to a location in Serbia. Because Stankovic is 

from Foca, there was immediate speculation that the escape 
was an inside job. Foca Prison Director Aleksandar Cicmil 
denied allegations that some of the prison guards were 
Stankovic\'s relatives, but he did not exclude the possibility 
that Stankovic had smuggled a mobile phone into prison and 
used it to arrange the escape. 


5. (C) The Stankovic escape prompted numerous accusations 
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about who was at fault. BiH State Court President Meddzida 
Kreso laid the blame on the Foca Prison Administration, which 
falls under the jurisdiction of the RS Ministry of Justice 
(MoJ). Others, particularly Bosniak political leaders, 

blamed the RS police. (Note: RS police were not involved in 
Stankovic\'s transfer from the prison to the hospital. The 
prison guards involved work for the RS MoJ, not the RS 
Ministry of Interior. End Note.) RS Prime Minister Dodik 
attacked the State Court for having sent Stankovic to a 
prison in his hometown in the first place. Kreso explained 
that Stankovic was sent to Foca prison based on the 2005 
Justice Ministry Book of Rules guidelines, under which 
prisoners are assigned to jails on the basis of their place 

of origin. (Note: We are told that in light of the Stankovic 
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escape the Council of Ministers at its next session will 
discuss amendments to the law on implementation of criminal 
sanctions and imprisonment. End Note) 


RS Actions to Capture Stankovic 


6. (C) Dodik claims the RS police are doing all they can to 
track down Stankovic. Privately, RS Minister of Interior 
Stanislav Cadjo told us that the RS Ministry of Justice, in 
charge of the entity prison system, had made mistakes, but 
that the RS police quickly responded once they were notified 
of Stankovic\'s escape. According to Cadjo, the RS police 
quickly notified other police agencies of the event, sealed 

off transport routes, and sought cooperation from Serbian and 
Montenegrin authorities. Although press reports blame a five 
day delay in issuing an international arrest warrant on the 

RS police\'s failure to request one, responsibility for 

issuing such a warrant falls to the state. According to OHR, 
the 5-day delay was the result of a bureaucratic dispute 
between the state-level Ministry of Justice and Ministry of 
Security over which Ministry was supposed to issue the 
warrant. 


SIPA Actions 


7. (C) The State Investigative and Protection Agency (SIPA) 
has created a task force headed by Criminal Investigation 
Division Director Dragan Lukac and supervised by BiH Chief 
Prosecutor Marinko Jurcevic to coordinate the hunt for 
Stankovic. The SIPA Task Force has asked EUFOR and Bosnia\'s 
Intelligence Security Agency to provide them with any 
available intelligence. According to one source, SIPA is 
excluding RS police from its investigation. SIPA has 
contacted Serbian police and a delegation is scheduled to go 
to Belgrade to discuss the issue. However, as of today SIPA 
has no confirmation of Stankovic\'s current whereabouts. 


Immediate Fallout 


8. (C) According to RS sources, Head of Foca Prison 
Aleksandar Cicmil has been fired and the nine guards on duty 
when Stankovic escaped are on suspension, pending 
investigation. OHR has asked EUPM to provide investigators 
that will examine how this even could have happened and to 
monitor any subsequent disciplinary and criminal proceedings. 
OHR will also examine the MoJ Book of Rules relating to the 
execution of criminal sanctions. Due to the threat Stankovic 
poses to those involved in his case, the State Court 
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announced that the Presiding Judge in his case, Davorin 
Jukic, and Lead Prosecutor Vaso Marinkovic would be placed 
under protective custody. 


Comment 


9. (C) Zdravko Tolimir\'s arrest and Radovan Stankovic\'s 
escape present a mixed picture in terms of the RS performance 
in handling war criminals. The Tolimir arrest is significant 

not only because he was one of six ICTY indictees who until 
yesterday remained at liberty, but also because Tolimir was 

the first major war-crimes suspect ever arrested by the RS 
police. In the past, RS authorities had arranged for war 

crimes suspects to turn themselves in. Stankovic\'s escape 
highlights systemic weaknesses in the RS\'s prison system. If 
it was an inside job, the escape suggests sympathizers with 
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war criminals remain employed within the RS bureaucracy. 
Just as disconcertingly, Stankovic\'s escape is likely to have 

a chilling effect on witnesses in war crimes cases, who may 
now wonder whether someone they testify against will actually 
remain behind bars after a conviction. Finally ,the escape 
highlights the need for the construction of a maximum 
security State Prison to house convicted war criminals and 
other high profile convicts. End Comment. 

MCELHANEY 
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Classified by A/DCM Thomas J. White for reasons 1.4 (b) and (d) 

1. (C) The Ambassador raised the President\'s climate change initiative 
2. (C) Separately, Econ Counselor raised reftel points with Acting MFA 
3. (C) Maillard noted that the proposed initiative -Q and remaining day 

STAPLETON 
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SIPDIS 
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SUBJECT: FRANCE ON THE PRESIDENT\S MAY 31 CLIMATE CHANGE INITIATIVE 
REF: STATE 74417 

Classified by A/DCM Thomas J. White for reasons 1.4 (b) and (d) 

1. (C) The Ambassador raised the President\'s climate change initiative 
2. (C) Separately, Econ Counselor raised reftel points with Acting MFA 
3. (C) Maillard noted that the proposed initiative -Q and remaining day 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PTER, PROG, SNAR, PIN, PE 
SUBJECT: GOP RESOLVES POTENTIAL CONFLICT OVER MARKET 


REF: LIMA 1709 


SUMMARY: 


1. (SBU) In a near-flawless May 29 operation, several thousand 
Peruvian Police peaceably removed close to one thousand merchant 
squatters from Santa Anita market in central Lima. The success of 
the Santa Anita operation sent a powerful message that the GOP is 
serious about enforcing the rule of law. By resolving a tense, 
potentially explosive situation without recourse to physical 

violence, the GOP dodged a dangerous bullet and emerged with both 
its human rights credentials and its image of political resolve 
powerfully burnished. End Summary. 


2. (SBU) In a near-flawless operation, one thousand Peruvian 
Police, backed by three thousand reinforcements, entered the Santa 
Anita Market in Lima and removed close to one thousand merchant 
squatters early in the morning of 5/29. The occupiers, mostly 
informal vendors, had taken over the market and refused to leave 
despite a judge\'s order that the property be returned to its 

rightful owner - the Lima Municipality. The demonstrators 
threatened to resist any attempt to eject them and appeared poised 
to use their children as human shields in the event of a police 
incursion. Unconfirmed rumors circulated that Ethnocaceristas, 
Venezuelans and other \"agents provocateursl were supporting the 
squatters and seeking to incite violence for political gain. 

According to news reports, syndicate leaders within the market were 
preventing people from leaving the premises. Cocalero leaders 
Nelson Palomino and Elsa Malpartida visited the market in the run-up 
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to the eviction in a clear attempt to pressure state authorities to 
stand down. 


3. (U) The Santa Anita Market conflict began November 2002, when 
three thousand informal vendors took over the market and set up shop 
there. The leader of the protest, Hermino Porras, reportedly earned 
millions \"selling\" lots to the vendors over the next several years. 
According to media reports, most vendors understood they were buying 
property without proper legal title. At the same, they likely also 
expected to occupy their market stalls for the long haul. (Comment: 
Seventy percent of Peru\'s economically active population, like 

Santa Anita\'s squatting vendors, participate in the informal 

economy. Moreover, much of Lima\'s recent expansion began as land 
invasions by squatters coming from outlying provinces. Over time, 
many squatter neighborhoods have subsequently been converted to 
formal, even incorporated status. The Santa Anita case was 
reportedly different because the land is owned by a known entity, 
namely the city of Lima, which has plans to create a modern formal 
market in the same space. End Comment.) Despite repeated court 
orders to leave the market, the vendors refused to budge. The 
situation came to a head in April with the latest judicial decision. 

In response, market vendors dug in and swore to resist any attempt 
to move them. 


4. (U) Over the last four weeks, in a carefully calibrated 

tightening of the noose, Peruvian National Police surrounded the 
market, cutting off water and electricity. Peru\'s Human Rights 
Ombudsman\'s Office visited the site and condemned the protesters for 
involving children in a potentially violent confrontation. The 

massive and efficient police operation that ended the standoff on 

5/29 proceeded largely without incident. Police seized a number of 
weapons in the market, including shotguns and homemade bombs. One 
policeman was injured by a homemade bomb. No children were hurt. 
Twenty-one protesters were detained. Press coverage of the Police 
operations was laudatory, accompanied by front-page images of PNP 
Officers carrying frightened children and infants out of danger. 


COMMENT: GOP RULE OF LAW AND HUMAN RIGHTS CREDENTIALS BURNISHED 


5. (SBU) After the operation was completed, President Garcia 
publicly praised the National Police for carrying out the operation 
efficiently, with discipline and without resorting to physical 

violence. We agree. The operation also showed excellent 
coordination among different branches and levels of government, and 
a brilliant public relations strategy. As a result, the government 
dodged a potentially explosive bullet and emerged with its image and 
credentials burnished. By refusing to back down in the face of 
violent protest, it sent a powerful warning to potential protesters 

that the government will refuse to bow to the demands of the street; 
and by ensuring no protesters were injured in the denouement, it 
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demonstrated a commitment to protect tne human rights of all its 
citizens, including those seeking to goad it into politically 
embarrassing actions. 

Struble 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/01/2017 
TAGS: PREL, PHUM, SP, EUN, CU 
SUBJECT: CUBA/SPAIN/EU: EMPTY GLASS APPEARS HALF FULL 


REF: A. HAVANA 539 


B. PRAGUE 531 
C. WARSAW 1217 


Classified By: COM Michael E. Parmly; Reasons 1.4 (b/d) 


1. (C) Czech Charge d\'Affaires Vitor Korselt told COM June 

1st that Spain made some headway with the rest of the 
Europeans, based on Ambassador Carlos Alonzo Zaldivar\'s May 
31 briefing to EU Chiefs of Mission regarding the May 29-30 
Spain/Cuba Human Rights consultations. According to Korselt, 
the Spanish ambassador made an effective presentation, 
arguing that the GOC would only respond favorably to 

respectful engagement. Korselt also observed that he and his 
EU colleagues had been impressed by the argument that Cuba\'s 
internet failings were attributable to the U.S. embargo. 


2. (C) Korselt said he was the only one who pushed back at 
the May 31 briefing, saying that he didn\'t see any concrete 
results from the Spanish consultations and that the prison 
visit was like touring a Potemkin Village. The Portuguese 
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Ambassador on May 29 told COM that he thought the Czechs were 
isolated, but Korselt said he could count on support from the 
Dutch, as well as the Poles, Slovaks and Hungarians. 


3. (C) COM repeated to Korselt the point he made privately to 
Alonzo Zaldivar that it was a lie to blame Cuba\'s internet 
shortcomings on the U.S. embargo. \"Canadian companies were 
installing satellite internet service all over Havana for 
foreigners, and could easily do so for Cubans if the GOC 
wanted this, but they don\'t," added COM. Korselt took the 
point, and said he had confidence in the Czech MFA to hold 
the line in Europe, with a view toward the June 11 Political 
Directors meeting and the June 18 GAERC. The Spanish, he 
said, were aiming formally to lift the EU\'s June, 2003 
measures, which make reference to Cuba\'s human rights 
problems as an impediment to fully normalized relations. 


4. (C) Separately, dissident leader Martha Beatriz Roque 
(MBR) called Pol-Econ Counselor and said she was invited by 
the Spanish ambassador for a briefing but turned it down, 
offering instead that the ambassador visit her at her home. 
MBR said that Vladimiro Roca had agreed to hear the Spanish 
briefing on Monday, June 4. Roca on May 31 made a public 
statement to the effect that the Spanish visit was 
non-productive. Finally, MBR relayed a report from Elizardo 
Sanchez, who heard from political prisoner Omar Saludes, an 
inmate at one of the prisons where the Spanish visited. 
According to this sourcing chain, the \"Toledo\" prison in 
question is minimum security, and was clearly stage-managed 
for the visit. 


5. (C) COMMENT AND ACTION REQUESTED: Cuban diplomacy has 
been relentless trying to divide and conquer the EU, and 
together with the Spanish they hit the EU in a weak spot by 
making the case for dialogue as an objective in and of 
itself. We will continue to push back in our meetings with 
Europeans, making the case that nothing about the 
totalitarian police state has changed to justify a softening 
of policy. We believe that strong -- and technical -- 

talking points on the internet issue would be helpful to us, 
and perhaps to the other missions. 

PARMLY 


110592 

RR RUEHLA 

DE RUEHMD #1052 1521859 

ZNR UUUUU ZZH 

R 011859Z JUN 07 

FM AMEMBASSY MADRID 

TO RUEHC/SECSTATE WASHDC 2664 

INFO RUEHLA/AMCONSUL BARCELONA 2761","UNCLAS MADRID 001052 


Column 3 

SIPDIS 

SIPDIS 

STATE FOR EUR/WE 


E.O. 12958: N/A 
TAGS: KSCA, OTRA, TBIO, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC NCI GROUP 


REF: A. SECSTATE 74611 
B. FICT-1268-07 


1. Embassy grants country clearance for NCI group: Drs. 
Dalsu Baris, Isis Mikhail, and Nathaniel Rothman from the 
National Cancer Institute, NIH to travel to Barcelona, Spain 
on or about June 13 to June 21. The purpose of this visit is 
to attend and participate in the Interlymph/Myeloma 
Consortium meeting. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
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91-587-2355. Official visitors to the Embassy in Madrid or 

the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 
STATE FOR EUR/WE 


E.O. 12958: N/A 
TAGS: KSCA, OTRA, TBIO, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC NCI GROUP 


REF: A. SECSTATE 74610 
B. FICT-1267-07 


1. Embassy grants country clearance for NCI group: Drs. 
Aaron Blair, Eric Engels, Qing Lan, Lindsay Morton, Mark 
Purdue, Geoffrey Tobias, and Sophia Wang from the National 
Cancer Institute, NIH to travel to Barcelona, Spain on or 
about June 13 to June 18. The purpose of this visit is to 
attend and participate in the Interlymph/Myeloma Consortium 
meeting. 
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2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 
STATE FOR EUR/WE 


E.O. 12958: N/A 
TAGS: KSCA, OTRA, TBIO, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC DR. JAFFE 


REF: A. SECSTATE 73915 
B. FICT-1259-07 


1. Embassy grants country clearance to Dr. Elaine Jaffe, 
Acting Chief, Laboratory of Pathology, National Cancer 
Institute, NIH to travel to Santiago de Compostela, Spain on 
or about June 12 to June 16. The purpose of this visit is to 
attend and present classifications on Peripheral T-cell 
Lymphomas and T/NK cell at the Tutorial of the European 
Association for Haematopathology. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 
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areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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STATE FOR EUR/WE 
NASA FOR LARG/COD LINDA.R.SMITH@NASA.GOV 


E.O. 12958: N/A 
TAGS: OTRA, SP, TSPA 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA: NORMAN BARNES 
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REF: SECSTATE 74609 


1. Embassy grants country clearance to Norman Barnes from 
NASAVs Langley Research Center, to travel to San Sebastian, 
Spain on June 30 to July 7. The purpose of this visit is to 
present at the 2007 III International Workshop on Photonic 
and Electronic Materials. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 
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http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
NASA/GSFC: TAMMY.L.POSEY@NASA.GOV 


E.O. 12958: N/A 

TAGS: OTRA, SP, TSPA 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA: SERGEY 
KRIMCHANSKY 


REF: SECSTATE 73381 


1. Embassy grants country clearance to Sergey Krimchansky 
from NASA\'s Goddard Space Flight Center, to travel to 
Barcelona, Spain on July 21 to July 30. The purpose of this 
visit is to attend the IEEE International Geoscience and 
Remote Sensing Symposium. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 
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section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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STATE FOR EUR/WE 
NASA/GSFC: TAMMY.L.POSEY@NASA.GOV 


E.O. 12958: N/A 

TAGS: OTRA, SP, TSPA 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA: JEFFREY LIVAS 
AND STEPHEN MERKOWITZ 


REF: SECSTATE 73379 


1. Embassy grants country clearance to Jeffrey Livas and 
Stephen Merkowitz from NASA\'s Goddard Space Flight Center, to 
travel to Barcelona, Spain on June 25 to June 29. The 

purpose of this visit is to attend a data analysis and 

science team meetings of the Lisa Pathfinder project. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 
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Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
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STATE FOR EUR/WE 
NASA/OER: TSOUGRANISONASA.GOV 


E.O. 12958: N/A 
TAGS: OTRA, SP, TSPA 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA: TIMOTHY SINK 


REF: SECSTATE 73704 


1. Embassy grants country clearance to Timothy Sink from 
NASA\'s Jet Propulsion Laboratory, to travel to Madrid, Spain 
on June 1 to June 23. The purpose of this visit is to 

perform annual hands-on antenna inspection of all Madrid deep 
space communications complex antennas generate actions on 
findings and follow up. 


2. Post understands that no assistance is required. 
3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 


to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
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(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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RUEATRS/DEPT OF TREASURY WASHDC","UNCLAS MADRID 001059 


SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
PARIS FOR IRS-TAX ATTACHE KATHY.J.BECK@IRS.GOV 


E.O. 12958: N/A 

TAGS: ELTN, ETRD, OTRA, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR DEPT OF TREAS: BRIDGET 
MALLON AND NINA OLSON 


REF: PARIS 2193 


1. Embassy grants country clearance to Bridget Mallon, 
Attorney Advisor, and Nina Olson, Taxpayer Advocate, U.S. 
Treasury Department to travel to Madrid, Spain on or about 
June 16 to June 20. The purpose of the visit is to attend a 
conference sponsored by the Spanish Treasury Department and 
meet with the U.S. Embassy Economic section. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
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Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 

the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
COMMERCE FOR NOA2/OAR/JNBRUCE 


E.O. 12958: N/A 

TAGS: OTRA, SP, KSCA, SENV 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR NOAA/RICHARD ROSEN AND 
KENNETH MOONEY 


REF: USDOC 04986 


1. Embassy grants country clearance to Richard Rosen, Senior 
Advisor for Climate Research and Kenneth Mooney Division 
Chief for Research Programs Division, NOAA to travel to 
Barcelona, Spain from June 1 to June 10. The purpose of this 
visit is to attend the World Climate Research Program 
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Workshop on Seasonal Prediction. 


2. Post understands that Embassy assistance is not required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
DOT FOR BARBARA.PELLETIER@DOT.GOV 


E.O. 12958: N/A 

TAGS: ELTN, ETRD, OTRA, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR DOT: EUGENE GILBO AND 
GREGG FLEMING 


REF: SECSTATE 73103 


1. Embassy grants country clearance to Eugene Gilbo, 
Operations Research Analyst and Gregg Fleming, Supervisory 
General Engineer, Volpe National Transportation Systems 
Center, DOT to travel to Barcelona, Spain on or about June 29 
to July 6. The purpose of the visit is to participate in the 

7th USA/Europe Air Traffic Management R&D Seminar. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


Column 3 

In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 


STATE FOR EUR/WE 
SEC FOR BLAGMOND@SEC.GOV 


E.O. 12958: N/A 
TAGS: ELTN, ETRD, OTRA, SP 


Column 3 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR SEC: PAUL ATKINS AND 
HESTER PEIRCE 


REF: SECSTATE 72102 


1. Embassy warmly welcomes and grants country clearance to 
U.S. Securities and Exchange Commissioner Paul Atkins and 
Hester Peirce to travel to Madrid, Spain on or about May 31 

to June 1. The purpose of the visit is to attenda 

roundtable luncheon with the Organization for International 
Investment in collaboration with Telefonica S.A. 


2. Lourdes Lamela, Economics Officer is the control officer 
for this visit and she can be reached at 34-91-587-2399 or 
cellphone 34-699-447-981. Embassy will provide assistance 
with coordination of meetings. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 
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Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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STATE FOR EUR/WE 
DOT FOR BARBARA.PELLETIER@DOT.GOV 


E.O. 12958: N/A 
TAGS: ELTN, ETRD, OTRA, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR DOT: YACHMETZ, MARK 


REF: SECSTATE 72757 


1. Embassy grants country clearance to Mark Yachmetz, 
Associate Administrator for Railroad Development of the 
Federal Railroad Administration, DOT to travel to Valencia, 
Spain on or about June 1 to June 8. The purpose of the visit 
is to meet with Spanish Ministry of Transportation officials 
concerning areas of mutual interest in intercity passenger 
rail services. 


2. Post understands that no assistance is required. 
3. Visitors are reminded that bearers of diplomatic and 


official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 
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4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 
STATE FOR EUR/WE 


E.O. 12958: N/A 

TAGS: KSCA, OTRA, TBIO, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR HHS/CDC KENNETH 
DOMINGUEZ 


REF: A. ATLANTA GA 2101 
B. ATD # 1868 


1. Embassy grants country clearance to Kenneth Dominguez, 
Epidemiology, DHAP/NCHHSTP, OD, CDC, HHS to travel to Madrid, 
Spain on or about June 20 to June 24. The purpose of this 

visit is to participate as a speaker in a symposium sponsored 

by the Spanish Retrovirus Working Group on the virologic and 
clinical aspects of HIV/AIDS. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
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security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 

the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 
STATE FOR EUR/WE 
E.O. 12958: N/A 
TAGS: KSCA, OTRA, TBIO, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC DR. LANDGREN 
REF: A. SECSTATE 72368 
B. FICT-1199-07 
1. Embassy grants country clearance to Dr. Carl Landgren, 
Investigator, Genetic Epidemiology Branch, National Cancer 
Institute, NIH to travel to Barcelona, Spain on or about June 


13 to June 16. The purpose of this visit is to attend and 
chair sessions on the myeloma section of the meeting at the 
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InterLymph meeting. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

AGUIRRE 
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SIPDIS 
SIPDIS 
STATE FOR EUR/WE 


E.O. 12958: N/A 

TAGS: KSCA, OTRA, TBIO, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC DRS. LIPSKY 
AND BAJENOFF 


REF: A. SECSTATE 74617 
B. FICT-1264-07 


1. Embassy grants country clearance for NCI group: Dr. Peter 
Lipsky, Cief, Autoimmunity Branch, National Institute of 
Arthritis and Musculoskeletal and Ski Diseases, and Dr. Marc 
Bajenoff, Fellow, NIH to travel to Barcelona, Spain on or 
about June 13 to June 17. The purpose of this visit is to 
attend and present at the Annual European Congress of 
Rheumatology. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 
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In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 


SENSITIVE 
SIPDIS 
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STATE FOR WHA/CAR 

DRL 

S/CRS 

SOUTHCOM ALSO FOR POLAD 
STATE PASS AID FOR LAC/CAR 
INR/IAA 

TREASURY FOR MAUREEN WAFER 


E.O. 12958: N/A 
TAGS: PGOV, KCRM, ECON, KJUS, HA 
SUBJECT: PREVAL DELIVERS ANTI-CORRUPTION ADDRESS 


1. This message is senstive but unclassified -- protect 
accordingly. 


2. (SBU) Introduction and Comment. President Preval used 
the occasion of Flag Day, May 18, to proclaim a government 
campaign against corruption. Speaking in front of the palace 
to a gathering of dignitaries, Preval asked designated 
members of the cabinet to stand up as he identified their 
roles in fighting corruption and ensuring the sanctity of 
government. Since his speech, Preval\'s initiative has been 
one of the dominant subjects in public political discourse, 
with public reaction almost entirely positive. Preval\'s 
government, in most cases with the prodding of the 
international community, is in the early stages of 

formulating various initiatives aimed at tackling corruption, 
including police and justice reform, customs reform, and 
administrative reform. What remains to be seen is whether 
Preval\'s follow-up on his announced \"war on corruption\" can 
turn these disparate initiatives into a coherent policy. In 
typical Haitian fashion, commentators and participants in 
Haiti,s lively call-in and chat radio shows attribute recent 
criminal activity, including such disparate events as the 
murder of Haitian actor Francois Latour and renewed gang 
activity in Martissant, to a concerted effort by criminals to 
resist Preval,s initiative. A translation of Preval,s 

address, originally delivered in Creole, follows. 


3. (U) Begin text: 
Haitian People 


Our national anthem says: No traitors in our ranks! We must 
not have traitors in our midst! The traitors of 1804 were 
against liberty; the traitors of 2007 are against equality; 
because our ancestors, mission was to fight for liberty; our 
own mission is to fight for equality. The battle for equality 

is a battle for all kids to go to school. It,s a battle for 

all to find health; it,s a battle to help the small 
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peasants, for the merchants to afford credit. The battle for 
equality requires the State to have the means it needs 
without having to beg allthe time! For the State to have 
the proper means, people have to stop stealing from the 
public treasury. All those involved in corruption are 
traitors against the battle for equality. This year is the 
year for all out war against corruption. The battle against 
corruption is the battle for all who want to do business, 
those who want to invest, and those who want to find equal 
conditions to be able to do all that. 


We will fight corruption in Customs, in DGI, in the HNP, in 
the Justice system, in City Halls, in the Parliament, in the 
Ministries, in the Palace. This year we will fight a 
relentless battle against all forms of corruption. 


Haitian People: 


If there,s corruption, we cannot have investments. If there 
are no investments, we cannot create jobs and there is no 
work. There is no small corruption or big corruption. There 
is corruption, period. Store owners involved in contraband, 
customs employees that are taking bribes, people that will 
not pay their taxes, DGI employees that are taking bribes so 
that tax payers will avoid paying taxes, bankers that are 
using the money of small customers, policemen that are taking 
money from drivers instead of giving them tickets, civil 
servants who demand their cut when they are purchasing for 
the State, judges that are taking money to free presumed 
criminals. There is no small corruption and there is no big 
corruption. There is corruption, period. 


This year we will fight corruption with all we have. ULCC, 
UCREF, Court des Comptes, National Commission of Public 
Markets, Ministry of Justice, Judges of the Civil Court, 

State Prosecutors, HNP, DGI, Customs, be prepared!! 


This is the year we are declaring war against corruption for 
equality. We are the first soldier in that war. It will be a 
hard battle to fight. But it is a just battle. Because it is 
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a just battle, we will win that battle. We are soldiers on 

the first line of battle. But the Government will stand by 

us. The Haitian People will back us up. We will not lose this 
battle, because it is a battle for life. 


Haitian People, 
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Let us unite against corruption! Let unite against corruption 
for equality! Equality that will lead to the land of 

Fraternity! 


Thank you 


End text. 
SANDERSON 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/01/2017 

TAGS: PGOV, PREL, KPKO, IV 

SUBJECT: PRIME MINISTER\'S ADVISERS SAY OUAGA PEACE ACCORD 
IMPLEMENTATION ABOUT TO MOVE INTO HIGH GEAR 


REF: A) ABIDJAN 521 B) ABIDJAN 551 C) ABIDJAN 558 
Classified By: CHARGE DVAFFAIRES VICENTE VALLE FOR REASONS 1.4 B/D 


1. (C) Summary. Minister of Tourism and Prime Minister Soro 
confidant Sidiki Konate and the PM,s Political Counselor, 
Adama Bictogo, told selected Ambassadors on June 1 that the 
implementation of the Ouaga Peace Accord roadmap will move 
into high gear starting next week with the redeployment of 
civilian administration and judges to the north and 
establishment of working groups on identification of the 
population. Soro wants to kick off DDR by the end of the 
month in the presence of the Ouaga facilitator, Burkinabe 
President Compaore. End Summary. 


2. (SBU) Konate and Bictogo met with Acting SRSG Abou 
Moussa, the French, German, Burkinabe, and Ghanaian 
Ambassadors, the EU rep, and Charge over lunch on June 1. 
The lunch was hosted by the French Ambassador but organized 
at the request of our Ivoirian interlocutors, who said Soro 

plans to meet regularly with this group. (Soro will host the 

next such gathering on June 8.) 
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3. (SBU) According to Konate, the Prime Minister will issue 
decrees next week announcing the redeployment of civil 
administration (prefets, sous-prefets, director generals) and 
magistrates to the north. The PM will also establish working 
groups, headed by the Ministers of Justice and Interior, to 
resolve issues related to identification of unregistered 
residents (potential citizens and resident foreigners, both 

of whom are covered by the audiences foraines) and those 
whose birth registries were destroyed by the Forces Nouvelles 
earlier in the crisis and who are not included in the 
audiences foraines process. (The latter issue is known as 
the reconstitution des fichiers.) 


4. (C) The government will assign 600 police from the New 
Forces, supplemented by additional security forces if 
necessary, to provide protection for the redeployed 
administrators. Konate added that the reestablishment of 
civilian administration would be a collaborative process: 
Prefets will work with existing authorities in the north, 

with the latter gradually relinquishing power to the former, 
particularly as ex-combatants begin to disarm. 


5. (C) On DDR, Konate said regroupment of soldiers to be 
demobilized will begin by the end of June in the presence of 
Burkinabe President Compaore and with ceremonies in four 
cities in the north and south (Bouake, Man, and Guiglo were 
mentioned). Konate said the issue over military ranks of New 
Forces soldiers incorporated into the new Armed Forces has 
been largely worked out. (His description was along the 

lines of what PM Soro told the Ambassador earlier, ref A.) 
However, talks are ongoing to resolve the final details. 


6. (C) Acting SRSG Abou Moussa urged the Ivoirians to make 
meaningful progress before the Security Council,s visit to 

Cote d,lvoire on June 18-19. He also complained that the 
DDM exercise carried out in Guiglo two weeks ago (ref B) had 
not been serious. Konate replied that the Prime Minister had 
opted not to get involved in the Guiglo exercise because he 
had not been involved in the process and it had been poorly 
organized. (There was general agreement that blame for 
Guiglo should be assigned to Gbagbo adviser Kadet Bertin, who 
had put the ceremony together and touted it as representing 
real disarmament.) Konate encouraged the international 
community to tell the government when it was dissatisfied 

with peace process implementation and point out what the 
government needed to do instead. 


7. (C) Comment: The PM\'s advisers made only a brief, 
passing reference to impunity and the recent FESCI attacks on 
civil society (ref C). However, they struck us as realistic 
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and committed to advancing the peace process quickly. We 
should see the results over the next few weeks. 

VALLE 
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DRL 
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STATE PASS AID FOR LAC/CAR 

INR/IAA 

TREASURY FOR JEFFREY LEVINE 


E.O. 12958: N/A 

TAGS: PGOV, PREL, SNAR, KCRM, HA 

SUBJECT: CONFIRMATION: US CARICOM MINISTERIAL SUMMIT 
DELEGATION ATTENDANCE 


REF: SECSTATE 43123 


1. The foreign ministry has provided the following list of 
delegates attending the US CARICOM Ministerial Summit: 


--Rene Preval, President of Haiti 

--Dr. Jean Renald Clerisme, Minister of Foreign Affairs 
--Mr. Daniel Elie, Minister of Culture and Communication 
--Honorable Joseph Lambert, President of the Senate 
--Honorable Pierre Eric Jean Jacques, President of the 
Chamber of Deputies 

--Ms. Marie Michele Rey, Office of CARICOM 
--Ambassador Harold Joseph, Haitian Ambassador to the Bahamas 
--Ms. Elisabeth Delatour, Presidential Cabinet Member 
--Ms. Martine Deverson, Presidential Cabinet Member 
--Mr. Macky Lumarque, Expert on CARICOM 
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--Mr. Charles Clarmont, Member, Commercial Accords and 
Regional Integration 

--Mr. Bernard Elie, Coordinator of Presidential Security 
--Ms. Guerda Romain, Interpretor 

--Ms. Claudette Pety, Scholar 


2. Post will follow-up to obtain details regarding travel 
arrangements as soon as possible. 


SANDERSON 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: CD, PGOV, PHUM, PREF, PREL, UNSC, KPKO 
SUBJECT: UNSC/CHAD: NO AGREEMENT YET ON UN PEACEKEEPING 


USUN NEW Y 00000433 001.2 OF 002 


1. (SBU) SUMMARY. At May 31 United Nations Security Council 
(UNSC) consultations, Department of Peacekeeping Operations 
(DPKO) Africa Director Titov updated on the security 

situation in eastern Chad and on prospects for UN 
peacekeeping in the region. Titov reported on conversations 
that the UN team (in N\'Djamena since May 21) had with FM 
Allam-mi on May 28, in which Allam-mi warned a robust UN 
presence in eastern Chad could harm Chadian relations with 
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its neighbors Sudan and Libya. Calling UNSCR 1706 - which 
provided for a UN multidimensional presence in eastern Chad 
and northeastern Central African Republic (CAR) - \"obsolete,\" 
Allam-mi advocated a phased approach beginning with 
deployment of civilian police to protect refugees and 
humanitarian workers in eastern Chad, to be followed \"if 
necessary\" by a military deployment. Ambassador Sanders 
called for IDPs to be included in any such mandate. Titov 

said that the security situation in Chad necessitated 

protection elements beyond police but assured that the UN 
team would continue to engage with the GOC to narrow the gap 
in respective peacekeeping perceptions. Some Members 
suggested that DPKO pursue peacekeeping in CAR before moving 
into Chad to gain credibility. Indonesia, Qatar and Russia 
called for the UNSC to respect Chad\'s sovereignty in 
authorizing any peacekeeping operation deployment. France 
alluded to a plan to improve the humanitarian situation in 

the region. The UN team will report its findings to the UNSC 
when it returns next month. END SUMMARY. 


2. (SBU) At May 31 UNSC consultations, DPKO Africa Director 
Titov updated on the \"volatile and unpredictable\" security 
situation on the ground in eastern Chad. Although the 
Government of Chad (GOC) had lifted state of emergency 
measures on May 26, anti-government rebel activity and 
criminality continued, especially in the regions of Dar Tama 

and Dar Sila, which now harbored 150,000 internally displaced 
persons (IDPs) as a result of insecurity. Titov said that 

Chadian authorities were distributing weapons and ammunition 
to civilians to help ward off attacks and that the National 

Armed Forces (ANT) had itself received new equipment and was 
reinforcing its positions in the east. Titov noted that 

President Deby himself had spent a good deal of time in 
eastern Chad over past weeks. Despite this show of force, 
Titov doubted that the GOC could protect civilians and 
humanitarian workers caught in the middle. He cited an April 
23 attack by unidentified gunmen on UNHCR security personnel 
and a May 25 attack near Iriba that led to the suspension of 
World Food Programme operations as evidence of persistent 
lawlessness and insufficient government control. 


3. (SBU) Director Titov described the state of UN efforts to 
establish a UN peacekeeping operation in the region. In 

response to FM Allam-mi\'s March 23 suggestion that a small 
team of UN go to N\'Djamena to confer with the GOC on eastern 
Chad peacekeeping, the UN dispatched such a mission on May 21 
for at least 30 days. The team, headed by DPKO Situation 

Center Chief Francois Dureau (who had been on the two 
Technical Assessment Missions to Chad), had so far met with 

FM Allam-mi, members of the Chad Country Team, the African 
Union (AU) office and the Inter-Ministerial Committee 
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established by the GOC to address the issue of the east. In 

a May 28 meeting with the team, FM Allam-mi called for any 
peacekeeping operation to focus on the security of the 
232,000 Sudanese refugees and the humanitarian workers 
attending to them. Given the deterioration of the security 
situation over the past nine months, Allam-mi, according to 
Titov, declared that UNSCR 1706 - which provided for a UN 
multidimensional presence in eastern Chad and northeastern 
CAR - had been rendered \"obsolete\" as a peacekeeping model. 
He noted that GOC relations with Sudan had improved after 
bilateral agreements reached in Tripoli and Riyadh but argued 
that this process could be jeopardized by a UN military 
presence in eastern Chad, as could GOC relations with 
northern neighbor Libya. 


4. (SBU) According to Titov, Allam-mi had advocated a phased 
approach to eastern Chad peacekeeping, beginning with 
deployment of civilian police to protect refugees and 
humanitarian workers, to be followed \"if necessary\" by a 
military deployment. Titov noted that this approach deviated 
from UN thinking in two main ways: first, its scope of 

protection focused only on refugees and humanitarian workers, 
whereas DPKO assessed that IDPs need the same level of 
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protection; and second, it presupposed use of mobile units 
outside refugee camps, something DPKO assessed could be 
carried out only by military personnel, not/not gendarmes. 
Titov assured that the UN team would continue to engage with 
the GOC to narrow this gap in respective peacekeeping 
perceptions and would explore all configurations and stages 
of deployment. In response to comments by the Qatari 
delegate, Titov added that the UN would be flexible in taking 
on board regional agreements like those of Tripoli and Riyadh 
but with the understanding that their signatories would be 
equally forthcoming with the GOC. Titov commented that 
peacekeeping was not the only option in eastern Chad, adding 
that a strong political process would also be effective. 


5. (SBU) On CAR, Titov acknowledged that President Bozize 
remained supportive of UN peacekeeping there and that the UN 
team would travel to CAR as part of its mission. Several 
Members - including Qatar, Slovakia, Belgium and Indonesia - 
advocated for the UN to begin a robust peacekeeping 
deployment in CAR before moving to eastern Chad as a way to 
create a stabilizing effect and to avoid holding CAR hostage 

to Chadian reticence. Titov explained that Chad and CAR 
peacekeeping were initially considered a package for reasons 
of logistics and command and control, but he made clear that 
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the UN team would examine ways to delink deployment of a UN 
operation in one country from that in the other. He noted 

that the security problem in CAR was not limited to the area 

in and around Birao, and he also mentioned the latest flow of 
cross-border refugees into the country. 


6. (SBU) In addition to Qatar, several other Members 

suggested that DPKO needed to consider regional efforts to 
calm the Chad situation. French PermRep de La Sabliere said 
the fact that the nascent implementation of the Tripoli 
Agreements between Chad and Sudan could not be ignored and 
could signal a \"fragile improvement" in Khartoum-N\'Djamena 
relations. De La Sabliere, like Ambassador Sanders and 
Russian Deputy PermRep Dolgov, stressed that any peacekeeping 
force should address the needs of IDPs and of local 
populations. De La Sabliere (who in the past has said that 

the Chad situation was not merely a by-product of Darfur 
violence but had its own independent issues meriting 
international attention) noted that the eastern Chad 

situation owed much to the Darfur crisis, and he alluded to a 
plan from Paris to improve the humanitarian situation in the 
region (COMMENT. Presumably de La Sabliere was referring to 
some variety of humanitarian corridor through Chad into 

Darfur. END COMMENT). 


7. (SBU) Indonesia, Qatar and Russia reminded the UNSC to 
respect Chad\'s sovereignty in authorizing any deployment, but 
the Indonesian Deputy PermRep pointed out that at the same 
time, the GOC must be reminded of its responsibility to 

protect its own population. Russian Deputy PermRep Dolgov 
suggested another meeting with a GOC official in New York to 
address eastern Chad peacekeeping, stressing the importance 
of working with local and central authorities on the issue. 
KHALILZAD 
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SIPDIS 
SIPDIS 


STATE FOR A/S SHANNON 

STATE FOR WHA/MEX, WHA/EPSC, WHA/CAN/GREG SPROW, EB/IFD/OMA 
STATE FOR EB/ESC MCMANUS AND IZZO 

USDOC FOR 4320/ITA/MAC/WH/ONAFTA/GWORD 

USDOC FOR ITS/TD/ENERGY DIVISION 

TREASURY FOR IA (ALICE FAIBISHENKO) 

DOE FOR INTERNATIONAL AFFAIRS KDEUTSCH AND ALOCKWOOD 
STATE PASS TO USTR (EISSENSTAT/MELLE) 

STATE PASS TO FEDERAL RESERVE (CARLOS ARTETA) 

NSC FOR DAN FISK 


E.O. 12958: N/A 
TAGS: ECON, ECPS, EFIN, ELAB, MX, PGOV, PREL 
SUBJECT: MEXICO ECONOMIC NOTES, MAY 26 - JUNE 1 


Summary 


1. (U) President Calderon said he was displeased by the 
appreciate of the peso resulting from the Bank of Mexico\'s 
decision to raise interest rates. He also urged governors to 
negotiate on fiscal reform. Finance Minister Carstens expects 
mid-year GDP growth to reach 3.8 %. Cofetel issued 
regulations on local number portability. The U.S., Canada 
and Mexico agreed on an Energy Science and Technology 
agreement to be signed at the upcoming SPP Energy 
Ministerial. End summary. 


The Peso Appreciates 


2. (U) During a May 30 conference organized by the 
Economist, President Calderon indirectly joined criticism of 
the April 27 decision by the Bank of Mexico to raise the 
benchmark interest rate for the first time in two years. 
Calderon said that the appreciation of the peso is not 
\"something that makes us very happy.\" The peso has 
strengthened 1.8 percent since the Bank of Mexico raised the 
benchmark interest rate for the first time in two years. 

This week, the peso appreciated 40 percent to 10.78 pesos per 
dollar. Mexico\'s currency is expected to remain strong 
during 2007 due to economic stability, low country risk and 
reduction in foreign debt. For similar reasons, Mexico\'s 
stock market continues to rise to record levels. Bank of 
Mexico figures show a continuing decline in the pace of 


Column 3 
remittances coming into Mexico, but this has not affected the 
exchange rate to date. 


Finance Minister Predicts an Economic Recovery 


3. (U) Finance Minister Agustin Carstens told Mexican 

finance executives that GDP growth should reach 3.8% in the 
second half of the 2007 due to a dynamic service sector as a 
result of strong domestic demand, a U.S. economic recovery, a 
recovery of the Mexican automobile sector, higher consumption 
and investment in machinery and equipment, increased job 
creation in the service sector, growing bank lending, stable 
Oonsumer prices (except for agricultural products), positive 
performance of finance markets, a low country risk premium, 
sound public finances and recovery in oil prices. 


Governors and Finance Ministry to Discuss Fiscal Reform 


4. (U) During the annual Mexican National Governors 
Conference, President Calderon urged governors to negotiate 
on tax reform, and instructed Finance Minister Carstens to 
find alternate income sources for the states. Calderon said 
he supports \"true fiscal federalism,\" which encourages tax 
uniformity and corrects in disparities in income 

distribution. Carstens will meet the governors next week to 
lobby for tax reform. 


Phone Number Portability Approved 


5. (U) Mexico\'s telecom regulator Cofetel has issued 
regulations allowing customers to keep their phone numbers 
when they change fixed-line or cellular service providers 
starting next year. The rules should be published in the 

Official Gazette soon, and will take effect 255 days after 

being published. Companies will be allowed to charge a 
one-time fee to customers who change providers and keep their 
phone numbers. Number portability was one of the 
requirements under the convergence law passed in October 
2006, which required that Cofetel set regulations on 
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portability and companies ensure portability before being 
allowed to offer triple-play services. 


Energy S&T Agreement Reached 
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6. (U) The Embassy participated in negotiations with Mexico 
and Canada to reach a framework agreement to allow 
cooperation on Science and Technology projects among the 
three countries. Plans are on-track for ministers to sign 

the accord at the July 23 SPP Energy Ministerial in Ottawa. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity and the North American 


Partnership Blog at http://www.intelink.gov/communities/state/nap / 
BASSETT 
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SIPDIS 
SIPDIS 


TREASURY FOR CLAY LOWERY, NANCY LEE, AJEWEL, WBLOCK, LTRAN 
NSC FOR JOSE CARDENAS, ROD HUNTER 

PASS FED BOARD OF GOVERNORS FOR RANDALL KROSZNER, PATRICE 
ROBITAILLE 

PASS EXIM BANK FOR MICHELE WILKINS 

PASS OPIC FOR JOHN SIMON, GEORGE SCHULTZ, RUTH ANN NICASTRI 
USDOC FOR 4322/ITA/MAC/OLAC/PEACHER 


E.O. 12958: DECL: 05/31/2017 
TAGS: EFIN, ECON, EINV, AR 


Column 3 
SUBJECT: FED GOVERNOR KROSZNER IN ARGENTINA; HIGHLIGHTS 
GLOBALIZATION\S IMPACT ON CAPITAL MARKETS 


REF: BUENOS AIRES 1008 
Classified By: Ambassador E.A. Wayne for Reasons 1.4 (b,d) 


Summary 

1. (C) Fed Governor Kroszner highlighted globalization\'s 
impact on international capital flows and yield curves in 
speeches and roundtable meetings with central bank, 
government, and private sector representatives during his May 
15-16 visit to Buenos Aires. Issues raised during 

roundtables included: 1) the more diversified world economy 
and the chances for a soft landing in the U.S.; 2) flattening 

of yield curves; 3) economic challenges facing China; 4) 
criticism of the EMBI plus measurement of risk; 5) the 
importance of trade liberalization; 6) negative externalities 
related to high commodity prices and excess liquidity; and 7) 
emerging economies\' accumulation of reserves. End Summary. 


Kroszner Visit to Argentina 

2. (SBU) U.S. Federal Reserve Governor Randall Kroszner 
visited Buenos Aires, May 15-16, meeting with central bank, 
government, and private sector representatives and focusing 
on the impact of globalization on international capital flows 
and yield curves in speeches and roundtable meetings (see 
septel for private meetings with Central Bank President and 
Ref A for separate meeting with Economy Minister). 


Speeches highlight beneficial impact of globalization 

3. (SBU) On May 15 at the Central Bank, Governor Kroszner 
gave a speech titled, \"International Capital Flows and the 
Emerging Market Economies.\" He analyzed the recent trend of 
increasing net capital flows from emerging markets to 

industrial countries, the opposite of previous decades. He 
noted that this was not in the long-term interest of emerging 
economies and highlighted ways that emerging-market economies 
could enhance their prospects for domestic capital formation 
and financial investment, and position their economies to 

take advantage of the productivity enhancements brought about 
by the IT revolution. 


4. (SBU) His recommendations included: 1) improving 
regulatory and property rights protection to foster 
investment necessary to increase productivity; 2) adopting 
global best practices for financial supervision to promote 
prudent risk management and effective intermediation; 3) 


Column 3 

making labor markets more flexible to allow reallocation of 
resources in response to changes in demand; 4) increasing 
transparency and disclosure; and 5) ensuring price-stability 
through appropriate macroeconomic policies. 


5. (SBU) On May 16, Governor Kroszner gave a speech at the 
local NGO, \"Center for Financial Stability\" (\"CEF\"), titled, 
\"Globalization and Capital Markets: Implications for 

Inflation and the Yield Curve.\" He highlighted that 
globalization, deregulation, and financial innovation had 
fostered currency competition and improved central bank 
performance and resulted in the recent reduction of worldwide 
inflation, particularly in emerging economies. He also 
emphasized that the taming of inflation and the improved 
credibility of central banks have been crucial to the 

deepening of domestic capital markets, which is typically 
associated with higher economic growth. The result has been 
the development of longer-term bond markets in many countries 
and the flattening of yield curves world-wide. 


6. (U) Both speeches (available on the Federal Reserve 
website, www.federalreserve.gov) received wide and positive 
coverage in both the domestic and foreign press. 


Highlights of Meetings with GoA and Private Sector 

7. (SBU) Given Governor Kroszner\'s focus on globalization, 
financial markets, and yield spreads, most participants in 
roundtables at the Central Bank and CEF, and also at a lunch 
hosted by the Ambassador, focused their questions and 
comments on perceived risks in international markets. 


-- World and U.S Economy: Kroszner pointed out that the 
world economy was becoming more diversified, with distinct 
business cycles enabling large parts of the world economy to 
continue growing even as the U.S. economy slows. He noted 
that the slowdown in housing and auto sectors were the key 
challenges to a soft landing for the U.S., but said the 

housing transition was so far relatively orderly, and 

predicted a return to the potential growth rate towards the 
end of 2007. 


-- U.S. Housing Sector: The key to the housing sector is 
working off the large inventory, and the problems so far are 
mainly in the sub-prime mortgage area -- comprising 14% of 
the $9 trillion mortgage market. In that category, the 
problem area is mostly with variable rate mortgages, 
comprising only 9% of the mortgage market. So far there 
appears to be minimal spillover to credit cards or other 
lending vehicles, and liquidity had not dried up in the 
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sub-prime market. From a macro standpoint, Kroszner said 

this would not have a major impact. However, he noted that 

the FED had a consumer protection mandate and wanted people 
to be able to keep their homes. Aside from the housing 

sector, Kroszner thought the U.S.Y fiscal deficit of 2% of 

GDP was manageable and the current account deficit of 6-7% 
was beginning a gradual transition with the weaker dollar. 


-- Flattening Yield Curves: Kroszner reviewed recent 
developments in emerging-market financing, with many 
countries issuing long-term, fixed-rate bonds issued in 
domestic currencies. He noted how this had altered the 
distribution of risks in the global financial system, with 
lenders increasingly bearing both exchange and interest rate 
risks. The flattening/inversion of yield curves is a global 
phenomenon, and Kroszner attributed the declining yields and 
lower spreads to global currency competition, more open 
capital markets, excess liquidity, lower international 

volatility, and more credible macroeconomic and financial 
policies. (Note: both local press and international wire 
services picked up on Kroszner\'s message that globalization 
was leading to flatter yield curves). 


-- The JP Morgan Chase representative raised concerns about 
China\'s economic stability, noting that its highly leveraged 
stock market left it vulnerable to external shocks. Kroszner 
agreed that China would not grow at a 10% rate forever, and 
lower growth would expose difficult problems, such as the 
banking sector\'s high non-performing loan rate. Lower growth 
would also complicate the government\'s efforts to manage 
expectations of the population, specifically in rural areas 
where the desire to move to the coasts is strong. He noted 
that China needed to pursue policies leading to more balanced 
growth. 


-- Renowned Argentine economist Miguel Angel Broda, a regular 


critic of GoA economic policies, argued during the 

Ambassador\'s lunch that JP Morgan\'s EMBI plus sovereign bond 
rating index was no longer a good measure of risk anymore, 
because emerging market economies\' debt levels were, for the 
most part, sustainable. In his opinion, the EMBI and rating 
agencies did not adequately measure other, more serious 

risks, such as inadequate rule of law. 


-- Kroszner highlighted continued trade liberalization as one 

of the most important factors going forward for the world 
economy. He saw it as a good sign that the U.S. Congress and 
USG had reached agreement on the Peru and Panama FTAs, but 
hoped for progress in the Doha round. 
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-- A negative externality of historically high commodity 
prices and a surfeit of global capital market liquidity, 
Kroszner argued, is that the consequent high growth is 
covering sins, undermining good long-term policies, and 
weakening reformers in many countries. In the Americas, 
Kroszner commented that bad policy making in Venezuela, 
Ecuador, Bolivia, and some other countries, enabled in part 
by high export revenues, was a negative long-term development 
and would eventually impact growth and prosperity in the 
region. Kroszner also worried that excess liquidity in the 
world economy -- defined as lower spreads, indicating lower 
risk premiums -- was a disincentive to lenders to do 
appropriate due diligence on riskier issuances. 


-- During the Ambassador\'s lunch, Kroszner noted that many 
economists around the world were questioning many emerging 
market countries\' huge reserve accumulations, driven by their 
policies of maintaining undervalued nominal exchange rates. 
He commented that it was unusual and inefficient to hold such 
a huge percentage of GDP sitting in low-interest earning 
accounts. Responding to Kroszner\'s comment that the U.S. 
maintained only minimal reserve levels, Argentine Central 
Bank President Martin Redrado responded, \"unfortunately, we 
are not the FED, so need to work harder -- and accumulate 
reserves -- to gain the confidence of markets.\" Redrado 
noted that Argentina, like many other countries, was slowly 
diversifying its reserve holdings out of dollars, seeking 

20-25% in Euros and other currencies. 


8. (U) Federal Reserve Governor Randall Kroszner did not 
clear this cable. 
MATERA 
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E.O. 12958: N/A 
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TAGS: CASC, MX, (MANUEL SERGIO GONZALEZ) 
SUBJECT: W/W: MISSING PERSON CASE OF GONZALEZ, MANUEL SERGIO 


1. Post requests that Mission Mexico Posts check with local 
authorities for any information regarding the whereabouts of 
Sergio Manuel Gonzalez and enter the appropriate local lookout. 
2. Name : Gonzalez, Manuel Sergio 

3. DPOB: July 5, 1976, Calexico, CA 

4. Evidence of US citizenship: Proof of citizenship requested. 

5. Description: Height 5\' 11W, weight 220 lbs; brown hair, 
brown eyes. 

6. Date of last contact: May 27, 2007. 

7. Place to be searched: All of Mexico 

8. Inquirer: Heather Woolbridge. 96 Del Aire Place, No. 132, 
Sierra Vista, AZ, 85635. 

9. Privacy Act Waiver: required 

10. Remarks: On Thursday, May 31 Ms. Woolbridge contacted Post 
to report her husband as missing. Ms. Woolbridge said her 
husband has a previous history of leaving their home and that on 
this occasion Mr. Gonzalez left their home in Arizona on 
Saturday May 26 without notification. She said Mr. Gonzalez was 
probably going to visit friends in Nogales, Mexico. Mr. 

Gonzalez is driving a black 1989 Mazda MPV van with California 
license plates. On May 27, a friend of Mr. Gonzalez\'s called 

Ms. Woolbridge to inform her that Mr. Gonzalez had been arrested 
in Nogales, Mexico after fighting with a local police officer. 

The friend told Ms. Woolbridge that Mr. Gonzalez was scheduled 
to be released after paying a $50 USD fine. On Monday, May 28 
Mr. Gonzalez spoke with Ms. Woolbridge via telephone and told 
her he was scheduled to be released the following day. After 

not hearing from him again, Ms. Woolbridge contacted Post and 
provided a photo of Mr. Gonzalez to assist in the search. Ms. 
Woolbridge could not provide the names or telephone numbers of 
any of Mr. Gonzalez\'s friends in Mexico. Post contacted local 
law enforcement and emergency services with negative results. 
The Nogales Police Department, specifically, did not have any 
records of his arrest. A local lookout was entered in the 

system. 
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STATE FOR WHA/CAR, ISN, EB, NEA, IO, VCI, P AND T 
TREASURY FOR TFI 


E.O. 12958: N/A 
TAGS: EFIN, AORC, ETRD, TRGY, KNNP, XL 
SUBJECT: DEMARCHE DELIVERED ON UNSCR 1747 


REF: STATE 73219 


1. Per reftel instructions, demarche was delivered by fax 
under cover of Diplomatic Notes (Antigua #0512, Barbados 
#0513, Dominica #0514, St. Kitts #0515, St. Lucia #0516, St. 
Vincent #0517) on June 1, 2007. The original Diplomatic 
Notes were also mailed on this date. 


2. Post will report any responses. 
OURISMAN 
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DEPT FOR WHA/CAR 

E.O. 12958: N/A 

TAGS: ECON, EFIN, XL 

SUBJECT: DEMARCHE DELIVERED ON NEW WORLD BANK PRESIDENT 
REF: STATE 73691 

1. Per reftel instructions, demarche was delivered by fax 

under cover of Diplomatic Notes (Antigua #0506, Barbados 

#0507, Dominica #0508, St. Kitts #0509, St. Lucia #0510, St. 


Vincent #0512) on June 1, 2007. The original Diplomatic 
Notes were also mailed on this date. 
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2. Post will report any responses. 
OURISMAN 
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SENSITIVE 
SIPDIS 


TREASURY FOR CLAY LOWERY, NANCY LEE, AJEWEL, WBLOCK, LTRAN 
NSC FOR JOSE CARDENAS, ROD HUNTER 

PASS FED BOARD OF GOVERNORS FOR RANDALL KROSZNER, PATRICE 
ROBITAILLE 

PASS EXIM BANK FOR MICHELE WILKINS 

PASS OPIC FOR JOHN SIMON, GEORGE SCHULTZ, RUTH ANN NICASTRI 
USDOC FOR 4322/ITA/MAC/OLAC/PEACHER 


E.O. 12958: N/A 

TAGS: EFIN, ECON, EINV, AR 

SUBJECT: ARGENTINA ECONOMIC AND FINANCIAL REVIEW, MAY 21 - 
31, 2007 


1. (U) Provided below is Embassy Buenos Aires\' Economic and 
Financial Review covering the period May 21 - 31, 2007. The 
unclassified email version of this report includes tables and 
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SIPDIS 

charts tracking Argentine economic developments. Contact 
Econoff Chris Landberg at landbergca@state.gov to be included 
on the email distribution list. This document is sensitive 

but unclassified. It should not be disseminated outside of 

USG channels or in any public forum without the written 
concurrence of the originator. It should not be posted on 

the internet. 


-- Energy Shortages Bite 

-- Central Bank reserves top $40 billion 

-- Counter Terrorism Finance bill clears Senate Committees 
-- ICSID rules against Argentina for $106.2 million 

-- Unemployment continues to fall 


2. (SBU) This week Argentine natural gas distributors cut the 
supply to some industries and wholesale users as household 
heating demand rose sharply due to extremely cold weather. 
On May 28, exports to Chile were temporarily cut off. With a 
large share of Argentina\'s non-hydro electricity generating 
capacity fired by natural gas, electricity supplies to large 
customers have also been rationed and some urban centers, 
including Buenos Aires, have experienced short rolling 
blackouts over the past week. Local media highlighted 
protests by Buenos Aires taxi drivers unable to find adequate 
compressed natural gas to fuel their vehicles. 


3. (SBU) Cristian Folgar, Undersecretary of Energy for Fuels, 

said May 29 that domestic energy demand would be met: \"We\'re 
calm YY Folgar said. \"Our two systems of gas and electricity 

are functioning at full capacity and this will be sufficient 

to meet the demand we have...we are prioritizing residences, 
compressed natural gas (for vehicles) and some industrial 

uses.\" 


4. (SBU) Argentina\'s austral winter is just starting, and so 
more energy cuts in coming weeks and months are possible. 
While some analysts see current energy shortages threatening 
more than four years of economic growth of over 8.5% per 
year, embassy industry contacts, argue that current cuts will 
not dampen economic activity significantly; many industrial 
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users are implementing contingency plans to switch from gas 
to more expensive and less environmentally friendly fuel oil 
and diesel to operate their plants. 


5. (SBU) Argentina has experienced an energy crunch since the 
economy rebounded from deep crisis in 2001-02, with tariff 
caps and price controls simultaneously boosting demand and 
dampening investment. In 2004, the GoA began limiting 

natural gas exports to Chile (in violation of its contract), 

began importing natural gas from Bolivia, and initiated low 

key energy rationing. 


6. (SBU) Argentina\'s Central Bank (BCRA) reserves exceeded 
$40 billion on May 21, the highest level in the country\'s 
history. The previous high, pre-crisis, was $37.4 billion in 
January 2001. These record levels are the result of the 
BCRA\'s official but not quite public policy of maintaining an 
undervalued currency. It does this by buying up foreign 
exchange to avoid peso appreciation, and then engaging in 
sterilization operations to avoid a monetary impact. The 
BCRA has been buying over $100 million per day for the last 
three weeks, injecting over 300 million pesos per day into 

the economy that it must then absorb by issuing short term 
debt (mainly Lebacs and Nobacs, or Letters of the central 
bank and Notes of the central bank). The BCRA\'s total peso 
debt is currently about $18 billion. 


7. (SBU) The BCRA argues that reserve accumulation is an 
insurance against exogenously imposed crisis, and BCRA 
President Redrado does not openly recognize that the BCRA\'s 
goal is to prevent peso appreciation. However, local media 

and analysts treat it is an open secret that the BCRA is 

pursuing this policy at President Kirchner\'s behest. Redrado 
has stated that the BCRA will maintain this policy as long as 

the BCRA\'s balance does not show a deficit (known as a \"quasi 
fiscal deficit\"). However, the job of maintaining an 

undervalued peso is getting tougher with the huge inflow of 
foreign currency from exports and increasing foreign 

investment in financial assets and property, and the BCRA is 
struggling to absorb the inflow to maintain the quasi-fixed 
nominal exchange rate of about 3.08 pesos/USD. The BCRA has 
bought $8 billion since the beginning of 2007 and $1.3 

billion in the first three weeks of May. Private analysts 
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estimate that the BCRA will purchase $16.5 billion in 2007, 
or $2.5 billion more than in 2006. Meanwhile, the BCRA has 
sterilized 15.2 billion pesos so far this year, almost 50% 
more than during the same period last year. 


Counter Terrorism Finance bill clears Senate Committees 

8. (SBU) Argentine Senator Vilma Ibarra, Chair of the Justice 
and Penal Issues Committee in the Senate, chaired a joint 
meeting of her Committee, the International Security and 
Narcotrafficking Committee, and the National Economy and 
Investment Committee on May 22 to debate the draft counter 
terrorism and counter terrorism finance (CTF) bill, which 
President Kirchner sent to the Senate on December 20, 2006. 
The three Committees approved the bill and will pass it for 
full Senate hearing on/about June 6, where most analysts 
expect it will pass with ease. 


9. (SBU) Local media report that even if the Senate approves 
the bill within the next two weeks, this will not give the 
Chamber of Deputies sufficient time to approve it before the 
late-June plenary of the Financial Action Task Force (FATF). 
FATF, of which Argentina is a member, has given the GoA until 
the next plenary to get full Congressional approval of the 
draft law, or else face possible sanctions. (Note: almost 

all FATF member countries have legislation criminalizing the 
financing of terrorism. Other than Argentina, the exceptions 
are Turkey and Mexico, which are in the process of finalizing 
their laws, and Brazil, which has an older law that the GoB 
argues can be used to penalize the terrorism financing. End 


Note) 


10. (SBU) Senator Ibarra and other Senators present from 
President Kirchner\'s coalition expressed strong support for 

the bill and emphasized the importance of complying with FATF 
recommendations and avoiding sanctions, which they noted 
could have a severely negative impact on Argentine companies, 
financial institutions, and economy in general. 


11. (SBU) The GoA\'s National CTF Coordinator and a 
representative from the Attorney General\'s office 
participated as observers in the meeting, as did a 
representative of the human rights NGO \"CELS\" (Centro de 
Estudios Legales y Sociales). The CELS representative 
criticized the bill, arguing that it did not respect 
international humanitarian laws, and also alleging that it 
could be used to target other activities, such as social 
protest, as \"acts of terror.\" However, the GoA 
representatives clarified that the bill carefully defined 
\"acts of terror\" to avoid ambiguity. They noted the draft 
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corresponded closely to UN Resolutions on money laundering 
and counter terrorism finance, all of which Argentina has 
signed and ratified. 


ICSID rules against Argentina for $106.2 million 

12. (SBU) On May 22, the International Center for the 
Settlement of Investment Disputes (ICSID), an independent 
tribunal associated with the World Bank, ruled against 
Argentina in a case filed by Enron Corporation and Ponderosa 
Assets, L.P., former shareholders of Transportadora de Gas 
del Sur (TGS - a natural gas pipeline company). The ruling 
was for $106.2 million in damages vs. Enron\'s claimed losses 
totaling between $453 and $582 million since 2001 due to the 
government\'s freeze in gas tariffs. In addition to the 
compensation award, the ICSID arbitral panel ruled that the 
GoA must pay interest of Libor plus 2%, retroactive to 
January 2002, for an estimated total of approximately $165 
million. (Note: Enron sold its 15.2% of its shares of TGS to 
DW Shaw investment fund.) There are 31 other ICSID claims 
pending against Argentina, totaling $18 billion in damages. 
The bulk of these claims stem from the GoA\'s unwillingness to 
allow utility companies to raise tariffs to compensate for 

the post-crisis devaluation of the peso. 


13. (SBU) The official GoA unemployment rate, which treats 
unemployed beneficiaries of GoA \"labor plans\" as employed, 
fell from 11.4% in Q1 of 2006 to 9.8% in Q1 2007. The actual 
rate, which counts labor plan beneficiaries as unemployed, 
fell even more in percentage terms, from 14.1% to 11.1%. 
President Kirchner said on May 30 that the 9.8% rate of Q 1 
2007 fell to 8.3% in April, although the official release 

will only take place on June 6. These figures indicate that 
unemployment, whatever the measurement, is still decreasing 
following its peak in 2002 of 21.5% (or 26% including labor 
plan beneficiaries). Also, the number of people who receive 
unemployment subsidies (\"labor plans\") is lower than a year 
ago, both in absolute value and as a percentage of the labor 
force. 


14. (SBU) A local consulting company -- Macrovision -- doubts 
this reduction in unemployment will significantly contribute 

to potential GDP growth, since a good part of the previous 
unemployed are informal workers ill-prepared to take up jobs 
in an expanding formal sector without investment in training 
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and education. Macrovision calls it unlikely that the rate 

of unemployment will quickly converge to Argentina\'s 

historical natural rate of 6%. Even if it does, the marginal 
productivity of labor will not be high. SEL Consultants, 

which focuses on social issues in Argentina, estimates that 

the current natural rate of unemployment in Argentina is 

closer to 9%, much higher than the average 5% unemployment 
rate for the 1974 - 1992 period. SEL points out that 
unemployment affects the informal sector primarily, where 
government labor policy interventions are not effective. 

SEL\'s classification of the unemployed, based on the economic 
sectors from which they were expelled, shows that most of 
them are increasingly coming from the informal sector. 
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E.O. 12958: DECL: 05/30/2027 

TAGS: EFIN, ECON, EINV, AR 

SUBJECT: ARGENTINE CENTRAL BANK PRESIDENT TELLS FED GOV 
KROSZNER THAT COORDINATED POLICIES NEEDED TO REDUCE 
INFLATION AND ENSURE A SOFT LANDING 


REF: A. BUENOS AIRES 1080 
B. BUENOS AIRES 1008 
C. BUENOS AIRES 801 


Classified By: Charge d\'Affaires Michael Matera for Reasons 1.4 (b,d) 


Summary 

1. (C) Argentine Central Bank President Redrado assured Fed 
Governor Kroszner and Ambassador that the GoA would make it 
through October elections without a sharp increase in 

inflation. However, he said post-election adjustments were 
needed to bring the inflation rate down and ensure a soft 

landing for the economy. This would require the GoA and BCRA 
to coordinate wage, monetary, fiscal, and exchange rate 
policies, which is not currently the case. In public 

statements during Kroszner\'s visit to Argentina, Redrado 
attributed high growth rates in Latin America to ample 
international liquidity and improved terms of trade, but also 
argued that prudent monetary and fiscal policies and lower 

debt levels ensured that Argentina and other LatAm countries 
were less vulnerable to external shocks. End Summary. 


GoA And Central Bank Must Unite To Fight Inflation 

2. (C) In private discussions with Federal Reserve Bank 
Governor Randall Kroszner and Ambassador, during Kroszner\'s 
May 15-16 visit to Argentina (see refs A, B), Central Bank 
President Martin Redrado acknowledged that the GoA\'s price 
control policies were losing their effectiveness and 

controlling inflation was Argentina\'s primary economic policy 
challenge going forward. He argued the GoA must use all its 
policy tools to attack it following the October 2007 

Presidential elections, but disagreed when Kroszner 
speculated on the possibility that inflation might get out of 
control prior to the elections. 


3. (C) Redrado attributed inflationary pressures to various 
factors, but mostly exempted the BCRA\'s policies from 
culpability. He said wage increases in 2007 had been higher 
than he had hoped for, with average increases of about 16.5%, 
increasing to an all-in 21-22% including the cost of benefit 
packages. Also, higher GoA expenditures to fund 
infrastructure development and subsidies to key 
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constituencies had resulted in a two point reduction in the 

2006 consolidated primary surplus, compared to 2004. He said 
this meant that the GoA was pumping an additional seven 
billion pesos (roughly $2.3 billion) per year into the 

economy. 


4. (C) Redrado argued that the combination of higher wages 
and expenditures (i.e., public sector consumption) was 
pumping up aggregate demand, overheating the economy, and 
resulting in inflationary pressures. However, he also argued 
that Argentina was importing inflation in the form of high 
world prices for commodities, which contributed to higher 
local prices, particularly for the food products that 

Argentina both consumes and exports. He also blamed the 
delayed pass through of the 2002 devaluation for rising 
inflationary expectations. Prices for services -- mainly 
utilities -- were mostly frozen since the 2001/2002 financial 
crisis and only started to adjust in 2005. Redrado said this 
transition was ongoing and would continue to impact inflation 
measurements. 


5. (C) Redrado estimated 2007 real GDP growth of 7.7 - 8%, 


and argued that it was time for the GoA and BCRA to 
coordinate efforts to slow the growth of aggregate demand. 

He argued that the BCRA was raising some interest rates and 
was maintaining growth of the monetary base below the growth 
rate of nominal GDP. However, he argued that the BCRA could 
not do the job alone, and that better coordination of fiscal, 
wage, and monetary policy was required to manage the impact 
of aggregate demand, commodity prices, and service prices, 
and allow a soft landing for the economy over the next few 
years. 


6. (C) Redrado acknowledged that the BCRA must also gradually 
move away from its policy of maintaining an undervalued (or 
\"competitive\") currency in order to bring down inflation. 

The BCRA would eventually move to a more fully floating 
exchange rate regime, but this required sequencing of 
reforms, a stronger financial system, and a return to fiscal 
virtue in 2008. He noted that Chile had taken years to go 
through this same process and had also received strong 
support from the Chilean Treasury, in the form of FX 
purchases. He said the same was needed in Argentina, and 
argued that the GoA should begin using up to one point of the 
primary fiscal surplus (one percent of GDP, or about $2.5 
billion in 2007) to buy dollars during the first 100 days 
following the October election. 


7. (C) Redrado said he had recently been discussing options 
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with Economic Minister Miceli for ways to build out the peso 
yield curve, to make for more effective interest rate 

signaling to markets. However, the Economic Ministry has 
exclusively issued dollar-denominated bonds over the last few 
years, and Redrado claimed that Miceli was balking at issuing 
five-year or longer maturity bonds in pesos. He alleged that 
Miceli was worried investors would demand a high yield, which 
would expose her to criticism from within the government. To 
provide cover (and encourage her to commit to a longer-term 
issuance), the BCRA issued for the first time a four-year 

note on May 22. (Comment: The resulting yield of just under 
10% was at the low end of market expectations, which Economic 
Ministry officials likely found encouraging. End Comment) 


LatAm Less Vulnerable To External Shock 

8. (SBU) In public statements during Fed Governor Kroszner\'s 
visit, Redrado acknowledged that ample international 

liquidity and improved terms of trade had contributed to 

strong growth in Argentina and the rest of Latin America. 
However, he also attributed it to solid policies, including 

fiscal surpluses, reduced debt levels, export orientation, 
prudent and consistent monetary policies, more flexible 
exchange rates, and stronger financial systems operating in 
domestic currencies. 


9. (SBU) Overall, in contrast to past decades, most countries 
in the region were implementing solid macroeconomic policies. 
These policies, in conjunction with strong accumulation of 
official reserves, resulted in lower vulnerability to 

external shocks. While recognizing that international 

markets were more cautious about investing in Latin America, 
due to past turbulence, Redrado argued that the recently 
improved solvency and predictability in Latin American 
markets was attracting investment. (Note: Separately, 
Redrado admitted to Ambassador and Governor Kroszner that the 
investment rate in Argentina, albeit much improved -- at 22% 
of GDP up from 12.9% of GDP in 2002 -- was still well below 
the 25% rate necessary to maintain annual real growth in the 


6% range. End Note) 


10. (SBU) Redrado highlighted that the commodity boom had 
impacted Latin American countries differently. He noted that 
petroleum and mineral prices had tripled since 2003, but 
agricultural commodity prices were only about 30% above the 
highs in the 1990s. Given that about half of Argentina\'s 
exports are related to agriculture (compared to about 12% for 
petroleum product exports and roughly 4% for mineral 
exports), the country has not benefited as much relative to 
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others from the commodity price boom. However, Redrado also 
noted that this also meant that Argentina was less exposed to 

a fall in commodity prices. Furthermore, since only 9% of 
Argentina\'s exports go to the U.S. (in comparison to 40% of 
Mexico\'s and 80% of Venezuela\'s), he noted that Argentina was 
less exposed to a slowdown in the U.S. economy. 


11. (C) Possibly in an attempt to highlight to GoA officials 

the need for tighter fiscal policy, Redrado made a pitch for 
using the boom periods to implement counter-cyclical 

policies. Latin America was still highly exposed to either a 
slowdown in the U.S. economy or falling commodity prices, or 
both. While maintaining high reserves was a prudent, 
counter-cyclical policy, he commented that equally important 
was the maintenance of large fiscal surpluses. (Comment: In 
an aside with Ambassador and Governor Kroszner, Redrado noted 
that the Economy Ministry\'s recent announcement of a $7 
billion \"counter-cyclical\" fund was an exaggeration. GoA 
officials leaked the story only because they were aware that 
other countries in the region had such a fund. The reality 

was, according to Redrado, that GoA Ministries accumulated at 
any one time up to 26 billion pesos (over $8 billion) in 

accounts at government-owned Banco La Nacion, but no plan 
existed to coordinate the use of these funds. End Comment) 


Comment 

12. (C) While Redrado is correct to point out the 

expansionary impact of current GoA fiscal and wage policies, 
the BCRA\'s own policies also contribute to inflation 

concerns. The cornerstone of GoA economic policy is its 
so-called \"competitive\" currency, which the BCRA maintains by 
buying up FX inflows. In effect, the BCRA is maintaining a 
fixed nominal exchange rate, albeit significantly 

undervalued, which restricts the use of monetary policy to 

fight inflation. Since the BCRA sterilizes only about 70% of 

its FX purchases, BCRA monetary policy has actually been 
accommodative if not expansionary for several years, with net 
negative real interest rates (until just recently) 

stimulating demand and deterring savings. Because this 
exchange rate policy is mandated by President Kirchner, 
Redrado has been limited to making only minor adjustments to 
brake monetary growth, i.e., by announcing minor increases to 
repo rates and reserve requirements, and easing controls on 
capital outflows. 


13. (C) Redrado has argued in the past (Ref C) that the 
relatively small size of Argentina\'s financial system (at 

only 11% of GDP) limits the effectiveness of monetary policy 
tools in fighting inflation. Many local analysts -- 

including the Central Bank\'s outgoing Chief Economist -- 
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disagree, and argue that the BCRA could at least pursue 
policies that are not accommodative. However, these analysts 
tend to agree with Redrado that restraining current 

pro-cyclical fiscal policy would have more impact on slowing 
aggregate demand. Redrado\'s increasingly frequent public 


hints that fiscal policy needs tightening, along with his 
efforts to get Miceli to issue longer-term bonds (at higher 
rates), may be a signal of his frustration at GoA inaction. 


14. (C) Many of Post\'s local contacts agree with Redrado that 
the GoA and BCRA must adjust their policies post-election. 
However, there also seems to be a consensus that the GoA is 
wedded to an \"if it \"ain\'t broke, don\'t fix it\" mentality 

that make significant policy changes unlikely anytime soon. 
End Comment 


15. (U) Federal Reserve Governor Randall Kroszner did not 
clear this cable. 
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E.O. 12958: DECL: TEN YEARS 

TAGS: PGOV, PREL, EC 

SUBJECT: CONGRESS CREATES A COURT OF CONVENIENCE 
REF: A. QUITO 554 


B. QUITO 1182 


Column 3 
Classified By: PolOff Erik Martini for reasons 1.4 (b&d). 


1. (C) Summary: Congress produced a politicized 
Constitutional Court to replace the politicized Court it 

recently voted out of existence. Deals and trades have 
produced a Court that will probably be pro-Correa, removing a 
potential vehicle for opposition maneuvering, but otherwise 
not likely to be highly active or significant in the few 

months remaining before the constituent assembly. End 
Summary. 


Congress Votes Away 


2. (U) Congress has done little since the March crisis (Ref 
A), but it has \"voted\" out of existence by simple majority 

the Constitutional Court (TC) and, on June 1, approved a new 
one. The Congress voted to eject the nine justices on April 
24 when the Court ruled that the 57 Congressional Deputies 
ousted by the Supreme Electoral Tribunal in March should 
regain their seats. The new court will be composed of nine 
members, chosen in the corporatist manner specified in the 
Constitution: Nina Pacari and Manuel Viteri chosen by 
Congress itself; Patricio Pazmino and Roberto Brunis by the 
executive; Edgar Zarate and Alfonso Elian Luz by the Supreme 
Court; Patricio Herrera by mayors and prefects; Ruth Seni by 
civil society chambers; and, Hernando Morales by unions. 


Politics As Usual Produce Another Politicized Court 


3. (U) Political maneuvering in Congress produced the new 
TC. The new pro-government majority, led by the bloc of 
National Dignity (members replacing the ejected 57), 
negotiated the deal with the Social Christians (PSC), who 
provided the five swing votes to approve the process by 
majority. (Note: Most interesting in coming days will be the 
rumors with respect to what the PSC gained by supporting this 
move.) Expected to become President of the TC is Nina 
Pacari, the former foreign minister under Lucio Gutierrez 
(during his government\'s short-lived alliance with the 
Pachakutik indigenous party), now serving as political 

adviser for Pachakutik Deputy Ramses Torres. Edgar Zarate, 
Alfonso Luz, and Hernando Morales are affiliated with the 
radical leftist Democratic Popular Movement (MPD); Morales is 
currently the legal adviser for the MDP party. Manuel 

Viteri, the only re-elected TC justice, is openly affiliated 

with Abdala Bucaram\'s PRE party, as is Edgar Herrera. 
Although designated the civil society chamber\'s candidate, 
Ruth Seni was proposed and ushered through the process by 
Congress President Cevallos (PRIAN), as the chambers failed 
to submit candidates. The Democratic Left (ID) party didn\'t 
get its nominee selected, some say because it proposed to 
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bring Economy Minister Ricardo Patino to trial over tne bond 
market manipulation scandal (Ref B). 


Comment 


4. (C) Pacari, the three MPD members and the two members 
chosen by Correa probably give the government a comfortable 
majority on the new TC. While Correa has criticized the 
politicization of the Ecuadorian judiciary, this result 

should suit his purposes by creating a court likely to be 
compliant to his agenda. Pacari has the requisite 
qualifications to serve as President. She is a lawyer, 

former member of Congress and delegate to Ecuador\'s last 
constituent assembly in 1998. In her dealings with the 
Embassy as Foreign Minister she was pragmatic and competent, 
although a visa scandal involving her sister uncovered by the 
Embassy\'s consular section somewhat tarnished her image. 
(Note: Pacari herself was not involved). Even with a good 
President, however, the murky world of Ecuadorian 
constitutional law will not likely gain any clarity, reason, 

or authority, especially when all eyes are forward to the 
Constituent Assembly. 

JEWELL 
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Classified By: AMBASSADOR ZALMAY KHALILZAD FOR REASONS 1.4 (B,D) 
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1. (C) Ambassador Khalilzad convened a June 1 meeting of the 
Security Council Permanent Three Members to deliver ref A 
points. Participating in the meeting were UK Permanent 
Representative (PR) Emyr Jones Parry, UN Counsellor Paul 
Johnston, French Charge Jean-Marie Lacroix, French Counsellor 
Nicolas de Riviere, French Poloff Clement LeClerc, USUN 
Deputy PolCouns and Poloff. 


NEED NEW RESOLUTION AS A PRACTICAL MATTER... 
2.(C) Ambassador Khalilzad presented to P3 counterparts the 
importance of proceeding under the authority of UNSCR 1706 
(2006) to mandate the United Nations (UN) - African Union 

(AU) hybrid operation in Darfur. Consistent with previous 
discussions, neither UK PermRep Jones Parry nor French Charge 
Lacroix saw any way for the Council to authorize the hybrid 
based solely on 1706. Jones Parry commented that to do so 
could hurt the Council, since 1706 never received Sudanese 
consent, as indicated in OP1 of that resolution, and was 
accordingly never implemented (NOTE: Jones Parry and Lacroix 
made absolutely clear that the UK and France read OP1 of 1706 
as requiring, vice inviting, Khartoum\'s consent to any UN 
peacekeeping operation as a practical if not legal matter. 

END NOTE). To link the hybrid to such an un-implementable 
text \"would not get us anywhere,\" Jones Parry declared. UK 
Counsellor Johnston noted that de-linking the two resolutions 
could also help secure Sudanese consent, since Khartoum had 
objected to several provisions of 1706, including OP8(j) and 

(k) on restructuring the police service and promoting rule of 

law. 


3. (C) French Charge Lacroix agreed, adding that 1706 had 
been adopted \"in a completely different context.\" He 
expressed hope that if Sudanese consent were secured for a 
new hybrid resolution, the text could potentially be adopted 
by consensus, signaling Ya new page\" in the Council's 
dealings on Darfur. Department of Peacekeeping Operations 
(DPKO) Africa Director Titov said as much to Deputy PolCouns 
on May 29 when he advised that \"if you want to \rough up 
Khartoum,\' go with 1706; however, if you want to try to start 
a new, cooperative chapter, go with a new resolution using 
the language of the UN-AU report.\" 


... ALSO FOR FINANCIAL REALITIES 

4. (C) In addition to the political rationale behind seeking 

a new resolution on the hybrid, Jones Parry argued there were 
financial reasons as well. A new resolution would be 
necessary to avoid ambiguities in approaching the Fifth 
Committee for funding. DPKO Africa Director Titov confirmed 
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this logic to Deputy PolCouns on May 29, explaining that the 
UN Comptroller needed \"explicit text\" to implement the Addis 
Ababa Agreements, beyond the scope of a letter from the 
Security Council President to the Secretary-General (SYG), as 
was done to finance the Heavy Support Package (HSP), or a 
Presidential Statement. DPKO noted it had been hard enough 
to get the UN Comptroller to move on the HSP with only a 
letter, let alone on a package exceeding a billion dollars 

per year. 


UN-AU AGREEMENT ON REPORT STILL OUTSTANDING 

5. (C) Ambassador Khalilzad stressed that effective 

protection of civilians, as demanded by 1706, was essential, 

a point with which both the UK and France heartily agreed. 

Jones Parry said that if the hybrid report, stillQnder 

negotiation between the UN and the AU, were insufficient in 

this regard, \"then we\'ll send it back to them." DPKO 
Under-SYG Guehenno needed P3 support to come to an agreement 
with AU Commission Chairman Konare, according to Jones Parry. 
According to UKUN, SYG Ban had threatened to forgo agreement 
with Konare on the hybrid report if it meant backing down on 
specific provisions, presumably those dealing with command 

and control. To avoid a UN-AU split on their joint 

peacekeeping venture, all P3 members agreed to encourage 
quietly both Ban and Konare to agree the report as soon as 
possible. Otherwise, Ambassador Khalilzad warned, the 

planned June 5-6 consultative briefings with the Sudanese 
Government on the text would not take place and the whole 
process would be delayed (NOTE: In subsequent Security 
Council consultations, SYG Ban announced that the AU had 
reverted with changes to the hybrid report as submitted to 

the Council per ref B. We will report on these changes 
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septel. END NOTE). 
KHALILZAD 
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FOR DEPT OF LABOR FOR JRICHARDS; OES/ENV, RKASTEMBERG; 
USAID/LAC/RSD, JGARRISON; USTR ENVIRONMENT AND NATURAL RESOURCES, 
MARAM. BURR; WHA/EPSC, JUN BANDO 


E.O. 12958: N/A 

TAGS: EAID, ELAB, ETRD, SENV, ES 

SUBJECT: Post reply to request for information on other donor 
assistance for environmental trade capacity building (TCB)in 
CAFTA-DR countries. 


REF: STATE 054169 


1. Summary: This cable provides information on non-USG TCB 

related environmental funded projects in the CAFTA-DR region and how 
these relate to environmental themes. Information was received from 

the Central American Commission for Environment and Developments and 
includes ongoing projects. Regional Environmental Cooperation 

officially endorsed by the region\'s governments are carried out 

under the umbrella of CCAD using several different modalities 

described below. 


2. Projects managed by CCAD directly. These projects are conducted 
and administered by CCAD: 


AECI/Araucaria Program 

Spain 

1,660,000 Euros 

2005-2008. 3 years. This project works in regional protected areas 
management, solid waste management, sustainable tourism, forestry 
and carbon fixation, technology transfer, and institutional capacity 
building. This project has synergies with USAID\'s regional 
watershed program, as well as the clean production activities 
managed through CCAD. Contact: magonzalez@sica.int. 


COSUDE 

Switzerland 

$933,333 

2003-2007. 4 years. Institutional strengthening to improve the 
region\'s capacity to provide training in environmental policy and 
management, in order to increase the countries ability to 

efficiently and effectively enforce environmental legislation. This 
project has direct synergy with activities being conducted with 2006 
CAFTA bilateral funding and USEPA. Contact: rrodriguez@sica.int. 


DANIDA 

Denmark 

$793,359 

2007-2011. 5 years. Strengthen CCAD\'s capacity to implement the 
Regional Environment Plan for Central America (PARCA). The program 
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will develop regional environmental policy instruments for pollution 
control and prevention and natural resource management. Contact: 
magonzalez@sica.int. 


IDB/GTZ 

Germany 

$650,000 

2007-2010. 4 years. Establish the Regional node for PROMEBIO and 
ensure the sustainability of both the regional and country nodes. 
Contact: dlopez@sgsica.int. 


OAPN 

Spain 

250,000 Euros 

2007-2008. 2 years. Support for conservation efforts in the Gulf 

of Fonseca. Equipment for conservation actions in the Mesoamerican 
Biological Corridor. Contact: diopez@sgsica.int. 


3. Projects managed by CCAD but with Funds controlled by other 
entities. These projects are managed by CCAD but administrative 
controls are handled by another entity: 


Ministry of Foreign Relations 

Finland 

3,000,000 Euros 

2006-2009. 4 years. Central American Alliance for Energy and 
Environment (second phase). Promote the use of renewable energy 
sources and clean production technologies in Central America. 
Increase rural poor access to energy. This project has a direct 
synergy with regional clean production activities being funded with 
FYO6 CAFTA-DR money in CCAD. Contact: ogarcia@sica.int. 


Austrian Cooperation 

Austria 

$1,800,000 

2007-2009. 3 years. Central American Alliance for Energy and 
Environment (second phase). Promote the use of renewable energy 
sources and clean production technologies in Central America. 
Increase rural poor access to energy. Contact: ogarcia@sica. int. 


World Bank 

$200,000 

2007-2008. 2 years. Support the development of private sector 

clean development mechanisms in Honduras, Guatemala and El Salvador. 
Contact: msalaverria@sica. int. 


4. Projects conducted in collaboration with other organizations. 
These projects are conducted in partnership between CCAD and other 
organizations: 
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ASDI 

Switzerland 

(IUCN) 

$1,625,889 

2005-2008. 3 years. Environmental Impact Assessment and Strategic 
Environmental Impact Assessment. Phase Il. Governments, local 
governments, civil society and users use harmonized environmental 
impact assessment systems in an efficient and effective manner. 
Contact: magonzalez@sica.int. This project is coordinating with 

EPA and CCAD bilateral EA activities in El Salvador, Nicaragua and 
Guatemala to ensure resources are maximized. A coordination meeting 
is scheduled in Costa Rica in May. 


GEF/IDB 

Norway (COCATRAM) 

$11,100,000 

2006-2011. 6 years. Improve pollution prevention and control from 
maritime transport in the principal ports, navigation routes and 
coastal and marine areas adjacent to the Gulf of Honduras. Contact: 
magonzalez@sica.int and geinfrae@cacatram.org.no. 


GEF/World Bank 

$12,000,000 

2006-2012. 7 years. Improve national and bi-national management of 
the Heart of the Mesoamerican Biological Corridor, respecting 
traditional and ancestral rights of indigenous inhabitants. 

Contact: TBD. 


PREVDA/EEC 

(CEPREDENAC, CRRH) 

20,000,000 Euros 

2006-2010. 4 years. Institutional strengthening to consolidate the 
political integration of risk management. This project has an 
established relationship with the ongoing NASA project. Contact: 
secretaria@cepredenac.org. 


SIPDIS 


5. Projects managed by other regional entities or global actors 
(endorsed by CCAD). These projects are conducted in the region by 
third parties with the endorsement of CCAD: 


AGACE/BMZ/PTB 

Germany 

2,000,000 Euros 

June 2005-June 2009. Technical assistance to accredit regional 
laboratories. This project has synergy with some EPA activities. 
CCAD has taken the lead in coordinating this. Contact: 
niels.ferdinand@neb.de. 
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IDB/World Bank and KFW 

$9,000,000 and 6,500,000 Euros 

2005-2010. Integrated Ecosystem Management for Indigenous 
Communities. Strengthen community natural and cultural resource 
management by recovering and promoting their cultural values and 
sustainable traditional land use practices. Contact: 
indigena@acicafoc.net. 


GLAZER 
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E.O. 12958: N/A 
TAGS: ENRG, SENV, KGHG, G8 
SUBJECT: CLIMATE CHANGE INITIATIVE: UNSYG\'S \"GREAT INTEREST\" 


REF: A. STATE 75287 
B. STATE 74417 


1. (U) This is an action request - please see para 3. 


2. (SBU) In a May 31 encounter, UN Secretary-General (SYG) 

Ban Ki-Moon expressed to PermRep his \"great interest\" in the 
President\'s climate change initiative (reftels), and his 

desire to ensure coordination between the U.S. and UN efforts. 


3. (SBU) Action Request: While USUN will share relevant 
background materials with the SYG, Mission requests immediate 
guidance in responding to the SYG\'s question regarding 
coordination between the U.S. and UN climate change 
initiatives. 


KHALILZAD 
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E.O. 12958: N/A 

TAGS: EFIN, KTFN, ECON, SNAR, PGOV, PE 

SUBJECT: PERUYS FINANCIAL INTEL UNIT MERGING WITH BANKING 
SUPERINTENDENCY 


1. (SBU) SUMMARY: On May 31, the Peruvian Congress passed a 
law moving Peru\'s Financial Intelligence Unit (FIU) into the 
Superintendency of Banking, Securities and Pension Funds 
(SBS). This law reverses the GOP\'s March 1 Supreme Decree 
which ordered the FIU\'s incorporation into the Ministry of 
Economy and Finance (MEF). The FIU and others successfully 
convinced the Congress that incorporation into the MEF would 
reduce the FIU\'s autonomy, necessary for carrying out its 
anti-money laundering mandate. Post had urged the GOP to 
maintain the FIU\'s independence regardless of where it would 
be placed. The SBS Superintendent told us May 22 that the 
FIU would function normally within the independent SBS, but 
that he would have the prerogative to replace and name the 
head of the FIU. Current FIU head Carlos Hamann will most 
likely be replaced, as he had actively resisted the merger. 

END SUMMARY. 


2.(U) On May 31, the Peruvian Congress passed a law moving 
Peru\'s Financial Intelligence Unit (FIU) into the 

Superintendency of Banking, Securities and Pension Funds 
(SBS). The FIU had been an autonomous entity -- with its 

own, separate offices -- loosely affiliated with the Ministry 

of Justice (although it had once been attached to the SBS). 

On March 1, as part of a broader effort to streamline 
government agencies through elimination and mergers, the GOP 
issued a Supreme Decree incorporating the FIU into the 

Ministry of Economy and Finance (MEF) as a General 
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Directorate. 


3. (U) The FIU and others criticized this move, claiming the 
FIU would lose the autonomy necessary to carry out its 
anti-money laundering activities. Post also raised the 
importance of maintaining the FIU\'s autonomy with 
congressional and executive branch officials. The FIU found 

a champion in the Decentralization Committee of the Peruvian 
Congress, which convinced the GOP to delay the merger pending 
congressional deliberations. The Committee presented the 
legislation that blocked the move to the MEF and instead 
incorporated the FIU into the independent SBS. The SBS 
Superintendent is named by the President and approved by the 
Congress. 


4. (SBU) Felipe Tam, named SBS Superintendent in late March, 
told us on May 22 that the FIU would retain its independence 
as part of the independent SBS. He said the merger would 
improve anti-money laundering efforts, as the SBS already 
played a key role through its access to bank information and 
review of suspicious transaction reports. With the merger, 

the Superintendent has the right to replace and name the head 
of the FIU. Tam gave us the impression that he would most 
likely replace current FIU head Carlos Hamann, but keep the 
FIU\'s technical staff. Hamann\'s relations with others in the 
GOP are strained due to his resistance of the merger. Tam 
also told us he will name the SBS\'s Silvia Wuan as his 
principal advisor and coordinator for FIU and money 
laundering issues. 


COMMENT 


5.(SBU) There are several pending money laundering cases 
involving large sums of money. The fact that the FIU would 
receive a percentage of these resources helped lead to calls 
for a merger, as some in the GOP felt increased oversight of 
the unit was necessary and others wanted a share of the 
funds. Merging the FIU with the SBS clearly makes more sense 
than putting the FIU within the MEF bureaucracy. It will be 
easier to maintain the FIU\'s autonomy within the SBS, and the 
merger of two entities key to Peru\'s anti-money laundering 
efforts could streamline anti-money laundering activities to 
some degree. However, the merger will not speed the 
prosecution of a long-standing cue of money laundering cases 
now in the hands of the Public Ministry. 

STRUBLE 


110623 
OO RUEHWEB 
DE RUEHC #5970 1522126 


Column 3 

ZNY SSSSS ZZH 

O R 012118Z JUN 07 

FM SECSTATE WASHDC 

TO RUEHMO/AMEMBASSY MOSCOW IMMEDIATE 0468 
INFO RUCNDT/USMISSION USUN NEW YORK 7502 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/01/2017 
TAGS: PARM, PREL, ETTC, RS 
SUBJECT: IDENTIFIER INFORMATION FOR GENERAL ZOLQADR 


Classified By: ISN PATRICIA MCNERNEY for reasons 1.4 (b),(c) and (d) 
1. (U) This is an action request. Please see para 4. 


2. (U) Background: In late March 2007, the GOR submitted 
a note verbale to the UNSC Iran Sanctions Committee -- 
established pursuant to Resolution 1737 -- reporting travel 

to Russia by General Zolqadr, who was designated pursuant to 
UN Security Council Resolution 1747. The visit covered the 
period of April 4-8, 2007. Additionally, the note provided 

the General\'s passport number: A 0022844. The Department is 
interested in gathering any further identifying information 

on Zolqadr, specifically his date of birth, to assist with 

U.S. implementation of the asset freeze imposed on General 
Zolgadr in UNSCR 1747. 


3. OBJECTIVES: Post should: 


-- Thank the GOR for submitting notification of General 
Zolqadr\'s travel to the UNSC Iran Sanctions Committee 
pursuant to UNSCR 1742. 


-- Ask GOR interlocutors if they have any further identifying 
information on General Zolqadr beyond his passport number 
(particularly his date of birth) and request that the GOR 
provide it to the committee as well. 


-- Express to the GOR that the sharing of such information 
will assist UN member states in implementing their obligation 
to implement the asset freeze imposed on General Zolgadr in 
UNSCR 1747. 


4. (S//NF) ACTION REQUEST: Department requests Post draw 
from paragraphs 2 and 3, as appropriate, to seek specific 
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identifying information from the GOR on General Zolgadr. We 
are specifically interested in his date of birth. Post is 
requested to report delivery ofthe demarche and any 
immediate reaction by June 8. 


5. (U) Department point of contact is Matthew Zartman, 
ISN/CPI, (202) 647-7588, zartmanml@state.sgov.gov. Please 
include SIPDIS in all responses. 


6. (U) Department thanks Post for its assistance. 
RICE 
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USAID FOR DCHA/OFDA TECHNICAL ASSISTANCE GROUP 


E.O. 12958: N/A 

TAGS: EAID, PHUM 

SUBJECT: MISSION CLEARANCE FOR USAID/OFDA PUBLIC HEALTH 
ADVISORS 


REF: STATE 75592 


1. USUN WELCOMES MS. CAROLINE ABLA, MS. HEATHER PAPOWITZ, 
AND MR. IAN MOISE, PUBLIC HEALTH ADVISORS IN USAID\'S OFFICE 

OF U.S. FOREIGN DISASTER ASSISTANCE (OFDA), TO NEW YORK ON 
JUNE 18-20 TO ATTEND UN-LED MEETINGS ON EMERGENCY NUTRITION, 
HEALTH, AND WATER/SANITATION. CLEARANCE IS ALSO GRANTED TO 
MS. PAPOWITZ TO PRESENT OFDA\'S HEALTH STRATEGY TO UNICEF\'S 
EMERGENCY OFFICE ON JUNE 22. 


2. TED MALY, USUN/ECOSOG, IS THE CONTROL OFFICER. MR. 
MALY\'S DESK PHONE IS 212-415-4398 AND HIS CELL PHONE NUMBER 
IS 917-385-8472. 

KHALILZAD 
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E.O. 12958: DECL: 06/01/2017 
TAGS: PHUM, KDEM, PGOV, SCUL, SOCI, VE 
SUBJECT: THE MARCH THAT WASN'T, MORE WEEKEND MARCHES PLANNED 


CARACAS 00001082 001.2 OF 003 


Classified By: POLITICAL COUNSELOR ROBERT DOWNES 
FOR REASON 1.4 (D) 


1. (C) Summary. For the sixth straight day, Caracas 

university students continued protesting the BRV closure of 
Radio Caracas Television (RCTV) on June 1. Their planned 
demonstration to the National Assembly was temporarily 
blocked by security forces and later postponed until June 5. 
Students marched to the Catholic Episcopal Conference where a 
small delegation of National Assembly deputies received their 
petition. As student protests continue, BRV officials accuse 
demonstrators of conspiring to foment civil unrest. 

Meanwhile, NGOs and the Church urged both sides to keep the 
peace. More pro-government and opposition marches are 
planned in Caracas over the weekend. End Summary. 


2. (SBU) Aside from a few, generally small, student-driven 
RCTV solidarity demonstrations, the streets of Caracas were 
relatively quiet May 31. Instead, student leaders from the 
various local universities called a press conference and mass 
student gathering at Simon Bolivar University. The students 
rejected government accusations of manipulation by political 
parties and emphasized they acted on their own behalf. The 
organizers also announced a collective march June 1, 
beginning in the pro-government neighborhood El Paraiso to 
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the National Assembly (NA). 


3. (SBU) Student leaders warned marches would continue until 
their five demands were met. Among them, that RCTV return to 
the airwaves; more balanced reporting and programming on 
TVes, the new state-run television network; that media 

outlets respect freedom of expression; that students arrested 
during the previous days be released; and that CONATEL renew 
the broadcasting license of 100 radio stations currently 

under review. The press conference received extensive and 
positive local press coverage. Student leaders, particularly 

Yon Goicochea of Catholic University (UCAB) and Stalin 
Gonzalez of Central University of Venezuela (UCV), were 
articulate and well-received by their fellow classmates. 


4. (SBU) Student organizers requested May 31 a permit to 
march to the NA, but it was subsequently denied. Freddy 
Bernal, mayor of Liberator municipality, justified his 

decision, saying students failed to provide the required 
24-hours advanced notice, duplicate copies of the request, 
and a map of the proposed route. According to Bernal, Stalin 
Gonzalez called the mayor\'s office late May 31 at which time 
the student organizer was told the march could not take 
place. In response, organizers announced students would 
march on city sidewalks and thus did not require a permit. 


5. (SBU) University students from UCAB encountered 
difficulties as they attempted to make their way to the 

agreed upon meeting point in El Paraiso June 1. UCAB 
students planned to march from their campus -about 30 minutes 
outside of Caracas- to El Paraiso, but were cordoned off by 
security forces. Instead, students were told a delegation of 
NA deputies would make their way to UCAB to receive their 
petition. Upon hearing word that UCAB students were 
prohibited from marching, Stalin Gonzalez and UCV students 
already assembled at the meeting point announced they would 
march to UCAB to show their support for the students. 


6. (SBU) Negotiations ensued and security forces allowed UCAB 
students to march to the Catholic Episcopal Conference\'s 
headquarters near the university campus. Participants 
expressed solidarity with student leader Nixon Moreno 

currently seeking asylum at the offices of the Nunciature. 
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7. (SBU) Ismael Garcia, NA Deputy and Secretary General of 
the small, pro-Chavez political party Podemos, as well as a 
handful of other NA members from Podemos and the United 
Socialist Party (PSUV) subsequently met with student leaders 
at the Episcopal Conference building near UCAB. Garcia said 
he had been in contact with students leaders and was willing 
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to meet with them to discuss their demands. Student leaders 
have agreed to postpone their march to the NA until June 5. 
(Note: Podemos has fallen out of favor with Chavez, following 
the party leadership\'s refusal to join Chavez\' (PSUV). 


8. (SBU) Before the march began, all-news cable network, 
Globovision, showed footage of chavista supporters on 
motorcycles congregating around El Paraiso waiting for the 
university student marchers to arrive. Security forces 
separated the two groups in order to avoid any incidents. 


9. (SBU) Opposition and chavista marches are planned 
throughout the weekend in Caracas. The National Resistance 
Movement (CNR) intended to march to the Ombudsman\'s office 
June 2 but was denied a permit. The demonstration is now 
scheduled for June 3. In an interesting move, the CNR evoked 
Article 350 of the constitution which \"rejects any regime 

which restricts democratic guarantees.\" Heeding President 
Chavez\' May 29 call to \"defend the revolution,\" 
pro-government demonstrators are expected to march June 2. 
In typical BRV fashion, a large crowd is expected with many 
participants being bussed into Caracas from across the 
country. 


10. (SBU) As in previous days, BRV officials continued to 
accuse protesters of fomenting violence and civil unrest. 


-- The Ombudsman, German Mundarain, warned the public that 
\"an insurrection\" is being planned Venezuela, referring to 

the ongoing student and opposition-led protests. He asked 
citizens to be wary of text messages and internet chat-rooms 
inviting people to partake in demonstrations. (Note: 
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Students have used a variety of innovative means to transmit 
messages about upcoming marches and disturbances, including 
text messaging and on-line forums such as Facebook.com). 


-- Foreign Minister Nicolas Maduro warned that tne BRV would 
respond in a \"forceful\" manner if the OAS discussed RCTV\'s 
closure in its June 3-5 General Assembly session in Panama 
City. \"We won\'t allow anyone to mess with us,\" Maduro told 
the local press June 1. 


-- In the same press conference, Maduro alleged student 
protesters were being manipulated by opposition political 
parties and the U.S. Embassy in Caracas to carry out 
destabilization plans (sic). 


11. (C) Civil society organizations resumed their call for 
restraint, while the Church asked for civil liberties to be 
protected. 


-- Forum for Life, a conglomerate of local human rights 
organizations, issued a June 1 press statement, asserting 
students\' right to protest, calling on demonstrators to 
refrain from using violence, and instructing parents of 
detained students to seek legal recourse. 


-- Zulia state Governor and former presidential candidate 
Manuel Rosales told the Ambassador June 1 he did not believe 
student protest would subside in the coming days. 


-- The Catholic Episcopal Conference issued a May 29 press 
statement in light of continuing widespread student protests 
and called all sides to keep the peace. The bishops also 
expressed concern over freedom of expression, the right to 
information, and human rights in Venezuela. 


12. Caracas-based university leaders continue to show their 
ability to organize and manage student-led demonstrations 
peacefully. Negotiations with security forces and 
communication among the different student groups helped 
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diffuse a potentially dangerous situation the afternoon of 
June 1. Itis unclear, however, how long students can 
maintain this momentum. 
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SUBJECT: BAN BRIEFS SECURITY COUNCIL ON BERLIN QUARTET 
MEETING 


1. Summary: In a private meeting with the Security Council 

held June 1, Secretary-General Ban Ki-Moon briefed on the May 
30 meeting of the Quartet Principals in Berlin, tracking 

closely issues covered in the May 30 Quartet Statement. He 
also mentioned the situation in Lebanon, expressing concern 
about the confrontation between the Palestinian militia Fatah 
al-Islam and the LAF, and reporting Prime Minister Siniora\'s 
gratitude for the adoption of UNSCR 1757 on the Special 
Tribunal. Ban responded to a French question about Quartet 
discussions of an international monitoring mechanism to 
support a Gaza ceasefire with a description of the dim 
prospects for introduction of an international force (sic). 

He reported that UNSCO Michael Williams would travel again to 
the region. Although the Secretary-General\'s statement 
implied Williams\' trip related to his duties as UNSCO, in 

fact Williams intends to travel o/a June 9 to consult on the 
upcoming UNSCR 1701 report (which imposed a cessation of 
hostilities between Hizballah and Israel following last 

summer\'s war). End Summary. 


2. On the situation in Gaza, Ban noted that the Quartet had 
called for an end to Palestinian factional violence and urged 
all to act in support of Abu Mazen\'s call for a National 

Unity Government and for a ceasefire. Ban said, 
parenthetically, that his Special Middle East Coordinator 
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Michael Williams had advised him that the UN could not 
operate effectively in the territories without an end to the 
violence. Ban also reported that the Quartet had called for 

an end to Qassam rocket attacks into southern Israel, and for 
the release of Israeli Corporal Gilad Shalit. Atthe same 

time, the Quartet had called for the release of Palestinian 
legislators and ministers, urged Israeli restraint, noted the 

dire economic circumstances of the Palestinian people, urged 
progress on movement and access issues, noted that the 
Temporary International Mechanism (TIM) had been extended for 
three months, and urged Israel to consider the resumption of 
the transfer of tax revenues to the Palestinian Authority. 

Ban then referred to June 1 press reports that suggested some 
tax revenues might be forthcoming. He also mentioned that he 
had been pleased to see that \"proof of life\" had been 
provided for captured BBC correspondent Alan Johnston. 


3. Ban said that there were helpful bilateral and regional 
tracks in progress: planned meetings between Prime Minister 
Olmert and President Abbas, meetings on the margins of 
Quartet meetings with Arab countries and the parties, and the 
next meeting ofthe Quartet atthe end of June. He said that 
the Quartet saw the Arab Peace Initiative as a welcome 
political horizon that would complement the work of the 
Quartet. 


4. Ban touched briefly on Lebanon, noting that a full-fledged 
offensive seemed to be occurring at the Nahr El-Bared refugee 
camp. He said he had spoken to Prime Minister Siniora and 
offered his full support. Siniora in turn had expressed his 
appreciation for the Security Council\'s adoption of UNSCR 
1757 on the Special Tribunal. Ban promised to consult 

closely with the Security Council and the government of 
Lebanon on the implementation of UNSCR 1757. 


Security Council Members React 


5. Most Security Council delegations limited their comments 
to thanking the Secretary-General for providing the briefing 
and reiterating their support for Quartet positions. Qatar, 
South Africa and Indonesia, however, criticized the Quartet 
May 30 statement and Quartet positions. While deploring 
Palestinian factional violence, Qatar stated that the root 
cause of the conflict is the continuing Israeli occupation of 
Palestinian territories and called on the Quartet to take 
\"decisive action\" to bring an end to that occupation. South 
Africa said that while Pretoria welcomed language in the May 
30 statement addressing the problem of violence, South Africa 
would have preferred the statement to call on both sides to 
renounce violence. South Africa also argued that the 
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Quartet\'s support of a request that Israel transfer 
Palestinian tax revenues through the TIM would constitute a 
reversal of the Oslo agreement, put the Palestinians in the 
position of receiving financial assistance with its own 

money, render the Palestinian Authority dependent on an 
external mechanism, and effectively marginalize the 
Palestinian Authority. Indonesia suggested the next Quartet 
statement should call on both sides to renounce violence so 
as to accurately reflect what was really happening on the 
ground, and urged the Quartet to consider \"decisive action\" 
to promote peace. France welcomed the inclusion of regional 
partners and the Palestinians and Israelis in the upcoming 
meeting, and asked if the Quartet had considered the use of 
international observers to support a ceasefire in Gaza. 
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6. Ambassador Khalilzad welcomed the upcoming calendar of 
regional consultations, including the API follow-up meetings, 
the planned Olmert/Abbas meeting, and the June Quartet 
meeting in Cairo. He also reaffirmed U.S. support for Prime 
Minister Siniora and the LAF in the confrontation with Fatah 
al-Islam. 
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SUBJECT: DEMARCHE DELIVERED: IMPLEMENTATION OF UNSCR 1747 
REF: STATE 67462 


1. On May 18, PolOff conveyed reftel information and 
request to Carlos Cordero Madrigal, head of the Disarmament, 
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Terrorism, and Organized Crime section within the Foreign 
Policy Division of the Ministry of Foreign Affairs (MFA). 


2. On May 25, PolOff followed up with a phone call to 
Cordero\'s office and was advised that his office had already 
prepared the response for their Immediate Central Contact in 
NYC. 
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SUBJECT: UNHCHR ARBOUR MAY 31 MEETING WITH AMBASSADOR 
KHALILZAD 


1. (SBU) Summary: On May 31, UN High Commissioner for Human 
Rights Louise Arbour met with Ambassador Khalilzad to discuss 

her recent mission to the Great Lakes region. She noted 

many ongoing problems, specifically the overall lack of 

security, violence against women and children, and judicial 
impunity. Arbour additionally provided her views on the 

Human Rights Council. She intends to visit Washington in the 
coming weeks - her message: don\'t give up on all UN human 

rights efforts. End Summary. 


Congolese Military: 


2. (SBU) The overall lack of security remains the most 

critical problem in the Great Lakes region. Arbour stated 

that the disarmament, demobilization, and reintegration plan 
(\"DDR\") had been a total failure. Run by the government of 

the DRC and financed by the World Bank, the program had been 
destroyed by corruption, and is now bankrupt. The region 
remains flooded with weapons. 


3. (SBU) Ambassador Khalilzad asked if any progress had been 
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made on the issue of child soldiers. Arbour stated she 

didn\'t think so, but that it is difficult to know the real 

rate of success. She noted specific problems in the eastern 
half of the DRC, where many child soldiers, once demobilized, 
are re-recruited in Rwanda as \"there is nothing else for them 
to do.\" 


4. (SBU) Ambassador Khalilzad pointed out that the rebel 
militia need to be reintegrated into the military as 

individuals, not as units, and that their numbers needed to 
be limited to a small percentage of the total force. Arbour 
stated that \"mixage\" -- where rebel militias are brought into 
the Congolese military but not dismantled -- has now served 
to legitimize and reinforce the militias, making them more 
dangerous than ever. She added that neither the armed forces 
hierarchy, nor the government in Kinshasa have any real 
control over these militias, and civilian massacres continue 
unabated. 


5. (SBU) Arbour further stated that violence against women in 
the region is \"worse than she could have imagined.\" Violent 
rape and torture occurs on a large scale, often with multiple 
perpetrators, and it is brutal. The violent nature of the 
attacks and the injuries sustained by the women are so 
barbaric, doctors are unable to receive training as to how to 
treat them -- the type and extent of injury are unheard of in 
the civilized world. 


Culture of Impunity: 


6. (SBU) Arbour stated that her mandate is to report, and to 
promote accountability and justice. She stated the justice 
system in the DRC is failing, and that the culture of 

impunity only adds to the level of overall insecurity. 

Known, indicted war criminals remain unpunished and at large. 
Warrants are issued, but remain unexecuted, as there is no 
one to bring these individuals to justice. The guilty remain 
unpunished. 


Human Rights Council: 


7. (SBU) Ambassador Khalilzad noted the perception that the 

UN machinery dealing with human rights is not doing a good 

job. Specifically in regard to the Human Rights Council 

(\"HRC\"), Ambassador Khalilzad stated that many have asked the 
U.S. to participate, but that the HRC \"has to move in the 

right direction first.\" He acknowledged some recent progress 

on the election of Bosnia over Belarus, but stated that the 

Council is perceived as ineffective and unbalanced. 


8. (SBU) Arbour did not disagree, but stated she is not quite 
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as pessimistic about the HRC as Ambassador Khalilzad, noting 
there are 47 member states, and like other political bodies, 

the HRC is dominated by powerful regional alliances. \"The 
Islamic conference is the most powerful, because they are the 
most organized.\" Because Asia and Africa dominate right now, 
Latin America and Europe simply don\'t have the votes, and 
therefore any Latin or European agenda needs to be finessed. 
She acknowledged that the HRC has been very protective of 
certain issues, particularly of Sudan, but believes those 
alliances are loosening, and that there is cause for hope. 

When Ambassador Khalilzad raised the HRC,s negative actions 
towards Israel and the U.S., Arbour acknowledged that the HRC 
seems fixated on Israel, which the Council views as critical 

in resolving conflict in the region. She stated that in her 

view, the U.S. is less of a target, although she noted Cuba\'s 
periodic agitation. 


9. (SBU) Arbour stated that if she had one message for the 


Ambassador, it is \"don\'t write off all UN human rights 
efforts.\" Khalilzad said that the U.S. supports UN human 
rights efforts, but at the moment, not the efforts of the 

HRC. As an aside, Arbour stated that the HRC is attempting 
to exert control over her own actions and her Office -- a 
move she is strongly resisting. 


Upcoming Visit to Washington: 


10. (SBU) In closing, Ambassador Khalilzad asked if there is 
anything he could do to assist with Arbour,s upcoming trip 

to Washington. Arbour commented that she has been in her 
position for almost three years, and the U.S. is the only P-5 
nation that has yet to extend an invitation for her to visit 

-- she has been invited by all the other P-5 members, and 
visited some - specifically Russia - more than once. For her 
upcoming trip, she said she may have an appointment with 
Under Secretary Burns, but because of scheduling conflicts he 
may be the only one available. Ambassador Khalilzad said he 
would put in a call to U/S Burns to facilitate this 

appointment. During the visit, Arbour added she will also 

have lunch with members of the U.S. Supreme Court, and also 
plans to meet with a number of Senators. 
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This message is sensitive but unclassified. Please 
protect accordingly. 


1. (SBU) Welcome and Summary. Embassy Panama extends 
a warm welcome to you and your delegation. Your 
engagement in Panama can help strengthen our excellent 
bilateral relationship, solidify support for the U.S.- 

Panama Trade Promotion Agreement (TPA), reinforce U.S. 
support for, and interest in, the $5.25 billion Panama 

Canal expansion project, and advance broader U.S. 
economic and social interests. Your visit comes at a 

time when Panama enjoys an economic boom while, at the 
same time, it endeavors to overcome stubbornly high 

levels of poverty, yawning income disparities, high 
unemployment, widespread corruption, and poor 
educational and healthcare systems. Public support 
nonetheless remains solid for both the Torrijos 
Administration and the TPA. Panamanians have noted 
that the FY08 elimination of U.S. foreign assistance 

for Panama will end our direct assistance for good 
governance programs, anti-corruption efforts, and 

other basic development work. You will: 


- have the opportunity address the Organization of 
American States General Assembly (OASGA); 

- hold informal discussions over lunch and in a 

private dialogue with FMs and other leaders from this 
hemisphere\'s thirty-four countries; 

- hold separate bilateral meetings with the Peruvian 
FM and the Ecuadoran FM; 

- meet with Panamanian President Martin Torrijos; and 
- conduct two television interviews with U.S. Spanish- 
language outlets. 
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Your visit follows President Bush\'s March 2007 Latin 
America tour and President Torrijos\' February 2007 
Washington visit. Your visit will also come on the 

heels of Transportation Secretary Mary Peters\' May 6-9 
visit and Deputy Secretary of State John Negroponte\'s 
May 11 visit. Deputy U.S. Trade Representative John 
Veroneau visited Panama March 15-16. While Secretary 
of Health and Human Services Mike Leavitt will also be 
traveling with you, he will engage in a separate 

program in Panama. CODEL Skelton will also be in 
Panama during your visit for bilateral discussions on 
security matters, and CODEL Meeks will have departed 
the day before your arrival. End Summary. 


2. (U) With 8.1% GDP growth in 2006, Panama\'s economy 
saw its fastest growth in 14 years, topping solid 

levels of 6.9% in 2005 and 7.5% in 2004. Panama\'s 
dollarized $15 billion/year economy is based primarily 

on a well-developed services sector that accounts for 
roughly 80% of GDP. Services include the Panama 

Canal, banking and financial services, legal services, 
container ports, the Colon Free Zone (CFZ), and 

flagship registry. The Panama Canal accounts for 
approximately 5% of Panama\'s GDP directly, and between 
23% and 35% indirectly. The maritime industry 

accounts for approximately 20% of Panama\'s GDP. 


3. (U) The GOP estimates that inflows of Foreign 

Direct Investment (FDI) exceeded $2.4 billion in 2006, 
more than double that of 2005. However, this result 
was skewed by HSBC\'s $1.8 billion purchase of Banistmo 
(Panama\'s largest bank) in November 2006. The stock 
of U.S. FDI in Panama, which currently totals about 
$5.2 billion, is concentrated primarily in the 

maritime, energy, and financial sectors. Growing 
numbers of U.S. and other foreign retirees have helped 
drive Panama City\'s skyline upward, boosted the 
country\'s impressive construction boom over the past 
several years, and prompted closer ties between U.S. 
and Panamanian real estate industries. Although the 
GOP has tightened its banking supervision considerably 
over the past decade, money laundering remains an 
ongoing challenge and is increasingly of concern in 
other sectors, such as real estate and the gaming 
industry. 


4. (U) Panama also maintains one of the most 
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liberalized trade regimes in the hemisphere. The U.S. 
is Panama\'s largest trade partner, with two-way trade 
reaching nearly $3.1 billion in 2006, an increase of 


24% over 2005\'s trade of nearly $2.5 billion. With 
2006 exports of $2.7 billion and imports $378 million, 
the U.S. continued to maintain its huge trade surplus 
with Panama. Panama has existing free trade 
agreements in place with El Salvador, Taiwan, and 
Singapore, as well as partial trade agreements with 
Mexico, Colombia, and the Dominican Republic. In 
December 2006, the National Assembly unanimously 
approved a bilateral free trade deal with Chile. On 
March 1, 2007 Panama and Honduras concluded their FTA 
negotiations. Panama continues to negotiate separate 
FTAs with Costa Rica, Guatemala, and Nicaragua. 


Persistent Poverty, Unemployment, Corruption and Lack 
of Skilled Labor Cloud the Horizon 


5. (SBU) At $4,600, Panama\'s per capita GDP ranks 
among Latin America\'s highest. President Torrijos 
hopes that sustained growth resulting from the Panama 
Canal expansion project and the TPA will help push 
Panama into \"first world\" status. However, neither 
the Canal nor the TPA is a panacea, as cronyism and 
weak institutions (especially the notoriously corrupt 
judiciary and troubled health and education sectors) 
have kept Panama\'s solid GDP growth from translating 
into broadly shared prosperity. Panama is second only 
to Brazil in having Latin America\'s worst income 
distribution. Poverty persists at nearly 40% overall 
(higher than 80% in some rural areas), and 
unemployment remains high (officially about 8.6%, with 
more than 20% underemployed) despite showing some 
signs of improvement in the past two years. The 
Embassy is focused on working with Panamanians to 
promote good governance and to help them better 
address the risks posed by public mismanagement, 
corruption, and persistent urban poverty and 
hopelessness. With the FY08 elimination of U.S. 
foreign assistance for Panama, our USAID mission has 
begun to plan for an orderly close-out of its 

programs, including those that have helped to promote 
good governance, empowered anti-corruption NGOs, 
advanced sustainable development, and boosted trade 
capacity building for small and medium-sized 
businesses. 
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6. (SBU) Corruption is widespread in the Panamanian 
judiciary. Despite campaign promises by President 
Torrijos to eradicate corruption, there have been no 
significant indictments or prosecutions for official 
corruption. In December 2005, the USG revoked the visa 
of sitting Panamanian Supreme Court Justice Winston 
Spadafora. In September 2000, the USG revoked the 
visa of ex-President Ernesto Perez Balladares. 


7. (SBU) Despite spending 12% of the national budget 
and 5% of GDP on education, Panama suffers from a 
poorly educated workforce. About half of prospective 
University of Panama students recently failed their 
entrance exams, prompting university authorities to 
lower the threshold for entrance. Acutely aware of 

the political blow-up the could result from filling 

the Panama Canal expansion project with skilled 
foreign workers, the GOP is spending $85 million to 
train Panamanian workers hoping to work on the 
project. However, about one-third the training 
program\'s applicants cannot begin the program because 
they lack the basic literacy and math skills required. 


8. (U) On December 19, 2006, the USG and GOP announced 
closure of TPA negotiations subject to resolution of 

certain labor issues. On March 30, 2007, President 

Bush notified Congress of the administration\'s intent 

to sign the TPA. USTR and Congressional leaders 

recently agreed on the labor portion of the TPA, 

opening the way for a signing in late June. . 


9. (U) Following the December 19, 2006 closure of TPA 
negotiations in Washington, the GOP intensified its 
campaign to promote the agreement throughout the 
country, touting the TPA as the \"best deal\" negotiated 
by a Latin American country with the U.S. Through an 
aggressive media campaign and hundreds of seminars 
with business chambers, labor unions, civic groups, 
and communities around the country, the GOP has gained 
the support of 62% of Panamanians. This is 
substantially higher than the 39% level of support 
reported in a May 2006 poll. (Note: The 2006 poll 
reflected uncertainties and fears generated by former 
Agriculture Minister Laurentino Cortizo\'s flamboyant 
resignation at the outset of the ill-fated ninth round 

of negotiations in January 2006.) 
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10. (SBU) Despite some anti-TPA noise from extreme 
left-wing quarters, TPA opponents are currently sparse 
and disorganized. Since December, leaders of various 
political opposition parties have told Embassy 

officers that they expect Panama\'s National Assembly 
to pass the deal by a wide margin. One prominent 
opposition party leader noted that virtually all 

business sectors have lined up for the TPA and that 
any politician opposed to the agreement would fear 
being associated with Panama\'s most extreme leftists. 
Moreover, many of Panama\'s political leaders also have 
business interests that stand to benefit from the TPA. 


11. (U) Since the December 31, 1999 handover of the 
Panama Canal by the U.S., the Panama Canal Authority 
(ACP) has proven itself an able administrator, turning 
the Panama Canal into an efficient and profitable 
business. During the past five years, the ACP has 
reduced average Canal transit times, accidents in 

Canal waters, and has overseen large-scale upgrade and 
maintenance projects. The ACP also has tripled Canal 
revenues since the handover, topping $1.5 billion in 
2006. In 2006, the ACP remitted to the national 
government $570 million. To protect the Canal\'s vital 
water resources, the Panama Canal Authority (ACP) has 
matched a $2.5 million fund that USAID put in place to 
better manage the Canal watershed. 


12. (SBU) In October 2006, Panamanians voted 
overwhelmingly (78% to 22%) in favor of the proposed 
expansion of the Panama Canal. This project is due 
for completion in 2014 and will entail primarily 
construction of a \"third lane\" and two new sets of 
locks. The GOP expects the project will be a 
transforming event for Panama that will provide jobs 
and set the tone economically for years to come. 
Given growing trade between East Asia and the U.S. 
eastern seaboard, the expansion is central to 
maintaining the Canals future viability. The ACP 
plans to finance the project through a combination of 
Canal revenues, increased tolls, and $2.3 billion in 
bridge loans. The Embassy has consistently stressed 
the USG\'s desire for clear and transparent contracting 
rules that offer fair opportunities to U.S. bidders. 
Bidding on the construction manager contract is 
scheduled for third quarter of 2007. This contract 

will account for approximately 50% of the entire 
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project cost. Prospective bidders worry that Panama 
has nowhere near the number of skilled workers 
necessary for the expansion project, particularly 
English-speaking workers. 


13. (U) On February 2, 2007, the ACP announced toll 
increases of 10% over the next three years commencing 
in July 2007. Chile, Peru, Japan and Ecuador have 
vigorously opposed the toll increases. The ACP 

pricing policy is to charge what it perceives to be 

the market value of its services. 


14. (SBU) HHS Secretary Leavitt and Panamanian Health 
Minister Camilo Alleyne have gained solid support from 
Central American partners to create in Panama the 
\"Regional Healthcare Training Center\" announced by 
President Bush in March 2007. Although this Center is 
to be formally inaugurated on June 4, HHS and Alleyne 
successfully launched its first course on April 16, 

drawing more than 50 participants from the region for 
training on Avian Flu preparedness and response. HHS 
has devoted $4 million and the GOP $1.5 million to lay 
the groundwork for what HHS and the GOP envision as a 


permanent, hemispheric training center for community 
health workers, nurses, and other health 

professionals. (Note: Alleyne has been embattled for 
several months following the late 2006 deaths of more 
than60 Panamanians from contaminated GOP-produced 
medicines. He has also taken heat for promoting 

Cuba\'s \"Operation Miracle\" program in Panama and for a 
controversial healthcare system reform proposal. End 
note.) 


15. (SBU) Since taking office for a five-year term in 
September 2004, the Torrijos government set its 
principal priorities as canal and maritime security, 
economic development, job creation, poverty 
alleviation, investment, fiscal reform, and 
\"eradicating corruption.\" Torrijos faced large 
challenges from the outset: a serious budget 
shortfall; a near-bankrupt national retirement and 
medical system (the Social Security Fund); and 
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faltering public confidence in government institutions 
and the rule of law. Although pressures from 
entrenched interest groups slowed GOP fiscal reform 
efforts, Torrijos\' 2005 fiscal reform package - 
together with tax revenues driven by impressive 
economic growth - brought the GOP into a fiscal 
surplus (0.5% of GDP) by early 2007, PanamaVs first 
such surplus in ten years. 


16. (SBU) Midway through his term, Torrijos enjoys 

high public approval ratings (over 60%) despite 
weathering bruising battles over fiscal and social 

security reforms, the Canal referendum, crises in 
healthcare and transport sectors, and having little to 

show for his promise to eliminate corruption. His 
Revolutionary Democratic Party (PRD) controls Panama\'s 
unicameral National Assembly and other governmental 
institutions. With opposition parties remaining 

fractured and so far unable to coalesce into an 

effective counterweight, the PRD appears well 

positioned to control Panama\'s political agenda going 

into the 2009 elections. As Torrijos is 

constitutionally prohibited from a consecutive term, 
various PRD members - including former President 
Ernesto Perez Balladares, First Vice President/Foreign 
Minister Samuel Lewis Navarro and his cousin, the 

Mayor of Panama City Juan Carlos Navarro - have already 
begun to jockey for position as the PRD\'s 2009 
candidate. 


17. (SBU) In late 2006, Panama emerged as Latin 
America\'s consensus candidate for a two-year seat on 
the UN Security Council. This followed a prolonged 
deadlock between Venezuela and Guatemala. Faced with 
a steep learning curve at the UNSC, Panama has thus 
far played a responsible and constructive role. 

Panama will also host the Organization of American 
States (OAS) General Assembly in June 2007, which will 
focus on \"energy for development.\" President Torrijos 
has pursued a policy of maintaining friendly relations 
with all nations, including hemispheric neighbors such 
as Cuba and Venezuela. 
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18. (SBU) As a key link in the global supply chain 

and a vital transit point for U.S. trade (about two- 
thirds of the Canal\'s traffic is bound to or from the 
U.S.), the Canal presents an attractive and vulnerable 
terrorist target. Moreover, despite significant 
progress, Panama continues to be an important transit 
point for drug smugglers, money launderers, illicit 
arms merchants, and undocumented immigrants heading 
north thanks to its proximity to drug-producing 
neighbors and its status as an important, dollarized, 
financial center. With USG assistance, Panama has 
strengthened its ability to detect illegal money and 
narcotics shipments through Tocumen International 
Airport. Several GOP agencies participate as part of 


a Joint Task Force that averages several seizures of 
narcotics and/or money each week. For example, 
Embassy law enforcement agencies and the Task Force 
recently conducted two joint operations that seized at 
total of $1.5 million in cash and gold. In March 

2007, Panamanian authorities, with critical USG law 
enforcement support, conducted the largest ever 
maritime narcotics seizure on the Pacific Coast of 
Panama. Authorities confiscated a ship containing 
approximately 20 tons of cocaine with an estimated 
value of $500 million. A USG built checkpoint near 

the Costa Rican border that is manned by various GOP 
agencies has also made consistent narcotics seizures 
and interdictions of undocumented aliens. 


19. (SBU) The GOP recognizes that securing the Canal 
requires a mature, collaborative bilateral 

relationship. The Torrijos government is focused on 
Canal and maritime security and combating terrorism 
and transnational crime, although it has not yet found 
the resources to adequately patrol Panama\'s long 
Caribbean and Pacific coastlines and to secure 
Panama\'s porous border with Colombia against guerrilla 
infiltration. The GOP is moving ahead with plans to 
merge its National Maritime Service and its National 

Air Service into a single \"Coast Guard\" type of 
operation. U.S.-Panamanian cooperation in law 
enforcement and security has steadily improved in 
recent years. This has led to increasing narcotics 
seizures, better investigations, active maritime law 
enforcement, more specialized units, and better 
detection of money laundering and illicit financial 

flows. While the USG-GOP relationship is good, 
Panama\'s law enforcement institutions are weak and 
suffer from limited resources and professionalism. 
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20. (SBU) The GOP is acting to end abuses in Panama\'s 
open ship registry and mariner identification 

documents. Panamal's ship registry, the world\'s 

largest, comprises one-quarter of the world\'s ocean- 
going fleet (over 5,000 large commercial vessels). 

About 13% of the U.S. ocean-going cargo transits the 
Canal each year. Panama\'s seafarer registry currently 
licenses over 300,000 crew members. Port services 
have grown dramatically in the past decade, as Panama 
now boasts the leading complex of port facilities in 

Latin America. In February 2007, the GOP and U.S. 
Department of Homeland Security executed a \"Container 
Security Initiative\" agreement aimed at enhancing the 
security of container traffic between our two 

countries. CSI equipment will first be installed this 

June at the U.S.-run Manzanillo International Terminal 
(MIT) in Colon. 
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E.O. 12958: N/A 

TAGS: ECON, BEXP, SENV, EAID, PGOV, EFIN, EINV, MX 

SUBJECT: PRESIDENT CALDERON UNVEILS MEXICO\'S NATIONAL DEVELOPMENT 
PLAN 


REF: (A) Mexico 2784 


(B) 06 Mexico 6265 
(C) 06 Mexico 6243 


1. (U) Summary: President Calderon has announced a National 
Development Plan for Mexico. The plan calls for extensive political 
and economic reform covering a wide range of areas from security to 
competitiveness to foreign policy and the environment. Although 
many of the proposals have been pending through numerous Mexican 
administrations, the Plan is another step in the Calderon 
government\'s vision for Mexico. It will require hard policy 

decisions and sustained work across many fields to be implemented 
successfully over time. Post will follow up on the individual 

portions on the Plan and report further via septels. End Summary 


2. (U) On May 31, in a speech at the National Palace before Mexico\'s 
top political, business and academic leadership, President Calderon 
unveiled Mexico\'s National Development Plan for 2007-2012. Calderon 
said the overall goals of the Plan are to ensure sustainable human 
development so that all Mexicans have a dignified life; to reduce 
inequality between the north and south of Mexico and between 
Mexico\'s rural and urban areas; improve education in order to 
develop future generations of Mexicans; ensure public security and 
combat criminality; ensure a competitive economy that generates 
jobs; and make Mexico a leader not only in North America, but in 
Latin America, the Asia-Pacific, and Europe. Calderon said the Plan 
calls for extensive political and economic reforms, and requires a 
dialog between the executive, legislative and judicial branches as 

well as between federal, state and municipal governments, and the 
society at large. Many of these reforms have been pending through 
numerous administrations. 


3. (U) The Plan builds on Calderon\'s \"Vision of Mexico in 2030 
Project\" that he unveiled in 2006 in a series of public fora held 

shortly before his inauguration (refs B and C) in which he laid out 

a vision of where Mexico should be in 2030, including that the 

country should among the give largest economies in the world with a 
GDP of USD 30,000 per capita (Comment: Mexico\'s GDP per capita in 
2006 was USD 8135). 


What\'s in the Plan 


4. (U) The five \"main directives\" of the Plan are: 
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(1) Rule of Law and Security 

(2) Competitive Economy and Employment Generation 

(3) Equality of Opportunities 

(4) Environmental Sustainability 

(5) Effective Democracy and a Responsible Foreign Policy 


5. (U) In his speech, Calderon said the Plan demands, among \"many 
other things,\" that Mexico do the following: 


(1) Increase investment in infrastructure. 

(2) Increase investment in human capital. 

(3) Become more productive and competitive as a nation. 

(4) Strengthen nutrition and nourishment programs. 

(5) Provide universal health care. 

(6) Improve education. 

(7) Provide more financial options for family investments in 
housing. 

(8) Preserve natural surroundings and resources, including water 
conservation. 

(9) Invest in programs such as PROARBOL- that provides income for 
those willing to care for and preserve forests and jungles. 

(10) Increase use of renewable energy and clean technologies, 
improvements in the quality of fuels, waste water treatment, and 
solid waste management. 

(11) Reduce corruption. 


6. (U) The 194-page plan lists goals and strategies for all the 
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above sectors, but many of these are general, rather than specific 
actions. Post will be evaluating the separate parts of the Plan and 
will report further via septels. 


Security 


7. (U) In line with the Administration\'s initial actions to improve 
public security by launching surge operations in ten of the most 
conflictive states and significantly increasing the security budget, 
the Plan puts rule of law and public security at forefront of the 
agenda under its first directive. In terms of judicial reform, the 
Plan calls for the gradual implementation of oral trials, the 
expedition of judicial proceedings, unifying a sole penal code, 
reforming the federal penitentiary system, and combating impunity. 
The Plan also justifies and anticipates the continued use of the 
military to combat organized crime and narcotrafficking. In this 
endeavor, the NDP calls for improving the technology and 
intelligence-gathering capabilities of the armed services, 
coordinating systems of intelligence, and police reform. 
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Effective Democracy and 
Responsible Foreign Policy 


8. (U) Consistent with President Calderon\'s governing strategy to 
date, tne democracy and foreign policy section of the National 
Development Plan envisions an effective democracy with strengthened 
government institutions, citizen-focused public policies, and 
enhanced dialogue between political forces. The Plan calls for the 
construction of a national agenda concerning the nation\'s 
priorities, including political agreement around essential reforms. 
Citizen participation in the design and evaluation of public 

policies, and improved government transparency and performance 
across the federal structure are considered key to a more effective 
democracy. The Plan outlines an active and responsible foreign 
policy designed to improve the quality of life of Mexicans inside 
and outside the country. Migration remains a priority theme in 
relations with the United States; Mexico also seeks to promote 
international cooperation in counter-terrorism, counter-narcotics, 
and efforts to combat trafficking in persons. The Plan also shows 
that Mexico intends be a leader in Latin America, and to expand its 
role in Europe, and Asia. 


Competitive Economy 


9. (U) The Plan sets out proposals to achieve sustainable GDP growth 
of 5 percent per year and create 800,000 jobs by the end of his 
six-year presidential term. The Plan states that without 
Congressional support for proposals to boost productivity and 
improve investment conditions, the economy probably would grow at 
around 3.5 percent -- a rate the president described as insufficient 
to allow the country to meet its developmental goals. Finance 
Minister Agustin Carstens has said that the government will present 
a fiscal reform before September, which will aim to raisQ tax 
collections by 3 percent of GDP. The Plan aims to make the case for 
a fiscal reform whose approval is not guaranteed because of the 
fragmented nature of the legislature. Calderon has a reasonable 
chance of securing passage of such legislation with the support of 
the opposition PRI, whose new leader, Beatriz Paredes, may be 
willing to negotiate. However, many observers expect that the 
Calderon Administration will need to make significant concessions to 
ensure passage. 


Environmental Sustainability 


10. (U) Central to achieving environmental sustainability is the 
\"responsible\" participation of the Mexican people to ensure that 
economic development and environmental preservation occur hand in 
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hand, rather than one at the expense of the other. The Plan calls 
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for a holistic, cross-cutting approach, involving all political 

institutions in Mexico, to craft policies in the priority areas of 

water, forests, climate change, biodiversity, and hazardous wastes. 
Enjoying pride of place is climate change. The Plan describes 
\"climatic stability \" as a public good that is the responsibility of 

Mexico and the international community to safeguard. Policy 
recommendations in this area include preservation and replanting of 
forests, increased energy efficiency, clean technology, and 
implementation of Clean Development Mechanism projects. Calderon\'s 
background as Energy Secretary under the Fox administration may give 
these efforts particular momentum. (See also ref A). 


Comment 


11. (U) The goals in Calderon\'s National Development Plan coincide 
with U.S. efforts in Mexico. Indeed, the Embassy is actively 

working with the GOM in many of the areas. Somewhat long on lofty 
rhetoric and short on specifics, the new National Development Plan 
is another major step in the Calderon government\'s vision for 
Mexico. Like many visions, it will require hard policy decisions 

and sustained work across many fields to be implemented successfully 
over time. Recent actions on pension reforms, and fiscal reform 
initiatives already under negotiation show that the Calderon 
Administration can successfully work with Congress and private 
actors on needed policy changes. The Plan highlights again that 
senior GOM officials understand well the breadth and depth of 
challenges facing Mexico. The trick now will be to put it all 

together in a real and coherent way. 
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E.O. 12958: DECL: 06/02/2017 

TAGS: PREL, PGOV, PHUM, PTER, KDEM, NP 

SUBJECT: NEPAL: PRIME MINISTER RESOLUTE THAT ELECTION BE 
HELD IN NOVEMBER 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d) 


Summary 


1. (C) On June 1, Prime Minister G.P. Koirala explained to 
Assistant Secretary of State for Democracy, Human Rights and 
Labor Barry Lowenkron and the Ambassador that the Eight-Party 
Alliance had agreed the day before to hold the Constituent 
Assembly election in November. All of the parties had signed 
the agreement, although all but three had included notes of 
dissent. The Prime Minister was resolute that no party, not 
even the Maoists, would be allowed to prevent an 
internationally credible election from going forward. He 

spoke with disdain of the Maoist Young Communist League as 
the \"Youth Criminal League.\" Koirala insisted that the 
election process would be inclusive. He rued the challenges 

of maintaining unity within such a disparate governing 

coalition and indicated he would step down as Prime Minister 
after the election. In response to urging from Assistant 
Secretary Lowenkron, he said that he hoped to push through 


SIPDIS 
apolitical commissioners for the National Human Rights 
Commission soon. 


Agreement on Election in November 


2. (C) Prime Minister Girija Prasad Koirala confirmed to 
Assistant Secretary of State for Democracy, Human Rights and 
Labor Barry Lowenkron and the Ambassador June 1 that the 
governing Eight-Party Alliance had reached agreement the day 
before on a new Constituent Assembly election date. The 
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election would be held by the middle of December with the 
Prime Minister authorized to determine the exact date after 
consulting with the Election Commission. Assistant Secretary 
Lowenkron and the Ambassador commended PM Koirala on this 
achievement. The Prime Minister said that five of the 

parties had raised objections in the form of notes of dissent 
but had ultimately signed on the dotted line. Koirala 
remarked that he had wanted to get these opposing views out 
on the table so he would know which parties supported him. 
In the end, his own Nepali Congress (Koirala is President), 
the Nepali Congress - Democratic and the United Left Front 
had been the only parties that had not qualified their 
agreement. 


Prime Minister Resolute 


3. (C) The Prime Minister stated that the next step was for 
the Interim Parliament, which was now operational again, to 
pass the necessary electoral legislation. Afterwards, the 
election timetable would be finalized. PM Koirala stressed 
that he had the final responsibility to make sure that the 
election took place. He had told the other members of the 
Alliance the day before that, even if they did not cooperate 
with him, he was determined to hold the election, and an 
internationally credible one. The Prime Minister's Foreign 
Policy Adviser, Dr. Suresh Chalise, added that the PM was 
prepared to take \"stern action,\" if necessary. \"So, no party 
can hold the process hostage?\" Assistant Secretary Lowenkron 
asked. Koirala replied that that was exactly what he meant. 


Maoist \"Youth Criminal League\" 


4. (C) The Assistant Secretary spoke of the hope that many 
Nepalis had felt in November 2006 when the peace agreements 
were signed, that the Maoists would enter the democratic 
mainstream. Six months later, there was great disappointment 
about ongoing Maoist abuses, particularly by the Youth 
Communist League (YCL). Koirala agreed, noting, with a voice 
full of disdain, that the YCL had a new nickname. People 

were calling it the \"Youth Criminal League.\" He had told the 
Maoists bluntly that these abuses had to stop. 


Importance of Constituent Assembly 
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5. (C) PM Koirala emphasized that the Constituent Assembly 
was crucial. It would decide everything. Constitutionally 
speaking, he admitted, the current Interim Parliament was not 
legal. (Note: A majority of the members of the Interim 
Parliament were formerly Members of the old House of 
Representatives. They were elected in 1999, and their terms 
expired in 2004. The other MPs, including all the Maoist 
MPs, were appointed, not elected. End note.) The Prime 
Minister complained that there was a lack of understanding of 
the importance of the Constituent Assembly, even among civil 
society. 


Ready for Inclusive Approach 


6. (C) Assistant Secretary Lowenkron pointed out that some 
Nepalis were concerned they would not be included in the 
political process. Koirala quickly replied that the 

Government of Nepal was ready to adopt an inclusive approach. 
This meant that Madhesi, indigenous (janajati), Dalit and 

other disadvantaged groups\' concerns would be taken into 
account. The Constituent Assembly itself would help to 

ensure their inclusion. These groups needed to realize the 
GON'Vs intentions were positive. 


Challenge to Maintain Unity In Diverse Cabinet 


7. (C) The Prime Minister described the difficulties of 
keeping his diverse governing coalition together. He 
indicated that it took great patience. At times, he 

conceded, he was disgusted by what members of his cabinet 
were doing or saying, but he kept quiet for the sake of 

unity. The United Nations and the rest of the international 
community kept telling him to maintain the unity of the 
Eight-Party Alliance, but they did not have to deal with what 
he faced. Many different ideologies were represented in the 
cabinet. He wanted to be strong and outspoken, he said, like 
Ambassador Moriarty, but was forced to \"drink humiliation\" 
instead. Before people had accused him of being a dictator. 
Now they accused him of being the weakest Prime Minister 
ever. He endured it all to maintain unity in the coalition 

so the election could take place. 


After Koirala? 


8. (C) PM Koirala said everything (and every one) had its 
useful life. His extended up to the Constituent Assembly 
election. After that, \"I will be useless.\" Then, he planned 

to step down as Prime Minister. New faces would appear. He 


Column 3 

added that he did not want to raise the issue of his 
successor now because it would disturb the party. That was 
why he was not talking about the issue publicly. The Nepali 
Congress would decide who would replace him. 


Assistance for Nepal 


9. (C) The Prime Minister stated that Nepal was highly 

obliged for the international community\'s assistance. 
Lowenkron remarked that the U.S. Congress had recently set 
aside USD 5 million for Nepal. The Ambassador reported that 
there was another USD 3 million that the U.S. had recently 
found for the Nepal Police, as the Ambassador had told Home 
Minister Sitaula the day before. Dr. Chalise asked about the 
possibility of poverty alleviation projects. He and the PM 
voiced concern about the lack of job opportunities for young 
people. Young people without work were more inclined to join 
groups such as the YCL. In response, the Ambassador noted 
the U.S. Government had a project under consideration to 
provide security, good governance, and employment in selected 
pilot districts. Of course, what mattered even more was the 
business climate. Businesses and investors needed security 
and political stability. Nepal had tremendous resources, 

such as hydropower, and bright business people -- if it could 
take advantage of them. 


Attack on Ambassador in Jhapa 
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10. (C) The Prime Minister expressed his sorrow about the 
recent attack on the Ambassador in Jhapa by the YCL. He 
indicated that he had told the Home Minister afterwards that 

the police should provide security to Ambassadors when they 
traveled. Areas should be secured so no such incidents 
happened again. The Ambassador explained that there had been 
a police car ahead of him. The problem was that what had 
started as a demonstration with 30-40 YCL cadre chanting 
anti-U.S. slogans devolved into throwing stones. PM Koirala 
assured the Ambassador the incident would not be repeated and 
claimed that protection for all Ambassadors would be 

upgraded. The Ambassador stressed that the Maoists had lied 
when they had said they had no intention of attacking 
Americans. Assistant Secretary Lowenkron pointed out that 

the attack had been raised at the highest level of the State 
Department. 
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National Human Rights Commission 


11. (C) The Assistant Secretary urged the Prime Minister to 
appoint commissioners to the National Human Rights Commission 
(which has been without any commissioners for almost a year). 
Koirala concurred that the NHRC was important but said the 
problem was his coalition partners. They all wanted to put 

their own people on the Commission. The PM said he had asked 
the former Chief Justice Upadyaya to head the Commission and 
to suggest the names of additional nonpartisan candidates. 
Lowenkron stressed that a politicized human rights commission 
was worse than no commission at all. Koirala shared that view 
completely: the Commission needed to be an independent body 
and one, Dr. Chalise mentioned, that was inclusive. The 

Prime Minister promised commissioners would be appointed and 
approved very soon. 


Comment 


12. (C) Prime Minister Koirala seems determined to move 
firmly toward a Constituent Assembly election in November. 
He recognizes it will not be easy, but the May 31 agreement 
on the new date as well as several other matters, including 
resumption of the Interim Parliament and review of the 
boundaries of some of the electoral constituencies in the 
Terai, appears to have given him a well-deserved boost. As 
the meeting was ending, Koirala asked the Assistant Secretary 
if he would stress the need for the parties to work together 
under the PM\'s leadership to achieve the goal of an election 
in November and it was a request the Assistant Secretary was 
happy to fulfill. We hope the preparations for the election 

will now be able to accelerate. There is no time to waste. 


13. (U) Assistant Secretary Lowenkron cleared this message. 
MORIARTY 
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DEPT FOR SCA/RA (JBRENNIG), SCA/A, DRL, INL/CNPR 


E.O. 12958 N/A 

TAGS: PHUM, SNAR, PINR, PTER, AF 

SUBJECT: LEAHY VETTING REQUEST: ANA IMET Candidates for Training at 
U.S. Army Recruiting School 


1. This is an action request - see paragraph 2. 


2. In order to comply with Leahy human rights vetting requirements, 
this cable forwards the names and biodata of ten Afghan National 
Army (ANA) officers and interpreters designated to attend training 

at the U.S. Army Recruiting School at Fort Jackson, SC under the 
IMET program in July 2007. Post has made a good faith effort to 
ensure that the individuals with one name actually only have one 
name. Post has reviewed the information available on these 
individuals and has found no derogatory information. Combined 
Security Transition Command - Afghanistan (CSTC-A) has reviewed the 
information available on these individuals and has found no 
derogatory information. Post requests Department\'s review of these 
candidates and response by June 15, 2007. 


3. Following is biographical data: 


Name: Nahzat Bellagh 

Father\'s Name: Mallang Bellagh 
Grandfather\'s Name: Wali Mohammad 
Age: 25 

POB: Laghman 

Ethnicity: Pashai 


Name: Abdul Basir Ataii 

Father\'s Name: Mohammad Esmail 
Grandfather\'s Name: Mohammad Zamir 
Age: 25 

POB: Parwan 

Ethnicity: Tajik 


Name: Farid Mehrzad 

Father\'s Name: Ahmad Ali 
Grandfather\'s Name: Haji Mehr ALi 
Age: 24 

POB: Nimruz 

Ethnicity: Pashtun 


Name: BG Ebrahim 

Father\'s Name: Mehr Dil 
Grandfather\'s Name: Kon Del 
Age: 49 

POB: Logar 

Ethnicity: Pashtun 
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Name: BG Mohammad Khan Solamal 
Father\'s Name: Din Mohammad 
Grandfather\'s Name: Abdul Ghafar 
Age: 48 

POB: Helmand 

Ethnicity: Pashtun 


Name: COL Haji Gul Aga 
Father\'s Name: Zar Alam 
Grandfather\'s Name: Shir Alam 
Age: 51 

POB: Laghman 

Ethnicity: Tajik 


Name: COL Jan Aga 

Father's Name: Mohammad Younes 
Grandfather\'s Name: Barat Mohammad 
Age: 45 

POB: Parwan 

Ethnicity: Tajik 


Name: COL Mohammad Akbar Istanakzai 
Father\'s Name: Mohammad Anwar 
Grandfather\'s Name: Sarajudin 

Age: 46 

POB: Logar 

Ethnicity: Pashtun 


Name: COL Mohammad Amin 

Father\'s Name: Sayed Omar 
Grandfather\'s Name: Mohammad Sayed 
Age: 52 

POB: Jalalabad 

Ethnicity: Pashtun 


Name: COL Assadullah 

Father\'s Name: Rozi Qul 

Grandfather\'s Name: Mohammad Morad 
Age: 47 

POB: Jowzjan 

Ethnicity: Uzbek 


WOOD 
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E.O. 12958: N/A 

TAGS: KU, AMGT, OTRA, PREL, APER, COUNTRY CLEARANCE 

SUBJECT: KUWAIT COUNTRY CLEARANCE GRANTED FOR MS. VICTORIA 
BUTLER, DEPUTY DIRECTOR OF PUBLICATIONS, IS, USA 


REF: SECSTATE 75219 


1. Embassy Kuwait welcomes and hereby grants country 
clearance for Ms. Victoria Butler, Deputy Director of 
Publications at the U.S. Department of Defense, to travel to 
Kuwait June 2-4, 2007. 


2. This clearance is not/not valid for entry into Iraq; you 
must apply for Iraq clearance through Embassy Baghdad. 


3. Embassy Point of Contact: Chris Green, Economic Officer. 
Phone: 965-259-1373. Fax: 965-259-1051. Email: 
greencr@state.gov. 


4. Per reftel, no hotel reservations have been made. An 
Embassy driver will meet traveler upon arrival. 


5. Following is post\'s standard guidance for visitors to 
Kuwait: 


a. Entry Requirements: Kuwait now issues single-entry 
visas to American citizens on arrival, upon presentation of a 
valid passport. There is a processing fee of three (3) 

Kuwaiti Dinar (KD 3.000, approximately USD 10.50) for each 
visa issued. The fee may be paid either in KD or USD. Post 
strongly advises travelers to carry some documentation on the 
purpose of their visit. Passengers arriving on other than 
commercial flights should anticipate extra delays, because 
immigration services are not available on the military side 

of the airfield and passports have to be carried to a 

different location at the airport for processing. Airport 

visas are valid for 90 days after arrival; anyone staying 
beyond this period must obtain an extension, which should be 
requested 2 weeks prior to visa expiration. Anyone departing 
Kuwait who has overstayed the visa will be charged a fine of 
KD 10.00 (USD 35.00) per day at the airport. All travelers 
planning to visit Iraq should make sure that they obtain the 
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required exit/entry stamps for each transit through Kuwait, 
and be aware that they will need to obtain a new Kuwaiti visa 
upon return, even after a day trip to Baghdad. Failure to do 
so can result in heavy fines. If possible, travelers should 

try to obtain a multiple-entry visa before arriving in Kuwait. 


b. Visitors are reminded that the importation of alcohol, 
pork products, personal firearms, and any 
suggestive/pornographic materials (videotapes, magazines or 
books) is strictly prohibited by Kuwaiti law. Kuwait is 
still clearing mines and munitions. Visitors must remain on 
major paved roads when traveling in Kuwait. Travel north of 
Jahra toward the lraqi-Kuwaiti border is not authorized 
without approval from the embassy and an appropriate escort. 


c. Embassy Kuwait\'s normal workweek is Saturday through 
Wednesday. Office hours are 8:00 a.m. to 4:30 p.m. The time 
difference with the East Coast of the United States is EST 
plus 8 hours. The Embassy switchboard number is (965) 
259-1001, and the IVG number is 4950000. The after hours 
number which rings at Marine Guard post one is (965) 
538-2098. The mission duty officer can be reached through 
the embassy switchboard, Post One, or by cell phone at (965) 
967-7265. The embassy pouch address is 6200 Kuwait Place, 
Dulles, VA 20189-6200. 


d. Threat Assessment: Kuwait is a high-threat post and 
the military threatcon is currently Charlie. We have 
increased security precautions at official U.S. installations 
in Kuwait and recommend that all Americans in Kuwait remain 
alert to their surroundings and review their personal 
security practices. 


e. Health Advisory for Kuwait: April through October is 
the hot season in Kuwait. Temperatures reach 120-140F in 
summer. Caution should be taken to prevent dehydration and 
heat exhaustion by 1) drinking plenty of fluids and 2) 
staying indoors, especially during peak temperature hours of 
12:00-15:00. Low humidity coupled with high temperatures 
creates excessive moisture loss from evaporation. It is 
necessary to drink 2-4 quarts of water daily to prevent 
dehydration. Visitors in November through March can expect 
cold winds and at times heavy rains. Light winter clothing is 
suitable for Kuwait during these months. At this time 
allergies and colds are more common. Persons traveling to 
the area are advised to have over-the-counter medications, 
such as Tylenol, Ibuprofen, cold and cough medications with 
them for self-treatment. 


f. Money: Credit cards are widely accepted in hotels, 
restaurants and other establishments throughout Kuwait and 
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ATM machines are also readily available. For travelers on 
official orders, the Commercial Bank of Kuwait can provide 
accommodation services (cashing a personal check drawn on a 
U.S. bank into local currency) up to a maximum of USD 300.00 
per day from noon to 2:00pm, Saturday through Wednesday. At 
the current rate of exchange, one Kuwaiti Dinar (KD) is 
equivalent to approximately USD 3.50. 


g. CAA Access: Visitors who need unescorted access into 
secure areas of the mission must slug cables to the attention 
of the RSO, and include the level of their clearance. The 
cable should include the visitor's Social Security Number, 
and the name of the agency granting the clearance. Cables 
should include the ASEC tag to ensure distribution to the RSO 
office and the Marine Security guard at post one. 


h. Computer and Electronics usage: Sensitive military 
information has been discovered recently on business center 
computers at local hotels in Kuwait City. All U.S. 

Government personnel and contractors must remember that it is 
their responsibility to observe good computer and information 
security practices. Information processed on computers in 
hotel business centers, through email correspondence or 
document creation, is highly exploitable. Public computers 
located in hotel business centers, internet cafes, airport 
lounges, etc. should never be used to process, store or 
disseminate sensitive information. Compromise of sensitive 
government or military information can result in serious 
damage to national security. Compromises of sensitive 
personal data can result in significant personal and 

financial hardship. Random checks are conducted by Embassy 
personnel on public PC\'s. Breaches in COMPUSEC will result 
in the violator receiving security infractions and/or 

security violations. Inter-agency security standards 

prohibit the introduction or use of non-USG owned computer 
hardware and software at all USG diplomatic facilities. Cell 
phones, palm pilots, radios and other convenience electronics 
are prohibited in all secure areas of the mission. 


i. Photography: Tourist photography is encouraged in 
Kuwait. However, it is strictly forbidden to photograph 
public buildings, economic infrastructure, or military and 
other security-related facilities and personnel. 

Confiscation of film and camera and even arrest may result 
from doing so. A good rule of thumb: If there is any doubt 
as to whether a photograph should be taken, don\'t take it. 


j. Action Request: Each visitor, regardless of length 
of stay, must bring or forward fiscal data to pay for direct 
costs of the visit. Each agency, organization, or visiting 
delegation will be charged for the actual costs attributed to 


Column 3 

their visit. Direct charge costs include, but are not limited 

to: American and LES staff overtime (e.g., expeditor, 
accommodation exchange, representational event support), 
field travel, lodging and meals and incidental expenses 
(M&IE) by embassy employees, vehicle rentals, long-distance 
telephone calls, equipment rentals, office supplies and all 
other costs that are directly attributable to the visit. If 

fiscal data on visitor\'s travel authorization is to be used 

for this purpose, this information must be spelled out in the 
travel orders and sufficient funding must be provided to meet 
these expenses. In addition, for TDYers over thirty (30) 

days, there will be a charge for ICASS support services. If 
your sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign an ICASS Memorandum of 
Understanding (MOU) for ICASS support services upon arrival. 
The agency should provide post with written communication, 
generated by the traveler\'s headquarters, that confirms the 
agency will pay ICASS charges for the TDYer, provide the 
agency ICASS billing code for the TDY support to be provided, 
and authorize the traveler to sign the ICASS invoice 
generated by the TDY module. When travel is urgent, TDYers 
should bring this document with them to ensure there are no 
interruptions in the provision of services. Post will not 

provide any services to a TDYer staying in excess of 30 days 
without having received this documentation prior to day 31 of 
the TDY. 


k. Visit Kuwait\'s unclassified intranet website at 
http://kuwait.state.gov. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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EUR/RPM 
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CENTCOM FOR CG CJTF-82, POLAD, JICCENT 


E.O. 12958: DECL: 06/02/2017 

TAGS: PREL, PGOV, PTER, ASEC, MARR, AF, ECON, IR 
SUBJECT: SCENESETTER FOR SECRETARY GATES VISIT TO 
AFGHANISTAN 


Classified By: Ambassador William B. Wood for reasons 1.4 (B) and (D). 


1. (S) Your June 3-4 visit to Afghanistan will be greeted by 

a President Karzai facing challenges both domestically and 
from his neighbors. Domestic discontent is to a considerable 
degree a reflection of unmet expectations. The population 
expected the fall ofthe Taliban and arrival of the 

international assistance would lead to greater security and 
improvement in their daily lives. It has, but the persistent 
insurgency, endemic corruption (including in appointments), 
and backlog of unmet needs invites criticism of the 
Government\'s performance. Presidential elections are 18 
months away (with Parliamentary elections later), and the 
ambition of self-appointed challengers helps fuel criticism 

of Karzai. Old mujahadin and warlords resist initiatives 

that would undermine their influence. Many hold seats in the 
current Parliament and have become increasingly bold about 
using that institution to limit the President\'s maneuvering 
room, as in the recent no-confidence vote on Foreign Minister 
Spanta. 


2. (S) Karzai traditionally focused on balancing opposing 
interests and may be concluding that he needs to project 
strength and show results. He has taken positive steps but 
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must exercise more political will to use his political 
resources to address simultaneously the insurgency, 
corruption, poppy production, and provide improved services 
and basic rule of law. He must deliver results. 


3. (S) Conflicting interests in Afghanistan\'s neighborhood, 
including deliberate meddling in Afghan affairs, complicate 
Karzai\'s life. Cross border issues with Pakistan (serving as 

a support base and haven for the Taliban and plans to 
repatriate up to 220,000 Afghan refugees in camps slated to 
be closed this year) feed the insurgency and strain the 
security and service delivery systems. Karzai\'s use of the 
border issue to make political points with Pashtuns has 
proven to be a dangerous tactic, which we are resisting. 
There are small signs, however, of a positive shift. After 
much effort, the cross-border Jirgas agreed to at the White 
House in November are on track to take place in early August. 
The May 30 G-8 Joint Foreign Ministers Statement in Potsdam 
hit the right points and lays the groundwork for G-8 

sponsored concrete projects for improved relations. 


4. (S) From the west, the increase in Iranian meddling in 

Afghan affairs since Anmadinejad became President complicates 
the equation. Iran\'s recent (legal though politically 

motivated) deportation of roughly 80,000 illegal Afghan 

workers to date (up to 1,000,000 could be deported over the 

next year) struck a political nerve and provided an opening 

for Karzai\'s opponents in Parliament (joined by some 

reportedly receiving funding and bribes from Iran). 


5. (S) Under the leadership of GEN McNeill, ISAF X has 
maintained steady pressure on the insurgents, forestalling 
the Taliban,s vowed \"spring offensive\" with an orchestrated 
series of operations integrating key leadership engagement, 
kinetics, and support for development assistance. ISAF has 
disrupted Taliban lines of communication, inflicted heavy 
casualties on the enemy, and taken a substantial number of 
Taliban field commanders out of action. Essential to this 
success, and to Afghanistan\'s future security, has been the 
increasing integration of Afghan National Security Forces 
(ANSF) into ISAF/OEF operations. The ANSF are also 
particularly important for maintaining security in areas once 
the Taliban have been driven out. But demand for ANSF 
continues to outstrip availability. For example, recent 
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reports indicate that Taliban are re-infiltrating Zharey 

district near Kandahar City, a district that was the scene of 
major ISAF operations last fall and winter. Moreover, since 
last summer, there has been a marked increase in the 
Taliban\'s use of suicide attacks and other IEDs. ISAF is 

still struggling to fill operational requirements in 

mission-critical areas such as helicopters, counter-IED, UAV, 
and a PRT for Nimroz. Non-U.S. ISAF nations also are lagging 
in providing the 46 Operational Mentor and Liaison Teams\' 
(OMLTs) pledges to support the Afghan National Army (only 20 
OMLTs have thus far been provided). 


6. (C) The ANSF ) both Afghan National Army (ANA) and 
Afghan National Police (ANP) -- are playing an increasing 
role in establishing security in Afghanistan. Recruitment 

and retention have both increased, ANA units are acquitting 
themselves well in combat, and the MOD/ANA is a respected 
institution in Afghanistan. But the army can only operate in 
small units and has little capacity for planning, logistics, 

or integrated operations. Today, the ANA has over 37,900 
personnel and is on track to increase to 70,000. 


7. (C) The ANP is about two to three years behind, but 
improving as well. It has over 65,900 personnel and is 
increasing to 82,000 ) although additional training is 
necessary for ANP personnel to be fully effective. Equipment 
for these forces is gradually arriving and will make a 

positive difference. The ANP is suffering many more 
casualties than ANA and has become the focus of CSTC-A 
efforts. The recently upgraded senior leadership of the 
Ministry of Interior has begun to make the hard choices 
necessary to reduce corruption and institute reforms. The 
USD 5.9 billion in supplemental investment will maintain this 
momentum. However, more effort is needed. In particular, 
CSTC-A assesses that 3,500 more troops are needed to provide 
much-needed mentoring and training for the ANP. 


8. (SBU) According to the IMF, Afghanistan\'s licit GDP grew 
an estimated 8 percent in 2006, reaching approximately USD 
7.7 billon and has doubled since 2001 (in constant dollars). 
The IMF estimates licit GDP growth for 2007 at 14 percent. 
However, growth at this level will need to be sustained to 
absorb Afghanistan\'s unemployed (40 percent est.) and over 
2.4 million refugees still living in neighboring countries 

and to generate revenue to cover the costs of government. 
Attracting domestic and foreign direct investment is the key 
to maintaining a high growth rate. The Mission is focused on 
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fostering the establishment of the infrastructure -- economic 
governance, power, transportation, financial services, and 
telecommuncations -- that private investors demand. For 
fiscal years 2007 and 2008, USAID is planning on budgeting 
approximately USD 1.7 billion to draft new laws and 
regulations, build power stations and roads, and support the 
expansion and modernization of private banking, insurance, 
and telecommunications services, as well as other private 
sector activities. GOA fiscal responsibility will also be 
essential for maintaining the macroeconomic stability that 
investors require. Managing the impact of DOD security 
assistance on the Afghan budget will be critical for the GOA 
to sustain a balanced fiscal posture. 


9. (SBU) At the heart of our program is the transformation 
of Afghanistan\'s rural economy from its current anemic 
traditional base, susceptible to purchasers of illegal drugs, 
to a modern, integrated, commercial agricultural economy 
growing licit high value crops, raising livestock, and 
exporting to high-priced demand centers. Eighty percent of 
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Afghanistan\'s workforce works in the agricultural sector. 
Dole Foods, in conjunction with USAID and OPIC, is planning 
to make a USD 100 million agricultural investment on 10,000 
hectares in northern Afghanistan. Working closely with our 
team at the Embassy, the Defense Department can make 
significant contributions to this effort. The Afghan First 
program has shown the way forward with its contracting for 
bottled water, uniforms, and construction services. In the 
future, we hope USG, including DOD, health experts will work 
proactively with Afghan food suppliers to elevate their 

quality to the point that meat, poultry, fruits, and 

vegetables can be produced locally. For Afghan produce to 
reach the Gulf, Afghanistan\'s airports, especially in 
Mazar-e-Sharif, Kandahar and Jalalabad, will need to support 
commercial air freight operations. Finally, CERP funds 
allocated through PRTs can finance the construction of rural 
infrastructure -- roads, irrigation networks, small dams and 
town markets. 


WOOD 
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E.O. 12958: N/A 
TAGS: ECON, EFIN, IBRD, MU 
SUBJECT: NEW WORLD BANK PRESIDENT: OMAN 


REF: STATE 73691 


Acting DCM delivered reftel information to the Ministry of 
Foreign Affairs on May 30 and requested that the government 
of Oman issue a public statement of support for the 
nomination of Robert Zoellick. Post will report any 
substantive response to this request septel. 

GRAPPO 
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E.O. 12958: DECL: 06/02/2012 

TAGS: ASEC, PTER, CASC, AMGT, LE 

SUBJECT: LEBANON: EAC REVIEWS COMBAT AT NAHR EL-BARAD; 
SECURITY THREAT LEVEL 

REF: BEIRUT 780 (DTG 011421Z JUN 07) 


Classified By: Jeffrey Feltman, Ambassador. Reason: Sections 1.4 (b) 
and (d). 
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1. (C) On June 2 at 1300 hrs. local, the DCM chaired a full 
emergency action committee (EAC) meeting to review the status 
of military operations at the Nahr el-Barad Palestinian 

refugee camp and related security threats throughout Lebanon. 
The EAC agreed to lift the suspension of all off-compound 
personal moves, with such moves to be reviewed for approval 
on a case by case basis with emphasis on restricting moves to 
low threat areas. 


2. (C) Embassy Defense Attache provided a summary of 
military activity at the Nahr el-Barad Palestinian refugee 

camp near Tripoli, based on his briefing from the Lebanese 
Armed Forces (LAF) General Staff that occurred two hours 
earlier. Details are reported in other messages. In 

general, the second day of combat at Nahr el-Barad had found 
continued resistance from Fatah el-Islam fighters, 
house-to-house fighting, high LAF morale, and some additional 
LAF casualties. At this time, it was difficult to predict 

how long combat operations would continue, with a possible 
range of several days to up to two weeks. The next two to 
three days may give a better indication of how long the 

fighting will persist. The LAF has seized flat terrain 

within the camp that is relatively easy to take; the majority 

of the camp presents more difficult challenges, and fighting 

is most intense in two principal areas. 


3. (C) Lebanese security service officials have 
characterized the overall security situation in the country 

as \"tense but stable\" in their conversations with EAC 
members. In this context, the EAC agreed to lift the 
suspension of all off-compound personal moves (reftel). 
Off-compound personal moves will be assessed by the Embassy 
Front Office and RSO with respect to minimizing travel to 
areas of higher risk, such as street-side restaurants or 
shopping malls. Embassy staff will continue to exercise the 
prudent judgment that they have practiced during the past 
week in requesting off-compound travel. 


4. (C) The ODC representative reviewed the schedule of 
anticipated U.S. military flights into Beirut International 
Airport during the next several days. 


5. (C) The consular chief reported that he had dispatched 
an updated warden message to the American community in 
Lebanon on the evening of June 1. There are no immediate 
plans for further warden messages. 


6. (C) The EAC agreed to re-convene on June 4 at 1300 hrs. 
local. 
FELTMAN 
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E.O. 12958: DECL: 05/31/2017 

TAGS: PREL, PGOV, LE 

SUBJECT: LEBANON: AOUN BLOC TELLS HDAC THEY ARE THE 
ORIGINAL OPPOSITION 


Classified By: Ambassador Jeffrey Feltman for reasons 1.4 (b) and (d). 


SUMMARY 


1. (SBU) On May 28, Aoun bloc member Ibrahim Kenaan told 
visiting members of the House Democracy Assistance Commission 
that the Aoun bloc was the original opposition; this status 
derives from the bloc having always opposed any government 
formed via elections that took place under the old 
Syrian-dictated electoral law. As the system is now, Kenaan 
said, it is not democratic. The Aoun bloc only opposes that 
which is not democratic. Kenaan said that a coalition 
comprising Hariri, Jumblatt and Hizballah originally formed 
the government. They had no national vision, only a marriage 
of interests, and therefore the government fell apart over 
time, due to calls for an international tribunal and for the 
disarmament of Hizballah. End Summary. 


RELATIONSHIP WITH HIZBALLAH CAME 
FROM DESIRE FOR DEMOCRACY 


2. (SBU) In a 5/28 meeting at the home of Aoun bloc MP 
Ibrahim Kenaan, Kenaan and fellow Free Patriotic Movement 
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(FPM) members Ghassan Moukhaiber, Walid Khoury and Alain Aoun 
explained how the bloc originated, and its alignment with 
Hizballah, to the House Democracy Assistance Commission 
(HDAC), Embassy Econoffs, and Congressional staff aides. 
Kenaan first expressed his gratitude to the Embassy for 
organizing the Parliamentarians, recent visit to the U.S. 

He said they learned much from the exposure to democracy and 
debate. In response to questions from Chairman Price 
regarding the bloc,s role in Parliament, Kenaan said the 

Aoun bloc was always for a democracy in which all Lebanese 
were represented and had real voices. Although they opposed 
the present electoral law adopted in 2000, they participated 
and emerged as the group in opposition to the March 14 group 
parliamentary majority. They considered themselves the bloc 
that does not owe anything to Saad Hariri or anyone else. 
After the summer 2005 parliamentary elections, a coalition 
was formed by Mustagbal leader Saad Hariri, PSP and Druse 
leader Walid Jumblatt, Amal, and Hizballah. This coalition 
then came to agreements on how to distribute Cabinet seats, 
while the Aoun-led FPM bloc became the opposition. With the 
later Cabinet adoption of international resolutions, which 
Hizballah and Amal opposed, the coalition collapsed. 


BAD PR ALIGNS THEM TO HIZBALLAH 


3. (SBU) Kenaan stressed that the Aoun bloc is not beholden 
to anyone else,s views and opposes any group that does not 
advocate re-shaping the political system. He pointed out 
that they have \"lots of differences with Hizballah,\" and gave 
as an example their support for the LAF in the current 
situation at the Nahr al-Barid refugee camp. By contrast, 
Hizballah has been against the LAF entering the Palestinian 
refugee camp in order to capture terrorist extremists. 
Kenaan mentioned other issues such as independence and 
national sovereignty, in which, he said, the FPM takes 
stances distinct from those of Hizballah. 


4. (SBU) Aoun supporter Ghassan Moukhaiber added that being 
in a group with those who are allies of Syria does not mean 

that the bloc itself is an ally of Syria. He also said he is 

aware that some say members of the Aoun bloc are \"nice guys\" 
but have been caught up and are being used by Hizballah. 

While being a part of the opposition, the FPM still shares 

some policies with the March 14 parliamentary majority, such 

as the establishment of the tribunal, support for the LAF, 

and non-interference by Syria in Lebanon\'s internal affairs. 
Kenaan repeatedly told the HDAC delegation that General Aoun 
is anti-Syria and wants to bring Lebanon to a situation in 

which the country does not look to outsiders for support. He 
accepted HDAC Chairman Price,s comment that an alliance with 
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Hizballah and Amal &just wasn,t right8 and said that in 
the beginning, Hizballah hid from the FPM the Hizballah 
agenda on its own arms. 


DIVISION OF CHRISTIANS 


5. (SBU) The political split among Lebanon\'s Christians came 
about, according to Ghassan Moukhaiber, because of a 
\"breakdown of confidence and the high level of competition 
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among the political groups.8 There are some groups, he 
said, that are happy to see Aoun aligned with Hizballah 
because this implies less political competition for them. 
Walid Khoury offered that the Aoun bloc was rejected by the 
Hariri and Jumblatt coalition without reason. Kenaan added 
that former PM Hariri was in power with Syria,s support. 

The Cedar revolution actually started well before Rafiq 
Hariri\'s February 2005 assassination. The real beginning of 
the end for the Syrians in Lebanon occurred on October 13, 
1990, when Syria invaded the last part of Lebanon. Initial 
opposition to the Syrians at that time centered on the 
Aounists, who were only later joined by Hariri and Jumblatt. 
This anti-Syrian consensus broke down when the majority 
agreed to elections in 2005 on the basis of the 
Syrian-dictated 2000 electoral law. We in the Aoun bloc, he 
said, wonder how one can build a country without a minimal 
common understanding among the people, and without a national 
unity government. Syria manipulated us by dividing our 
communities, he claimed. 


REQUEST FOR CRITICAL WEAPONS FOR LAF 


6. (C) Moukhaiber said he went recently to see LAF Commander 
General Sleiman, who told him that he does not have what he 
needs to attack Fatah al-Islam extremists in the Nahr 

el-Barad refugee camp. Sleiman told Moukhaiber that he needs 
tank rounds, and helicopters with rockets or missiles. 
Moukhaiber asked if supplying such weaponry is a political 

issue for the U.S. 


A DYSFUNCTIONAL PARLIAMENT 


7.(SBU) Parliament was dysfunctional from the start, 
according to Moukhaiber, and the decision making process is 
flawed, leading to the Parliament breaking up into groups. 
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As Parliament met so infrequently over the years, the 

executive branch now makes all the decisions. Fundamental 
reforms for Parliament need to be enacted. There has been no 
real dialogue about this, Moukhaiber claimed, and for that 
reason he reiterates his calls for political reform. 


8. (U) The House Democracy Assistance Commission has not 
cleared this message. 
FELTMAN 
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E.O. 12958: N/A 

TAGS: PTER, MOPS, SOCI, NP, IZ 

SUBJECT: NEPALESE CONTRACTORS KIA IN IRAQ -- ALLEGATIONS OF 
NON-PAYMENT OF DEATH BENEFITS BY CONTRACTOR COMPANIES 


1. This is an Action Request. Please see final para. 


2. Emboff met Riyadh-based Nepalese Charge d\'Affaires Prakash 
Suvedi at his request on May 28, 2007 to discuss allegations of 
non-payment of death benefits by companies operating in Iraq for the 
USG. He requested any assistance the USG could offer. 


3. Mr. Suvedi presented the Embassy with a diplomatic note No. 
DM/255 which reads as follows: 


The Embassy of Nepal in Riyadh, which is concurrently accredited to 
the State of Kuwait, presents its compliments to the Embassy of the 
United States of America in Kuwait and has the honour to state that 
the family members of the following Nepalese nationals who were 
killed while serving presumably under US contracts in Iraq have been 
approaching this Embassy with their request to provide them with 
compensation and insurance. 
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S.N./Name of the Deceased/Date of Death/Company\'s 


1. Umesh Thapa May 2, 2007 Taylors 

2. Choodamani Sharma Aug 27, 2006 RGS Logistics 
3. Chinta Bahadur Pun June 11, 2006 RGS Logistics 
4. Chandra Mani Rai Apr 6, 2006 BTB Contractor 

5. Bil Prasad alias June 5, 2005 American-lraq 


Bin Kumar Gurung Solutions Group 
6. Ishwar Bahadur alias 
Ishwar Man Rai Feb 11, 2004 KBR 


7. Indra Bahadur Magar June 24, 2004 Global Security 
8. Raman Singh Thapa Aug 14, 2004 Global Security 
9. Govinda Raj Limbu Nov 25, 2004 Global Security 
10. Tilak Ram Bhat Chhetri Nov 25, 2004 Global 
Security 
11. Bhim Bahadur Gurung Nov 25, 2004 Global Security 
12. Gagan Chand Thakuri Nov 25, 2004 Global Security 
13. Ram Bahadur Gharti Dec 11, 2004 Olive Security 
14. Kishor Rai Dec 16, 2004 Global Security 
15. Padam Bahadur Rai April 13, 2005 DOD Contractor 
16. Yam Bahadur Thapa April 25, 2006 National 
Logistics 


However, the Embassy has been facing difficulties to contact and 
deal with these companies operating inside Iraq. In view of this 
problem as well as considering the trauma the bereaved families are 
undergoing with the death of their breadwinners, the Embassy would 
like to request the esteemed Embassy of the United States in Kuwait 
to kindly instruct the concerned companies to pay immediately 
through this Embassy legitimate dues, compensation and insurance 
that the legal heirs of the deceased may be entitled to under the 
prevailing laws and regulations. If the family of some of those 
Nepalese nationals are already paid by the concerned company 
directly, the Embassy would like to get documents confirming such 
payments. 


In the meantime, all contractors of the Government of the United 
States should be informed to use the official channel while paying 

any dues, compensation and insurance money to the family in case of 
any death of a Nepali national under their sponsorship. 


[Complimentary close.] 


4. Accompanying the dipnote was a dossier with copies of DD Form 
1075 (Convoy List of Remains of Deceased Personnel), DD Form 2064 
(Certificate of Death (Overseas)), DD Form 890 (Record of 
Identification Processing), CAC and CPA ID cards, passport biodata 
pages, various correspondence, insurance policies, a DNA test 

report, etc. of the deceased listed above. A review of the files 
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reveals that nearly all of the deceased persons were killed by 
insurgent attacks (IEDs, gunfire, rocket fire, etc.) 


5. Kishor Rai (number 14 in dipnote) should read Kishwar RAI per 
his DoD Contractor ID card issued 2004JUNO07. 


6. Not listed in the dipnote, but included as a file was a power of 
attorney for the legal heirs of Agam Bahadur ADHIKARI, deceased 26 
June 2005, a truck driver, possibly with Rehal International. 


7. Mr. Suvedi asked the USG to apply \"moral pressure\" on 
contractors to pay these claims. Emboff offered his sympathy and 
said he would forward the diplomatic note to Washington. 


8. ACTION REQUEST: Please advise post on appropriate response to 
the Embassy of Nepal\'s diplomatic note. POC is John Higi, 
Management Officer, Iraq Support Unit Kuwait. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k 


For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait's Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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DAKAR PLS PASS ODC, DAO, AND RAO 

E.O. 12958: DECL: 06/04/2017 

TAGS: PREL, PGOV, MASS, GA, IR, SG 

SUBJECT: THE GAMBIA: MILITARY COOPERATION WITH IRAN 


REF: A. DAKAR 1144 (NOTAL) 
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B. BANJUL 197 ET AL 
C. DAKAR/DAO MSG IIR 6 886 0045 07 


Classified By: AMBASSADOR JOSEPH STAFFORD, REASON 1.4 (BAND D) 


ARMS DEAL WITH IRAN? 


1. (S) We note, per ref a, indication from GOS that Iran has 
agreed to supply arms to the GOTG. We also note previous 
reporting in other USG channels of possible Iranian weapons 
deliveries here. While Gambian officials deny any weapons 
deal with the Iranians, a well-informed journalistic source 

told us that Gambian President Yahya Jammeh, during his 
December 2006 trip to Iran, visited arms factories. This 
source concluded that Jammeh \"likely\" reached some sort of an 
agreement with the Iranians on military cooperation involving 
arms as well as training, but had no specifics and could not 
confirm Iranian arms deliveries to The Gambia. 


MILITARY TRAINING 


2. (S) Our source did confirm that Iranian military advisers 
-- he estimated their number at 15 -- continued to train 
Gambian forces near President Jammeh\'s home village of 
Kanilai (see ref b for previous reporting). He went on to 
corroborate a recent report in a foreign-based online 
\"journal\" (reported in ref c) that the Iranians were not 
providing standard military training, but rather were 
focussing on such areas as commando operations and 
counter-insurgency warfare. The source added that those 
receiving the training were elements of a special militia 

unit established by Jammeh and included some Senegalese 
personnel from the Casamance. 


COMMENT 


3. (S) Little is known about the Presidential militia force 

at Kanilai, but we find credible the reports of its expansion 

in past months -- following the abortive coup plot here in 
March 2006 -- and of Jammeh turning to the Iranians to 
provide it with special forces-type training, and possibly 
weapons. In addition, like the GOS, we do not rule out the 
possibility of Jammeh channelling Iranian-supplied weaponry 
to hard-line Casamance rebel elements opposed to peace 
efforts. END COMMENT 

STAFFORD 
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CORRECTED COPY -PARA 1 CLASSIFICATION CHANGED 
SIPDIS 

NSC FOR ABRAMS/SINGH/MARCHESE/HARDING 


E.O. 12958: DECL: 05/29/2027 

TAGS: PREL, PGOV, KDEM, LE, SY 

SUBJECT: POST-TRIBUNAL POLITICAL INITIATIVES: WHICH IS THE 
LEAST-BAD OPTION? 


REF: BEIRUT 769 


BEIRUT 00000784 001.2 OF 003 


Classified By: Jeffrey Feltman, Ambassador, per 1.4 (b) and (d). 


1. (S) With the passage of UNSCR 1757 on the Special 
Tribunal for Lebanon, the international community handed a 
significant victory to the March 14 and GOL leaders. While 
figures such as Saad Hariri have strained to project a spirit 
of magnanimity toward Hizballah and its allies in the 
aftermath of UNSCR 1757, we do not believe that they have a 
plan for what's next in the months leading to the autumn 
presidential elections. Unfortunately, the March 8-Aoun 
alliance does have ideas, including destructive proposals 
such as the possible dissolution of parliament and the 
appointment of a second cabinet that, while illegitimate, 
would enjoy popular support among the Shia, Aounists, and 
other pro-Syrians. March 8-Aoun forces seem determined to 
create chaos in hopes of derailing presidential elections 

that do not go their way. 


2. (C) We, along with the French, Egyptian, and Saudi 
ambassadors, are urging March 14 and GOL leaders to seize the 
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initiative. Instead of continuing to say no to a National 

Unity Government -- a concept that repeated opinion polls 
demonstrate has broad popular appeal -- March 14 and GOL 
leaders should promote a solution to the cabinet crisis that 
would strike most Lebanese as reasonable and within the broad 
definition of National Unity (unity that in reality, of 

course, does not really exist in Lebanon). March 14 leaders 
should project sincerity and seriousness in wanting to fix 

the cabinet. With the UNSCR having created the tribunal, the 
March 14 bloc -- with one of its key demands met -- now might 
offer some flexibility in order to make it as difficult as 

possible for President Emile Lahoud to move to dissolve 
parliament and appoint a second cabinet in the run-up to the 
autumn presidential elections. 


3. (C) Broadly speaking, there are five primary options 
that March 14 and GOL leaders could consider: 


-- Maintain the status quo until presidential elections 

(which, constitutionally, will trigger the resignation of the 

current cabinet). The 17-member rump cabinet, without Shia, 
has proven more durable than anyone could have predicted when 
the Shia ministers walked out on November 11, 2006. Prime 
Minister Fouad Siniora in particular has been resolute in the 
face of numerous challenges. But, no matter how much support 
the cabinet receives domestically and internationally, a 

whiff of illegitimacy hangs over it and all of its decrees, 

given the lack of Shia representation. It cannot effectively 
implement its agenda. Given that Lahoud, Berri, and Aoun all 
insist that the current cabinet is illegitimate, the longer 

the status quo remains, the more likely Lahoud\'s appointment 
of a second government becomes. 


-- Promote the 19-10-1 cabinet solution. This expansion of 

the existing cabinet was the previous March 14/GOL position, 
by which Hizballah and its allies, by virtue of the 

non-voting neutral member, would have an effective \"blocking 
minority\" over significant cabinet decisions (that require 
two-thirds affirmative vote) but would be denied the 

\"toppling minority\" (by which if more than a third of the 
ministers resign, the cabinet is considered constitutionally 
collapsed). Parliament Speaker Nabih Berri, Hizballah 
Secretary General Hassan Nasrallah, and MP Michel Aoun have 


SIPDIS 

already rejected this idea repeatedly, and we doubt they will 
be more flexible after the March 14 \"victory\" in the 
tribunal. So, if March 14 leaders pursue this option, it 
means, in effect, that they have stuck with the status quo. 
See above, in other words. 
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-- Have PM Siniora resign, to convert the cabinet to a 
caretaker status. As noted reftel, Nabih Berri says that a 
Siniora resignation would be the key to an overall solution 
to the cabinet crisis and, eventually, the presidency. As 
the parliament automatically convenes in the case of a 
cabinet resignation, Berri also argues that Siniora\'s 
resignation would check Lahoud\'s desire to dissolve 
parliament. Siniora\'s resignation would trigger the 
consultative process to pick a new Prime Minister and thus 
make it difficult, if not impossible, for Lahoud to appoint a 
second cabinet. The resigned Shia ministers would return to 
the caretaker cabinet, which would have constitutional 
legitimacy to address day-to-day routine matters. The 
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cabinet would not be able to take major decisions, which 
would probably include asking the UNSC to renew UNIFIL\'s 
mandate after its August 31 expiration. Economic reform is 
another issue in which we have a major interest and also 
requires cabinet and parlimentary action. 


-- Replace the existing cabinet with a new cabinet, split 

along different lines. (This is a variation of the option 

above, with the difference being that the new cabinet would 

be worked out before Siniora actually resigns.) After his 

two meetings with Lahoud, Patriarch Sfeir has indicated his 
support for a six-person \"national salvation\" cabinet. PM 
Siniora, in contrast, has touted a 17-13 cabinet idea, by 

which the March 8-Aoun opposition would have a blocking and 
toppling minority. But this cabinet would operate under an 
entirely new cabinet program that would be agreed upon in 
advance. Siniora proposes that this cabinet program (which 
receives parliamentary approval at the time of the vote of 
confidence) be based upon policies already accepted by March 
14 and March 8 leaders alike: Siniora\'s seven-point plan 

from last summer, UNSCR 1701, the four decisions of the 2006 
National Dialogue, and Paris Ill reforms. Siniora has also 
mused that a new cabinet, perhaps composed of technocrats 
rather than politicians (a la the 2005 Mikati cabinet) could 

be formed with a very narrow, non-controversial cabinet 
program that would simply oversee Lebanon between now and 
presidential elections. The advantage to this option is that 

the current, July 2005 cabinet program, with its outdated and 
odious language about \"protection of the Resistance,\" would 
at last be jettisoned in favor of something else. 


-- Accept the long-standing March 8-Aoun demand of a 19-11 
expanded cabinet. In the aftermath of the November 11 
ministerial resignations, the pro-Syrians insisted on 
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expanding Siniora\'s existing cabinet to 30 members, giving 
the March 8-Aoun opposition a blocking minority while 
retaining the existing July 2005 cabinet decree. Knowing of 
the March 14 fear of the \"toppling minority,\" Nabih Berri 
promised to provide guarantees that the blocking minority 
would not resign or withhold cabinet quorum in advance of 
presidential elections. At the time he was promoting this 
idea, Berri offered it as a trade: March 8-Aoun politicians 
would agree to the Special Tribunal, and March 14 politicians 
would agree to an expanded cabinet split along 19-11 lines. 


4. (C) Our initial thinking was that Siniora\'s approach for 

a new 17-13 cabinet based on a new cabinet program was best: 
if March 14 and March 8-Aoun leaders could agree upon a 
program for the months between now and the autumn 
presidential elections (which lead to a new cabinet), then 
the danger of giving the toppling and blocking minority to 
the pro-Syrians seemed less significant, particularly after 
UNSCR 1757 solved the issue of the tribunal. But having 
pondered Nabih Berri\'s insistence that Siniora resign, and 
knowing from a variety of sources of the pro-Syrians\' hatred 
of Siniora, we now suspect that, once Siniora resigns, it 
won\'t matter what deal has been worked out before: Lahoud, 
in one of his few absolute powers, will refuse to sign the 
decree forming the cabinet unless certain demands are met. 
He is unlikely, for example, to agree to the inclusion of 
Minister of Justice Charles Rizk. After Rizk\'s work on the 
tribunal, March 14 is not willing to abandon him. Lahoud 

will probably extract a considerable price for his signature, 
perhaps including the elimination of Siniora. We think that 
any solution that requires Siniora to resign first is 

probably a pro-Syrian trap. 


5. (C) Thus, we concur with Walid Jumblatt and Samir 
Geagea, who have told us that they see Siniora\'s resignation 
as a red line that should be avoided at all costs. If one 

hopes to move away from the status quo -- given the danger 
that Lahoud is likely to seize the stalemate to appoint a 
second cabinet -- that means that we are speaking of 
expanding the existing cabinet rather than replacing it. 
Lahoud would have less room for mischief, as he would only 
have to sign the decrees appointing new ministers, not the 
entire cabinet, in the case of expansion. An expanded 
cabinet leaves the odious cabinet program (with its 
\"protection of the Resistance\" language) in place, but we 
note that this program is in place now -- with no practical 
impact on the ground. Moreover, we would argue that whatever 
relevance the July 2005 cabinet program still enjoys has been 
altered significantly by the acceptance of the seven-point 

plan (which calls for the state to have a monopoly of arms) 
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and UNSCR 1701. Reality has weakened the written program. 


6. (C) As for the blocking minority that a 19-11 cabinet 

split implies, this, too, is now of less concern than it was 

in November 2006, given UNSCR 1757 and the short time this 
cabinet will be in office. While the March 8-Aoun ministers 
could prevent the cabinet from requesting the extension of 
UNIFIL\'s mandate, we doubt that will be the case, given Aoun 
and Berri\'s support for UNIFIL. (The \"blocking minority\" 
could complicate, however, the ability to expand UNIFIL\'s 
mandate. But even if the current cabinet would agree to 
asking UNIFIL to deploy along the Syrian border -- and it\'s 
unlikely that Siniora\'s current cabinet would make that 
request -- troop-contributing countries would probably pay 
close attention to Shia views outside of the current cabinet, 
since the Shia populate the Biga\' area where the troops would 
be located.) Even if Berri\'s offer not to use the \"toppling 
minority\" in advance of presidential elections proves 
insincere, the toppled cabinet will still enjoy 

constitutional caretaker status up until presidential 

elections lead to the creation of a new cabinet. A 19-11 
cabinet, too, might not always split along those lines: in 

terms of Paris Ill reforms, Aoun\'s 4-5 ministers are likely 

to vote with the majority. Aoun would have the opportunity 

to demonstrate what he always says, that he is not a 
card-carrying member of March 8. 


7. (C) In actual fact, with the tribunal now imposed by the 
Security Council, we doubt that Berri, Hizballah and Aoun are 
still interested in their 19-11 proposal. They seem to want 
Siniora\'s head, and Lahoud\'s proposition to Patriarch Sfeir 
about the six-person salvation cabinet is an example of how 
the pro-Syrians are now insisting on even more than 19-11. 
(The six-person cabinet would be divided in half between 
March 8 and March 14.) But if March 14 and GOL leaders use 
the 19-11 plan cleverly, they end up showing the March 8-Aoun 
leaders as being unreasonable, if they awkwardly say no to an 
offer that was their demand only a few weeks ago. In our 
view, in the aftermath of UNSCR 1757, March 14 and GOL 
leaders should appear to be the ones displaying flexibility 

and coming up with reasonable-looking solutions. We judge 
that the 19-11 option, with Berri\'s guarantee of not 

resigning, is the least-bad option for the months ahead. The 
status quo is too risky, given public discontent over the 

current stalemate and the danger that Lahoud will 

intentionally confuse matters by moving in the direction of 
appointing a second cabinet and perhaps dissolving parliament. 
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8. (C) For now, Lebanon is paralyzed politically. There is 

no growing outcry among the general population against either 
Nabih Berri\'s refusal to convene parliament nor Emile 
Lahoud\'s refusal to sign papers of state. Unless there is 

some kind of new initiative, this paralysis will not change 

in the near future, while issues like UNIFIL renewal and 
economic reform hang over both the Lebanese and their friends 
in the international community, All eyes in Lebanon are now 
watching the fight between the LAF and Fatah al-Islam in the 
Nahr al-Barid refugee camp. If the LAF prevails, March 14 

and GOL leaders will be politically strengthened. But they 

still, in our view, need to go on the offensive in proposing 
cabinet solutions. We are meeting with the various March 14 
and GOL leaders in the coming days to see how they propose to 
put into action their current words about reaching out to the 
March 8-Aoun opposition. 

FELTMAN 
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OO RUEHMA RUEHPA 

DE RUEHOS #0415 1531512 

ZNR UUUUU ZZH 

O 021512Z JUN 07 

FM AMCONSUL LAGOS 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9044 

INFO RUEHZK/ECOWAS COLLECTIVE PRIORITY 
RUEHUJA/AMEMBASSY ABUJA PRIORITY 8856 
RUEHLO/AMEMBASSY LONDON PRIORITY 0790 
RUEHNY/AMEMBASSY OSLO PRIORITY 0068 
RUEHRO/AMEMBASSY ROME PRIORITY 1284 
RUEHWR/AMEMBASSY WARSAW PRIORITY 0407 
RUEHVB/AMEMBASSY ZAGREB PRIORITY 0059 
RUEHCD/AMCONSUL CIUDAD JUAREZ PRIORITY 0386 
RUEHIT/AMCONSUL ISTANBUL PRIORITY 0385 
RUEHSO/AMCONSUL SAO PAULO PRIORITY 0375 
RULSDMK/DEPT OF TRANSPORTATION WASHDC PRIORITY 
RUEATRS/DEPT OF TREASURY WASHDC PRIORITY 
RUCPDOC/DEPT OF COMMERCE WASHDC PRIORITY 
RUEAHLC/DEPT OF HOMELAND SECURITY WASHDC PRIORITY 
RUEAIIA/CIA WASHINGTON DC PRIORITY 

RHMCSUU/DEPT OF ENERGY WASHINGTON DC PRIORITY 
RHEFDIA/DIA WASHINGTON DC PRIORITY 

RUFOADA/JAC MOLESWORTH AFB UK PRIORITY 
RUEKJCS/SECDEF WASHINGTON DC PRIORITY","UNCLAS LAGOS 000415 
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SENSITIVE BUT UNCLASSIFIED - HANDLE ACCORDINGLY 
SIPDIS 


STATE FOR AF/W, INR/AA, DS/IP/AF, DS/ICI/PII, DS/DSS/OSAC, 
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CA/OCS/ACS/AF FOR MESARITI 

ZAGREB FOR AMBASSADOR BRADTKE 

WARSAW FOR LISA PIASCIK 

CIUDAD JUAREZ FOR DONNA BLAIR 

OSLO FOR HELENA SCHRADER 

ISTANBUL FOR TASHAWNA SMITH 

SAO PAULO FOR ANDREW WITHERSPOON 

DOE FOR GPERSON, CAROLYN GAY 

TREASURY FOR ASEVERENS, SRENENDER, DFIELDS 
COMMERCE FOR KBURRESS 

STATE PASS USTR FOR ASST USTR FLISER 

STATE PASS TRANSPORTATION FOR MARAD 

STATE PASS OPIC FOR ZHAN AND MSTUCKART 
STATE PASS TDA FOR NCABOT 

STATE PASS EXIM FOR JRICHTER 

STATE PASS USAID FOR GWEYNAND AND SLAWAETZ 


E.O. 12958: N/A 

TAGS: ASEC, CASC, EPET, KDEM, NI, PGOV, PREL 

SUBJECT: SITREP 25: 1 AMCIT RELEASED, 3 REMAIN HOSTAGES; 4 
SCHLUMBERGER EMPLOYEES KIDNAPPED JUNE 1 


REF: LAGOS 412 


1. (SBU) American citizen John Stapleton, four Italians and 
one Croatian kidnapped on May 1 off the shore of Bayelsa 
State were released from captivity on June 2 to Bayelsa State 
Governor, Timipre Sylva. All six hostages are said to be \"in 
good condition.\" The six individuals are expected to depart 
Nigeria on June 3. 


2. (SBU) At approximately 11:50 PM on June 1, eight armed 
individuals wearing mobile police uniforms stormed 
Schlumberger\'s Anadril Rumuogba Estate, in Port Harcourt, 
Rivers State. The kidnappers were able to enter the compound 
under the aegis of searching for a fellow mobile police 

officer. Once they gained access to the compound, the group 
abducted four expatriates from their houses, according to 
security sources. No American citizens are known to be 
involved in this incident. 


TransCoastal/Bayelsa: 3 Amcits Remain Hostage 
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3. (SBU) American citizens Bobbie Tyner, Shane McMorris, and 
Richard Moore and seven other individuals remain captive 

after being kidnapped off the shore of Bayelsa State on May 

25. 

LATIMER 
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FM AMEMBASSY ANKARA 

TO RUEHGB/AMEMBASSY BAGHDAD IMMEDIATE 0955 
RUEHC/SECSTATE WASHDC IMMEDIATE 2369 

INFO RUCNRAQ/IRAQ COLLECTIVE IMMEDIATE 
RHMFISS/HQ USCENTCOM MACDILL AFB FL IMMEDIATE 
RHMFISS/HQ USEUCOM VAIHINGEN GE IMMEDIATE 
RUEKJCS/JOINT STAFF WASHDC//J-3/J-5// IMMEDIATE 
RUEKJCS/SECDEF WASHDC IMMEDIATE","C ON FIDENTIAL ANKARA 001352 
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E.O. 12958: DECL: 06/01/2017 

TAGS: PREL, MOPS, IZ, TU 

SUBJECT: SULEYMANIYAH INCIDENT HITS RAW NERVE; TURKISH 
FORCES PLACED ON ALERT 


Classified By: DCM Nancy McEldowney for reasons 1.4 (b) and (d) 


1. (C) Summary: The encounter between Turkish Special Forces 
and Peshmerga security units in Suleymaniyah on June 1 
sparked a reaction throughout the Turkish government. The 
Turkish General Staff issued a public statement about the 
encounter which included a warning that another such incident 
would be met with a response. The Turkish Army, Air Force, 
and Special Forces were placed on alert and kept in that 
status until mid-morning June 2. Given pre-existing tensions 
(over PKK terrorism, handover of KRG security, and the 
domestic political crisis), we recommend outreach to KRG 
President Barzani with a request that he take visible steps 
both to prevent further encounters and to indicate a desire 

to help stem PKK terrorism from KRG territory. Such steps 
are essential now to calm the situation and minimize the 
likelinood for an unhelpful Turkish response. End Summary. 


2.(C) As discussed in e-mail traffic, on June 1 in the 
Iraqi city of Suleymaniyah there was an encounter between 
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Turkish Special Forces stationed there and Peshmerga security 
units. Evidently, the Turks were wearing civilian clothes 

and had entered the city to go shopping. They were stopped 

at a traffic control point by armed Peshmerga forces. 

Following a tense exchange, the Turks clarified their 

identity, and the incident was resolved without weapons being 
fired. Later that same day, we understand a PUK 
representative visited the Turkish base and attempted to 

clarify the misunderstanding. 


3. (C) FM Gul\'s senior advisor contacted Ambassador late on 
June 1 to express concern about the incident and to urge that 
immediate steps be taken both to prevent further encounters 
and to head off a media controversy. 


4. (C) A senior member of the TGS told us on June 2 that this 
incident was viewed with great seriousness. He stated that 
any further incident involving harm to Turkish forces in Iraq 
would be met with force. He clarified that a Special 
Operations plan to deal with such a contingency had already 
been developed and that the military had standing orders to 
execute whenever necessary (presumably to protect Turkish 
forces and/or retaliate). Explicitly distinguishing this 

from a cross border operation targeting PKK terrorists, the 
TGS General warned that Turkey would immediately go after KRG 
targets if its troops were harmed. 


5. (C) Comment: The Turks have exaggerated and/or distorted 
the facts of the encounter. There will be further distortion 

as the Turkish media lathers up into hysteria. As we work to 
calm the waters here, we recommend that Ambassador Crocker 
reach out to KRG President Barzani to impress upon him that 

-- distortions notwithstanding -- the Turks are on a hair 

trigger. Incidents with the Peshmerga and/or another PKK 
attack involving significant casualties will likely engender 

a Turkish military response - an outcome that will undermine 
Turkish, Iraqi, and USG interests. End Comment. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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RUEHC/SECSTATE WASHDC 0551 

RUEPGAB/MNF-I C2X BAGHDAD 

INFO RUCNRAQ/IRAQ COLLECTIVE 

RUEHBC/REO BASRAH 0578","S E C RE T SECTION 01 OF 02 BASRAH 000050 
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E.O. 12958: DECL: 6/2/2017 
TAGS: MCAP, PTER, ABLD, IR 
SUBJECT: IRAQI ARMY NOT PREPARED FOR PIC 


REF: (A) BASRAH 47 (B) BASRAH 35 


BASRAH 00000050 001.2 OF 002 


CLASSIFIED BY: Louis L. Bono, Director, Basrah Regional Embassy 
Office, Department of State. 
REASON: 1.4 (b), (d) 


1.(C) Summary: The commander of the Iraqi Army\'s (IA) 10th 
Infantry Division (ID), Major General Habib Abbas al-Husseini, 
told the Regional Embassy Office (REO) director on May 28 that 
his forces will not be able to secure Basrah once provincial 

Iraqi control (PIC) is handed over. His comments are reinforced 
by recent encounters between JaVish al-Mahdi (JAM) militia and 
IA soldiers. MG Habib is keen to occupy the Palace after the 
REO departs and says his troops are the only force that can 
secure it. End summary. 


IA NOT PREPARED FOR PIC 


2. (C) MG Habib, who commands IA forces in southeastern Iraq, 
said the 10th ID cannot provide security as Basrah moves toward 
Provincial Iraqi Control (PIC). He said the 10th ID is unable 

to contain the rising power of JAM, which has engaged in 
kidnappings and murders with growing impunity during the past 
two months. He said the Iraqi Security Forces (ISF) are unable 
to disarm the JAM without a political consensus among the 
warring parties. Describing his 10th ID as \"fledgling,\" the 
general said that he has only 2,000 soldiers under his command 
for the entire Basrah Province. In contrast, the Basrah police 
force has 17,000 men on its payroll, the majority of whom are 
militia gunmen. The general said that four additional 

battalions, including one new brigade, have been approved for 
the 10th Division and would increase its troop strength by over 
6,000. He said without the additional troops, he would not be 
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able to secure Basrah. Comment: In addition, if more 10th ID 
troops are reassigned, even temporarily, in support of the 
Baghdad Security Plan, it will further inhibit the 10th IDVs 
capability. Should this be necessary, we should encourage the 
reassignment of Basrawi troops, rather than troops originating 
from other areas of Iraq. End comment. 


JAM INTIMIDATES 10TH DIVISION 


3. (C) Recent incidents between JAM and the 10th ID show that 
the militia is willing to take on the army with growing 

intrepidity. On May 23, JAM attacked a 10th ID patrol riding in 
armored Humvees. The gunmen destroyed two Humvees and captured 
weapons, radios, helmets and body armor, according to the IA. 
On May 25, following the killing of Basrah JAM leader Wissam 
al-WaVeli (aka Abu Qadir) by Iraqi Special Operations Forces, 
JAM attacked the home of the 10th ID\'s chief of staff. A 
spokesman hurriedly declared that the division had nothing to do 
with the killing in order to convince JAM to call off its 

attack. (See reftel A.) Also that evening, JAM attacked 

British troops garrisoned at the Provincial Joint Coordination 
Center. The British requested 10th ID reinforcements, but an 
Iraqi commander refused, saying his troops were not ready. 


IS THE PALACE STILL AVAILABLE? 


4. (C) MG Habib asked the director about the status of the 
Basrah Palace and said he would like to establish his 
headquarters and station troops there immediately. He said the 
Ministry of Transportation is looking to reclaim the Shatt 
al-Arab Hotel from the 10th ID for its Ports Directorate. 

(Note: The Shatt was recently vacated by British forces and 
turned over to the 10th ID. End note.) The director said it 
would not be possible to garrison Iraqi soldiers at the Palace 
until the REO departs late July. In any event the director said 
the Gol is interested in reclaiming the Palace for the Council 
of Ministers and stationing a presidential palace battalion to 
secure it. The director asked about plans to locate the 10th ID 
HQ at Camp Graham. MG Habib complained about construction 
delays at Camp Graham and expressed frustration with the 
contractor. He said the 10th ID needs the Palace, because it 
would allow the 10th to expand, and the IA is the only 
institution in the region with the integrity to keep JAM out. 

The director asked about the utility of stationing troops in 
Basrah city if they could not provide security. MG Habib said 
the Army could provide security in the vicinity of the Palace 
and provide further support to the Iraqi Police forces in the 
city. 


COMMENT 
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5. (S) MG Habib\'s reluctance to handle security post-PIC is 
disappointing and contrasts his previous assertions that his 
forces would take on the IDF teams. (See ref. B.) His 
comments, coupled with JAM\'s intimidation of IA units, 
underscore the degree of influence that JAM wields in Basrah. 
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Currently, Fadhila is the only force that countermands JAM, and 
if it loses the governor\'s office, JAM\'s position will 

strengthen. The 10th can still play an important role in 

securing Basrah, provided it receives the additional forces and 
they are recruited from outside Basrah. MG Habib may also 
require a little encouragement from the Gol. 


6. (S) Despite the 10th ID\'s reluctance to take on JAM, we 
believe it is best positioned to occupy and secure the Palace in 
the immediate future. In less than two months, the REO will 

turn over its security responsibilities to the British Army, who 

in turn, seek to turn the Palace over to the lraqis in early 

August. We should urge the Gol to station the 10th ID at the 
Palace, at least for the near term. This will enable us to hand 
over the Palace to an established, fairly reliable entity that 

is present in Basrah and would provide the \"fledgling army\" with 
much needed accommodation and furnishings. It would also allow 
the Gol time to raise and train a presidential palace battalion. 
Otherwise, if the Gol insists on its own plan and continues to 
drag its feet, the British could find themselves at the Palace 

well beyond their end of summer deadline. 

BONO 
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STATE PASS USTR, USTDA, OPIC, AND EXIMBANK 

USTR FOR M SANDLER, T STRATFORD, AND T WINELAND 
STATE FOR EAP/CM, EAP/PD, AND EB/TPP 

USAID FOR ANE FOR D. WINSTON 

MANILA AND LONDON FOR ADB, EBRD USEDS 
TREASURY FOR USEDS TO IMF, WORLD BANK 


E.O. 12958: N/A 

TAGS: ETRD, PREL, EAID, ECON, EFIN, PGOV, MG 

SUBJECT: Third US-Mongolia TIFA Joint Council, March 12, 2007, Part 
3 of 3: USTR\'s Mongolian GSP Roadshow 


Ref: Ulaanbaatar 157 


1. (U) SUMMARY: Immediately following the March 12 Third US-Mongolia 
Trade and Investment Framework Agreement (TIFA) Joint Council 
meeting, Marideth Sandler, Executive Director of USTR\'s Generalized 
System of Preferences (GSP) program, spearheaded a GSP education and 
outreach drive March 13-15 in Mongolia\'s three largest cities. The 
outreach presentations detailed how businesses of all types might 

take better advantage of U.S. import tariff exemptions on a wide 
assortment of handcrafted products, as well as manufacturered items, 
minerals, and agricultural goods. Ms. Sandler addressed the 

specific needs of low-income producers of handicrafts, delivering a 
detailed explanation of about opportunities for these small-scale 
producers under GSP in general and under the handicrafts agreement. 

In these and in presentations to larger, more prosperous producers, 

USG presenters also highlighted the need for producers to 

acknowledge that gains from GSP duty-free treatment would be 
increased by quality improvements in exports and enhanced capacity 

to distribute and market Mongolian products. END SUMMARY. 


2. (U) Piggybacking on March 2007\'s TIFA talks in Ulaanbaatar, post 
worked with USTR GSP Program Executive Director Marideth Sandler to 
develop a GSP road show that could take our message directly to the 
Mongolian producers and exporters best positioned to profit from the 
GSP program and opportunity for Mongolia to enter into a 
U.S.-Mongolia certified handicraft arrangement note: reftel contains 
background on Mongolia\'s GSP usage, and Mongolia\'s non-energized 
response to the U.S. handicrafts proposal). Previously, some 

Officials in the Ministry of Industry and Trade (MOIT) offered 

gloomy predictions with respect to handicraft producer interest and 
product volumes. However, Ms. Sandler\'s GSP presentations in 
Ulaanbaatar, Darkhan and Erdenet played to standing room only 
audiences of enthusiastic small-scale cottage and medium-sized 
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producers eager to learn about duty free import opportunities. 


3. (U) Numbering some 200 participants total in the three cities, 
attending firms ranged from small individual business owners 

working with the USAID/USDA-funded Grow Entrepreneurs Rapidly (GER) 
Initiative to the larger member companies of the Mongolian National 
Chamber of Commerce and Industry (MNCCI). The firms ranged in size 
from single mothers producing felt slippers to molybdenum and steel 

rod producers, and garment and leather goods manufacturers employing 
several hundred workers. Products included handmade items of wool, 
cashmere, felt, wood, stone etc, foodstuffs, textile and 

metallurgical products. For many of the attendees, it was the first 

time they had heard about duty free export opportunities to the 

United States. Previously, these same producers had focused their 
energies on exports to the European Union under the GSP Plus 
Program, but strict quality requirements and small scale orders from 
European buyers made GSP Plus unprofitable, unviable and generally a 
disappointment for Mongolia\'s exporters. 


4. (U) All participants wanted to learn which products fall under 

the GSP program, saying the information was difficult for them to 
obtain and impossible to comprehend from the information they 
currently possessed. In response, a representative from the MNCCI 
promised to have the U.S. Harmonized Tariff System of Preference 
(USHTSP) translated into Mongolian and posted on its website so 
exporters could better access and understand the list. 


5. (U) To ensure that eligible exports enter the U.S. duty free, Ms. 
Sandler reminded her audiences of the importance of correctly 
marking the letter \"A\" on the U.S. Customs Entry Form as well as 
making sure that exported products are categorized with the proper 
name and code from the Harmonized Tariff Schedule of the United 
States. A Mongolian Customs Official who attended the presentations 
echoed this point. 


6. (U) Rules of Origin regulations were also a matter that confused 
many producers. MNCCI had been issuing Certificates of Origin to 
every U.S.-bound shipment, but both MNCCI and exporters were 
surprised by Ms. Sandler\'s statement that such certificates were not 
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required under the GSP program, and that U.S. importers, rather than 
Mongolian exporters, bore the burden of proving country of origin. 
Nevertheless, MNCCI and MOIT representatives noted that both 
Mongolian exporters and U.S. Customs needed to cooperate to prevent 
products of fraudulent origin from being exported to the U.S. 


7. (U) Besides learning the ins and outs of GSP paperwork, 
Mongolians wanted to know how to locate potential buyers for their 
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products in the U.S., a theme hit upon in all three cities. Several 
ideas were mentioned to help increase awareness of Mongolian 
handicraft products including the organization of a handicraft expo 
and the creation of catalogues that could be distributed via 
commercial contacts in the U.S. Catalogues were seen as the best 
near term solution, as most handicraft producers in Mongolia are low 
income individuals or families who could not possibly afford the 
costs of participating in U.S. expos. Excellent quality catalogues 

are already being produced by CHF, the contract agency for USAID\'s 
Ger Initiative, to market the wares of affiliated producers. 


8. (U) Speaking from her own experience in marketing handicrafts 
abroad, Margaret Herro, Director of CHF-Mongolia, encouraged 
producers to improve the quality of their handicraft products before 
engaging in expensive promotional campaigns. Recent promotional 
efforts in Germany, for example, failed because the quality of the 
products did not meet consumer demands. The MOIT representative felt 
producers should first focus on developing and improving their 
products locally by targeting foreign tourists to Mongolia in 

hotels, gift shops, tourist camps and other channels. She also 
suggested consolidating all handicraft products before export to 
address the quantity and shipping issue. 


9. (U) COMMENT: Our GSP outreach was a timely and useful event, 
judging by the enthusiastic and interested reactions of the 200+ 
producers, and it underscored the USG\'s commitment to taking real 
steps that will increase bilateral trade. Mongolian exporters are 
eager to take advantage of any opportunity to sell their products 
abroad, but they often lack the correct information and capacity to 
make it happen. Ms. Sandler\'s presentations also sparked 
discussions that drove home the point to Mongolians that elimination 
of tariff barriers alone -- such as through an often-requested 

bilateral free trade agreement (FTA) -- would not by itself increase 
exports. Instead, Sandler and company emphasized that product 
quality, consistent and reliable product supply, and effective 
marketing are at least as important to exports as tariff rates. 

Post will monitor the progress of the handicraft agreement and 
especially the effects it may have on Mongolia\'s handicrafts 
industry over the next year. Post also wishes to express its thanks 
to Ms. Sandler and the others involved in making this outreach 

effort a success. END COMMENT. 


10. (U) USTR GSP Executive Director Sandler cleared this message. 
Goldbeck 
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E.O. 12958: N/A 
TAGS: EFIN, ECON, PREL, KU 
SUBJECT: KUWAIT HOSTS EIGHTH ANNUAL GCC BANKING CONFERENCE 


REF: KUWAIT 806 


1.(SBU) Summary: Kuwait hosted the Eighth Annual GCC 
Banking Conference on May 22-23. Organized by the National 
Bank of Kuwait in cooperation with the GCC Secretariat 

General and the Central Bank of Kuwait (CBK), the conference 
entitled \"Managing Growth and Risk in an Era of Openness\" 
featured insights from regional and international financial 

experts on the role of the Middle East in the global economy 

and the impact of Basel II compliance on the GCC banking 
sector. The conference occurred on the heels of a decision 

by the CBK to drop the dollar peg and return to a basket of 
currencies (ref A). During a May 23 panel discussion of 

Central Bank Governors, CBK Governor Shaykh Salem Al-Sabah 
outlined the factors precipitating the change while 

reaffirming Kuwait\'s commitment to the formation of the GCC 
Monetary Union. Saudi\'s Central Bank Governor reiterated GCC 
commitment to the 2010 deadline while the Governor of the 
Central Bank of Oman defended Oman\'s decision to opt out of 
the union. Robert Zoellick was the keynote speaker. End 
summary. 


GCC Banking Sector 


2.(SBU) The Eighth Annual GCC Banking Conference featured 
insights from regional and international banking sector 

leaders on challenges and opportunities facing the GCC 
financial sector today. Abdulkareem Abu Al-Nasr, CEO of 
Saudi,s National Commercial Bank, noted that GCC bank assets 
continue to increase with the current value of investment and 
funding opportunities estimated \"between USD 28 billion and 
USD 45 billion.\" However, while in the past soaring oil 

prices automatically meant robust business, National Bank of 


Column 3 

Kuwait (NBK) CEO Ibrahim Dabdoub advised that banks today 
must also closely consider their information technology, 
management, and human resources requirements. Arab Banking 
Corporation CEO Ghazi Abdul Jawad stressed the importance of 
understanding the effect of demographic imbalances on the 
banking sector noting that expatriates represent sixty 

percent of the population in the GCC and forty-two percent of 

the population is under 15 years old. The importance of the 
consumer base was also alluded to by NBK GM Shaykha Al-Bahar 
who noted that personal loans currently represent 

thirty-eight percent of all GCC loans. 


Kuwait Central Bank Governor Reiterates 
GOK Commitment to GCC Monetary Union 


3. (SBU) On May 23, Kuwait Central Bank Governor Shaykh 
Salem Abdulaziz Saud Al-Sabah opened a panel discussion of 
GCC Central Bank Governors with a statement on the Government 
of Kuwait\'s decision to abandon the dollar peg. Al-Sabah 
provided a brief historical overview explaining that the 

dinar was pegged to a basket of currencies from 1975 until 

2002 when the GOK pegged the dinar to the U.S. dollar in 
anticipation of the GCC monetary union. Since 2002, he noted 
that the CBK intervened several times to maintain the fixed 
exchange rate and the rate of inflation, most recently to 

absorb KD 6 billion to avoid soaring inflation. Inflation, 
purchasing power, dependency on imports and the high cost of 
commodities were all factors that led to the final decision 

to drop the dollar in favor of a return to the basket, he 

said. Al-Sabah concluded by reiterating the GOK\'s commitment 
to the GCC Monetary Union. 


Omani Central Bank Governor 
Defends Decision to Opt Out 


4. (SBU) Defending Oman\'s 2006 decision to opt out of the 
monetary union, Oman Central Bank Governor Hamoud Bin Sanjour 
Al Zidjali noted that Oman has development projects that need 
funding and cannot tolerate a sudden drop of a GCC single 
currency. For that reason, Oman decided not to join the 

union. 


Saudi Central Bank Governor Reiterates 
GCC Commitment to Meet 2010 deadline 


5. (SBU) Saudi Central Bank Governor Hamad Bin Saoud 
Al-Siyari noted that GCC is committed to a single currency, 
exchange rate and pegging mechanism, and said that a GCC 
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committee is working hard to meet the 2010 deadline. When 
asked, he added that a single currency exchange rate has not 
yet been determined and is still under review by the GCC 
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central banks. On the overall economic outlook for the GCC, 
Al-Siyari acknowledged that exceptional growth and public 
expenditures are causing inflation but predicted that this is 

a temporary situation as GCC central banks can manage 
inflation and increased liquidity through internal monetary 


policy. 


Zoellick: Asian Expansion is a Factor 


6. (SBU) Robert Zoellick, Goldman Sachs Group Vice Chairman 
and former U.S. Trade Representative and Deputy Secretary of 
State, identified liquidity and Asian expansion, especially 
vis-a-vis China, as key factors that will affect the role of 

the Middle East in the global economy. He stressed that 
markets are a tool not an end, especially in China where job 
creation, internal migration, education, environmental 

issues, and the globalization of Chinese firms will impact 
long-term economic performance. Turning to the U.S., 
Zoellick noted that domestic insecurity caused by change and 
the rate of change feeds into other domestic issues including 
the immigration debate. Some Americans long for a return to 
a slower time, he said, noting that some members of Congress 
won during the last election while running on an isolationist 
platform. This is not the solution, he continued, advocating 

the view that people need to adjust to change -- not avoid 

it. Responding to a question on potential risks for GCC 
economies, Zoellick stated that a pandemic, large-scale 

terror incident, rise of protectionism, struggle for soul of 

Islam and/or the rise of China and Asia could all impact the 
role of the Middle East. He predicted that the long-term 

global economic outlook is good but advised that countries 
should have adequate monetary instruments in place to deal 
with shocks along the way. For example, he observed that 
China\'s exchange rate policy limits that country\'s ability to 
use it as a monetary instrument to address change. 


Basel Il: \"Have we gone too far?\" 


7. (SBU) During a panel discussion on the impact of Basel Il 
compliance on the GCC banking sector, panel chairman and CBK 
Deputy Governor Dr. Nabil Al-Mannaei explained that banking 
services offered today are completely different from those 


Column 3 

offered ten years ago. Competition between regional and 
international banks is not only a factor in the GCC but 
elsewhere as well because of the ease of mergers. In this 
new economic reality, he continued, Basel Il encourages 
supervision and obligates the development of supervisory 
tools to counter risk. Panelist William Coen, Deputy 
Secretary General of the Basel Committee on Banking 


SIPDIS 

Supervision at the Bank for International Settlements, 
cautioned banks and supervisors not to be complacent as risk 
surrounding growth and the scarcity of human resources should 
be considered. \"Human resources training and education is 
not an issue affecting only this region,\" he said, \"but an 

issue affecting Europe and the U.S.\" However, one attendee 
asked panelists if Basel Il was simply an attempt to make a 
subjective science out of basic banking. Noting the high 

cost associated with compliance, he said \"it appears we as 
bankers are looking for a reason not to do business\" while 
asking panelists if the banking sector has gone too far. 

Cheryl Rathbun, Citigroup Director of Basel II Implementation 
for Europe, the Middle East, and Africa, acknowledged that 
there is a cost associated with compliance but lauded Basel 

Il for aligning risk with capital for the first time. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: DECL: 06/03/2017 

TAGS: PARM, PREL, MTCRE, ETTC, IR, MU 

SUBJECT: (S) DELIVERY OF POINTS ON SALE BY OMANI FIRM FOR 
IRAN\'S MISSILE PROGRAM 


REF: STATE 63197 
Classified By: Ambassador Gary A. Grappo for Reasons 1.4 (b, d) 


(S/NF) SIMO delivered reftel information on May 22 to the 
office of General Al Majid al-Mamari, Minister of the Royal 
Office, requesting that Oman act decisively to ensure that 
Sanaei International Company & Partners, or any other Omani 
firm, does not assist Iran\'s missile program. SIMO will 
follow-up directly on this matter and report further via its 
channels. 

GRAPPO 
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E.O. 12958: DECL: 05/29/2017 

TAGS: KDEM, PGOV, PINR, PINS, IZ 

SUBJECT: FORMER GOVERNOR OF BAGHDAD ASKED TO TAKE ISCI 
ADVISOR JOB 


REF: BAGHDAD 1552 


Classified By: Deputy Political Counselor Charles O. Blaha for reasons 
1.4 (b) and (d). 


1. (U) This is a Baghdad PRT reporting cable. This cable is 
the third of a series describing political moderates in 
Baghdad and efforts to encourage moderate politicians and 
empower moderate movements. 


2. (C) SUMMARY: Former Governor of Baghdad Ali Fadel 
al-Misir recently took a position as a special advisor in the 
office of Vice President Adel Abd al-Mehdi, ending his 
self-imposed exile from politics in Baghdad begun in 2005, 
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when he was asked to step down from the Governorship by ISCI 
(formerly SCIRI) leadership. Al-Misir claims that in 2005 

his pro-American stance cost him his position, but due to a 
recent change in ISCI strategy it is now considered an asset 

to an ISCI party looking to strengthen its pro-American 
credentials. While having long-standing ties to members of 

the ISCI establishment, al-Misir considers himself a 

political independent and hopes to maintain ties with ISCI 

while establishing a coalition of political moderates who 

worked with him when he served as Governor. END SUMMARY. 


3. (C) Ali Fadel al-Misir told PRTOff that earlier this 

month that he was asked by Humam Hamoudi (ISCI 
parliamentarian) to take a position as a special advisor on 
Vice President Adel Abd al-Mehdi\'s staff. Al-Misir said that 
the position involves attending conferences on behalf of the 
Vice President, like the recent UN-sponsored conference on 
water resources in Jordan. Al-Misir has not held any 
position since resigning as Governor of Baghdad in early 2005 
and told PRTOff that his signing on with Abd al-Mehdi 
indicated two things: one, that ISCI seeks to downplay its 
Iranian-sponsored legacy through the inclusion of more 
moderates with pro-American credentials and two, he just 
really needs a job. 


4. (C) Al-Misir was elevated to serve as Governor of Baghdad 
in December 2004 when then-Governor Ali al-Haidery was 
assassinated. Al-Misir was then Baghdad\'s Provincial Council 
Chairman. Under the CPA local council system in place at the 
time, Provincial Council members were chosen from lower 
councils in a cascading caucus process. A Neighborhood 
Council chose al-Misir to serve on a District Council, that 
District Council chose him to sit on the Provincial Council 
(PC), and that body selected him to serve as its Chairman. 
Al-Misir maintained a cooperative relationship with Coalition 
forces and Embassy personnel and openly expressed his 
pro-American leanings while serving on these councils. After 
al-Haidery\'s assassination, the PC voted for al-Misir to be 
Governor of Baghdad. 


5. (C) Elections for a new Provincial Council were held in 
January 2005 and a SCIRI/Badr coalition took a majority of 
the council\'s seats (28 out of 51). While politically 
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independent, al-Misir felt that his previous connections to 
SCIRI (now ISCI) leadership while in exile in the 1980\'s 
would keep him in office. Humam Hamoudi, a family friend and 
SCIRI party leader, came to him in March 2005 and indicated 
that he would be offered a Deputy Governor position by the 
new PC, but would not be asked to remain as Governor. 
Al-Misir was told by others that his openly pro-American 
attitude did not sit well with members of the new PC. This 
PC broke off relations with Embassy and Coalition personnel 
soon after sitting in session in March 2005. Al-Misir 
submitted his resignation and the PC chose a Badr Corps 
commander, Hussein Ali al-Tahan to serve as Baghdad\'s 
Governor. 


6. (C) After his resignation, al-Misir decided to stay aloof 

from politics, biding his time until a comeback was possible. 
From 2005 until 2007 he met periodically with Coalition and 
Embassy personnel (including PRTOff) to provide atmospherics 
and intelligence on Baghdad politics and political leaders. 
Al-Misir remained a member of the Karkh District Council, but 
chose to remain a \'behind-the-scenes\' advisor to that 
council\'s leaders. Al-Misir says he was approached by 

several parties to run in the December 2005 elections, but 
decided to maintain his credibility as an independent. 


A history with SCIRI leadership 
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7. (C) Al-Misir explained the series of events that brought 

him into contact with SCIRI party leaders. Growing up in the 
Karkh district of Baghdad he was friends with Gadir Hamoudi, 
nephew to Humam Hamoudi. During the Iran-Iraq War, al-Misir 
and Gadir Hamoudi deserted the Iraqi Army and eventually 
ended up crossing the border into Iran, where they were 
promptly thrown in jail by the Iranians. Humam Hamoudi, then 
in exile in Iran, lobbied for their release and gave al-Misir 

a job writing press reports for his office. Al-Misir said he 

was approached by Iranian intelligence and asked to work as 
an agent against Iraq, but he refused. Humam Hamoudi then 
arranged for him to work with Mohammed al-Haidery (then SCIRI 
leader, and now ISCI parliamentarian) in Syria. Deciding to 
sneak back into Iraq at the close of the war with Iran, 

al-Misir rode from Damascus back to Baghdad on a motorcycle. 
Iraqi intelligence never tracked him down after his 

desertion, and he never told his family his true whereabouts 

for the nine months he was missing. 
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8. (C) Al-Misir comes from a wealthy Shia family with a long 
history in the Karkh district. The family fortune took a hit 
after the 1991 invasion of Kuwait and worsened under the 
sanctions subsequently placed on the regime. Al-Misir said 
that throughout the 1990\'s he and his family looked forward 
to the inevitable fall of Saddam Hussein\'s regime. \"It was 
just a matter of time until the Americans came and helped us 
get rid of Saddam,\" al-Misir said. Religious extremism, in 
the form of Wahhabism and resurgent Shiism, began to grow in 
largely secular Iraq at this time, concerning seculars like 
al-Misir. With the invasion and liberation of Iraq, al-Misir 
looked forward to a peaceful post-war reconstruction guided 
by the US and its Western principles. \"In 2003, we thought a 
new Iraq would someday turn out like Germany did, with 
American help,\" al-Misir said. He eagerly volunteered to 
serve on a local neighborhood council in Karkh in 2003, 
working closely with Coalition and Embassy personnel. 


9. (C) Al-Misir told PRTOff that the ISCI party is in 

trouble, challenged by the rise of the Sadr Movement. Their 
strategy is to find a pragmatic balance between their ties to 
Iran and the US. ISCI leaders approached him because his 
pro-American stance will lend them credibility in this 
endeavor, in his view. 


10. (C) While working for the ISCI party, Al-Misir intends 

to continue his efforts to build a coalition of political and 

social moderates that will support civil society 

organizations in Baghdad and may possibly run in future 
elections in Baghdad. Called the \Baghdad League\', this group 
consists of many members of BaghdadWs local councils that 
worked with al-Misir when he was Provincial Council Chairman 
and Governor of Baghdad. Al-Misir criticizes the major 
political parties as being run by extremists, and beholden to 
foreign interests and says that ISCI is certainly guilty of 

being \"too close\" to Iran. However, politics is about being 
pragmatic, al-Misir said, so one must always balance the 

short term needs with the long term goals. \"Right now,\" 
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al-Misir said, \"I just need a job.\" 
CROCKER 
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E.O. 12958: DECL: 05/30/2017 

TAGS: PGOV, PREL, PINS, IZ 

SUBJECT: SADRIST COR MEMBER CALLS FOR TRUST-BUILDING 
MECHANISMS BETWEEN U.S. AND SADRISTS 


Classified By: Acting Political Counselor Robert Gilchrist for reasons 
1.4 (b) and (d). 


1. (C) Ina May 28 meeting with the DCM, Sadrist Council of 
Representatives (CoR) member Baha al-Araji (protect) said 
that Muqtada al-Sadr was not in full control of his 
organization, which was falling prey to \"small groups with 
regional support.\" Describing the trust between the U.S. and 
the Sadrists as \"below zero,\" al-Araji called for measures to 
build trust at the practical and political levels. He 

suggested the coalition work with him \"behind the scenes\" to 
improve security in Kadhamiya and that there be an agreement 
on a timetable for withdrawal, \"even if it were to begin in 

four years.\" Al-Araji expressed his disillusionment with the 
CoR and the GOI, saying that Maliki needed to be freed from 
his constraints. The DCM emphasized to al-Araji that the 
coalition did not target Sadrists, but rather those who acted 
outside of the law. He said that the U.S. appreciated 
Mugtada\'s conciliatory words toward the Sunnis and that the 
U.S. would be watching Mugtada\'s rhetoric and actions closely 
in the coming weeks to see if he indicated any tacit 
acceptance of MNF-I\'s status in Iraq. While thanking 

al-Araji for the confidence-building measures he proposed, 
the DCM noted that the surest way for the Sadrists to help 
MNF-I reduce its footprint in Kadhamiya and elsewhere in Iraq 
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would be to oppose all activities outside of the law. End 
summary. 


2. (C) Al-Araji began by describing Mugtada as a \"true 
patriot\" whom others \"have not dealt well with.\" The 
Sadrists, he said, were \"exploited by small groups with 
regional support and regional agendas.\" While Muqtada did 
not accept these agendas, al-Araji claimed, he did not have 
enough control over Jaish al-Mahdi (JAM) leaders to reign 
them in. Al-Araji gave the example of Qais al-Khazali, 
noting that \"Muqtada never asked for him back.\" Muqtada 
planned to develop a list of several hundred \"criminal 
elements\" (presumably within JAM) over the next several 
weeks, al-Araji said. 


3. (C) Describing the level of trust between the U.S. and 

the Sadrists as \"below zero,\" al-Araji called for new 
mechanisms to build trust between the groups. \"We need to 
calm down the ShiVa-majority areas so the U.S. can focus on 
fighting the terrorists.\" He proposed starting practical 
cooperation in Kadhamiya, which he said was a \"peaceful 
place\" until people began to react badly to MNF tactics, 
which opened the door for JAM. He offered to broker a 
behind-the-scenes agreement with Kadhamiya leaders under 
which MNF would not enter the old area of Kadhamiya and in 
return the area\'s leaders would ensure that the area was not 
a safe-haven for criminals or weapons storage. The U.S. 
could help with service provision. If this model was 
successful, al-Araji concluded, it could be replicated in 
ShuVla and then Sadr City. 


4. (C) On the political level, al-Araji noted that many 

people in the United States were discussing MNF withdrawal, 
as were the Sadrists. \"Let\'s agree on a schedule for 
withdrawal,\" he proposed. \"It does not even need to begin in 
one or two years. You can say 4 years.\" Al-Araji claimed 

that agreement on such a schedule for withdrawal would mean 
that there would not be the same level of opposition from 
Muatada to coalition presence. \"And if there are reasons you 
should stay and if you have built trust with the people, then 

we could revisit the agreement before you begin withdrawing.\" 
(Note: Al-Araji, who chairs the legal committee at the CoR, 

is the CoR member most closely identified with the proposal 
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circulating in the CoR to set a timetable for withdrawal of 
MNF. End note.) 


5. (C) Turning to government performance, al-Araji said he 
had no confidence in the CoR or the GOI. The elections had 
not brought the right people into government, he said. He 
complained about the staff around Maliki, saying \"he needs to 
be freed from his constraints.\" Al-Araji said he regularly 


BAGHDAD 00001833 002 OF 002 


wrote Maliki letters of advice but that it was never taken. 

He criticized the ministers brought in through the government 
formation process. On the latest round of six new ministers 
proposed by Maliki, he again criticized Maliki\'s process for 
choosing them but said that the nominees for health and 
agriculture were \"OK,\" the nominee for transportation \"very 
bad,\" and the other three inconsequential because they were 
for ministries of state rather than full ministries. \"You\'ve 

put a lot of effort into forming a government, but we need to 
be building a state.\" He said he was disillusioned enough 
that he was thinking of \"leaving Iraq in a few weeks or 
months if the situation does not improve.\" 


6. (C) The DCM thanked al-Araji for meeting with him and 
noted that there were a number of areas where the Sadrists 
and the U.S. might agree. Both would agree on the importance 
of getting rid of Saddam, for example; both wanted to see a 
strong Iraq and neither were satisfied with the current level 

of services provided to the Iraqi people. The DCM noted that 
the coalition does not target political groups but does 

target those acting outside of the law. The DCM noted that a 
number of JAM members were involved in sectarian violence and 
other acts outside the law, and that JAM was associated with 
Muqtada, even if sometimes individuals acted against his 
stated orders. 


7. (C) On the issue of coalition withdrawal, the DCM 
observed that if the coalition left quickly, before Iraqi 
security forces (ISF) were ready, a far larger conflict would 
likely erupt. He told al-Araji that it was important that 
the Sadrist trend, in its relationship with other segments of 
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Iraqi society, continue in the direction of Muqtada\'s most 
recent sermon, in which he called for all elements to work 
together for Iraq. He emphasized that the coalition would be 
watching Muqtada\'s rhetoric over the coming period for an 
indication of tacit approval of MNF-I as a security partner 
invited by the GOI. \"We appreciate Muqtada\'s conciliatory 
words toward the Sunnis,\" he said, \"but we do not want to see 
him make the coalition the scapegoat.\" The DCM said that, 
while he agreed with al-Araji on the importance of finding 

ways to build trust, MNF and the GOI could not relinquish the 
right to conduct security operations in a given area of 
Baghdad: \"We have to treat all areas of the city equally. 
We\'ve also found that the bad elements have a way of finding 
the areas we aren\'t concentrating on.\" On Kadhamiya, the DCM 
noted that if local leaders found a way of reducing violence 

and criminal behavior, there would be less of a need for MNF 
operations and the footprint would be reduced. 


8. (C) The DCM asked al-Araji briefly about major 
legislative initiatives. Al-Araji offered his view that the 

CoR should finish the provincial powers law before turning to 
the elections law. He said that people believed the 
hydrocarbon law was developed by the U.S. On 
deBaathification reform, he warned against the U.S. applying 
too much pressure, which might cause people to reject it. A 
better tactic, he said, would be the merger of the draft 
currently in the deBaathification committee with \"your 
draft.\" The DCM stressed that the hydrocarbon and 
deBaathification laws were Iraqi laws. 


9. (C) Al-Araji has the reputation of being a loose cannon 
and does not speak for the Sadrists. His statement that 
Muatada is trying to reassert control over his organization 
comes as no surprise. The conversation reflected the 
slightly more pragmatic approach that at least some members 
of the Sadrist trend seem to be taking to coalition presence: 
al-Araji effectively conceded the need for coalition 
presence at present, though with the caveat that the 
coalition take a lighter approach in areas where it could 
develop reliable partners (such as al-Araji, naturally 
enough, in al-Araji\'s opinion). End comment. 

CROCKER 
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E.O. 12958: DECL: 06/03/2027 
TAGS: PTER, PREL, MASS, MOPS, LE, SY 
SUBJECT: DEFMIN MURR ON NAHR AL-BARID FIGHT 


Classified By: Jeffrey Feltman, Ambassador, per 1.4 (b) and (d). 


SUMMARY 


1. (S) Ina one-on-one meeting with the Ambassador on the 
evening of June 2, Deputy Prime Minister and Defense Minister 
Elias Murr, while describing that day\'s house-to-house combat 
in Nahr al-Barid as \"tough,\" forcefully rejected the worry of 
some Lebanese politicians that the LAF had, on the second day 
of the offensive against Fatah al-Islam (FAI), become bogged 
down. Murr said that the LAF\'s forward progress naturally 
slows as the soldiers approach two FAI strongholds. Murr 
defined victory as the seizure of these two compounds (both 

of which are located outside the older, most densely built 

part of the camp, where the remaining civilian population is 
concentrated), which he estimated would take another 48-72 
hours. The LAF will not have to enter the older part of the 
camp, Murr said, for the most dangerous FAI terrorists will 

fight to the death in their compounds. He claimed that GOL 
intelligence indicates that few if any of the FAI fighters 

have fled to the older part of the camp. Describing LAF 
fatalities by sniper fire (including a commando officer), 

Murr renewed his request for sniper rifles on an urgent 

basis. He expressed deep appreciation for the U.S. military 
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assistance but lamented the primitive nature of the LAF\'s 
arsenal, claiming that no other army would have gone to 
battle against such seasoned terrorists with what the LAF has 
to use. Morale in the army remains high, he insisted. End 
summary. 


MURR REJECTS CLAIM 
THAT LAF IS \"BOGGED DOWN" 


2. (S) Ina 90-minute review of the second day of the LAF 
assault against FAI positions in the Nahr al-Barid 

Palestinian refugee camp, Murr expressed satisfaction with 
the LAF\'s performance. Yes, he said, the battle that day had 
been extremely tough, especially compared to advances of the 
previous day. For example, it took six hours to clear five 
strategically located buildings. FAI fighters, blowing holes 
through walls, had created passageways between buildings that 
facilitated FAl movements and fire. But he forcefully 

rejected the worry expressed by some politicians -- including 
Walid Jumblatt, who called the Ambassador three times to 
express deep concern after being debriefed by LAF Chief of 
Staff Masri (a fellow Druse) -- that the LAF had become 
bogged down. Murr said that it was natural that the LAF 
momentum would slow as soldiers were forced into 
house-to-house combat as they closed in on FAI strongholds. 
\"Yesterday we had the movement of an army. Today we had 
man-to-man combat.\" 


3. (S) Murr said that, while there were still Wa hundred or 
more\" buildings to clear before the LAF reached the main FAI 
complexes, he did not expect all of the buildings to be as 
boobytrapped or well defended as some the LAF had seized on 
Saturday. In essence, he said, the LAF has captured FAI\'s 
\"forward defense.\" He said that it is hard to estimate the 
exact number of FAI fighters killed, but he noted that the 

LAF had retrieved 16 bodies in the streets and open areas and 
probably killed another 25-35 in the buildings. Since the 

start of the LAF-FAI battle on May 20, Murr estimated that 

100 FAI fighters have been killed. 


OBJECTIVE: SEIZURE 
OF TWO FAI STRONGHOLDS 


4. (S) Murr said that, with the Khan Center used by FAI 
destroyed on Friday, the LAF\'s goal now was to capture the 
Samad Center, toward the seaside edge of the camp, and the 
Cooperative (or Tawaniyya) Center, near the edge of what Murr 
described as the \"older camp,\" the most densely built part of 
Nahr al-Barid where the remaining civilian population is 
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concentrated. He estimated that it would take 48-72 hours to 
capture these two centers, at which point the LAF would, in 
essence, be able to declare victory. The LAF has no interest 
or plan to take the \"older camp\" and thus can minimize 
civilian casualties. While there is a small FAI stronghold 
inside the older camp, the FAI leadership and fighters are 
mostly in the Samad and Tawaniyya centers. Once those two 
centers are captured and the FAI positions destroyed, Murr 
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predicted, then the Palestinians themselves will be able to 
take care of the smaller FAI position inside the older camp. 
\"Once the Palestinians see Fatah al-Islam as a bunch of 
losers, they won\'t hesitate to finish them off,\" Murr 
predicted. While he would \"love\" to take out the FAI 
position in the older camp as well, \"we can\'t do that without 
precision weapons\" that would limit the collateral damage. 


5. (S) Murr drew a distinction between FAI-affiliated 
\"bandits\" and FAI \"terrorists.\" While some of the \"bandits\" 
may try to escape the Samad and Tawaniyya centers and sneak 
into the older camp, the terrorists will fight to the death. 
Claiming to have good intelligence from inside the older part 

of the camp provided by Sunni informants to the Interal 
Security Forces (ISF), Murr said that there is no evidence 

that the terrorists are moving out of Samad and Tawaniyya and 
filtering into the older camp. Using the maps and imagery 
covering Murr\'s table, the Ambassador noted that the 
Tawaniyya Center is just on the northern threshold of the 

older camp. Might the LAF fire onto the Tawaniyya encourage 
them to pull into the older camp later, in an attempt either 

to escape or to draw the LAF into the narrow, twisted 
alleyways? Murr discounted the possibility. 


RENEWED REQUEST FOR SNIPER RIFLES 
TO LEVEL PLAYING FIELD WITH FAI 


6. (S) Asked about casualty figures, Murr noted that the 

LAF had suffered eight deaths since the assault began on 
Friday, with the number of LAF wounded at around 50. He said 
that he was deeply concerned about the deaths of a commando 
and a commando officer and the wounding of another commando 
by FAI sniper fire. With the FAI using what Murr described 

as 12.7 mm Russian-made sniper rifles (most likely a Dishka 
machine gun), Murr made another pitch for three 50 caliber 
sniper rifles as quickly as possible \"so that we have what 

they have.\" He also expressed deep gratitude for the 

incoming EUCOM flights carrying 155 mm artillery rounds, 


Column 3 

saying that these were essential to the LAF\'s operations. He 
said that the LAF had fired about 2,400 rounds of 155 mm and 
130 mm ammunition on Friday but only about 300 rounds on 
Saturday, given the changing nature of the fight and the need 
to avoid depleting the stocks while awaiting the EUCOM 
supplies. 


NO KNOWLEDGE OF ABSIVS LOCATION 


7. (S) The Ambassador asked whether Murr knew the location 
of FAI leader Shaker al-Absi. No, Murr said; while the ISF 
had some low-level sigint capabilities, the ISF needed to be 
within 100 meters of a location to verify the exact location 

of, say, cell phone usage. Given the fighting and the sniper 
fire, the ISF cannot get within 100 meters of the Samad or 
Tawaniyya Centers to verify whether Absi is in one of them. 
Asked about the situation in the other camps, Murr said that 
there had been a brief flare-up in Ein al-Hilweh earlier in 

the day when Jund ash-Sham fighters shot at an LAF position. 
But the Palestinians themselves, fearful of having the LAF 
open fire upon the camp, stopped Jund ash-Sham. 


8. (S) Turning philosophical, Murr commented that \"no other 
army would have entered this fight with this type of 

equipment against this type of fighters. We are facing the 

most dangerous people in the world with a low level of arms.\" 
FAI fighters are \"the same people you face in Iraq,\" but the 
U.S. has much more sophisticated weaponry. Murr described at 
length mechanical and calibration problems with the M48 tanks. 
FELTMAN 
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TAGS: PREL, PTER, IR, MU 

SUBJECT: INVITATION FOR OMANI DEFENSE UNDER SECRETARY TO 
PARTICIPATE IN GULF SECURITY DIALOGUE 
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REF: A. MUSCAT 468 
B. STATE 62414 
Classified By: Ambassador Gary A. Grappo for Reasons 1.4 (b, d) 


(C) The government of Oman has not yet determined who will 
accompany Ministry of Foreign Affairs Under Secretary Sayyid 
Badr al-Busaidi to participate in the June 18 Gulf Security 
Dialogue (GSD) in Washington, D.C. Given the importance of 
defense-related issues to the GSD, post strongly recommends 
that Ministry of Defense Under Secretary Mohammed bin Nasser 
al-Rasbi be invited to the talks. The Office of Military 
Cooperation (OMC) at post has accordingly contacted the 
office of DoD Acting Assistant Secretary for International 
Security Affairs Mary Beth Long to request that she extend an 
invitation to al-Rasbi to travel to Washington for the GSD. 
GRAPPO 
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E.O. 12958: DECL: 05/31/2017 
TAGS: PREL, MARR, KNNP, EPET, IR, ASEC, IZ, SU, LE, QA 
SUBJECT: QATARI-U.S. GULF SECURITY DIALOGUE MAY 24 


Derived from: DSCG 05-1, B,D. 


1. (C) Summary. State/DOD Gulf Security Dialogue delegation 
met with Qatari MFA, MOD, and MOI officials May 24 in Doha. 
The Qataris acknowledged the importance of maintaining 
ambiguity on whether there might be a military attack in 
response to Iranian plans to develop a nuclear weapon. Noting 
perceived weaknesses on Iraq\'s borders with Iran, the Qatari 
delegation advised tightening border security with additional 
Iraqi troops. The Qataris agreed to the visit of a Critical 
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Energy Infrastructure Protection team June 6-11 and the 
establishment of a bilateral working group. They were 
noncommittal as to whether they would support a Chapter VII 
UNSC resolution to establish an international tribunal to 
investigate the assassination of former Lebanese PM Hariri. 
Qatari MOD was receptive to a proposed top-to-bottom defense 
review. The Qataris \"may\" attend the Global Initiative to 
Combat Nuclear Terrorism meeting in Kazakhstan, but only as 
observers. The GOQ is reviewing the CWC Challenge Inspections 
MOU at the ministerial level. The GOQ will \"look into\" the 

NPT safeguards agreement. They expressed willingness to help 
Lithuania with PRT funding in Afghanistan. End Summary. 


2. (U) Acting Pol/Mil Assistant Secretary Stephen Mull and 

Deputy Assistant Secretary of Defense (Middle East) Mark T. 

Kimmitt co-led the U.S. delegation to the Gulf Security 

Dialogue in Doha May 24. Ambassador Chase Untermeyer, NEA DAS 
Gordon Gray, Maj Gen Vern Findley (CENTCOM, J5), COL Ron 
Tuggle (Joint Staff), Bruce Hardcastle (DIA), and Nikhil 

Ramchand (NSC) also participated. The Qatari delegation was 

led my MFA Assistant Minister Mohamed al-Rumaihi and included 
Brig Gen Abdulla Jumaan, Ahmed al-Mohannadi (Qatar State 
Security), and other MFA officials. 


3. (C) Rumaihi invited Ambassador Untermeyer and the 
leadership of the delegation for a small executive session 
prior to the start of the talks. In the session, he: 


--requested a renewed inter-ministerial strategic dialogue 
following on a similar session in 2003; 


--urged more robust U.S. participation in Qatari-hosted 
conferences highlighting NGO involvement in building 
democracy in the region; 


--complained that U.S. messages and interactions often do not 
follow established protocol rules; 


--expressed regret that the U.S. had not supported Qatar\'s 
bid to host the next Forum for the Future, and other regional 
sessions; and 


--Briefly raised the cases of two Qatari detainees (brothers) 
and a Sudanese photographer for Al-Jazeera. 


A/AS Mull and DAS Gray responded that it was unlikely we 
could hold an inter-ministerial dialogue regularly but could 
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explore the possibility of doing one every three or four 
years. 


4. (C) Mull and Gray also raised the issue of Qatar's recent 
declaration that it would not serve as the base for any 

military operation against Iran. While acknowledging that the 
U.S. has no intention of launching military action against 

Iran at this time, Mull noted the tactical value of 

maintaining ambiguity around the question as a disincentive 
to Iran\'s aggressive posture in the region. Rumaihi accepted 
the point and said he would aim to steer his government away 
from similar declarations in the future. They also pressed 

for Qatar\'s support for a UNSC Chapter VII resolution on 
establishing an international tribunal to investigate the 

Hariri assassination in Lebanon. Rumaihi said his government 
was concerned that enacting such a resolution would be 
destabilizing within Lebanon; Gray and Mull countered that it 
is important to remember that the Siniora government is the 
democratically-elected government of Lebanon and that it is 
important for the UN to respect its wishes in setting up the 
tribunal. 


5. (C) Rumaihi opened the meeting calling for everyone to \"be 
frank at this table.\" He reaffirmed \"deep friendship\" between 
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the U.S. and Qatar, noting that the occasional friction in 
the bilateral relationship stems from its very closeness. 


Iran 


6. (C) Hardcastle provided a detailed intelligence brief on 
Iran, including a threat assessment and an analysis of Iran\'s 
strategic vision. Rumaihi replied with three possible Iranian 
courses of action if cornered: First, Iran will try to stop 

oil and gas exports from the Gulf \"in reaction to any 
measures," he said. \"Iran has the upper hand in military, 
paramilitary, and terrorist actions against ships.\" Second, 
Iran will subject the region to political pressure for 

minority rights. \"The region is sensitive to this,\" Rumaihi 
said, referring to local Shia populations. Third, Iran is 

trying to shape policy in the region, most visibly in Lebanon 
and Iraq. The Iranians seek regional power, recognition, and 
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a role. Rumaihi said Iran\'s target was to affirm its 

influence by establishing a dialogue with the U.S. \"Then they 
will have achieved their target.\" 


7. (C) Rumaihi said that Qatar aims to use consultation (such 
as the GSD) and diplomacy to prevent Iran from achieving a 
heightened regional role. \"If they have (exclusive) relations 
with the superpower, they will have a free hand in the Gulf 
region,\" he asserted. On the Iran nuclear issue, Rumaihi said 
the U.S. \"may have to use dissuasion\" (i.e., military 

action). But he advised consulting with \"regional powers\" 
Turkey, Pakistan, and India to help \"stabilize\" Iran and its 
nuclear program. A/AS Mull replied, \"We\'ve sensed that Iran 
wants to use talks (on May 28) to become a regional player.\" 


8. (C) DAS Gray outlined three tracks the U.S. is pursuing 
toward peace: Israel/Palestinian bilateral talks, primarily 

on day-to-day issues; the Arab/Israel track and the Arab 

Peace Initiative, which also complements the first track; and 

the Quartet effort, meant to garner international support. 

Though Israel PM Olmert and PA President Abbas are not strong 
domestically, which complicates the situation, President Bush 
has been clear on his vision for a two-state solution, which 
Secretary Rice is committed to implementing. Rumaihi said 
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that his government viewed the Secretary\'s statements in 
December, when Qatar served as UN Security Council president, 
as \"positive.\" He said that the Arab Peace Initiative was 

meant to address both peace and normalization simultaneously 
rather than meet Israeli requirements before those of the 
Palestinians. \"We make it one issue,\" he said. 


9. (C) On Afghanistan, Gray said that any assistance Qatar 
could provide would be appreciated. A/AS Mull noted that the 
Lithuanians would soon approach the GOQ seeking financial and 
material support for a provincial reconstruction team. We 

will do the necessary,\" Rumaihi replied. Gray thanked Qatar 

for its troop contributions to UNIFIL in southern Lebanon. He 
encouraged the Qataris to favorably consider any request from 
Yemen for military assistance. Rumaihi replied that Qatar had 
not yet been approached by the Yemenis on the matter. 


Column 3 


10. (C) Gray noted that the U.S. expects Khartoum to allow 

the deployment of the Heavy Support Package as soon as 
possible, but Bashir \"has a history of delay.\" He asked his 
Qatari hosts to press Khartoum to live up to its 

international obligations. In reply, Rumaihi brought up the 

issue of Sudan\'s designation as a state sponsor of terrorism. 
Khartoum had approached the Qataris last fall to help 

facilitate rescission of the designation \"but nothing has 

been done\" by the U.S. \"The U.S. should live up to its 
assurances\" of improved bilateral relations with Khartoum, 
Rumaihi argued. The Sudanese government \"looks forward\" to 
better relations with Washington, and \"there is a chance\" for 

the U.S. to pull Khartoum away from harmful links with 
Damascus and Tehran. On Darfur, Rumaihi conceded that \"Sudan 
needs lots of help\" and its government is neither efficient 

nor responsive. He pointed to a forthcoming conference 

including the Sudanese government and international NGOs as a 
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step in the right direction. A/AS Mull pointed out that the 

State Sponsored Terrorism list is not under the State 
Department\'s control and Sudan\'s removal from the list would 
require significant investigation. 


11. (C) Rumaihi told the U.S. delegation that Qatar worked 
with the Council of Islamic Courts last fall (2006). \"We were 
going to contact you (about the meetings), but then it heated 
up and Ethiopia got involved,\" he said. Qatar\'s goal is 
stability for Somalia and security for Qatar\'s energy exports 
shipped through waters off Somalia. 


12. (C) Rumaihi claimed that some Qatari military officers 
had had problems obtaining U.S. visas for official travel and 
asked for continued efforts to resolve the issue. 


Critical Energy Infrastructure Protection 
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13. (C) Brig Gen Abdulla Jumaan outlined coordination with 
NAVCENT as a key component of Qatar\'s maritime security plan. 
He characterized the coordination as effective, though he 

called for implementation of a U.S./Qatari \"contingency plan" 
dating from 2004. (Note. This plan is reactive and is not 

meant to provide deterrence.) Rumaihi conceded that, though 

the GOQ monitors ships and other vessels offshore, it needs 

to improve security plans. \"Our side is interested in 

training,\" he said. MG Findley agreed to coordinate this 

request with CENTCOM and NAVCENT. 


14. (C) Rumaihi welcomed the proposed visit of the Critical 
Energy Infrastructure protection team and the creation of a 
Joint Working Group. He suggested that the team meet with the 
MOI, as well as other stakeholders, during their visit. 


15. (C) Rumaihi thanked the U.S. for installing Patriot 

missile batteries in Doha during the December 2006 Asian 
Games. BG Abdulla added that \"there is cooperation here\" on 
Patriots, and Qatar would look for a way to continue to 

discuss. A/AS Mull explained that U.S. policy was to ensure 

that partnering countries have all the security they need. 

The U.S. is prepared to do much more with Qatar, \"but we need 
a COMSEC agreement first,\" he said. Maj Gen Findley and A/AS 
Mull outlined a top-to-bottom, strategic-to-tactical level 

review that the U.S. could offer to undertake with Qatar. The 
Qataris were receptive to the proposal. 


Iraq 


16. (C) Rumaihi made two key points on Iraq: We have to do a 
better job of protecting Iraq\'s borders, and we need to 
strengthen lraqWs army. He said that the GOQ had \"seen 
activity" on Iraq\'s borders with Iran, Syria, and Saudi 

Arabia, and there is a need to \"reinforce\" these areas. 


17. (C) Qatar has pledged USD 100 million for Iraq 
reconstruction and has disbursed half, Rumaihi said. 


18. (C) Participating in the International Compact for Iraq 
will be \"difficult,\" according to Rumaihi, because of PM 
al-Maliki, who, Rumaihi said, doesn\'t want \"foreign 
assistance," only normal relations with other countries. 
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Rumaihi criticized al-Maliki, saying he has failed to date to 
govern on behalf of all citizens. \"We\'re not ready to help 

him without a clear picture. They have to tell us they\'re not 
sectarian; they need to treat all districts in a balanced 

way,\" Rumaihi said. In particular, he suggested that the PM 
meet Sunni tribal leaders more frequently. A/AS Mull answered 
that the way to help al-Maliki \"govern for all\" is to support 

him as much as possible. \"Please show patience,\" he 
counseled. Maj Gen Findley concluded the topic with an update 
on the Baghdad Security Plan. 
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Counter-Proliferation 


19. (C) Rumaihi noted that Qatar has joined the Proliferation 
Security Initiative and that action was with the Qatari 

military. On the Global Initiative to Combat Nuclear 

Terrorism, Rumaihi said that Qatar is waiting for a GCC 
position on civilian nuclear energy. Qatar might send an 
observer to the June meeting in Kazakhstan, but there would 
be no decision on the initiative before that. A/AS Mull 

pointed out that there is no contradiction between civilian 
nuclear applications and the Global Initiative. On the 

Chemical Weapons Convention MOU on challenge inspections, 
Rumaihi said that the WMD Committee had sent the Council of 
Ministers a draft law. \"We expect to be able to sign an MOU 
this year,\" he said. He said that Qatar would look into the 
issue of the Additional Protocol to the safeguards agreement. 
Finally, he noted that Qatar would be pleased to host next 
year\'s \"Eagle Resolve\" counter-proliferation exercise if no 
other country in the region were willing to host. 


20. (S) Qatar State Security representative Anmed 
al-Mohannadi noted good cooperation on intelligence matters 
with U.S. entities. He cited visits, experts meetings, 

sharing of analyses, and coordination at the level of 
investigations. He also referred to a list of more than 200 
persons who \"might use Qatar\'s airport" that was shared with 
American authorities. Internally, the GOQ follows up on 
suspects named by other countries. \"| assure you of good 
relations with the CIA and the FBI,\" he said. 
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21. (U) Rumaihi promised to work with the Embassy on 
follow-up until the next GSD meeting. 


22. (U) This cable has been cleared by the Gulf Security 
Dialogue delegation. 
UNTERMEYER 
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Classified By: Ambassador Michele Sison, reasons 1.4 (B) and (D). 


1.(S) Summary. Abu Dhabi Crown Prince and Deputy Supreme 
Commander of the UAE Armed Forces Mohammed bin Zayed Al 
Nahyan (MbZ) received U.S. Senator Joseph Lieberman at his 
Palace in Abu Dhabi on May 29. MbZ encouraged increased 
communication and planning in face of a \"resurgent\" Persian 
Empire in Iran. He stated that \"everyone\" in the region is 
willing to work with the U.S. to address Iranian aggression 

but want assurances that they will not be left alone to face 

Iran when U.S. priorities shift in the future. MbZ offered 

the Senator his recommendation on how to achieve internal 
security in Iraq by removing U.S. forces from the cities and 
concentrating on securing the borders. Noting that 
Guantanamo has become a recruiting tool for terrorists, MbZ 
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puzzled at the West\'s willingness to allow radical dialogue 

to continue within their own countries, and stated that the 

UAE deters extremism by constraining its imams and the school 
curriculum. MbZ suggested that the U.S consider appointing a 
special envoy to Saudi Arabia. End Summary. 


Iran 

2. (C) MbZ repeatedly emphasized to the Senator the need for 
joint planning and cooperation to address the growing threat 
of what he termed a \"new Persian Empire.\" Noting that Iran 
has been a regional threat \"since the time of artillery,\" MbZ 
said \"we have to stop them before they have missiles. . . 
Shehab IV (missiles) can\'t reach D.C., but we know it can 
reach us and everyone else in the region.\" Asking if the U.S 
has a two year/five year plan for lran, MbZ stated that 
everyone in the region wants to cooperate with the U.S., but 
\"we want some level of assurance that we will not be left 
holding the bag when U.S. priorities change in the future.\" 


3. (C) Senator Lieberman asked if aggressive tactics such as 
a blockade would work. MbZ replied that it was not necessary 
to move to that level yet, stating that \"we have a couple of 
years still, but we need to start planning now.\" MbZ stated 

VI am willing to risk 16 billion dollars in trade for 

long-term security for my children and grand-children,\" but 
added that such risks cannot be made casually and therefore 
\"have to be made in accordance with a plan." 


4. (C) MbZ pointed out three areas where he feels the U.S. 
should concentrate its efforts: maintaining pressure on 

banks and financial institutions; monitoring informal fund 
transfers through ShiVa networks; and using oil refineries as 
leverage -- noting that Iran imports 40% of its gasoline. 

MbZ stated that Iran\'s personalities may change, but the 
strategic goals are set. Comparing Iran to a train, MbZ said 
Ahmadinejad (or any other president) could no more change the 
path that Iran has set than an engineer can change the tracks 
before him. \"What we are seeing now," MbZ explained, \"is a 
new Persia that is pursuing the shortest route to regain its 
power and prestige -- and that is through nuclear power." 
MbZ also added that Iran is not likely to use its military 
capabilities in early strikes against the UAE or Israel, but 
would be most willing to use them against Saudi Arabia -- 
because of the Wahabis -- or perhaps Pakistan. 


Iraq 


5. (C) Responding to the Senator\'s probing on efforts to 
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stabilize Iraq, MbZ offered his personal opinion of how the 
U.S. could refocus their efforts to be more productive. 

First, he said, the U.S. does not need to secure cities such 
as Baghdad; this is an enormous effort that is largely 
counterproductive. In order to secure Iraq, he continued, 
the U.S. should concentrate light forces outside of cities, 
and focus on securing the borders and training Iraqi security 
forces to operate within the cities. \"Let them kill 
themselves." he concluded, \"sometimes it needs to happen. . . 
focus on establishing a solid core and minimizing outside 
influence.\" Free from outside influences, MbZ postulated 
that Iraq would eventually find an equilibrium. 


6. (S) MbZ also volunteered suggestions regarding the U.S. 
relationship with Saudi Arabia. Describing internal 
political communication within the Saudi government as 


ABU DHABI 00000910 002 OF 002 


\"broken,\" MbZ opined that the paths of communication to King 
Abdullah are \"too heavily filtered.\" Stating that one cannot 
trust a message passed through the Saudi Embassy in 
Washington to accurately convey the words of the King. MbZ 
recommended that the U.S. appoint a \"special envoy\" to Saudi 
Arabia -- someone who travels to Saudi on a regular basis and 
speaks directly with the King. He stated that if this 

proposal were couched in terms of the nature of the \"special 
relationship\" the U.S. has with the Kingdom, the Saudis would 
receive it well. 


7. (S) Senator Lieberman emphasized the need of like-minded 
countries to work together to combat extremism. MbZ shared 
his view that the biggest challenges are in education and 

raising a new generation that has an international focus. 
Lieberman asked if MbZ worried about Al Qaeda; MbZ responded 
\"big time.\" MbZ said that the UAE \"caught\" more than 200 
citizens and over 600 foreigners for suspected terrorist 

links. MbZ stated that the UAE security service is \"97% 
effective\" in gathering desired information, and has done so 
without the use of physical torture. MbZ said that the UAE 
engages their detainees in dialogue, and over time convinces 
them of the wrongness of their philosophies -- noting that 

they almost always eventually they cooperate. On the other 
hand, he complained, Guantanamo has become a recruiting tool 
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for the terrorists. 


8. (C) Acknowledging the West\'s emphasis on personal freedoms 
such as speech and religion, MbZ wondered whether at some 
point, when a Western government recognized a religious 

zealot sowing seeds of dissension and unrest, it might be 

able to act. MbZ explained that in the UAE, individuals 

wishing to serve as imams require a license (permit). \"If 

you can\'t license them, you at least have to monitor them, so 

that even if you can\'t prevent bad things from happening, at 

least they won\'t be a surprise,\" he summarized. 


9. (C) MbZ told Senator Lieberman that negotiating an FTA 
remains important to the UAE but that significant concerns 
still exist. Explaining that the UAE population is almost 

80% foreign, and that the private work force is even more 
disproportionately foreign, MbZ stated that the UAE faces 
\"unique challenges.\" Senator Lieberman stated that new Trade 
Promotion Authority legislation may include requirements for 
International Labor Organization (ILO) compliance and 
inquired if that would pose a problem for the UAE. MbZ said 
the theory of ILO compliance is fine, but that \"the practice 

is often unfair." MbZ said that the UAE already treats its 
foreign workers \"better than most countries including the 
U.S.\" and made a comparison of illegal alien labor in Texas 
and labor camps in the UAE. 


10. (U) Senator Lieberman has cleared this message. 
SISON 
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E.O. 12958: DECL: 06/04/2017 

TAGS: ECON, EFIN, PGOV, KZ 

SUBJECT: KAZAKHSTAN,S FINANCIAL SECTOR: A DANGER TO ITSELF 
(AND OTHERS)? 


REF: A. ASTANA 1243 
B. ASTANA 1240 
C. ASTANA 1122 
D. ASTANA 1234 


Classified By: Pol-Econ Chief Deborah Mennuti; reasons 1.4 (b) and (d). 


1. (SBU) Summary: In spite of the failure of a regional bank 
and the International Monetary Fund\'s recent characterization 
of Kazakhstani private sector external borrowing as an 
emerging \"global market risk,\" the mood among Kazakhstani 
financiers remains upbeat. With no end to petrodollars in 
sight, they see major opportunities for growth in financial 
services, particularly insurance and asset management. 

Still, the IMF\'s focus on the size of Kazakhstani banks\' 
external borrowings has helped highlight the Kazakhstani 
economy\'s vulnerability to higher global interest rates as 
another risk to the country\'s financial system. Most 
well-informed observers are already concerned by the apparent 
real estate bubbles in Astana and Almaty. Even more, when 
speaking frankly, acknowledge that the twin deficits of 

proper corporate governance and the rule of law remain major 
obstacles to the development of Kazakhstani business in 
general and the financial sector in particular. End summary. 


Driven by Oil and Intent to Keep Going 


2. (SBU) However they may assess the principal economic 
risks, decision-makers in the Kazakhstani financial sector 
agree that oil will, for the foreseeable future, continue to 

fuel the Kazakhstani economy and, concomitantly, the 

financial services industry. Roman Solodchenko, CEO of Bank 
Turan Alem (BTA), told a visiting Treasury official and 

econoff on April 16 that the outlook for the Kazakhstani 
economy remains rosy, as oil prices are not expected to 
plunge. Even if oil does fall, Solodchenko noted, it will 

still support economic growth, because oil contracts are 
structured in such a way that the actors are interested in 
increasing production \"no matter what the oil price does.\" 
Furthermore, Solodchenko implied, the Kazakhstani 
Governmenit\'s (GOK\'s) ongoing sterilization of its oil 

revenues through the National Fund has limited the government 
budget\'s dependence on the oil sector, thus cushioning the 
economy against any dramatic falls in the price of oil. 
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3. (C) Notably, Kazakhstan\'s National Bank (NBK) Deputy 
Chairman Gulbanu Aimanbetova does not see oil\'s classic side 
effect, \"Dutch disease,\" as a significant problem for the 
Kazakhstani economy. She explained during an April 17 
meeting that Kazakhstani firms rely heavily on imports for 

their inputs, citing the example of Rakhat Candy, which 

imports 70-80% of its inputs. Tenge appreciation, therefore, 
does not necessarily have an adverse effect on the global 
competitiveness of Kazakhstani producers, since it helps 

lower their costs, according to Aimanbetova. (Note: 
Aimanbetova may have merely been restating the GOK\'s official 
position, which another NBK official described as \"Kazakhstan 
does not have Dutch disease, just the symptoms.\" Whatever 
the GOK\'s principal decision-makers think of the threat of 
Dutch disease, however, they are currently embarking on a new 
major effort to diversify the economy away from the 

extractive sector. Ref A, B, and C. End note.) 


Kazakhstan: Attracting Capital (and Notoriety) 


4. (SBU) While oil-funded economic optimism is the spirit of 
the day, views appear to be significantly more diverse in 
regard to the Kazakhstani private sector\'s current borrowing 
binge abroad. The already much-discussed phenomenon was 
featured in the IMF\'s April 2007 Global Financial Stability 
Report. The IMF report specifically highlighted the combined 
external borrowing by Russia\'s and Kazakhstan\'s private 
sectors as Wan emerging market risk.\" The report makes 
particular note of the external borrowing by Kazakhstani 
banks. In 2006, according to IMF figures, Kazakhstan\'s 
financial institutions borrowed $8.4 billion abroad; in just 

the first 44 days of 2007 (Jan. 1 through Feb. 13), they 
borrowed $6.3 billion. The report sees this as a factor in 

the context of \"global risks,\" due to Kazakhstan\'s 
Vrelatively low capital adequacy\" and \"relatively high 
nonperforming loans ratio,\" particularly when the country\'s 
rapid credit growth is taken into account. 


5. (C) One prominent actor in Kazakhstan\'s financial sector 
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privately called the IMF\'s decision to place Kazakhstan 
alongside the U.S. and Russia \"flattering.\" Some 
well-informed observers expressed to us the view that the 
causes of the Kazakhstani private sector\'s borrowing binge 
were rational and benign, rather than speculative and 
dangerous. Kazakhstan\'s banks, they explained, are turning 
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abroad to access long-term capital that they cannot obtain at 
home. Magzhan Auezov, Managing Director of KazKommertsBank 
(KKB), remarked, \"it\'s just that borrowing abroad is 
cheaper,\" echoing the often-stated view that Kazakhstan\'s 
banking system, although widely described as the 
most-developed in the CIS, is not an adequate source of 
long-term capital. Some bankers explained that while the 
public-at-large continues the gradual post-Soviet process of 
warming up to banking, deposits remain relatively small and 
\"flighty.\" As a result, the argument goes, the domestic 
market only provides banks with limited, short-term capital, 
forcing seekers of long-term capital to go abroad. 


6. (C) NBK\'s Aimanbetova, however, stated unequivocally her 
concern with the extent of the banks\' external borrowing. 
Kazakhstan\'s external debt - now at $73 billion - has, she 
said, greatly expanded in the past two years due to private 
sector borrowing. Banks are currently responsible for 45% of 
the country\'s external debt, she added. Aimanbetova also 
said that banks are becoming overly aggressive as they drive 
up interest rates in competition for deposits. Erlan 

Balgarin, CEO of Centras Securities, an Almaty-based 
investment company, was more blunt in an April 16 
conversation. Credit expansion, he said, represents a 
serious risk to the Kazakhstani economy. Banks enjoy a high 
ability to borrow but very limited investment opportunities, 
which leads them to provide loans to questionable projects. 
As a result, Balgarin concluded, the quality of the credit 
portfolio tends to be very low. 


7. (SBU) The Financial Supervision Agency (FSA) recently 
tried to limit banks\' external borrowing by instituting 

stricter reserve requirements. As these requirements take 
effect, some of the largest banks are turning to issuing 
equity abroad or seeking foreign investors as alternate ways 
of attracting foreign capital. For now, however, the IMF 
figures appear to indicate that the external borrowing binge 
is continuing. 


Real Estate: How Big a Risk to the Economy? 


8. (C) There is consensus among observers that a lot of the 
capital borrowed abroad by Kazakhstani banks ends up flowing 
into domestic real estate. There appears to be agreement 
among top Kazakhstani bankers that the real estate markets in 
Almaty and Astana pose risks. However, the bankers differ in 
the levels of their concern and their approaches to mortgage 
lending. The National Bank\'s Aimanbekova said that the real 
estate market is being driven by \"speculative, not real, 
demand,\" and that \"problems\" are expected in 2008. She 
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blamed the excess demand on Kazakhstan\'s shadow economy, 
which produces large sums of money in need of laundering. 
(Note: for discussion of Kazakhstan\'s shadow economy, see Ref 
A. End note.) Balgarin of Centras seconded this view: 
compared to securities investments, he said, real estate 
investments enjoy a high level of non-transparency, making 
them an ideal vehicle for \"parking\" illicit capital. Greater 
transparency of the oil sector, Balgarin added, would lessen 
pressure on the real estate market and \"spread money around.\" 


9. (C) Grigoriy Marchenko, the CEO of Halyk Bank and former 
NBK Chairman, echoed Aimanbekova\'s comments, telling us on 
April 17 that real estate prices are \"the biggest industry 

risk for the banking system\" and that a correction could come 

in 2008. Marchenko emphasized his bank\'s \"contrarian\" 
orientation in treading carefully in the real estate sector. 

Yet even he qualified his pessimism: while the real estate 
market, he said, is overpriced in Astana and Almaty, it 

remains \"very segmented\" and still has room to grow \"in the 
provinces.\" 


10. (C) BTU\'s Solodchenko -- who described his bank as \"not 
the most aggressive one\" in the context of real estate (that 
title, he said, belongs to KKB) -- provided a mixed view. He 
said that Kazakhstan -- with a living space per capita figure 

of 17 square meters -- still has some catching up to do with 
Eastern Europe\'s 34 square meters per capita. Solodchenko 
added, however, that his bank has now pulled out of Astana\'s 
real estate market, which is approaching \"saturation\" at 
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22-23 square meters per capita. Still, he stated, the real 
increase in housing in Almaty is not as great as it may 
appear. The first floors of many residential buildings, 
Solodchenko explained, have been converted to retail stores. 
The need to replace this \"lost\" residential space, combined 
with the continuing post-Soviet \"decompression\" of extended 
families crammed into single apartments, is often viewed as 
at least partly responsible for driving the demand. 


11. (C) Auezov of KKB, Kazakhstan\'s largest bank, readily 
acknowledged his bank\'s substantial involvement in the real 
estate sector. However, he said, KKB\'s risk is \"particularly 
structured.\" Auezov explained that KKB focuses on financing 
construction, including construction of industrial and 
governmental buildings. This preference for \"construction 
risk,\" he implied, helps insulate KKB from the risks of the 

real estate market\'s fluctuations. Mukhtar Bubeyev, 
Department Head at the Financial Supervision Agency (FSA), 
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expressed a similar perspective, stating that Kazakhstan\'s 
banking sector is \"quite diversified.\" The real exposure to 
the real estate market, he said, is shouldered by mortgage 
companies, which also fall under FSA\'s purview. 


After Valut Transit Debacle: How Good is the Oversight? 


12. (C) Most observers do not see the recent collapse of the 
Karaganda-based Valut Transit Bank (VTB) as an indication of 
systemic problems in Kazakhstan\'s banking system. (Note: Ref 
D reports the legal proceedings surrounding VTB. End note.) 
The consensus appears to be that the VTB\'s downfall was 
precipitated by unmistakably \"criminal\" factors. Balgarin of 
Centras framed the saga in terms of corporate governance; the 
bank, he said, issued a lot of credit to finance its own 
stockholders\' projects. Other observers echoed this view but 
differed somewhat in their assessment of the regulator\'s 

(i.e. the FSA\'s) fault in the bank\'s downfall. Bakhyt 
Mazhenova, General Director of the Deposit Insurance Fund, 
shared her personal opinion with us that \"politicization\" 

and \"weakness\" of the FSA prevented it from spotting and 
bringing to light the VTBVs troubles in a timely fashion. 

Other observers also thought that the FSA may have been 
excessively timid and slow to the scene, particularly in 

pulling the sinking bank\'s license. 


13. (C) Halyk\'s Marchenko, however, painted a picture of a 
largely blameless FSA, which was simply prevented from doing 
its job by a lack of power and a faulty legal system. It was 
essentially impossible, Marchenko said, for the regulator to 
unravel the multi-layered loan scheme at the center of the 
VTB\'s demise. Any action the FSA takes, he explained, can be 
challenged in court. Marchenko added that in the VTB case 

the FSA likely assumed that it would lose such a challenge, 
\"even if (the bank) had not bribed the judge - a big if.\" 

FSA\'s Bubeyev, while sounding rather defensive about the VTB 
scandal, appeared to support Marchenko\'s thesis. In the wake 
of the VTB\'s bankruptcy, Bubeyev said, legislative amendments 
have been enacted, expanding the FSA\'s powers. The 
legislation, in part, dictates that the FSA\'s instructions 

must be followed even if they are being challenged in court. 


14. (C) Marchenko suggested that knowledgeable domestic 
investors, particularly large financial institutions 

(including Halyk), had pulled their investments out of VTB in 
time to avoid falling victim to the bank\'s collapse. On the 
other hand, foreign institutions and domestic depositors, 
Marchenko added, could not see the trouble coming. 


15. (C) The ripple effects for Kazakhstan\'s financial sector 
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of the collapse of the VTB are, according to a discernible 
consensus, rather limited. Mazhenova of the Deposit 
Insurance Fund (DIF), \"Kazakhstan\'s FDIC,\" however, stated 
that the impact on the banking system would have been \"big,\" 
had the DIF not made payments to the VTB\'s depositors. The 
DIF\'s actions, she said, prevented a major outflow of capital 
from the banking system following the VTB\'s collapse. 
Mazhenova said that the failed bank served 100,000 depositors 
and held 250,000 accounts. Mazhenova described the VTB as a 
\"large regional bank\" and a key player in the economy of the 
industry-heavy Karaganda Oblast. The DIF, she said, insures 
bank deposits up to the amount of KZT 700,000 (approx. 
$5,833); 52% of VTB\'s deposits were under that threshold. 
Mazhenova stated unequivocally that the VTB meltdown is 
taking a major financial toll on the DIF, resulting in 

obligations of approximately KZT 15 billion (approx. $125 
million). She added that a decision has been made to grant 
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to the DIF an inflow of capital, possibly to the tune of 5 
billion KZT (approx. $41.7 million), from the National Bank. 


New Horizons and Where the Buck Stops... 


16. (SBU) In spite of the clouds of the VTB debacle and 
excessive external borrowing by banks, Balgarin of Centras 
presented an optimistic vision of the Kazakhstani financial 
sector\'s foreseeable future. The asset management and 
insurance industries, he said, lag behind the \"very 
well-developed\" banking sector but have great potential. 
Balgarin added that insurance companies may receive a major 
impetus if existing pension funds come under their 
management. While the lack of \"financial literacy\" among the 
Kazakhstani public remains an obstacle, he said, \"the public 
mind is evolving.\" As evidence, he cited $20-22 billion now 

in deposits and $400 million under asset management, although 
only 15-20% of the latter is \"active on the market.\" 


17. (C) Balgarin was decidedly gloomier when discussing 
issues of corporate governance. He said that the lack of 
transparency is a problem, and that it is very difficult for 

a shareholder to influence a company. \"The problem,\" 
Balgarin stated, \"is not legislation but the legal system and 
the culture. When it comes to enforcing rights, the buck 
stops at the courthouse steps. Balgarin\'s remark was a 
clear allusion to the notion that the fate of the Kazakhstani 
financial services industry is strongly tied to that of the 
domestic corporate sector, which remains plagued by poor 
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corporate governance and the legal system\'s failures in 
enforcing contractual and property rights. 


Comment 


18. (SBU) Whatever the extent of the risks that Kazakhstan\'s 
overindulgence in foreign debt brings to the global financial 
system, the phenomenon certainly exposes Kazakhstan\'s banking 
system to external risks, particularly higher interest rates. 

Should global interest rates rise, Kazakhstani banks may 

find it difficult to refinance their maturing -- and 

mushrooming -- debt. A possible switch in focus from debt to 
equity may alleviate this concern. Concern will remain, 

however, over the quality of the banks\' investments and 

loans, particularly in real estate. 


19. (SBU) The optimists\' assessment that Kazakhstan\'s banking 
sector is relatively impervious to a possible bursting of the 

real estate bubble understates the wider socio-economic 
effects of a truly hard landing. Astana and Almaty\'s 
construction boom relies on the cheap labor of untold numbers 
of Central Asian migrants, who will abruptly and collectively 
become unemployed if the real estate music stops. 
Furthermore, many middle-class Kazakhstanis in Astana and 
Almaty - many with mortgages - have invested large portions 
of their net worth in newly built apartments. A wave of 
foreclosures would be a phenomenon both unprecedented and 
deeply worrying for an important layer of Kazakhstani 

society. While well-informed observers increasingly mention 
2008 as the year when the real estate market is likely to 

peak, the behavior of market bubbles is notoriously difficult 

to predict. End comment. 
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E.O. 12958: DECL: 06/02/2017 
TAGS: PGOV, PTER, MOPS, MCAP, MARR, PINS, PNAT, IZ 
SUBJECT: STRATEGIC SECURITY DIALOGUE WITH ISCI CONTINUES 


Classified By: Ambassador Ryan C. Crocker for reasons 1.4 (b) and (d). 


1. (C/REL MNF-I) SUMMARY: At a May 27 meeting of the joint 
Coalition - Supreme Islamic Iraqi Council (ISCI) Security 
Committee, Badr Organization leader (and CoR Security and 
Defense Committee Chairman) Hadi al-Amri told MNF-I Deputy 
Chief of Staff for Strategic Effects MG Winfield Scott that 

over seventy-percent of Sadr City residents do not support 
Jaysh al-Mahdi (JAM) and that ISCI could help in building 
support for the Coalition within the area. He added that 

while operation Fardh Al Qanoon (FAQ) was making progress, 
the Coalition must better protect Baghdad\'s numerous bridges, 
seal off the city, and arm local tribes to fight insurgents. 


2. (C/REL MNF-I) SUMMARY CONTINUED: Al-Amri asserted that 
ISCI Security forces should be allowed to possess machine 
guns to defend their offices and requested the Coalition\'s 
permission. MG Scott stated that GOI policy explicitly 
banned heavy weapons. He added that Iraqi and Coalition 
policy does not allow Iraqi Army or Coalition Forces to guard 
political party facilities. He also informed al-Amri that 

the list of ISCI detainees presented at the previous meeting 
was still being reviewed. Concluding, Al-Amri reaffirmed 
ISCI desires to become partners with the Coalition. The 
Committee will meet again on Sunday June 2 for further 
discussions on these topics. END SUMMARY. 


3. (C/REL MNF-I) As part of an on-going series of meetings to 
advance the Coalition-ISCI strategic security partnership, 

Badr Organization leader and CoR Security and Defense 
Committee Chairman Hadi al-Amri met with MNF-I Major General 
Winfield Scott, members of his staff, and Emboffs. Al-Amri 
emphasized the importance of FAQ, saying that if it were 
successful, the rest of the country would follow. He 

asserted that despite its initial success, FAQ had several 

flaws, especially its failure to fully control entry/exit 

into Baghdad, and emphasized that plans for the \"Baghdad 
berm\" must be fully implemented and include equipment to 
detect explosives. He added that Baghdad\'s bridges were a 
strategic target and that their security must be improved. He 
said he had spoken to Baghdad Operational Commander Abbud 


Column 3 
regarding this. 


4. (C/REL MNF-I) Al-Amri argued that the introduction of 
non-local troops into Baghdad was a mistake because these 
units do not know Baghdad and would only serve to antagonize 
the population. He advised that non-local forces be used only 
to conduct raids and guard sensitive areas, while local 

forces police the city. Al-Amri criticized the sequential 

nature of FAQ\'s clearing operations as a \"cat and mouse\" 
game, saying that when Coalition and ISF \"search Shaab, they 
(the insurgents) go to Sadr City; when Bayaa is searched, 

they go to Hay al Amel.\" 


5. (C/REL MNF-I) Al-Amri concluded by advocating the arming 
of tribes against the insurgents, saying that the government 
must create additional Anbar Salvation Council-type 
organizations. He said that any such tribal groups must be 
under the command of MOD or MOI, emphasizing that these 
groups must not be permitted to develop into militias. (Note: 
Al Amri commented that Saddam Hussein skillfully used tribes 
against his opposition, adding that he had learned this 
through \"hard personal experience.\") MG Scott agreed with 
al-Amri\'s comments on tribes, adding that the recent success 
in Anbar/Abu Ghraib was due to tribal leaders supporting the 
government against insurgents. 


6. (C/REL MNF-I) MG Scott stated that FAQ was different from 
previous security efforts because it focused on maintaining a 
permanent security presence in Baghdad\'s neighborhoods. In 
addition, the GOI was working to build public trust and 
confidence by removing trash, repairing infrastructure, and 
working to generate small businesses. Scott said that good 
progress had been made in reducing sectarian deaths, but 
acknowledged that spectacular bombings had increased. He 
added that the Coalition was working to destroy car and 
suicide bomb cells. Scott emphasized that the surge of 
coalition troops was not yet complete and that judgments on 
FAQ\'s success would take time. 
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Arming ISCI Office Guards 
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7. (C/REL MNF-I) Al-Amri expressed concern that insurgents 
frequently threaten ISCI offices, noting that two had 

recently been burned down. He added that while this risk was 
increasing, Coalition Forces were arresting ISCI guards and 
confiscating their weapons, further increasing their 
vulnerability. To redress this, he requested that ISCI 

offices be allowed to maintain both AK-47s and machine guns 
for self defense. Coalition Forces, he emphasized, would 
have the right to inspect ISCI offices at any time to verify 

the weapons! identification data. MG Scott replied that GOI 
policy, for good reason, explicitly banned heavy weapons such 
as machine guns. 


8. (C/REL MNF-I) Al-Amri claimed a number of JAM members had 
once served in Saddam\'s intelligence apparatus. He said that 
these JAM members were now conducting sectarian attacks aimed 
at destabilizing the government. He added that many 

criminals groups claim JAM membership as cover for their 
activities. As a result, much of the population (he 

estimated over seventy percent) had turned against JAM. On 

the other hand, he said that the Sadr City population was 

still very distrustful of the Coalition. Al-Amri suggested 

that ISCI might be able to help build support for the 

Coalition in Sadr City, since it was gaining influence within 

the area. He concluded by reaffirming ISCI\'s desire to be 
partners with the Coalition in such efforts. 


9. (U) The next meeting is scheduled for June 3. 
CROCKER 
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E.O. 12958: DECL: 6/3/2017 
TAGS: PREL, PGOV, PINS, KNNP, IR, IZ, AE 
SUBJECT: DUBAI RULER DISCUSSES IRAN AND IRAQ WITH SENATOR LIEBERMAN 


DUBAI 00000355 001.2 OF 003 


CLASSIFIED BY: Paul R Sutphin, Consul General, Dubai, UAE. 
REASON: 1.4 (b), (d) 


1.(S) SUMMARY. Senator Joseph Lieberman met with Sheikh 
Mohammad bin Rashid Al Maktoum (MbR), Vice President and Prime 
Minister of the UAE and Ruler of Dubai, on 29 May. MbR voiced 
support for US policy in Iraq, but expressed strong reservations 
about the al Maliki government and its links to Iran. He called 

for new elections to produce leaders who would work for lraq\'s 
interests. He voiced suspicion of Iran\'s goals in the region, 

and their claims that their nuclear program was for energy 
purposes alone. He recommended, however, that the US seek to 
contain Iran through negotiations and diplomacy. Using force, he 
said, would only help the current leadership stay in power. MbR 
also talked about his ambitions for Dubai as a regional model, 
noting \"we want to be number one.\" END SUMMARY 


2.(SBU) Senator Lieberman, along with the Ambassador, Consul 
General, codel staff members and ConGen staff met MbR at the 
Zabeel Palace in Dubai on 29 May. Joining MbR were Mohammad 
al-Gergawi, his principal aide and UAE Minister for Cabinet 

Affairs; Major General Dhahi Khalfan al-Tamim, Commander of the 
Dubai Police; Brigadier Mohammad al-Qemzi, Director of the Dubai 
General Department of State Security; Sheikh Anmed bin Saeed 
al-Maktoum, head of Dubai Civil aviation and Emirates Airlines; 
and a number of MbR\'s sons, including Sheikh Rashid bin 
Mohammad, Sheikh Mohammad\'s eldest son; and Sheikh Hamdan bin 
Mohammad, Chairman of the Dubai Executive Council and Sheikh 
Mohammad\'s heir apparent. 


Iraq: Any plan B? 


3.(C) MbR restated the UAE\'s support for the US in the region, 
noting \"the UAE is the only country that is 100 percent with the 
US.\" MbR said UAE support for the US effort remained firm, but 
asked what is \"plan B\" should the current US approach not 
stabilize Iraq. Senator Lieberman quoted the Chairman of the 
Joint Chiefs of Staff as saying \"plan B is to make plan A work.\" 
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Alternative Approaches: New Elections in Iraq? 


4.(S) Asked by the Senator for his advice on steps to move the 
situation in Iraq forward, MbR commented that he has little 
confidence in Iraqi PM al Maliki, and believes his loyalties lie 
elsewhere, i.e. Iran. MbR suggested the way ahead would be 
improved by new elections, which he believes would now yield a 
better leader who is loyal to Iraq. Senator Lieberman noted he 
thought that al Maliki and his allies would oppose new elections. 


The Problem of Al-Sadr 


5.(S) MbR said that at the moment Muqtada al-Sadr is the single 
most powerful person in Iraq; the US should act against him, 

i.e. arrest and imprison him. Asked if new elections might not 
yield a al-Sadr victory, MbR made clear he thought Sunnis would 
now turn out in large numbers and that al-Sadr would not be able 
to win - were the election fair. (Comment: Reflecting 
commonly-held thinking by UAE seniors, he clearly implied that 
al-Maliki had been elected through rigging in the last Iraqi 

vote. End comment.) 


Progress in Anbar Province: Look to the Tribes 


6.(C) Commenting on the improved security situation in western 
Iraq, MbR voiced strong support for closer cooperation with the 
tribal sheikhs. As has been proven, if the tribal leaders can 

be co-opted to work with the US, they have the ability to defeat 

or suppress Al-Qaeda. He stressed the importance of working 

with the tribes without regard to their being Sunni or Shia. 


Sheikh Mohammad on Iran 


7.(C) Senator Lieberman asked MbR for his views on Iran and US 
policies vis- -vis Iran. MbR stated Iran is a large country 

with great ambitions, a historic sense of its importance, and a 
desire to dominate the region culturally and politically. Iran 

has a long-term strategy for the region, and would like to 

recreate the Persian Empire and spread ShiVa Islam throughout 
area. Rehearsing themes often heard by US senior visitors, MbR 
said Iran \"can make trouble throughout the region\" if it is 
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provoked. While he suggested that Iran is the cause of the 
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deteriorating situations in Afghanistan and Iraq, he also noted 
that Iran could make the situation in Afghanistan, for example, 
\"explode\" should chose to do so. 


Iran Promises a Peaceful Nuclear Program 


8.(C) MbR told the Senator that the UAE does not want Iran to 
acquire nuclear weapons. He said that during the recent visit of 
Iranian President Anmadinejad to the UAE that the Iranians had 
promised their nuclear program is only to help meet domestic 
energy needs -- quipping \"how much can we believe what the 
Iranians say is another question.\" MbR seemed perplexed about 
the work of the IAEA inspectors and believed that they could 
provide an objective view of the program. Senator Lieberman 
reminded MbR that Iran has blocked the inspectors and they have 
only been able to conclude that Iran will have the capacity to 
produce enriched uranium on a sufficient scale to either 

generate power or create a nuclear weapon within the next three 
to eight years. 


Negotiations - the Best Course of Action 


9.(C) MbR and the Senator briefly discussed the recent meeting 

in Baghdad between the US and Iran. MbR saw this as a very 
positive move, recommending negotiations as the best way forward 
with Iran. He said that threatening Iran encourages the Iranian 
leaders to be defiant. Iranians are proud and the current 

extremist leadership would not only endure, but benefit from an 
attack by the US. Such attacks would ensure the continuing power 
of the current government (note: presumable by rallying all 

Iranians behind it in the face of a foreign enemy). 


10.(C) Senator Lieberman commented would maintain the stick even 
while it considered the carrot, and that the two carrier battle 
groups now in the Gulf were sending a message to Iran. MbR 
responded that everyone in the region knows the US is powerful 
and can fight two wars simultaneously. He said that part of the 
problem \"is the way you (the US) talk.\" After making a demand, 
\"you (the US) should take two steps back before your next 
action.\" Everyone in the region needs to avoid the dangerous 
cycle of action and reaction. The Israeli-Palestinian problem 

has worsened because actions are followed immediately by 
reactions without thought. 


11.(S) Brigadier Mohammad al-Qemzi, who heads State Security in 
Dubai added that the Iranians are traditionally great game 

players. He said that the US should play the game of 

negotiation and diplomacy (to contain Iran) rather than engaging 

in hostilities. Al-Qemzi recommended working for the longer 
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term, and believes that there will be a cultural and leadership 
change in Iran -- over time, Iran would change for the better. 


UAE Support for Counter Proliferation 


12.(S) MbR reiterated the UAE\'s continued support of the USV 
counter proliferation efforts in the region. Brigadier al-Qemzi 
added that the previous day and in the previous week the UAE had 
stopped Iranian vessels at US request suspected of carrying 
goods proscribed by the UN sanctions regime. The UAE, he said, 
would continue to work with us to stringently enforce UN 
sanctions. 


Dubai, the Region, and Transformation via Education 


13.(C) Noting Dubai appeared to be a model of tolerance and 
opportunity for the region, Senator Lieberman asked MbR to talk 
about his goals for the emirate. MbR said bluntly \"we want to be 
number one.\" But, he said that Dubai has only taken the first 
step on a journey of 1000 miles. He said that if Dubai plays it 
right, the whole region can develop like Dubai. 


14.(SBU) MbR indicated that Dubai has succeeded because it is a 
place where all people can enjoy health, wealth, security, and 

the opportunity to succeed. Commenting on his recent 
announcement at the World Economic Forum in Jordan of a new $10 
billion Mohammed Bin Rashid Foundation for education and job 
creation (septel), he said \"God gave us wealth and we must give 
it back to the people in the region.\" MbR sees Dubai as the 
leading city of a wide region and he commented \"I am serving 1.5 
billion [people] in the region.\" MbR underscored that education 

is the key to regional modernization and moderation. In Dubai, 

he noted, \"we are trying to teach people how to fish and not 

just giving a fish to our neighbor.\" 
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15 (SBU) He also called for more US universities in Dubai, and 
asked for Senator Lieberman\'s help in resurrecting the 

possibility of the University of Connecticut building a sizeable 
campus here (note: this deal was put on hold by UCONN leadership 
after Connecticut state legislators and others objected to the 

UAE regulation which prevents the entry of Israeli passport 
holders). 


16.(U) Senator Lieberman has cleared this cable. 
SUTPHIN 
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E.O. 12958: DECL: 06/01/2017 
TAGS: ECON, ENRG 
SUBJECT: SUBJECT: FINANCE MINISTER JABR ON OIL REVENUE LAW 


Classified By: ECONOMIC MINISTER COUNSELOR DANIEL WEYGANDT FOR REASONS 
1.4 (b) AND (d). 


1. (C) SUMMARY. Representatives of the Kurdish Regional 
Government (KRG) and the central Government of Iraq have been 
making importatant progress in completing negotiations on a 
draft of the Oil Revenue Management Law. Recent negotiations 
have resulted in important breakthroughs in a number of areas 
including, the types of accounts into which revenues will be 
placed, the number of signatures needed to authorize release 

of monies from the Petroleum Revenu Fund, and automatic 
payments into regional accounts. Areas of ongoing 

negotiations include, a KRG proposal for the establishment of 
two Future Funds, composition of the Revenue Commission 
membership,the treatment of surplus funds, and the auditing 

of non-petroleum revenue held by the KRG. Post is 
encouraging the KRG negotiator to return to Baghdad to 
complete the negotiations as expeditiously as possible. END 
SUMMARY. 


2. (C) Finance Minister Bayan Jabr met June 1 with CETI 
Amb. Carney, Econ Counselor and Treasury officer to discuss 
inter alia the status of the Oil Revenue Management Law. 

Jabr was anxious to brief on the negotiations, and seemed 
pleased at his own role in bridging gaps between the Kurds 
and Tawafug, as well as mediating between the KRG and Oil 
Minister Shahristani. Jabr recounted that over the preceding 
day, he had met with Shahristani, Planning Minister Baban and 
the PM,s Oil Adviser Thamir Ghadhban to develop a GOI 
response to the Kurds, last draft He said the draft had 

been sent to the KRG but confirmed this move by calling 
Ghadhban during the discussion to make sure it had been sent. 
N.b., Ghadhban sent the draft to KRG Natural Resources 
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Minister Ashti. 


3. (C) Jabr said that with respect to the Kurds, proposal 

for two accounts to be maintained by the KRG at the Central 
Bank of Iraq branch in Erbil one in dollars, one in Iraqi 

Dinars that Baban had on behalf on Tawafuq insisted that the 
Kurds not be given the right to maintain a dollar account. 

Jabr noted with some satisfaction that he had prevailed on 
Baban to accept the dual account provision. According to 
Jabr, Baban had negotiating authority from Tawafug, so that 
what was ultimately agreed to as a text of the revenue law 
should be supported by the Tawafug block in the Council of 
Representatives. Jabr also took credit for convincing 
Shahristani and Baban to go along with a two signature model 
for releasing monies from the Petroleum Revenue Fund. - the 
PM and the Finance Minster - as well as with the Kurdish 
requirement for automatic payments to their accounts. 


4. (C) Jabr said that the Kurds were now insisting on two 
Future Funds in the law, one for the KRG and one for the rest 
of Iraq. Jabr thought he could persuade the KRG to drop this 
demand, however, and asked that the U.S. intervene to get the 
Kurds to drop the idea. (Embassy comment: our impression is 
that the Kurds are floating this idea to trade for some other 
issue in subsequent bargaining. It does not make much policy 
sense to argue for separate Iraqi futures, if one of the 

goals of the revenue law is to promote reconciliation and a 
common benefit from Iraq,s oil wealth. End comment.) Jabr 
said that one new element in the revised GOI counter-proposal 
was to have the Revenue Commission membership include 
representatives of producing governorates, as well as to be 
chaired by the Finance Minister along with regions such as 

the KRG. 


5. (C) The other main focus of the GOI draft is to make 
explicit that KRG revenues from non-oil sources have to be 
audited by the Board of Supreme Audit or some agreed auditing 
authority. The issue of the failure of the KRG to forward 
customs and other revenue to Baghdad over the last four years 
has however already been agreed to in principle by the KRG. 
Another issue is the balance of the Revenue Fund to be held 

in the DFI. The Kurds want to hold the smallest possible 
balance in the Fund, with liquidation of the balances (and 
payments to the region) no less frequently than every three 
months. Jabr felt that a compromise on this point could also 
be reached that would combine the Kurds, desire for maximum 
payouts with prudent management. Jabr also said that he 
intends to address the Kurds, concerns about having the fund 
go through the national budget by spelling out that the Kurds 
would automatically get 17% of such amounts. He also felt 
that he could accommodate the Kurds, concerns about 
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surpluses via supplementary budgets. 


6. (C) (Comment: Getting Shahristani and Baban on board 
with a GOI proposal was a necessary step if any agreed text 

is to be approved by the Energy Committee. The only members 
of the Committee not party to yesterday,s discussions were 

the Electricity minister and DPM Barham Salih. The next step 
will be to get the Kurdish negotiator, likely former DPM 

Rowsch Shuways, back to Baghdad to try to conclude an 
agreement as soon as possible. Embassy is endeavoring to 
encourage Rowsch to do so. While we doubt reaching agreement 
will be as easy as Jabr seemed to think, it is also apparent 

that the two sides are continuing to try to reach an 

agreement and, certainly relative to the framework 

hydrocarbon law, are moving much more constructively to reach 
a deal. End comment.) 

CROCKER 
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E.O. 12958: DECL: 06/02/2017 
TAGS: PGOV, PINS, PNAT, PTER, MARR, MACP, MOPS, IZ 
SUBJECT: UNHCR AND ICRC ON MEK: YOU TOOK THEM, YOU OWN THEM 


Classified By: Ambassador Ryan C. Crocker for reasons 1.4 (b) and (d). 


1. (C/REL MNF-I) SUMMARY: On May 26, a MNF-I/U.S. Embassy 
delegation consulted with ICRC and UNHCR representatives in 
Amman on the future of the Mujahedin-e Khalq (MeK) members 
who were granted \'protected persons! status by the United 

States in 2004 and currently reside in Diyala province under 
Coalition protection, as well as of the defectors from the 

MEK. END SUMMARY. 


ICRC: Article Ill Relevant, Not Protected Persons\" 
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2. (C/REL MNF-I) The ICRC said \"protected persons\" status 
under the Fourth Geneva Convention was not applicable to the 
future of the MEK, arguing that the USG\'s responsibilities 

with regard to the MEK post-June 2004 are derived from Common 
Article Ill of the Geneva Conventions and customary 

international humanitarian law. The ICRC said that because 

the MEK, as well as the defectors, are currently under 

MNF-I\'s \"effective control\" the US has an obligation to 

protect them from certain types of risks. 


ICRC: MEK Transfer to Iraq Constitutes Violation 


3. (C/REL MNF-I) When asked if the USG could end our Article 
III obligation by transferring the MEK to the government of 
Iraq, the ICRC said that the U.S. could not do so en masse 
without violating the principle of non-refoulement which, 
according to the ICRC, precludes a State from transferring 
persons within its control to another State if a real risk 

exists that they may face arbitrary deprivation of life, 

torture or other form of ill-treatment. (NOTE: The USG does 
not believe that it has legal non-refoulement obligations 

with regard to the MEK, although as a policy matter the USG 
would obtain diplomatic assurances of humane treatment prior 
to transferring the MEK to another State. END NOTE). The 
ICRC said the GOI is neither capable nor willing to take on 

the responsibility of ensuring the population is physically 
protected and treated humanely. 


4. (C/REL MNF-I) The ICRC said any such transfer would be a 
violation of the principle of non-refoulement -- even if the 

GOI provided diplomatic assurances that it would protect and 
uphold the human rights of the MEK and would comply with the 
international policy of non-refoulement. The ICRC argued 

that, according to un-named \"international human rights 
treaty-monitoring organizations\", the weight given to 
diplomatic assurances depends upon whether a state has a 
history of systematic torture and that if it does then no 

weight can be given to the assurances. The ICRC noted 
evidence of abuse by elements of the Iraqi government, adding 
that the GOI cannot currently protect any of its population, 

let alone the MEK - an organization despised by many Iraqis 
for its alliance with Saddam Hussein. The ICRC also noted 
that Iraq is not party to the Convention Against Torture, 
implying that as a result the GOI had even less incentive to 
ensure the safety and humane treatment of the MEK. 


ICRC: On Iraqi Security Forces or Others Protecting MEK 
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5. (C/REL MNF-I) The ICRC said they would not oppose a 
Coalition proposal to involve Iraqi forces in providing some 
security - perhaps an outer ring - to the MEK camp as long as 
the USG remained responsible for the group\'s protection. The 
ICRC also did not see a problem with the USG hiring a private 
security force to protect the MEK camp, with the 

understanding that this would not relieve the USG for its 

legal responsibility for the group\'s protection. 


ICRC: Forceable Repatriation and Well-Founded Fear 


6. (C/REL MNF-I) According to ICRC, the USG may not forcibly 
repatriate MEK members to a third country, including Iran, if 
the person to be repatriated can establish a well-founded 

case of fear that doing so would subject them to arbitrary 
deprivation of life, torture or other forms of ill-treatment, 
persecution, or manifestly unfair judicial proceedings. The 
ICRC said that to do so would violate the principle of 
non-refoulement. 


ICRC: Determining When Involuntary Repatriation is OK 


7. (C/REL MNF-I) The ICRC said that the US could meet the 
standards of the principle of non-refoulement by establishing 
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certain procedures to determine whether an individual\'s 
expressed fears were well-founded or not. The ICRC 
recommended that the USG establish an independent panel to 
interview each individual MEK member who expressed fear. The 
panel could be comprised of USG personnel, but should not be 
exclusively made up of MNF-I personnel. The ICRC said that 
those MEK members whose cases would be reviewed by the panel 
must have the right to make submissions on their behalf. The 
ICRC also said that the MEK members appearing before the 
panel should have access to legal counsel and should have a 
right to some form of an appeals process. The panel would 
ultimately determine if the individual MEK member had a 
well-founded fear of torture or other forms of ill-treatment, 
persecution, arbitrary deprivation of life, or manifestly 

unfair judicial proceedings. In the ICRC\'s view, MEK members 
determined not to have such well-founded fears could be 
involuntarily repatriated to Iran - or transferred to GOI 
responsibility. Due to its mandate, however, the ICRC said 

it would not assist in any involuntary repatriation (NOTE: 

The 176 former MEK members with UNHCR refugee status would 
not be included in this interview process as the UNHCR has 
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already determined that they have credible fears of 
persecution under the 1951 Convention relating to the Status 
of Refugees. END NOTE). 


ICRC Current and Planned Role 


8. (C/REL MNF-I) The ICRC said it would continue its current 
efforts with regard to the MEK situation in Iraq. The ICRC 
said it would remain involved in facilitating communication 
between families in Iran and the MEK camp and in supporting 
voluntary repatriations of MEK members from Iraq to Iran or 
other third countries. The ICRC noted it is working with its 
security personnel to determine whether it would be possible 
to visit the MEK camp in Ashraf to evaluate the overall 

status and treatment of the population. (NOTE: ICRC has only 
visited Ashraf once in 2004. Security issues have kept them 
from any follow on trips. In order to maintain its 

neutrality and independence, the ICRC has thus far 
consistently refused protection and security within Iraq 
offered by the Coalition. END NOTE). If such a ICRC trip is 
allowed, they would also be willing to advocate that MEK 
members voluntarily repatriate to Iran if they could not 
develop a strong case that their return would result in 

torture or other ill treatment. The ICRC also said that if 

the US decides to set up the proposed independent panel to 
evaluate whether or not a claim of fear is well-founded, they 
could assist in developing the interview criteria and 
questionaire. 


UNHCR: Role Limited to MEK Defectors and UNHCR Refugees 


9. (C/REL MNF-I) UNHCR said its role with the MEK camp in 
Ashraf is limited to defectors and refugees located in the 
Ashraf Refugee Camp (ARC). Over the past few years, UNHCR 
has conducted refugee status determination (RSD) interviews 
on most of the defectors who were interested in refugee 
status. The UNHCR has also tried, unsuccessfully, to find 
third country placement for nearly all MEK defectors who have 
been granted refugee status. UNHCR stressed that if the USG 
were to take some of these refugees, other countries might 
also be willing to open their doors to the refugees. Embassy 
personnel explained that the Department of Homeland Security 
had ruled that the refugees were ineligible to enter the U.S. 
due to their former association with a listed Foreign 

Terrorist Organization. 


10. (C/REL MNF-I) Two hundred and four (204) defectors from 
the active MEK members are currently living in a separate 
camp, called the Ashraf Refugee Camp (ARC). One hundred and 
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seventy-six (176) have been granted refugee status by UNHCR, 
while four (4) have had their applications for refugee status 
denied (and are waiting to appeal the decision). Another 
twenty-four (24) are still waiting for their RSD interviews. 
UNHCR welcomed MNF-IVs offer to facilitate conducting the 
remaining RSDs in person, rather than through 
video-conferences. A UNHCR visit to the ARC, the defector 
camp, could also serve to inform the refugees that their 
prospects of third country resettlement appear slim. 


UNHCR: On Movement of Defectors to Another Iraqi Site 


11. (C/REL MNF-I) The UNHCR said it would not oppose a 
Coalition proposal to move the MEK defectors and refugees to 
a new location within Iraq, as long as the refugees were 
provided adequate security and maintenance. The UNHCR also 
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noted the GOI, as the host government, would need to approve 
any relocation plan. As for moving the population outside of 
the country, this would be problematic. The USG would need to 
find an appropriate host country for the camp, and this was 
improbable given that countries have not even been willing to 
accept the small number of refugees who have actually 
defected from the MEK. 


UNHCR: On Protection of MEK Defectors and Fefugees 


12. (C/REL MNF-I) The UNHCR said that it opposes transferring 
security of the MeK refugees/defectors to the GOI. UNHCR 
officials pointed out that the GOI\'s track record for 

protecting Sudanese and Palestinian refugees was poor. 

Similar to the arguments of the ICRC, the UNHCR argued the 
the GOI could not be trusted to ensure the security of the 
refugees, without some form of credible assurances or 
assessments. 


13. (C/REL MNF-I) UNHCR said it would not object to the 
transfer of security for the MEK defectors and refugees to 
another country\'s forces, UN forces, or a private firm, as 

long as the refugees would be safe. The UNHCR cautioned that 
the host government would need to approve a change in force 
protection. The UNHCR further stated that it would not 
influence or play a role in soliciting a new force for the 
population. 


UNHCR: On Life Support for MEK Defectors and Refugees 
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14. (C/REL MNF-I) The UNHCR said it might be able to provide 
for the care and maintenance at the Ashraf Refugee Camp, but 
quickly made clear it could not guarantee it would be able to 

do so. The UNHCR said that it could only take on this 

mission if a suitable implementing NGO were available and/or 
if its own staffing within Iraq was increased. The UNHCR 
made clear, however, that the USG would remain responsible 
for the security of the camp. 


UNHCR: USG Should Allow Refugees Leave Ashraf Voluntarily 


15. (C/REL MNF-I) The UNHCR, supported by the ICRC, said that 
due to international law guaranteeing freedom of movement, 
that the USG should not prevent MEK defectors or refugees 
from volutarily leaving Ashraf, as long as they were fully 
informed of the risks outside the camp. Given this position, 
MNF-I agreed to consider changing its current practice of 
disallowing unaccompanied departures - a policy it had 
instituted in order to protect refugees from the various 
threats they face. MNF-I estimated that as many as 30-40 of 
the refugees might decide to simply leave the refugee camp 
if/when its gates are opened. The ICRC cautioned that 
refugees should not be coerced into leaving the facility. 
CROCKER 
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E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Syria/lran, Syria/Brazil, Mashaal, Nahr al-Bared, 
Al-Hariri Tribunal (6/1-3) 


1. Summary: Syrian papers on June 1 focused on the visit to Syria 
by Iranian FM Manuchehr Mottaki and his meeting with President Asad 
on May 31, which focused on bilateral relations and the latest 
developments in the region, particularly in Iraq, Palestine and 
Lebanon. Mottaki also met separately with VP Farouk al-Shara, 
Speaker of the People\'s Assembly Mahmoud al-Abrash and FM Walid 
Moallem. 

Papers on June 2 featured the press conference held jointly by 
Mottaki and Mouallem on June 1. Mouallem confirmed that Syria will 
not cooperate with the UN tribunal being created to try suspects in 

the assassination of former Lebanese Premier Rafik Hariri, saying 
that UN Resolution 1757, adopted on Wednesday by the Security 
Council, \"has no bearing on Syria, and we have informed the Security 
Council that we will not cooperate.\" \"The issue of the tribunal 
concerns Lebanon alone, and Syria will not concede its sovereignty 

to any party, no matter who that party is,\" he said. Mouallem said 

the move \"infringes on Lebanese sovereignty,\" and he deplored \"the 
speed with which the Security Council decided on a tribunal without 
unanimity either on an international or Lebanese level.\" \"It would 
have been better to have a consensus among the Lebanese on the 
tribunal. We hope that the Lebanese use dialogue to reach an 
agreement that will end divisions and guarantee security and 
stability,\" Mouallem added. 


For his part, Mottaki said that Iran will only hold fresh talks with 

the United States on stabilizing Iraq if Washington changes its 
policies there. \"We are examining the results of those discussions 
and if there is a real willingness on the part of the US 
administration to change ..., we will continue them,\" he said. \"The 
lack of security in Iraq and the continuation of the occupation are 
the root causes of the crisis,\" Mottaki added. \"Iran is one of the 
countries that could help resolve the crisis,\" Mottaki said. 


On Syrian-Brazilian relations, papers on June 1 reported the visit 

to Damascus by Ricardo Brozini, Chairman of the Brazilian Labor 
Party, and his meetings with President Asad and FM Mouallem on May 
31 on boosting bilateral relations. FM Mouallem reiterated the 
importance of the role that Brazil is playing in South America and 

the Non-Aligned Movement to support issues of developing countries. 
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Brozini noted Syria\'s important role in achieving security and 
stability in the region. In a statement to reporters following his 
meeting with Mouallem, Brozini stressed that Syria and Brazil are 
working together to cement peace in the Middle East, confirming his 
country\'s rejection of any project to impose domination on the 
region. 


Government-owned Al-Thawra on June 1, reported the meeting of the 
Chairman of the Hamas Politburo, Khaled Meshaal, with Vice President 
Farouk Shara on May 31, focusing on the situation in the Palestinian 
arena, Palestinians\' sufferings under the Israeli siege, and 

attempts to overthrow the national unity government. In a statement 

to reporters following the meeting, Mashaal objected to the Lebanese 
army\'s bombardment of Nahr al-Bared refugee camp after clashes with 
Fateh El-Islam militants and called for a peaceful solution to the 

crisis. Mashaal told reporters that \"Hamas is against Palestinian 
interference in Lebanese affairs and against targeting any Lebanese 
soldier, but we also don\'t accept the bombardment of the camp or 
punishment of our people, in Nahr El-Bared or elsewhere.\" Mashaal 
stressed that Hamas is not a part of the problem and called on 
Lebanese officials to \"deal peacefully\" with the problem. 


Government-owned Al-Thawra featured a statement by Nasser Kindeel, 
Head of the Orient Center for Strategic Studies, and former Lebanese 
MP, that Lebanon has become vulnerable to all security and political 
possibilities following the establishment of the International 

Tribunal. Kindeel charged that \"the governing team in Lebanon has 
become unable to move after Lebanon has become mortgaged to US 
will.\" 


End of summary. 
2. Selected Headlines: 


\"President Asad confers with Iranian FM Mottaki. Syrian and Iranian 
points of view were identical on confronting pressures and 


continuing mutual coordination and cooperation regarding the issues 
of the region\" (Government-owned Al-Thawra, 6/1) 


\"At the conclusion of Syrian-lranian talks, Foreign Minister 
Mouallem: Our relations contribute to security and stability in the 
region. The International Tribunal is a Lebanese issue.... Syria 
supports all that the Lebanese agree upon. Iranian FM Mottaki: 
Iran supports Syria by all possible means\" (Government-owned 
Tishreen, 6/2) 


\"Detainees from \'Fatah al-Islam\' confirm sponsorship of their group 
by the Future Block. Lebanese figures warn against putting Lebanon 
under US tutelage. Omar Karami on the anniversary of martyrdom of 
Rashid Karami: The governing team is gambling\" (Government-owned 
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Tishreen, 6/2) 


\"A hot day in Nahr al-Bared. Montreal News Bulletin: Al-Hariri 

coordinates with Israel on political and security issues. Hizbollah 

warns against an ambush against the Lebanese army\" (Government-owned 
Al-Thawra, 6/3) 


\"Lucien Bitterlin, Chairman of the Syrian-French Friendship 
Association, warns against the negative repercussions of ratifying 
the International Tribunal at the Security Council\" 
(Government-owned Al-Thawra, 6/3) 


\"Former Lebanese MP Kindeel: Endorsement of the International 
Tribunal is a flagrant violation of the UN Charter\" 
(Government-owned Al-Thawra, 6/1) 


\"Deputy FM Miqdad: Endorsement of the International Tribunal has no 
international legitimacy\" (Government-owned Al-Thawra, 6/1) 


\"Syrian-Brazilian talks. Brozini: The meeting with President Asad 
was positive and historic\" (Government-owned Al-Thawra, 6/1) 


\"After meeting Khaled Mashaal, Chairman of Hamas Politburo, Shara: 
Attempts to target Palestinian national unity must be foiled\" 
(Government-owned Al-Thawra, 6/1) 


3. Editorial Block Quotes: 


Isam Dari, Chief Editor of government-owned Tishreen, wrote (6/2): 
\"The Security Council resolution on the establishment of the 
International Tribunal under Chapter Seven of the UN Charter lacked 
the most basic rules of logic and indeed contained inaccurate 
references. 


\"The resolution talks about Van agreement between the United Nations 
and Lebanon.Y But is this really the case? If yes, where are the 

roles of the Lebanese president and the role of parliament speaker 

in this resolution? 


\"What is more surprising, however, is that the resolution says that 
\'the Lebanese people\' were the party that asked for discovery of the 
criminals. While acknowledging that all the Lebanese and all Arabs 
want to know who killed Al-Hariri, the Lebanese people did not ask 
the United States or its allies or the United Nations to set up an 
international court with such haste and based on Chapter Seven and 
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before the end of the investigations and even before suspects were 
named.... 


VThere are vindictive intentions and political objectives behind the 
resolution, serving intentions and objectives that are hostile not 
only to Lebanon but also to the Arab nation, and that serve Israel 
and its neoconservative protectors overseas.... 


Those who have practiced killing, terrorism, wars, and destruction, 
and those who adopt the theories of creative instability and 
preemptive wars, have no right to talk about justice, for they are 


the first to violate it. 


\"Chapter Seven of the UN charter appears to have been created 
specifically against Arabs. Resort to this chapter has become a 

major farce, showing the nature of the world in which we live, a 

world were rights of peoples and nations are denied, were countries 
are violated, and where humans are massacred, while the warmongers 
grant themselves and their armies and terrorists full immunity, even 
when they are caught red-handed committing crimes against humanity. 


\"Although the Security Council resolution concerns only Lebanon, 
which is witnessing sharp divisions as a result of foreign 
interference, we are saying this only as a protest against those who 
installed themselves as the adversary and the arbiter and who want 
to exploit every event to implement their anti-Arab plans and take 
revenge against the Arab resistance and the policy of opposition and 
rejection to these plans. Arabs need to be highly alert, as all of 
them are targeted.\" 


Ali Qasim, a commentator in government-owned Al-Thawra, wrote (6/1): 
\"Seymour Hersh was not the first to point to the US role in 

practicing terrorism, or the first to publish documents on the US 
involvement in breeding terrorist organizations. But his reference 

to this issue in the past was very important, as he revealed with 
categorical evidence the details of the US vision for the region and 

the prepared scenarios, which matched what happened later. 


\"His reference a few months ago to the issue of the US role in 
arming fundamentalist groups in different areas and countries, 
including Lebanon, acquires special importance, especially when 
coupled with a series of projections associated with it and with the 
state of pre-emption in the dissemination of information and 
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documents. 


\"Strikingly enough, Americans did not deny this role in the past, as 
they do not deny ittoday. The US justification was gradually 
shifting to the point of an implicit admission, but by marketing 
pretexts that change according to changing circumstances. 


\"Many do not believe it unlikely that what is happening today is a 
repetition of the same scenario, with some additions that increase 
the risks inherent in that role. Perhaps the US rush to provide 
Lebanon with ammunition and establish an airlift reflects to a large 
extent an immediate interpretation of that reality. But this time, 

it was so clear and interesting, that many Lebanese have found in 
that US generosity reason for suspicions and doubts about the real 
objectives... 


\"What is, however, more dangerous than this is what Americans are 
trying to establish through ideas and proposals that talk about 

their having intentionally specified the battlefield and the most 
appropriate venue for waging the battle outside US territory. They 
admitted beforehand to their role in choosing the parties and tools 
that will fight this battle on their behalf. 


\"There are actual experiences and examples on the ground. The US 
justification, in the words of President Bush himself, perhaps 

discloses the details of that US vision. Facts, however, are more 
meaningful and more visible, and the Lebanese have enough [evidence] 
to realize the scope of the US role in making and breeding 

terrorism.\" 


Corbin 
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REF: A. GRAPPO-MCMURRAY 5/31 TELECON 
B. MUSCAT 546 


Classified By: Ambassador Gary A. Grappo, reasons 1.4 b and d 


1. (C) On June 2, the Ambassador raised the issue of Oman\'s 
pledge to accede to the Convention on the International Trade 
of Endangered Species (CITES) with Commerce and Industry 
Minister Maqbool bin Ali Sultan. Maqbool predicted that the 
Council of Ministers would act on implementing legislation on 
either June 3 or 4. \"We have to do it,\" stated the Minister. 
\"It\'s good for Oman. Maqbool added that he had been 
advocating for passage of CITES with fellow ministers and 
believed that, based on feedback, it would receive quick 
approval from the Council. Embassy will inquire about the 
decision on CITES once the Council has convened. 


2. (C) Embassy notes that once approved by the Council, the 
CITES legislation would still require approval by the Sultan 

for enactment as law. We believe the Sultan, who has 
established multiple natural reserves for the protection of 
various endangered species such as the Arabian leopard, sea 
turtles, and oryx, will sign CITES as a royal decree once it 
reaches him. 

GRAPPO 
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E.O. 12958: DECL: 06/02/2017 
TAGS: EPET, ECON, EINV, PREL, MU 
SUBJECT: OMAN DOWNPLAYS ISA IMPORTANCE AMIDST GAS CONCERNS 


REF: A. STATE 74354 
B. MUSCAT 494 


Column 3 
Classified By: Ambassador Gary A. Grappo for Reasons 1.4 (b, d) 
1. (U) This is an Action Request. Please see paragraph 5. 


2. (C) On June 2, the Ambassador raised ref A concerns with 
Minister Responsible for Foreign Affairs Yusuf bin Alawi. 

Bin Alawi responded that the Sultanate was in critical need 

of gas supplies to fuel its ambitious industrialization 

plans. With a considerable portion of Oman\'s domestic 
production solidly committed to long-term export agreements 
with South Korea and Japan, the Minister noted that the 
government was \"exploring all options\" in the production and 
importation of gas, including possible deals with Qatar and 
Iran. He stressed, however, that reaching and implementing a 
final agreement with Iran was a \"long term!" project that 
could take five to six years, and added that the amount of 

gas contemplated within the MOU \"wouldn\'t be that much.\" 


3. (C) Bin Alawi reaffirmed Oman\'s commitment to complying 
with UN sanctions on Iran, but remarked that these 
resolutions did not presently include hydrocarbons, and that 
any future UN sanctions most likely would not include them 
either. The Minister professed understanding of U.S. 
sanctions under the Iran Sanctions Act (ISA), but 
nevertheless stated that discussions between Oman and Iran on 
gas supplies and production would continue. In this context, 
bin Alawi cautioned that \"the U.S. should be careful in 
imposing sanctions that hit the national interest of other 
countries.\" 


4. (C) Earlier in the day, the Ambassador raised the same 
concerns with Minister of Commerce and Industry Magbool bin 
Ali Sultan, who, under his role as Chairman of the Oman Oil 
Company, signed the memorandum of understanding on the 
exploration of gas production with Iran (ref B). Maqbool 
confirmed Oman\'s interest in building an underwater pipeline 
to import gas from Iran, and noted his \"keenness\" for 
establishing a joint venture for gas production. He noted 

that while the details of the proposed business relationship 
with Iran had not yet been discussed, he would travel to 
Tehran shortly to work towards developing the MOU into a firm 
agreement. He expressed skepticism of American sanctions 
against Iran in light of the firm U.S. position on the Arab 
League boycott. Magbool corroborated bin Alawi\'s comments on 
Oman\'s great need for imported gas in order to meet its 
diversification goals. 


5. (C) Comment and Action Request: Our message against 
conducting business as usual with Iran will gain little 
traction in the face of increasing worries of gas supply 
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shortages, which threaten Oman\'s industrialization efforts. 
During the Ambassador\'s recent trip to Salalah, for example, 
free zone developers noted that inquiries of interest from 50 
companies had to be turned away due to their proposed 
reliance on natural gas supplies. The Ambassador 
nevertheless reinforced the importance of the ISA to our 
regional engagement of Iran, and promised to send both 
Ministers a copy of the ISA. To this end, Embassy requests 
that a copy of the ISA be transmitted to Economic/Commercial 
Officer Brian Grimm at GrimmBM@state.gov. End Comment and 
Action Request. 

GRAPPO 
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E.O. 12958: DECL: 06/02/2017 
TAGS: ETRD, ECON, PREL, MU 
SUBJECT: COMMERCE MINISTER DOUR ON FTA PROGRESS 


REF: MUSCAT 533 
Classified By: Ambassador Gary A. Grappo for Reasons 1.4 (b, d) 


1. (U) On June 2, the Ambassador reviewed the status of the 
U.S.-Oman Free Trade Agreement (FTA) implementation process 
with Commerce and Industry Minister Maqbool bin Ali Sultan. 
The Minister opened the conversation by acknowledging receipt 
of USG comments on Oman\'s draft tender law, which he noted 
would be reviewed by the tender committee over the next 
several days. He reaffirmed that the draft 

telecommunications law was on its way to the Council of 
Ministers, and expressed his appreciation that a 
telecommunications expert had been sent to assist in 
developing FTA-compliant licensing criteria. Maqbool 
mentioned that the Ministry had sent its final comments on 
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the draft copyright law to USTR, and that it should complete 
its final comments on the industrial property law shortly. 


2. (C) On the understandings regarding the environment and 
labor, Maqbool confirmed his disagreement with added language 
calling for public access to comments submitted on draft 
regulations. The Minister remarked that these revisions, 

which were not agreed to during Ambassador Hillman\'s visit, 
could not be implemented in Oman at this time. \"This is not 
America, and this won\'t happen in Oman,\" countered Maqbool. 
\"We just cannot give out submitted comments to the public.\" 
He added that in the course of deliberations on pending 
legislation, selected institutions, such as the Oman Chamber 

of Commerce and Industry and the Majlis al-Shura (the 

directly elected lower house of Oman\'s bicameral advisory 
body), already are provided the opportunity to express their 
opinions. In the end, the Minister believed that the USG was 
asking \"too much.\" 


3. (C) On the postponed trip to Washington by an Omani 
intellectual property delegation, Maqbool remarked, Y"! had 
some reservations on the objectives of the trip.\" The 

Minister stated that there were still pending intellectual 
property items that had not yet been resolved, and that Oman 
did not have the institutional capacity to make the necessary 
decisions while in the U.S. \"Without WIPO (the World 
Intellectual Property Organization), they (Ministry of 
Commerce and Industry staff) wouldn\'t have been able to agree 
on anything -- we don\'t have the experts,\" said Maqbool. He 
continued, however, that if Oman agrees to the changes being 
proposed by USTR, then there would be no need for the trip to 
Washington. 


4. (C) Magbool was not hopeful that Oman could pass remaining 
legislation by the end of June. He stated that the draft 

tender law most likely would need to go back and forth 
between his Ministry and USTR before a finalized version 
could be readied for the Council's approval. He left open 

the possibility of appealing directly to the Sultan to pass 
legislation without the council\'s approval, as he did for the 
labor regulations in July 2006. Under normal procedures, 
however, Magbool noted that the tender law, once agreed with 
USTR, would have to go to the Ministry of Legal Affairs for 

at least a two-day review, followed by distribution to all 
ministers in advance of the Council\'s meeting. As for the 
three other remaining documents necessitating Council 
approval, Maqbool estimated that only the draft 
telecommunications law was in a position to be approved in 
June; the copyright and industrial property laws most likely 
would have to wait until the Council resumes its meetings in 
September. 
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5. (C) Comment. In contrast to reftel report about the 
\"standing order\" to complete the FTA by June, the Minister 
appears to have lost some of his wind generated by the visit 

of USTR consultant Jennifer Hillman, once again reverting to 
his customary pessimistic outlook. On the revised 
understandings, Magbool voiced his usual complaint that Oman 
does not have a U.S.-style framework in place to support a 
public comment system, and that it would take time for the 
government to develop something similar. On the proposed 
trip to Washington, the Minister appeared confused at first 
about the fact that the delegation was supposed to have left 

on June 2, but then quickly claimed that the trip would have 
been pointless since the Ministry lacks the requisite 

expertise to make decisions on its own accord. With respect 

to the tender law, Maqbool was resigned to the fact that it 
would take several exchanges with USTR before agreement could 
be reached on a final draft. 


6. (C) Comment (continued): The Ambassador will remain 
engaged with the Minister to keep momentum going on 
implementation. To this end, the Ambassador intends to 
follow-up with Magbool in writing next week to outline all 
remaining action items per the document left by Ambassador 
Hillman. End comment. 

GRAPPO 
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TAGS: OPRC, KMDR, KPAO, XF, KU, MEDIA REACTION 


Column 3 
SUBJECT: KUWAIT MEDIA REACTION - LEBANON AND ISLAMIC EXTREMISM 


Block Quotes 


Sunday, June 03, 2007 


-- Under the title \"The International Tribunal, a Victory for 
Lebanon\" liberal Dr. Shafeeq Al-Ghabra commented in moderate Arabic 
daily Al-Rai (06/03): 


\"The International Tribunal according to Chapter 7 of the United 
Nations charter is one of the most important resolutions passed by 
the UN in the Middle East for years.\" 


-- Liberal Mohammed Musaed Al-Saleh penned in progressive Arabic 
daily Al-Qabas under the title \"Al-Qaeda\'s Budget\" (06/03): 


\"Who funds activities of Al-Qaeda? Some claim that Osama bin Laden, 
being a millionaire, finances Al-Qaeda and its offshoots. No matter 

the size of his fortune, even if he was amongst the world\'s 100 
wealthiest, he cannot finance the activities, its branches, and the 
intelligence apparatuses that have proved more effective than any 
national intelligence service.\" 


--\"Islamists and the Experience of Violence\" was the title of 
Conservative Islamist MP Dr. Walid Al-Tabtabaei\'s piece in 
conservative Arabic daily Al-Watan in which he editorialized 
(06/03): 


\"The random acts of violence and bombings carried out by groups that 
are supposed to be Islamic, such as those linked to Al-Qaeda in 
Algiers, Morocco, and Iraq lack specific targets. These acts kill 

more innocents than the intended target and are completely void of 
clear political objectives. They are also void of wisdom, logic, 

precise timing, or actual targets.\" 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k 


For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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PP RUEHDE RUEHDIR 

DE RUEHMS #0561 1541302 
ZNY CCCCC ZZH 


Column 3 

P 031302Z JUN 07 

FM AMEMBASSY MUSCAT 

TO RUEHC/SECSTATE WASHDC PRIORITY 8340 

INFO RUEHZM/GULF COOPERATION COUNCIL COLLECTIVE 
RUEHGB/AMEMBASSY BAGHDAD 0043","C ON FIDENTIALMUSCAT 000561 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/03/2017 
TAGS: PREL, PTER, IR, IZ, MU 
SUBJECT: OMANI SUPPORT FOR U.S. ENGAGEMENT WITH IRAN ON IRAQ 


REF: STATE 70894 
Classified By: Ambassador Gary A. Grappo for Reasons 1.4 (b, d) 


(C) During a broader discussion on Iran and other issues with 
Omani Minister Responsible for Foreign Affairs Yusef bin 
Alawi (septel), the Ambassador on June 2 delivered reftel 
points on the May 28 meeting in Baghdad between U.S. 
Ambassador Ryan Crocker and Iran\'s ambassador to Iraq. Bin 
Alawi responded that he was \"confident\" that Iran wished to 
be \"helpful\" on Iraq, and that Tehran was \"willing to be a 
partner\" in fighting terrorism. He remarked that Ali 

Larijani, Secretary of Iran\'s Supreme National Security 
Council, had told him that Iran could \"help crush\" al-Qaeda, 
and that the Iranian government was open to exploring ways to 
cooperate with the U.S. on Iraq. 

GRAPPO 
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OO RUEHCHI RUEHDT RUEHHM 

DE RUEHML #1822 1542313 

ZNR UUUUU ZZH 

O 032313Z JUN 07 

FM AMEMBASSY MANILA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6778 

INFO RHHMUNA/CDRUSPACOM HONOLULU HI IMMEDIATE 
RUEHZS/ASEAN COLLECTIVE IMMEDIATE","UNCLAS MANILA 001822 


SIPDIS 

SIPDIS 

PLEASE PASS TO USDVA, ABMC 
E.O. 12958: N/A 


TAGS: PREL, RP 
SUBJECT: MEMORIAL DAY AT MANILA\'S AMERICAN BATTLE MONUMENTS 


Column 3 
COMMISSION CEMETERY 


1. We enhanced this year\'s Memorial Day ceremony at the American 
Cemetery, expanding our guest list, attracting media coverage, 
inviting the Chief of Staff of the Armed Forces of the Philippines 

to make remarks, and offering a reception for U.S. and Filipino 
veterans after the laying of wreaths. The Embassy community came 
together with representatives of the Philippine government, the 
diplomatic corps, surviving veterans of World War Il, many civic 
groups, and members of the general public for a moving ceremony, 
ringed by beautifully landscaped lawns studded with row upon row of 
marble headstones, the final resting place of more than 17,000 men 
and women who fought and died throughout Southeast Asia in World War 
Il. At each headstone were small American and Philippine flags that 
Embassy and community volunteers had planted the previous day. 


2. In her remarks, the Ambassador honored all of those who died in 
the line of duty and urged the audience to do more than simply 
remember their great sacrifice. Rather, she stated that truly to 

honor those who had given their lives meant that we should continue 
the fight for global freedom and democracy wherever they are under 
attack. She also stressed that, while today\'s challenges to those 
ideals are great, greater still is the power of those seeking to 

preserve and protect them when they stand together. She held up the 
long and close relationship of the U.S. and the Philippines as an 
example of that strength. 


3. Chief of Staff of the Armed Forces of the Philippines, Gen. 
Hermogenes C. Esperon, was clearly deeply honored to be invited to 
speak as the senior representative of the Philippine government. 

His words were moving: 


quote 

More important than commemorating those fallen heroes\' sacrifices is 
remembering to \"keep alive\" the ideals they died for. | know in my 
heart that you and | - Americans and Filipinos alike - have never 
wavered in championing the cause of freedom and democracy and of 
peace and security. Within our shores and beyond, we have both been 
working in defense of these ideals. We continue to struggle and 
render sacrifices towards the preservation of what we hold dear. 
Through our relentless war against terrorism, we continue to embody 
the sacred values for which the patriots, whom we commemorate today, 
fought and died. ... 


On this poignant day of commemoration, therefore, | share with you 

our commitment to carry on our common ideals in honor of our fallen 
comrades, and for the sake of the present and future generations of 

freedom-lovers and for the continued vibrancy of democracy in both 

our countries and throughout the world. 

End quote 


Column 3 


4. Among the diverse organizations represented at the ceremony were 
the American World War II Orphans Network - many of whom were 
visiting their parents\' graves for the first time - the \"Battling 

Bastards of Bataan,\" the American Legion, the American Chamber of 
Commerce, the Eleventh Airborne Division, Thomasite Descendants of 
the Philippines, and the Embassies of France, the United Kingdom, 
Australia and the Russian Federation. At the conclusion of the 

event, after the playing of Taps and Retirement of the Colors, the 
Ambassador hosted an open-air reception with light refreshments for 
all in attendance. 


5. Media coverage of the event was extensive and highly favorable, 
underscoring our shared sacrifices and our common determination to 
remain as strong partners for the future. 


KENNEY 
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OO RUEHCN RUEHGH RUEHVC 

DE RUEHGZ #0631/01 1542334 

ZNR UUUUU ZZH 

O 032334Z JUN 07 

FM AMCONSUL GUANGZHOU 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6116 
INFO RUEHOO/CHINA POSTS COLLECTIVE 
RUCPDOC/USDOC WASHDC 

RUEAIIA/CIA WASHDC 

RUEKJCS/DIA WASHDC 

RHHMUNA/HQ USPACOM HONOLULU HI" "UNCLAS SECTION 01 OF 02 GUANGZHOU 000631 


SIPDIS 


STATE FOR EAP/CM AND DRL 
USDOC FOR 4420/ITA/MAC/MCQUEEN 
USPACOM FOR FPA 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: ENRG, PGOV, ECON, KTDB, CH 

SUBJECT: A CLEANER GUANGDONG FACES MORE SEVERE POWER SHORTAGES THIS 
SUMMER 


(U) This document is sensitive but unclassified. Please protect 
accordingly. 


Column 3 

1. (SBU) Summary: Guangdong continues to be confronted by severe 
power shortages this summer. The provincial government\'s plan to 
lower local air pollution discharges and shut down small power 
stations has been affected by the shortages; rolling blackouts have 
been applied in different areas, many American firms in Shenzhen and 
elsewhere are affected. End summary. 


Guangdong\'s Power Shortages Intensify 


2. (U) This is the fourth consecutive summer that Guangdong is short 

of power generating capacity - this summer, the shortage is more 

than 4,000 megawatts (MW) hours. According to a report from China 
Business News citing the Director of Electricity Energy Division of 
Guangdong Provincial Economic and Trade Commission, Guangdong\'s 
generating gap was 4,000 MW in April, which is higher than the 
predicted figure of 2,550 to 3,690 MW. Major industrial cities in 
Guangdong\'s Pearl River Delta (PRD) are suffering from shortages 

this quarter: Guangzhou is short 400 to 600 MW hours of capacity 
Foshan, 800 MW hours, and Shenzhen, 1,000 MW. 


3. (SBU) Guangdong officials have pointed out that many of 
Guangdong\'s new power generation plants are still under 

construction, rainfall for generating hydroelectricity has been low, 

the supply of oil and gas for power stations is insufficient. At 

the same time, the government is attempting to make good on a much 
earlier commitment to shut down small and inefficient power plants 

to reduce air pollution. The Government expects the averaged 
generating gap for 2007 will be 2,000 MW hours, with the summer peak 
gap of 4,000 MW. 


4. (SBU) The Guangdong Government plans to lower the energy 
consumption and sulphur dioxide for each unit of GDP output by 16 
percent and 15 percent respectively as part of the new environmental 
emphasis under the 11th Five-Year Program (2006-2010). Shutting 
down inefficient and heavily polluting small oil and coal 

generators, which account for 28.4 percent and 16 percent of the 
province\'s total capacity, is the key part of the Government\'s 
environment protection effort. Though the Government plans to 
reduce 2,200 MW of small generating capacity in 2007, it has only 
managed to shut down generators with 227 MW hours of capacity in one 
power plant in Shantou so far. Elsewhere, including Guangzhou, many 
other inefficient and polluting generators are still operating full 

scale due to the shortages. 


IBM Hit by Blackouts for the First Time in Shenzhen 


4. (SBU) IBM was notified late on Monday, May 28, that due to power 
shortages in Shenzhen, the local government would impose rolling 
blackouts throughout Shenzhen, starting immediately. Apparently 
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there will be no exceptions, and no exemptions for favored 

industries, including hi-tech and renowned foreign companies such as 
IBM. This will be an across-the-board blackout. Shenzhen has been 
divided up into a number of sectors and each day all the businesses 
in that day\'s sector will have their power cut from 0800 to 2300 

each day. IBM will lose power on Fridays. IBM\'s Shenzhen and 
Beijing offices are contacting Shenzhen Mayor to seek relief. IBM 

will be one of many companies standing in a long line outside the 
Mayor\'s office. 


5. (SBU) IBM\'s biggest concern is that it has a worldwide call 

center in Shenzhen that operates 24 hours a day, seven days a week. 
Closing the center for one day each week will cause huge problems 
for IBM. This call center is part of a showcase operation for IBM; 

the company was able to negotiate certain exemptions from the labor 
department on overtime and benefits that have never been granted to 
any other enterprise. IBM is anxious to keep the call center from a 
potential public relations disaster. IBM was surprised by the local 
government\'s tough move to deal with the crisis with no special 
treatment for the \"favored\" industries and enterprises. 


Comment: No End but a Silver Lining for U.S. Energy Firms? 


7. (SBU) Guangdong\'s power shortage is expected to continue into the 
near future, especially with the Provincial Government\'s 

determination to lower local air pollution discharges; this has 

become an important criterion of local officials\' performance 
evaluations. Previous attempts to shut down inefficient plants have 
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failed because of the power shortages. An American in the power 
generation business predicted on-going shortages for the foreseeable 
future due to a combination of Guangdong officials\' hesitancy to 
approve what they view as excess capacity and Guangdong\'s rapid 
economic growth. With the conversion of the PRD economy from labor 
intensive to high-tech, capital intensive industries will only make 

the shortages more intense. The situation may force local 
governments to pay more attention to power saving campaigns and 
apply more energy saving technologies as they continue to increase 
the number of power plants under construction. This could be an 
excellent business opportunity for American enterprises in this 

field. END COMMENT. 


GOLDBERG 
110666 


OO RUEHCHI RUEHDT RUEHHM 
DE RUEHML #1823/01 1542338 


Column 3 

ZNR UUUUU ZZH 

O 032338Z JUN 07 

FM AMEMBASSY MANILA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6779 

INFO RUEHRC/USDA FAS WASHDC IMMEDIATE 1372 

RUCPDOC/USDOC WASHDC IMMEDIATE 

RUEHZS/ASEAN COLLECTIVE IMMEDIATE","UNCLAS SECTION 01 OF 02 MANILA 001823 


SIPDIS 
SIPDIS 
STATE PLEASE PASS TO ECA/PE/C/EAP R HARVEY 


E.O. 12958: N/A 
TAGS: EAGR, EAID, SCUL, PREL, RP 
SUBJECT: AMBASSADOR HIGHLIGHTS U.S. PROGRAMS IN ILOILO 


REF: Manila 01383 


1. Summary. During a May 21 visit to lloilo City and Guimaras 

Island, the Ambassador focused public attention on U.S. programs 
benefiting the region. She toured a national mango research center 

and local mango festival, visited a Peace Corps environmental 

education program, and kicked off ECA/C\'s and USA Soccer\'s World Cup 
Soccer Initiative. Press coverage of these events was extensive and 
positive. End Summary. 


BACKGROUND 


2. lloilo City, the capital of lloilo Province and a regional hub of 

the western Visayas with a population of 370,000, is located on the 
southeast corner of Panay Island. The city draws its primary income 
from fishing and fish processing. Other important products include 
rice, sugar, bananas, mangoes, and hand-woven textiles. Guimaras 
Island sits just south of lloilo across a narrow waterway in Panay 
Gulf. Guimaras, which is only accessible by boat, covers about 600 
square miles and has 142,000 inhabitants. Fishing, mangoes, and 
tourism drive its economy. 


USDA PROJECTS HELP LOCAL ECONOMY 


3. In 2005, USDA provided US$2 million to fund a three-year mango 
pest risk-assessment research program at the Philippine Bureau of 
Plant Industry\'s National Mango Research and Development Center 
(BPI-NMRDC) in Guimaras (see reftel). Its director, one of two 
former Agricultural Fulbright Scholars working here, briefed the 
Ambassador about the Center\'s work, led a tour, and expressed pride 
in and appreciation for the USDA partnership. USDA\'s Animal and 
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Plant Health Inspection Service (APHIS) has also worked closely with 
the Center over the last decade to develop a protocol, in compliance 
with U.S. food safety regulations, that would allow Philippine mango 
growers to export to the United States. Mango production in 2005 
was valued at US$334 million and has increased steadily over the 
last five years. Philippine experts estimate that the U.S. fresh 

mango market is worth an estimated US$200 million and have stressed 
the long-term export potential of local mangoes as well as their 
hopes that U.S. import procedures can be relaxed. Currently, only 
mangoes from Guimaras can be exported from the Philippines to the 
U.S. mainland. 


4. The Governor of Guimaras escorted the Ambassador to the nearby 
Manggahan Festival, an annual celebration of the mango industry and 
local handicrafts, as well as a commemoration of the island\'s 
declaration as an independent province in 1992. The festival also 
highlights the resilience of the community in the wake of the August 
2006 oil spill off the Guimaras coast that resulted in serious 
environmental damage to the island. The Governor noted that, while 
the oil spill was a tragedy, it had raised awareness of 

environmental issues and brought international attention to the 

small island. 


5. USDA Foreign Agricultural Service Deputy Administrator for 
Capacity Building and Development Patricia R. Sheikh accompanied the 
Ambassador during the visit to the Center and the Festival. 


PEACE CORPS FOCUSES ON ENVIRONMENTAL EDUCATION 


6. While in Guimaras, the Ambassador also visited one of four Peace 
Corps projects in the province. One Peace Corps Volunteer had spent 
the last two years facilitating environmental education to 

elementary students at the Nueva Valencia Central School. During 
her tenure, she created an organic garden, started an Eco Club, and 
taught the community about recycling. The Ambassador met with 
approximately 45 students and 15 teachers and toured the modest 
facility. The teaching staff and community members expressed deep 
appreciation for the Peace Corps Volunteer\'s efforts and 
Ambassador\'s visit. 


SPORTS DIPLOMACY: SOCCER CLINICS A BIG HIT 


7. Just north of lloilo City in the town of Barotac Nuevo, the 
Ambassador kicked off the World Cup Soccer Sports Initiative, a 
partnership between the U.S. State Department\'s Office of Citizen 
Exchanges, USA Soccer, and the Philippine Football Federation. The 
event was the first in a three-city series of soccer clinics hosted 

by three athletes, including two American \"Sports Envoys\" and one 
professional Filipina soccer player. The clinics offer a unique 
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opportunity for children to receive coaching from three exceptional 
athletes and provide a venue for Americans and Filipinos to share 
their love of sports. The Ambassador addressed an enthusiastic 
crowd, which included local mayors, coaches, parents, and children 
from around the area. 


MANILA 00001823 002 OF 002 


MEDIA COVERAGE 


8. Press coverage of the Ambassador\'s day-long trip was extensive 
and positive in both local and national media, following two 
television interviews to local affiliates of national networks, 

remarks to national print media, and a live radio interview about 
U.S. projects for development in the region. She stressed myriad 
USG investments in education, health, and agriculture to support 
local communities. 


9. The Ambassador\'s ongoing outreach to regional hubs throughout the 
Philippines continues to draw attention to the USG\'s multi-faceted 
involvement around the country, as do travels by other Mission 

staff. This activist approach underscores our broad engagement 

with, and interest in, the welfare of the Philippine people. 


10. Septel will report on the Ambassador\'s meeting with Archbishop 
Angel Lagdameo. 


KENNEY 
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PP RUEHFK 

DE RUEHKO #2473 1550211 

ZNR UUUUU ZZH 

P 040211Z JUN 07 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 4150 
RUEKJCS/SECDEF WASHDC PRIORITY 

RUCPDOC/USDOC WASHDC PRIORITY 

RUEATRS/DEPT OF TREASURY WASHINGTON DC PRIORITY 
RUYNAAC/COMNAVFORJAPAN YOKOSUKA JA PRIORITY 
RHHMUNA/HQ USPACOM HONOLULU HI PRIORITY 
RHHMHBA/COMPACFLT PEARL HARBOR HI//N541// PRIORITY 
RHMFIUU/HQ PACAF HICKAM AFB HI//CC/PA// PRIORITY 
RUHBANB/OKINAWA FLD OFC US FORCES JAPAN CP BUTLER JA PRIORITY 
RUALSFJ/COMUSJAPAN YOKOTA AB JA PRIORITY 

INFO RUEHFK/AMCONSUL FUKUOKA 1362 
RUEHOK/AMCONSUL OSAKA KOBE 4924 
RUEHBJ/AMEMBASSY BEIJING 7251 
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RUEHMO/AMEMBASSY MOSCOW 1685 
RUEHUL/AMEMBASSY SEOUL 3310 
RUCNDT/USMISSION USUN NEW YORK 4463 
RHEHAAA/NSC WASHDC" "UNCLAS TOKYO 002473 


SIPDIS 
SIPDIS 


STATE FOR V/RF, PA/PR/FPCM, IIP/G/EA, EAP/PD, R/MR, 
EAP/J, EAP/P, PM; 

USTR FOR PUBLIC AFFAIRS OFFICE; 

TREASURY FOR OASIA/IMI; 

SECDEF FOR OASD/PA; 

CP BUTLER OKINAWA FOR AREA FIELD OFFICE; 
PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, JA 
SUBJECT: MEDIA REACTION - US-IRAN TALKS - TOKYO 


1. LEAD STORIES: Monday morning\'s economic daily Nihon 
Keizai Shimbun gave top play to an interview in Moscow 

with Russian President Putin, who repeated Moscow\'s claim 
to the Northern Territories and said that resolving the 
territorial dispute with Japan would be difficult. 


2. \"US and Iran Should Hold Direct Talks on Nuclear 
Issue\" The moderate Tokyo Shimbun editorialized (6/4): 
\"Iran has been continuing to enrich uranium in complete 
disregard for UNSC resolutions, and there is no 
resolution in sight for this nuclear standoff. In an 

attempt to break the impasse, the US and Iran should 
follow up on their recent direct talks on the security 
situation in Iraq and address the nuclear issue.... 

Iran\'s hard line is only serving to deepen the country\'s 
international isolation. We again call on Tehran to make 
the wise choice to abide by UNSC resolutions and 
sincerely respond to the concerns of the international 
community.\" 


SCHIEFFER 


110668 

OO RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSR 
DE RUEHMO #2601 1550317 

ZNY CCCCC ZZH 

O 040317Z JUN 07 

FM AMEMBASSY MOSCOW 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 0837 


Column 3 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY 

RUEHXD/MOSCOW POLITICAL COLLECTIVE PRIORITY 

RUEHBJ/AMEMBASSY BEIJING PRIORITY 4241 

RUEHNE/AMEMBASSY NEW DELHI PRIORITY 1114 

RHEHNSC/NSC WASHDC PRIORITY 

RHEBAAA/DEPT OF ENERGY WASHDC PRIORITY 

RUCPDOC/DEPT OF COMMERCE WASHDC PRIORITY","C ONFIDENTIALMOSCOW 002601 


SIPDIS 
SIPDIS 


DEPT FOR EUR/RUS WARLICK, HOLMAN, AND GUHA 
DEPT FOR EB/ESC/IEC GALLOGLY AND GARVERICK 
DOE FOR HARBERT/EKIMOFF 

DOC FOR 4231/IEP/EUR/JBROUGHER 

NSC FOR KLECHESKI 


E.O. 12958: DECL: 06/01/2017 
TAGS: EPET, ENRG, ECON, PREL, RS 
SUBJECT: RUSSIAN ENERGY: KOVYKTA UPDATE 


REF: MOSCOW 2563 
Classified By: Econ M/C Quanrud. Reasons 1.4 (b/d). 


1. (C) June 1 has come and gone in Russia without the 
withdrawal of Rusia Petroleum\'s license to develop the giant 
Kovykta gas field. Interfax reports that Rosnedra, the GOR 
agency charged with license compliance oversight, has 
prepared a draft protocol confirming that Rusia Petroleum -- 
the holder of the license and majority-owned by TNK-BP -- did 
violate the license terms. The draft recommends license 
revocation. Rosnedra postponed making a decision about the 
license for another two weeks. 


2. (C) Senior TNK-BP management tells that the GOR backed 
away from doing anything as precipitous as a license 
withdrawal, especially in light of next week\'s G-8 Summit in 
Germany and this year\'s high-profile Russian Economic Forum 
in St. Petersburg immediately following the G-8. TNK-BP 
believes that the fear of bad publicity has likely bought the 
company a few weeks breathing room. 


3. (C) Beyond the battle over the license, TNK-BP and its 
partners in the field are still actively working on a deal 

that will leave them with a 49 percent stake in the venture, 
ceding 51 percent to Gazprom. It appears that the May 31 
meeting between Gazprom CEO Alexey Miller and BP Chairman 
Tony Hayward brought the two sides closer, but we understand 
that haggling continues over Gazprom\'s buy-in price. There 
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are rumors that President Putin would like to see this deal 
closed, and on terms that do not cause a public outcry, 
before he gets on the plane for Germany next Tuesday. 


4. (C) TNK-BP believes that the terms of this deal (which are 
better than the firm had expected) are being driven by 
Gazprom\'s desire to push back on the growing perception 
within the Kremlin (including Putin) that Gazprom is 
operationally ineffective. At a meeting with oil executives 

this week in the Kremlin, Putin is reported to have pointedly 
called into question Gazprom CEO Miller\'s contribution in the 
discussion, to the surprise of many of the participants. 


5. (C) Comment. The pace and level of the discussions 
surrounding the Kovykta field suggest that a deal may indeed 
be at hand, and that real money is being put on the table. 
Likewise, it appears that the question of the license 
revocation may be on hold for a while. End Comment. 
BURNS 
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FM AMEMBASSY KABUL 

TO RUEHC/SECSTATE WASHDC PRIORITY 8471 

INFO RUEATRS/DEPT OF TREASURY WASHINGTON DC 0486 
RUCNAFG/AFGHANISTAN COLLECTIVE 

RUEHZG/NATO EU COLLECTIVE 

RUEKJCS/OSD WASHINGTON DC 

RUEKJCS/JOINT STAFF WASHINGTON DC 
RUEKJCS/SECDEF WASHINGTON DC 

RUEABND/DEA HQS WASHINGTON DC 

RHMFIUU/HQ USCENTCOM MACDILL AFB FL 
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RUEAIIA/CIA WASHINGTON DC 

RHEFDIA/DIA WASHINGTON DC 

RUCPDOC/DEPT OF COMMERCE WASHINGTON DC 
RUCNDT/USMISSION USUN NEW YORK 4137", "UNCLAS KABUL 001845 


SIPDIS 


DEPT FOR SCA/FO, SCA/RA, AND SCA/A 

DEPT PASS AID/ANE 

DEPT PASS USTR FOR GERBER AND KLEIN 

DEPT PASS OPIC FOR ZAHNISER 

DEPT PASS TDA FOR STEIN AND GREENIP 

CENTCOM FOR CG CSTC-A 

NSC FOR AHARRIMAN 

TREASURY FOR LMCDONALD, ABAUKOL, AND JCIORCIARI 
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OSD FOR SHIVERS 
COMMERCE FOR DEES, CHOPPIN, AND FONOVICH 


SENSITIVE 
SIPDIS 


E.O. 12958 N/A 
TAGS: EAID, ECON, PREL, AF 
SUBJECT: INFORMAL GROUP POSTPONES ROME JCMB MEETING 


REF: KABUL 1527 


(U) This contains SENSITIVE BUT UNCLASSIFIED information. Please 
protect accordingly. Not for internet distribution. 


1.(SBU) A May 27 meeting of the JCMB Informal Group of significant 

donor ambassadors failed to reach consensus to hold the third 

quarter JCMB VI meeting in Rome on the margins of the July 3 Rule of 

Law conference. Germany, the U.K., the EU, and the IFls opposed the 
proposed Rome JCMB add-on meeting. However, the group recommended 
that the next JCMB that is held outside Afghanistan could be hosted 

by Italy. UNAMA will work with its Afghan counterparts to set a 

date later in July to hold JCMB VI in Kabul. 


2.(SBU) The group agreed that the overarching discussion theme for 
JCBM VI should be regional economic cooperation. Energy, elections, 
and DIAG should be specific topics the meeting would address. Civil 
aviation may also be an issue that may be brought before the Board. 


WOOD 
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E.O. 12958: DECL: 06/04/2017 
TAGS: EU, PREL, PGOV, UZ 
SUBJECT: EU PUSHES ON AFTER SANCTIONS DECISION 


REF: TASHKENT 1010 
Classified By: CLASSIFIED BY CDA BRAD HANSON FOR REASONS 1.4 (B, D). 


1.(C) Summary: After the EU decision to extend sanctions to 
Uzbekistan, the EU Special Representative to Central Asia, 
Pierre Morel, visited Tashkent on May 28 to explain the 
sanctions decision and EU continue engagement with the 
Uzbeks. Although the Uzbek Foreign Minister expressed deep 
dissatisfaction and surprise with the decision, the EU hopes 
that continued engagement, especially programmatic, and a 
future EU Commission delegation office in Tashkent will 
result in concrete progress, unlike the human rights dialogue 
heretofore. Nonetheless, this is likely the beginning of a 
cooling trend in EU-Uzbek relations. End summary. 


The Human Rights Dialogue Continues 


2. (C) The visit of the EU Special Representative to Central 
Asia, Pierre Morel, was planned to keep the EU dialogue with 
the Uzbeks moving. In a meeting with the CDA on May 29, 
Morel said the day prior, Foreign Minister Norov expressed 
\"deep dissatisfaction\" with the EU decision. Norov claimed 
the Uzbeks did all they could to conform to the EU\'s 
requests. The fact that sanctions were upheld was, according 
to Norov, \"unacceptable,\" and reflects the EU\'s \"double 
standards.\" Morel explained to Norov that the EU never 
promised to lift all its sanctions, and the Uzbeks still need 

to engage in a critical dialogue. 


3. (C) During his week-long visit, Morel said he met with the 
Parliamentary Director of the Human Rights Center, the First 
Deputy Foreign Minister for the U.S. and Europe, and the 
Minister of Justice, regarding expanding cooperation. The 
Justice Minister said the rumor of Turayeva\'s double sentence 
was false and a criminal investigation is still going on 

(reftel). Morel also met with the Russian and Chinese 
ambassadors before taking a side trip to Bukhara, where he 
met with the Mayor and Imam. 


4. (C) While the human rights dialogue has been \"intense and 
useful\", according to Morel, in principle there have been 
problems. Morel said the EU will revisit the dialogue and 
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reevaluate its strategy at the end of the German Presidency. 
For now, Morel said, the EU plans to start the operational 
phase of its human rights dialogue. EU Commission experts 
are identifying programs to execute and creating guidelines 

in four areas: police training, improving courts and judicial 
procedures, strengthening the legal system, and exchanging 
information on terrorism. It also will try to work with the 

GOU in implementing an anti-poverty strategy in the Ferghana 
Valley. 


EU Commission to Open Shop in Tashkent, Maybe 


6. (C) A large hurdle to the success of the above programs is 
the absence of an EU Commission delegation office in 
Tashkent. While there are plans to open the offices in all 

five Central Asian states, only Kazakhstan has one. The EU 
currently relies on Europa House, in Tashkent, to help, but 
has tentative plans to open up a delegates office in 2008. 
The Uzbeks have yet to accept the EU office. Morel said the 
EU is taking lessons from the OSCE on how to set-up shop in 
Uzbekistan and work with the GOU. 


7. (C) The EU will apply its new Central Asia strategy once 

it is approved in June. This strategy has a wide framework 
and all 27 members can take part in its implementation. The 
strategy focuses on human rights, security and stability, 
democratic reform, rule of law, energy transportation, 
economic trade and investment, the environment, and 
education/training. Many of these are regional issues and 
require Uzbekistan\'s cooperation to work. 


8. (C) Comment: Morel\'s visit was the first high-level 

Uzbek-EU engagement after the May 14 sanctions decision. Now 
that the Uzbeks have expressed their deep dissatisfaction 

with the decision, and have taken direct action with some EU 
members and the OSCE to reduce, suspend or stop engagement, 
the EU-Uzbekistan relationship is entering into a cooling 

period. The German Ambassador told the CDA on June 2 that he 
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hopes by September or October the relationship will improve. 
Morel and most of the EU members in Tashkent realize 
improving the relationship is a long-term, uphill struggle 

that requires much patience and dialogue. 
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TAGS: OPRC, KMDR, TU 

SUBJECT: ANKARA MEDIA REACTION REPORT 
FRIDAY, JUNE 1, 2007 


In Today\'s Papers 


Buyukanit: Turkish Troop Movements on Iraq Border Routine 

All papers report the Turkish General Staff (TGS) chief General 
Yasar Buyukanit told a 

symposium at the War Academy in Istanbul that he had already drawn 
the governmeni\'s attention to the need for launching a cross-border 
operation into northern Iraq, adding there is no need to submit to 
the government a written request for political authorization. 
Buyukanit emphasized that the aim for any operation must be clear. 
\"The target should be set by political authorities; are we just 

going to go in and fight the PKK or will there be something with 
Barzani as well?\" Buyukanit said, pointing out that \"the US is in 

the middle of it all\" as well. The Turkish troop buildup on the 
border with Iraq is \"routine spring planning,\" Buyukanit said, 


Column 3 
adding no new troops have been sent to the region. 


Commenting on the US transfer of security in northern Iraq to the 
regional Kurdish administration, Buyukanit said \"There is no Shiite 
security authority in the Shiite region or a Sunni authority in the 
Sunni region, like the Kurdish one in northern Iraq. This special 
status is drawing attention, and it is not appropriate.\" 


With regard to the recent violation of Turkish airspace by US F-16 
jetfighters, Buyukanit said Americans didn\'t need to send F-16s to 
monitor Turkish movements on the border, since they can take 
pictures from satellites. \"The violation by F-16s, however, is not 
appropriate,\" Buyukanit stressed. 


The army chief also said countries providing logistics, financial 
and propaganda support to terrorists should also be considered 
terrorists. \"Landmines and explosives such as C-4, A-3, and A-4 
which are used in every murder in Turkey are not bought from 
supermarkets\" Buyukanit said, criticizing \"the countries among 
Turkey\'s allies\" that directly or indirectly support the PKK. 


Editorial Commentary on Buyukanit Remarks 

Mustafa Unal commented in the Islamist-leaning daily Zaman: \"There 
is no military operation which can be announced beforehand. However 
the Turkish public has been discussing a possible military operation 

for days. Given the fact that terrorist elements will be warned by 

this public discussion, | wonder what the real purpose of the debate 

is. Can this be a part of internal political tactics? It looks to 

me like General Buyukanit\'s recent remarks are a maneuver to corner 
the AKP government vis- -vis Turkish public opinion." 


Fikret Bila observed in the mainstream daily Milliyet: \"General 
Buyukanit gave some very important messages when he talked about the 
importance of clearly defined targets in northern Iraq should the 
Turkish army start a cross border operation. The Chief of General 
Staff emphasized that every military operation has political 

targets, and noted that in northern Iraq there is not only the PKK 

but also Barzani, and the US in the middle of it all. His comments 
centered on three major points: What is the Turkish government\'s 
goal in northern Iraq? Can Barzani be considered one of the targets 
besides the PKK? What is the Turkish government\'s position on the 
US presence in northern Iraq?\" 


Turkish Parliament Approves Constitutional Reforms 

All papers report theTurkish Parliament on Thursday overriding an 
earlier veto from President Sezer, approved for a second time a 
controversial package of constitutional reforms that pave the way 

for voters to elect the president directly. The package now will be 
returned to Sezer who cannot veto it a second time, but can call a 
referendum. The reforms cut the term of the president\'s mandate to 
five years renewable for a second term, and also reduce parliament\'s 
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term to four years from five. The main opposition CHP is expected 
to challenge the amendments in the Constitutional Court, claiming 
that the adoption is invalid unless approved by a two-thirds 
majority of 367 votes. The provision reducing parliament\'s term to 
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four years was approved by 366 votes, falling short by one vote. 


Kissinger in Istanbul 

Sabah, Milliyet, Radikal, and others: Speaking at a conference in 
Istanbul, former US Secretary of State Henry Kissinger called on the 
international community to cooperate with the US to end the war in 
Iraq. Kissinger added that it is Turkey\'s right to take necessary 
measures against the possible problems at the Iraqi border; however, 
these measures should be acceptable to the international community. 
Kissinger said that the US understands Turkish sensitivity on the 
issue but will not welcome a cross border operation into Iraq by 
Turkey. On the issue of Turkey\'s EU membership, Kissinger said that 
being part of the European system is very important for Turkey, 
however, if this process fails, the US should start a close 

partnership with Turkey. 


Controversy over Prayers in Public High School 

Hurriyet, Milliyet, Bugun, Zaman and others: Istanbul education 
director Ata Ozer defended the high school students praying in a 
prayer room in the basement of the high school saying \"there is 
freedom of worship and conscience in Turkey.\" Mainstream Hurriyet 
reports that Bagcilar district prosecutor in Istanbul has initiated 

an investigation into the incident. Islamist-oriented Yeni Safak 

and Zaman question the public reaction to the incident asking in 

front page stories \"ls it a crime to pray?\" 


TV Highlights 
NTV, 7.00 A.M. 


Domestic News 


- Turkish police detained eight suspected al-Qaeda members in Ankara 
on Wednesday, seizing propaganda material and hardware. On 
Wednesday, police in Istanbul had detained 11 suspects reported to 

be in connection with al-Qaeda. 


- Abomb mechanism was found in the bag of a Turkish passenger 
preparing to board an Iran-bound plane in Istanbul\'s Ataturk 
Airport. The name of the passenger who was to fly via IranAir to 
Tehran has not been revealed. 


- PKK militants shot dead five forest workers in the southeastern 
province of Bingol on Thursday, army sources said. Turkish security 
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forces killed three PKK terrorists in operations in the eastern 
province of Tunceli. 


- Germany has detained two senior members, Faruk E. and Ilhan D., of 
Turkey\'s outlawed left-wing DHKP-C (Dev-Sol.). \"Faruk E. is 
suspected of having been a member of the central committee of the 
DHKP-C, a deputy to the general secretary Dursun Karatas as well as 
the man responsible for Europe,\" the federal prosecutor\'s office 

said. 


- The annual Bilderberg Conference of the global elite will be held 

in Istanbul from May 31 to June 3 to discuss possible military 
operations against Iran, Turkey\'s EU membership, and energy 
policies. Former Secretary of State Henry Kissinger, World Bank 
President Paul Wolfowitz, former Secretary of Defense Donald 
Rumsfeld and UNDP chief Kemal Dervis are some of the international 
personalities expected to attend this year\'s meeting. 


International News 


- UN Security Council has voted to establish an international 
criminal tribunal to prosecute the masterminds of the February 2005 
suicide-bomb killing of former Lebanese Prime Minister Rafiq Hariri 
and 22 others. 


- A suicide bomber hit a police recruiting centre in Fallujah in 
northern Iraq, killing at least 25 people and wounding 50. 
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- Andrei Lugovoi, the man charged by the UK with murdering the 
Russian dissident Alexander Litvinenko, claims British intelligence 
was involved in his death. 


- Russia\'s test firing of an intercontinental ballistic missile on 
Tuesday was in response to US steps that have sparked an arms race, 
President Putin said. 


WILSON 
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SIPDIS 


STATE FOR EAP/MLS 


E.O. 12958: N/A 

TAGS: PGOV, KDEM, CB 

SUBJECT: PRINCE RANARIDDH: WILL HE GET AMNESTY AND RETURN 
TO CAMBODIA? 


1. (SBU) Summary. Following a March 13 court verdict 
sentencing Prince Norodom Ranariddh to 18 months in prison, 
the Prince\'s followers petitioned the King for a royal pardon 
-- even though PM Hun Sen had rejected RGC support for any 
pardon in advance of Ranariddh\'s trial. As backroom 
negotiations between Ranariddh\'s party (NRP), FUNCINPEC, and 
the CPP continued, NRP leaders and NGOs blamed Ranariddh\'s 
absence for the NRPYs poor third-place showing in the April 1 
commune elections. Meanwhile, FUNCINPEC continues to lose 
supporters and one of its MPs recently defected to the CPP. 

On May 12, a Ranariddh delegation delivered a petition signed 
by over 100,000 people to the Royal Palace, and asked King 
Sihamoni to pardon the Prince. The King forwarded the 
petition to the Prime Minister for an opinion; to date, none 
has been forthcoming. End Summary. 


Can the Royals Sink Any Lower? 


2. (U) Since early 2007, Prince Norodom Ranariddh has 
remained outside of Cambodia for fear of imprisonment 
following the March 13 Phnom Penh Municipal Court ruling that 
found him guilty for a breach of confidence in the sale of 

the historical FUNCINPEC party headquarters in Phnom Penh to 
a developer in exchange for a new property and construction 

of a new building. The lawsuit that generated the 

controversy was brought by FUNCINPEC Secretary General Nhek 
Bun Chhay following Ranariddh\'s refusal to accept the loss of 
the party presidency in October 2006 and subsequent launch of 
the Norodom Ranariddh Party (NRP), which labeled itself as 

the \"real royalist\" party. The sentence of 18 months in 

prison was viewed by many as deliberately timed to prevent 

the NRP leader from competing in the July 2008 national 
elections. 


3. (U) Despite its late entry into the April 1 commune 
elections, the NRP was able to quickly register candidates in 
the majority of Cambodia\'s 1,600-plus communes, surprising 
most observers. The NRP did not win any communes outright, 
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but did manage to win more seats for its councilors than did 
FUNCINPEC, giving NRP loyalists a minor moral victory by 

coming in (a very distant) third in the commune elections. 

But the NRP\'s election coffers remain largely empty, royalist 

voters in some cases are still confused about whether or not 

the Prince is still with FUNCINPEC, and the lack of the 

Prince\'s presence in the country makes the party\'s job tough 

in the lead up to the July 2008 elections. Former FUNCINPEC 

MP (and Amcit) You Hockry recently became the NRP\'s Secretary 
General, having publicly denounced the FUNCINPEC party 
congress last October that removed Ranariddh as the FUNCINPEC 
leader. Following You Hockry\'s statements, FUNCINPEC removed 
him from the party and stripped him of his MP status. 


4. (SBU) Meanwhile, the CPP continues to pressure FUNCINPEC 
officials to defect to the CPP, with FUNCINPEC MP Ly Thuch 
representing the latest defector to the ruling party. Other 
FUNCINPEC MPs have told us that they have had similar offers 

to leave the party, and one MP predicted there would be 

additional defections before the 2008 elections. This same 

MP noted he believed that the CPP is going to destroy 
FUNCINPEC before the PM will consider allowing Ranariddh to 
return; that way, the Prince will never be able to rebuild 

the party\'s structure before the elections should the NRP and 
FUNCINPEC merge again. FUNCINPEC has held several meetings 
since the April 1 elections, and morale within the party is 

low. The MP added that he does not bother attending meetings 
anymore because of the poor leadership and lack of direction; 

Keo Puth Rasmei has tried to resign twice but Nhek Bun Chhay 
and the CPP reportedly will not permit it. 


5. (U) Prince Sisowath Thomico, who heads the very small 
and noninfluential Sangkum Cheat Niyum (FSCN) party, merged 
his party with the NRP on May 27 following a FSCN party 
congress. By joining the NRP, Thomico has become the Vice 
President of the NRP, and has said that he will work towards 

a union of all royalists, followed by an alliance of all 

non-ruling parties to face off against the CPP in July 2008. 
(Comment: While there have continued to be discussions 
between all the so-called democrats about how best to 
approach the 2008 elections, only Thomico\'s party has taken 
the decision to merge with another party. The others (NRP, 
SRP, Kem Sokha) have spoken more in terms of an alliance of 
like-minded parties as opposed to a union into a single 

party. End Comment.) 


6. (U) FUNCINPEC, however, initially rejected any call to 

reunite the royalist parties under the FUNCINPEC banner. 

While in Malaysia in late April, Ranariddh said that he would 

accept a re-unification of FUNCINPEC and the NRP if FUNCINPEC 
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were willing to concede its error in dismissing him from the 
presidency and accept Ranariddh back as the party leader. 
Thomico echoed Ranariddh\'s position, and at the time 
announced that his small party would begin the process by 
joining with the NRP. FUNCINPEC initially agreed that 
Ranariddh could return, but only as historical president -- a 
ceremonial title that FUNCINPEC tried to bestow on the Prince 
after he was removed as party leader. Ranariddh refused the 
honorary position last year and has continued to maintain he 
will not accept it. However, FUNCINPEC later released a 
statement on May 28 claiming that the party was not 

interested in reconciling with the Prince and would not help 
Ranariddh win a pardon. (Comment: According to NRP sources, 
the CPP put a halt to FUNCINPEC negotiations with Ranariddh 
as the ruling party is more concerned with the SRP and the 
CPP does not trust Ranariddh to keep his word and return to 
FUNCINPEC to work on the party\'s behalf. In fact, one NRP 
official noted that the CPP\'s mistrust of Ranariddh was 
well-founded; the NRP leader reportedly did plan to reconcile 
with FUNCINPEC to return to Cambodia, but then planned to 
remove Nhek Bun Chhay and others who been disloyal and lead 
the party down an independent path -- possibly aligning with 
the SRP against the CPP. End Comment.) 


Amnesty for Ranariddh? 1998 All Over Again? 


7. (SBU) Despite the public stance of FUNCINPEC claiming 

that reconciliation with the NRP is no longer of interest to 

the party and the CPP\'s continued rejection of calls for a 

pardon for the Prince, negotiations behind the scenes for 

Ranariddh\'s return have been ongoing for the last two months, 

claim members of the NRP and FUNCINPEC. Even SRP MP Keo Remy 
has been acting as a go-between among the various parties to 

help Ranariddh. 


8. (U) On May 12, a delegation of NRP representatives met 
with King Norodom Sihamoni and presented a petition of over 
100,000 thumbprints to the monarch in support of a royal 
pardon for Prince Ranariddh. The act of presenting the 
petition to the King is viewed as a way of putting the issue 

of a royal pardon firmly on the table for negotiation and 
public discussion. NRP supporters see a pardon as the only 
way for the Prince to return to Cambodia in time to compete 
for the July 2008 elections. The King reportedly sent the 
petition to Prime Minister Hun Sen for review, but no 

official response has been forthcoming. In public comments, 
the PM has indicated that he is unlikely to agree to a pardon 
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for the NRP leader and has asked the NRP to continue to 
pursue their case with the Appeals Court. The PM told a 
university graduation class on May 30 that a petition of 
thumbprints should not override the decision of the judiciary. 


9. (U) The NRP has moved ahead with the appeals court 
process, according to Ok Socheat, a senior advisor to Prince 
Ranariddh. The PM reportedly has tied a favorable outcome in 
the judicial process to two conditions: first, the Prince 

must remove NRP spokesperson Muth Chantha and second, the 
Prince must resolve his dispute with Princess Marie. Muth 
Chantha confirmed to the Embassy that Hun Sen had asked that 
Chantha be removed, claiming that he told Ranariddh he would 
be happy to step down if it helped the party secure 

Ranariddh\'s return. There are also discussions about 
Ranariddh ceding a valuable property near the Royal Palace to 
FUNCINPEC as a precondition for his return. 


10. (SBU) Citing the example of 1998, NRP spokesperson Muth 
Chantha told us that the CPP wants Ranariddh to return to 
Cambodia, but only in such a way that it does not 
disadvantage the CPP in the upcoming national election. The 
NRP official is confident that Ranariddh will return, knowing 
that the international community and NGOs could cite the 
Prince\'s absence as a reason to discredit the election. He 
said that the PM also recognizes this, and Hun Sen wants 
Ranariddh to return in time to campaign, but not so soon as 
to do any damage to anyone except the other opposition 
parties. If Ranariddh were to stay out, many royalists might 
flock to the SRP, which took a respectable and unchallenged 
second place on April 1. So the CPP will allow Ranariddh 
back -- it\'s only a question of timing, say NRP loyalists. 
Chantha noted that the CPP successfully kept Ranariddh out of 
Cambodia in the lead up to the 1998 election, only to allow 
the Prince to return for the legitimacy of the electoral 

process, but too late to mount a strong effort. Chantha 
speculated that the Appeals Court is unlikely to hear the 

case anytime soon, and that the CPP will bide its time. He 
worries that if the Prince does not return before early 2008, 
there will be inadequate time to organize an effective 
campaign. But Ranariddh\'s return 5-6 months ahead of the 
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July elections could help split the non-CPP vote, allowed 
Chantha. 


Comment 
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11. (SBU) Although there continues to be discussion about 
who must sign off on a royal pardon, from a constitutional 
standpoint, the King does not need to consult with anyone. 
(National Assembly President Heng Samrin recently decided 
that in Ranariddh\'s case, the National Assembly should come 
to a two-thirds vote -- a clear misread of the constitution.) 

In practice, the King has not initiated a pardon in any 
high-profile political case without consultation with Hun 

Sen, and he\'s unlikely to do so this time until the PM gives 
the green light. It\'s still early days in the countdown to 

the national election, now scheduled for Sunday, July 27, 
2008 with more twists and turns likely for Ranariddh. The 
sheer number of meetings and amount of negotiation that have 
taken place already on his case is notable -- we contrast 
those efforts against the paucity of grassroots party 

building activities within FUNCINPEC and the NRP during this 
period. For the CPP, we agree that it probably makes the 
most sense to keep Ranariddh out of the country (just like 
1998) for as long as possible, and then allow him to return 

for the elections and play the role of spoiler. We will 

continue to advocate to the RGC that Ranariddh be permitted 
to return and compete in the elections. End Comment. 
MUSSOMELI 
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SUBJECT: LABELING ISSUE RESTRAINING ESTONIA\'S VOTE 
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REF: STATE 74307 


1. (U) On June 1, we delivered reftel points to Haidi 
Kanamae, the Head of Food Safety Department and Kylli 
Johanson, Chief Expert of the Food Safety Department at 
the Ministry of Agriculture. 


2. (SBU) Ms. Johanson explained that although Estonia\'s 
Gene Technology Committee (GTC), which serves as an 
advisory expert group, has certified the stacked 

biotech corn varieties to be safe, Estonia will not 

vote in favor of the varieties at the upcoming meeting 

on June 8 because of the unresolved labeling issue. 
According to Johanson, once the labeling issue is 
resolved, Estonia will have no reason to vote against 

the biotech corn varieties. 


PHILLIPS 
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E.O. 12958: N/A 

TAGS: KNNP, MNUG, IR, EN 

SUBJECT: ESTONIAN RESPONSE TO UNSCR 1737 AND 1747 AND 
INFORMATION SHARING ON IRAN 


Ref: (A)STATE 69315 (B)STATE 47004 (C)STATE 39585 
(D)STATE 69283 


(SBU) On May 22, we delivered points (Refs A, B, C, and 
D) to Kadri Jogi (MFA Acting Division Director for 

Africa, the Near East, the Middle East and Latin 
America), Riho Kruuv (MFA Division Director for 
Strategic Goods Control), and Tuuli Parnsalu (Strategic 
Goods Desk Officer) and discussed (1) the U.S. proposal 
at the NSG (Nuclear Suppliers Group) plenary to share 
Iran export denial information; and (2) the U.S. 

invitations to discuss the most effective implementation 
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of UNSCR (United Nations Security Council Resolutions) 
1737 and 1747 at an open-ended seminar. Parnsalu 
informed us that Estonia has no information to be shared 

at the moment in regards to exports to Iran and the GOE 
does not plan to send a representative in June to 

participate in the U.S. hosted open-ended seminar in 

Vienna. On UNSCR 1737 and 1747, Parnsalu again assured 
us that Estonia fully supported the U.S. initiatives. 


PHILLIPS 
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DEPT. FOR PM/DTTC - BLUE LANTERN COORDINATOR AND EUR/AGS 


E.O. 12958: N/A 

TAGS: ETTC, KOMC, GM 

SUBJECT: BLUE LANTERN LEVEL 3: FIRM REFUSES TO ALLOW PRE-LICENSE 
CHECK ON APPLICATIONS 05-050040157 & 05-050042795 


REF: STATE 53580 


1. (SBU) Following repeated attempts to schedule an acceptable date 
for ConGen POL/ECON Officer and LES to visit Oberland Arms, the firm 
refused our requested visit via the following e-mail, translated 

from German: 


Begin text: 

Dear Dr. Wilhelm (LES Econ Specialist) -- Thank you for your 
patience in this matter. After careful deliberations we have 
decided to not provide U.S. authorities access to our firm\'s 
documents. The reasons (for denying access) are that our clients 
are entitled to data protection and that we need to safeguard our 
firm\'s secrets. 


We will cancel both orders and will ask our U.S. suppliers to 
withdraw applications for export approval. 


We can understand that the U.S. is interested in monitoring 
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cross-border trade. To make sure that U.S. export/ re-export 
regulations are observed we have added the following reference to 
our website (http://www.oberlandarms.com/index.php): 


According to U.S. Export Law, Oberland Arms OHG is not selling 
Products, Parts or Components of U.S. origin outside of Germany. 
Parts of German/European origin that contain U.S. Parts, are also 
only sold in Germany. 


Furthermore | registered for a course at the foreign trade academy, 
register form attached (for a July course on U.S. export control 
laws). 


| hope that you can understand our decision. 


Regards, 
Frank Satzinger 
End text. 


2. (U) This report has been coordinated with Embassy Berlin. 


3. (U) Previous reporting from Munich is available on our SIPRNET 
website at www.state.sgov.gov/p/eur/munich/ . 


NELSON 
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RR RUEHAST RUEHDBU RUEHFL RUEHLA RUEHMRE RUEHPOD RUEHROV RUEHSR 
DE RUEHTL #0363 1550538 

ZNR UUUUU ZZH 

R 040538Z JUN 07 

FM AMEMBASSY TALLINN 

TO RUEHC/SECSTATE WASHDC 9879 

INFO RUCNOSC/ORG FOR SEC COOP IN EU COLLECTIVE","UNCLAS TALLINN 000363 


SIPDIS 


SIPDIS 
SENSITIVE 


E.O. 12958: N/A 
TAGS: PARM, PREL, MNUC, KNNP, XG, EN 
SUBJECT: ESTONIA: PROLIFERATION SECURITY INITIATIVE 


Ref: STATE 71024 


(SBU) On May 24, we delivered reftel points to Riho 
Kruuv, MFA Division Director for Strategic Goods 

Control, and asked the GOE to recognize May 31, 2007 as 
the fourth anniversary of the Proliferation Security 

Initiative (PSI). We also urged the GOE to continue to 
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work bilaterally and/or jointly with other PSI partners 

to encourage additional countries to endorse the PSI 
Statement of Interdiction Principles. Kruuv thanked the 
USG for creating such an initiative and said that 
Estonia values highly its PSI partners. According to 
Kruuv, Estonia continues to work together with PSI 
partners by sharing information, participating in 

training exercises, and improving Estonia\'s ability to 
disrupt and stop proliferation activities. 
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OO RUEHWEB 

DE RUEHRL #1107/01 1550550 

ZNY CCCCC ZZH 

O 040550Z JUN 07 

FM AMEMBASSY BERLIN 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 8445 
RUEKJCS/SECDEF WASHDC IMMEDIATE 
RUCNCFE/CONVENTIONAL ARMED FORCES IN EUROPE COLLECTIVE PRIORITY 
RHMFISS/HQ USEUCOM VAIHINGEN GE PRIORITY 
RHEFDIA/DIA WASHINGTON DC PRIORITY 
RUEKJCS/JOINT STAFF WASHDC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY 
RUEHRL/USDAO BERLIN GE PRIORITY 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/01/2017 

TAGS: KCFE, NATO, PARM, PREL, GM 

SUBJECT: CFE: GERMANY PUSHES FOR BEING FORWARD-LEANING ON 
A/CFE RATIFICATION AT UPCOMING EXTRAORDINARY CONFERENCE 


REF: STATE 75293 


Classified By: POLITICAL MINISTER COUNSELOR JOHN BAUMAN. REASONS: 
1.4 (B) AND (D). 


1. (C) Summary: Germany believes that at the June 12-15 CFE 
Extraordinary Conference, a point-by-point rebuttal of 

Russian concerns about CFE could prove counterproductive and 
play into the hands of hardliners in Moscow. Instead, 

Germany believes that NATO should be forward-leaning and take 
\"an orchestrated, step-by-step approach\" that demonstrates to 
Moscow that all the Allies are genuinely committed to 

ratifying the Adapted CFE Treaty once Russia has fulfilled 
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the Istanbul commitments. Germany continues to take a more 
restrictive view of the Istanbul commitments with regard to 
Russian troops in Moldova than is accepted by the rest of the 
Alliance. End Summary. 


Favors an earlier HLTF meeting 


2. (C) Post delivered reftel talking points June 1 to MFA 

Envoy for Disarmament and Arms Control, Amb. Friedrich 
Groening, who promised to study them carefully before next 
week\'s HLTF meeting. Given an extensive discussion of these 
issues with the Embassy just the day before (see below), 
Groening offered no substantive comments on the U.S. 
nonpaper, but did express concern about the possibility that 
the HLTF meeting may slip to Friday, June 8. With informal 
consultations for the Extraordinary CFE Conference beginning 
Monday, June 11 in Vienna, Groening was afraid that there 
would be very little opportunity for \"mending fences\" before 
the conference if the HLTF meeting did not go well. 

Therefore, he argued for holding the HLTF as previously 
scheduled on Thursday, June 7 and the Quad pre-coordination 
meeting the day before. 


Engage Russians rather than rebut their arguments 


3. (C) On May 31, prior to the arrival of reftel, Groening 

called in the political minister counselor and polmil chief 

to register concern about the U.S. approach at the previous 
day\'s Deputy HLTF meeting in Brussels. Also attending on the 
German side was MFA Office Director for Conventional Arms 
Control Michael Biontino. Based on German reporting from the 
meeting, Groening characterized the U.S. line as \"the usual 
tough stuff,\" which he thought would be counterproductive if 
used with the Russians. He agreed that the six points put 
forward by the Russians in their diplomatic note were 

basically groundless -- the first three (concerning groups of 
parties) will be automatically resolved when the A/CFE comes 
into force and the other three do not make much sense. 
Nonetheless, rather than rebutting the Russian arguments 
point-by-point, Groening thought it would be better to 

\"engage the Russians\" so we can \"move forward.\" 


Key is giving assurances on A/CFE ratification 


4. (C) Groening claimed to have already discussed some ideas 
for an \"orchestrated, step-by-step approach\" with ISN A/S 
John Rood, whom he met in Washington two weeks ago, before 
the Russians called for the extraordinary conference on CFE. 
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The key to success, according to Groening, is giving the 
Russians assurances that NATO is ready and committed to 
ratify the A/CFE Treaty. He claimed that the Russians are 
genuinely convinced that the Allies will not ratify the 

A/CFE, even if Moscow does everything we are demanding 
regarding the Istanbul commitments. According to Groening, 
the Russians believe the Allies are deliberately sabotaging 
the A/CFE because the new agreement is, on balance, more 
favorable to Russia than to the West. Groening argued that 
\"different streams\" of Russian elite opinion have come 
together to call for the extraordinary CFE conference, 
including many who want to use it to avoid flank limits or to 
get out of the CFE treaty altogether. A confrontational 
stance by NATO would just play into the hands of the 
hardliners. 


Disagreement over the Istanbul commitment for Moldova 


5. (C) We assured Groening that the U.S. too wanted to engage 
the Russians and to try to move forward. We pointed out that 
it has long been our policy to actively help the Russians 

meet their Istanbul commitments, for example, by helping 
financing the withdrawal of ammunition from Moldova. Along 
the same lines, the U.S. has made it clear that we are ready 
to work with the Russians to help internationalize the 
peacekeeping force in Moldova to make it acceptable to 
Chisinau. Groening argued that the Russian peacekeepers in 
Transnistria are not part of the Istanbul commitments, since 
their presence is covered by the 1992 cease-fire agreement 
which, according to Groening, remains in force and has never 
been abrogated by Chisinau. Only the ammunition and the 
Russian soldiers guarding the depot (about 500) are covered, 
according to Groening. Regarding the U.S. offer to help the 
Russians internationalize the peacekeeping force in 
Transnistria, Groening claimed that this was unlikely to get 
anywhere since, in his opinion, the Russians would never 
accept such a change absent a solution to the whole status 
issue. He thought we would never get past the Istanbul 
commitment issue in Moldova if we linked it to resolution of 
the underlying conflict. 


Comment 


6. (C) Although Groening never really spelled out his 
\"step-by-step approach,\" it seems to be based on the idea 
that in return for the Russians making progress on their 
Istanbul commitments, the Allies would begin the process of 
A/CFE ratification, on the understanding, of course, that 
ratification would not be completed until the Russians have 
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fully complied with their Istanbul commitments. Groening 
believes the main objective of the Russians at the upcoming 
extraordinary conference will be to see what the Allies are 
willing to do to get the A/CFE ratification process started. 
Groening fears that if the Allies are not forward-leaning on 

the issue of ratification, the Moscow hardliners could use it 

as an excuse to push for Russian abrogation of the CFE Treaty. 
TIMKEN JR 
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PP RUEHWEB 

DE RUEHKO #2477 1550601 

ZNY CCCCC ZZH 

P 040601Z JUN 07 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 4153 
INFO RUEHBJ/AMEMBASSY BEIJING PRIORITY 7252 
RUEHBY/AMEMBASSY CANBERRA PRIORITY 2158 
RUEHMO/AMEMBASSY MOSCOW PRIORITY 1686 
RUEHGO/AMEMBASSY RANGOON PRIORITY 2227 
RUEHUL/AMEMBASSY SEOUL PRIORITY 3311 
RUEHUNV/USMISSION UNVIE VIENNA PRIORITY 0439 


SIPDIS 
SIPDIS 


DEPT FOR ISN, EAP, EUR, T 
EAP/J FOR HYAMS AND WEBSTER 


E.O. 12958: DECL: 06/04/2017 
TAGS: PREL, AU, BM, RS, KNNP, IAEA, JP 
SUBJECT: JAPAN RESPONDS TO RUSSIA-BURMA NUCLEAR DEAL 


REF: STATE 72586 
Classified By: DCM Joe Donovan for reasons 1.4 (b) and (d) 


1. (C) On May 30, EST Officer delivered points in reftel to 
Satoshi Kikuchi of the Non-Proliferation, Science and Nuclear 
Energy Division of the Ministry of Foreign Affairs (MOFA). 
Kikuchi said that Japan shares many of the U.S. concerns 
about the announced Russia-Burma civil nuclear agreement, and 
is "watching it carefully\" from the perspective of 
non-proliferation, safety, and security. However, he said 

that Japan has no plans to express its concerns publicly, but 
rather will continue to urge the Burmese in private 

discussions to \"play by the rules\" with their IAEA 
commitments. Kikuchi mentioned that Burma has not approved 
the IAEA Safeguards Additional Protocol, and that Japan has 
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raised this with the Burmese. Kikuchi added that Burma would 

need to renounce the Small Quantities Protocol (SQP) from the 
Comprehensive Safeguards Agreement if it wished to develop a 
nuclear reactor. 


2. (C) On approaching Russia with Japan,s concerns, Kikuchi 
brushed aside any urgency, responding that Russia has 
indicated to Japan that the deal is very much in the initial 
phase. 


3. (C) Comment: Japan,s initial response suggests that it 

is balancing concerns over the nuclear risks of the 
Russia-Burma deal with its own regional and bilateral 
interests. Its approach in dealing with Burma on this 
agreement appears consistent with that on other sensitive 
issues. Japan has been notably reluctant to join U.S. and 
European allies in publicly criticizing Burma,s human rights 
record, seeing instead an important role for itself in 

staying actively engaged with an increasingly isolated Burma, 
particularly as a counterweight to China. With Russia, Japan 
may tread cautiously in raising concerns about the Burma 
nuclear deal, as Japan itself is in discussions with Russia 

on a civil nuclear agreement that would include Russia 
enriching uranium from Japan,s spent nuclear fuel stored in 
Europe for eventual use in Japanese reactors. (Nuclear power 
provides roughly 30% of Japan,s electricity needs). Embassy 
contacts at the Ministry of Economy, Trade, and Industry 
(METI) have said that a potential deal with Russia may also 
include commercial opportunities for Japanese firms to 
participate in Russia,s nuclear energy expansion plans. End 
Comment. 

SCHIEFFER 
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PP RUEHCN RUEHGH RUEHVC 

DE RUEHBJ #3717/01 1550641 

ZNR UUUUU ZZH 

P 040641Z JUN 07 

FM AMEMBASSY BEIJING 

TO RUEHC/SECSTATE WASHDC PRIORITY 8553 
INFO RUEHOO/CHINA POSTS COLLECTIVE 
RUEATRS/DEPT OF TREASURY WASHDC 
RUCPDOC/USDOC WASHDC 

RUEHRC/DEPT OF AGRICULTURE WASHINGTON DC 
RUEHC/DEPT OF LABOR WASHDC 

RHEHNSC/NSC WASHDC”,"UNCLAS SECTION 01 OF 02 BEIJING 003717 


SIPDIS 


SENSITIVE 
SIPDIS 
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TREASURY FOR OASIA/ISA CUSHMAN 
LABOR FOR ILAB 
USDOC FOR ITA/MAC/OCEA MCQUEEN 


E.O. 12958: N/A 

TAGS: ECON, PGOV, SOCI, CH 

SUBJECT: UNIVERSITY STUDENTS VIEWS ON ECONOMIC REFORM: ENJOYING THE 
SUNSHINE 


SUMMARY 


1. (SBU) Students at two of China\'s most prestigious universities 

said they are optimistic about China\'s economic growth prospects and 
feel fortunate to be graduating from college during this period in 
China\'s development. While they remain concerned about finding a 
good job after graduation, they believe China\'s economy currently 
provides many opportunities to earn a comfortable living. As a 

result of China\'s rapid economic development, students are electing 

to pursue business opportunities rather than careers in government 

or academia, and they said they are less interested in social reform 
than in taking advantage of China\'s economic boom. END SUMMARY. 


WHITE HOUSE FELLOWS VISIT TO CHINA 


2. (SBU) A delegation of 12 White House Fellows visited China May 

19-26 with stops in Xian and Beijing. The visit covered a wide 

range of issues but focused primarily on economic development. The 
White House Fellows exchanged views on China\'s economic reforms with 
university students at Jiaotong University in Xian on May 22 and 

Tsinghua University in Beijing on May 25. 


SIPDIS 


TWO OF CHINA\'S MOST PRESTIGIOUS UNIVERSITIES 


3. (SBU) Xian Jiaotong University was founded in 1896 and is 
considered Western China\'s top university. The university has more 
than 20,000 undergraduates in 76 degree programs, and more than 20 
students from the Departments of Economics, Finance, Management, 
Foreign Languages, and International Studies participated in the May 
22 discussion. Tsinghua University in Beijing is widely considered 

to be China\'s best university. Graduate students from the School of 
Public Policy and Management provided their views on economic reform 
on May 25. 


COLLEGE: THE BEST OF TIMES... 


Column 3 


4. (SBU) Students in both Xian and Beijing said they consider their 
generation to be very lucky to graduate during this period of 

China\'s history. The students are optimistic about China\'s economic 
growth prospects and said they enjoy more opportunities than their 
parents. A Tsinghua student said that she does not worry about a 
lack of opportunities but rather is concerned with which ones she 
should take. A student at Jiaotong University said he is 

particularly encouraged by increasing economic cooperation between 
China and other countries, including the United States, and he hopes 
to study abroad to gain a global perspective. 


5. (SBU) Tsinghua graduate students told the White House Fellows 
that China\'s robust economic growth has influenced their dreams for 
the future. The students said they previously wanted to earn PhDs 

and become professors or researchers, possibly become scientists and 
win a Nobel Prize, or perhaps become government officials. But now, 
the students said, they are focusing on getting their Master\'s 

Degrees and finding high-paying jobs in the private sector so that 

they can buy a car and a house, get married, and \"enjoy the 
sunshine.\" 


... THE WORST OF TIMES 


6. (SBU) Like students throughout China, however, the students we 
met at Jiaotong and Tsinghua remain concerned about job prospects 
given that there are more university graduates than white collar 

jobs. The students at the two schools said they rest easier because 
they attend prestigious universities. Without a strong degree, they 
said, students cannot guarantee their future. (Note: According to 
official statistics, 4.13 million students graduated from Chinese 
universities in 2006, and 4.75 million are projected to graduate in 
2007. Since the Central Government launched a policy in 2001 to 
increase university enrollment, the number of students has increased 
more than fourfold, and despite China\'s rapid economic growth, the 
number of jobs that tap university-level skills has not kept pace. 

End Note.) 


7. (SBU) Students also expressed concern about China\'s growing 
rich-poor gap. At Xian Jiaotong University, located in Western 
China, one student asked the White House Fellows for possible 
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solutions to address economic imbalances. At Tsinghua, one student 
said he is worried about Western China\'s incomplete social insurance 
system and the growing gap with the coast. When it involves their 
own lives, however, two Tsinghua students from Western China 
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(Chongqing Municipality and Guizhou Province) said they are not 
planning to return home to work but would prefer to remain in 
Beijing after graduation. 


VIEWS ON POLITICAL AND SOCIAL REFORM 


8. (SBU) Not surprisingly, students from two of China\'s most 
prestigious universities supported the status quo when asked about 
political and social reform. One student at Jiaotong University 

said the Communist Party is ruling the country effectively as 
demonstrated by improving living standards. Students said the Party 
remains the primary economic growth engine, and China lacks 
philanthropic organizations or other civil society organizations 
engaged in community service. Blogging on the internet provides an 
outlet for some frustrations, they said, but a few blogs do not 
accurately represent the reform views of all students. 


9. (SBU) The students uniformly said they are more interested in 
business than in social reform. They asked the White House Fellows 
whether real estate is a good investment option and said they prefer 
finding a good business internship to joining a political or social 
organization. One student at Jiaotong University summed up the 
views of his classmates by stating that he is involved in only two 
activities outside the classroom: playing basketball and playing 

the stock market. 


COMMENT: A REFLECTION OF CURRENT ECONOMIC REALITIES 


10. (SBU) The views of these students reflect current economic 
realities in China as a plethora of business opportunities await 
eager graduates from elite schools like Tsinghua and Jiaotong. 
While these students may defend the status quo on political and 
social issues, it is also conceivable, and even expected, for their 
views to change over time, but it is difficult to predict how their 
Opinions might change. As these students made clear, the pace of 
economic development and the opportunities it presents for them in 
the coming years will influence their outlook on political and 

social reform in China. 


PICCUTA 
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PP RUEHCN RUEHGH RUEHVC 

DE RUEHBJ #3718/01 1550641 

ZNR UUUUU ZZH 

P 040641Z JUN 07 

FM AMEMBASSY BEIJING 

TO RUEHC/SECSTATE WASHDC PRIORITY 8555 
INFO RUEHOO/CHINA POSTS COLLECTIVE 
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RUEATRS/DEPT OF TREASURY WASHDC 

RUCPDOC/USDOC WASHDC 

RUEHRC/DEPT OF AGRICULTURE WASHINGTON DC 

RUEHC/DEPT OF LABOR WASHDC 

RHEHNSC/NSC WASHDC","UNCLAS SECTION 01 OF 02 BEIJING 003718 


SIPDIS 


SENSITIVE 
SIPDIS 


USDA/OSEC FOR DORR/BUCHANAN/TERPSTRA 

USDA/FAS FOR OA/YOST; OSTA/BRANT/HAMILTON; 
OCRA/ALEXANDER/RADLER/HIGGISTON/MIRELES, OFSO/LEE/SCHAYES/THURSLAND 
USDA FOR FAS/ITP SHEIKH 

TREASURY FOR OASIA/ISA CUSHMAN 

LABOR FOR ILAB 

USDOC FOR ITA/MAC/OCEA MCQUEEN 


E.O. 12958: N/A 
TAGS: ECON, EAGR, ELAB, EFIN, PGOV, SOCI, CH 
SUBJECT: MIGRANTS FUEL SHAANXI PROVINCE\'S RURAL ECONOMY 


SUMMARY 


1. (SBU) Rural-to-urban migration is the primary driver of Shaanxi 
Province\'s rural economy -- even in one village that receives strong 
financial support from the local government and an American NGO. 
Rural residents in Shaanxi are increasingly looking for 

opportunities in urban areas for both wage labor employment and 
education for their children. At least 50 percent of rural incomes 

are derived from migrant remittances, which are wired home through 
local banks. With so much labor movement to the cities, farmers and 
researchers in the province believe the hukou registration system 
has little practical influence on the lives of rural residents. END 
SUMMARY. 


WHITE HOUSE FELLOWS VISIT TO CHINA 


2. (SBU) A delegation of 12 White House Fellows visited China May 
19-26 with stops in Xian and Beijing. The visit covered a wide 

range of issues but focused primarily on economic development. The 
White House Fellows visited An Shang Village, located two hours west 
of Xian in Fufeng County, and exchanged views with village leaders. 
The delegation spent the night in the village on May 20, and they 
taught English at Fufeng High School during morning classes and 
discussed rural development with researchers at the Shaanxi Academy 
of Social Sciences on May 21. 


Column 3 
AN SHANG VILLAGE: THE HEART OF THE NEW COUNTRYSIDE 


3. (SBU) An Shang Village\'s economy has developed rapidly during the 
past four years. According to An Wei, a village leader and amember 
of the Sino-American Society, An Shang\'s establishment in September 
2003 of a Village Congress to improve governance and manage affairs 
kick-started a series of economic and political reforms that 

improved livelihoods for the 410 families (1,598 people) in the 

village. An Shang completed its power supply system in 2003 and, 

with the help of local government funding, its first paved road in 

2004. In 2005, An Shang Village, with funding from Global 

Volunteers, a Minnesota-based NGO, launched Project Peace to build a 
new school in the village. The village opened a folk art gallery in 

April 2007 to help attract tourists to An Shang. 


4. (SBU) In the short term, An Shang\'s agricultural economy is based 
on grain production and small livestock businesses, An Wei said. 
Over the longer term, however, An Shang\'s local leaders are focused 
on education as a means to break the cycle of poverty. The 

village\'s goal is to have 100 college graduates by 2012, and An 
Shang established an Education Committee, a volunteer organization, 
to work alongside the Party Committee and Village Committee and 
raise the profile of education issues in An Shang. 


MIGRANTS FUELING RURAL ECONOMY, DRAINING POPULATION 


5. (SBU) Just as in many other villages across China, the most 
important driver for the rural economy remains rural-to-urban 
migration. According to An Wei, approximately 260 residents of An 
Shang have migrated to cities in Shaanxi Province, leaving the 

village with few young people. Feng Jiedong, the Vice Chairman of 
the Village Education Committee, said that approximately 50 percent 
of village incomes are derived from migrant remittances, which are 
wired to relatives in the village via the Agricultural Bank of China 
(ABC), Rural Credit Cooperative (RCC), or Postal Savings Bank. One 
farmer with a motorcycle told Econoff that motorcycles costing 
approximately RMB 4,000 (USD 500) are increasingly common, but none 
of the higher end consumer goods or nice houses would be possible 
without funding from outside sources, including migrant remittances 
or relatives living overseas. 


6. (SBU) Shi Ying, Deputy Director of the Shaanxi Provincial Academy 
of Social Sciences, said that An Shang\'s experience with 
rural-to-urban migration is representative of the province as a 

whole. In southern Shaanxi, which is poorer than other regions, as 
much as 70 percent of rural incomes are derived from migrant 
remittances, and more than half of the villagers have moved to urban 
areas. Migrants are so prevalent in Xian, Shaanxi\'s capital, that 
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Shi estimates 1 million of the city\'s 7 million residents are 
migrants working in the construction industry. As a result, the 
countryside is experiencing negative population growth, and rural 
residents are increasingly concerned about education for children 
whose parents are away from home. 


MOVING FORWARD WITH HUKOU REGISTRATION REFORM 


7. (SBU) With labor moving virtually freely throughout the province, 
Shi said that the hukou registration system has little impact on 
labor mobility. In Shaanxi Province, there still exists a 

distinction between a rural registration and urban registration, but 
the province slowly is eliminating that distinction per Central 
Government guidance. For poor areas in Western China, including 
Shaanxi Province, providing equal levels of services (health care, 
education, social welfare) in urban and rural areas remains the 
greatest challenge due to lack of financial resources. But in 
general, there is little practical difference in a legal sense 

between rural and urban residents, Shi said. 


8. (SBU) Comment: Lack of practical difference regarding the hukou 
registration reflects intra-provincial movement only. If Shaanxi 
residents wanted to relocate to Shanghai, for example, they would be 
unable to obtain social services and residency benefits under 

current rules. End Comment. 


PICCUTA 
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STATE FOR EAP/CM, INR/B 
TREASURY FOR OASIA/ISA CUSHMAN 
LABOR FOR ILAB 

USDOC FOR ITA/MAC/OCEA MCQUEEN 


E.O. 12958: N/A 

TAGS: ECON, EINV, ELAB, ETRD, PGOV, SOCI, INRB, CH 

SUBJECT: WESTERN CHINA\'S ECONOMY CONTINUES TO LAG BEHIND COAST 
DESPITE GAINS -- SHAANXIVS STORY 


SUMMARY 


1. (SBU) During a May 19-23 visit, officials in Shaanxi Province 
lamented the relatively slower pace of economic development in 
Western China. Shaanxi, considered to be China\'s gateway to the 
West, has enjoyed rapid growth during the past 10 years, but the 
province\'s economy remains far weaker than its coastal counterparts. 
Government officials in Xian, the provincial capital, hope that a 
strong university system and a hi-tech development zone, combined 
with low labor costs, will accelerate growth in the region. 

Investors in Xian, however, find businesses that are less savvy and 
infrastructure that is less developed than in coastal cities. END 
SUMMARY. 


WHITE HOUSE FELLOWS VISIT TO CHINA 


2. (SBU) A delegation of 12 White House Fellows visited China May 
19-26 with stops in Xian and Beijing. The visit covered a wide 

range of issues but focused primarily on economic development. In 
Xian, the White House Fellows exchanged views on economic 
development in Western China with the Vice Governor of Shaanxi 
Province, researchers at the Shaanxi Academy of Social Sciences, and 
representatives of the Xian Hi-Tech Industries Development Zone. 


PROVINCIAL GOVERNMENT\'S VIEWS ON ECONOMIC DEVELOPMENT 


3. (SBU) Zhao Zhengyong, Executive Vice Governor of Shaanxi 
Province, said on May 19 that Western China has enjoyed 10 percent 
growth per year since the launch of the Great Western Development 
Program in 1999, but economic development remains slow for 
historical and geographic reasons. Zhao said that average urban 
income in Western China amounts to only 70 percent of the national 
average and rural incomes are at 65 percent of per capita rural 
income in China. Zhao said he is confident that Shaanxi Province -- 
the gateway to Western China -- can accelerate development and 
improve living standards, but he repeated the oft-heard refrain that 

it will be difficult for the province to catch up to the coast. 

(Note: See Bio Note on Zhao Zhengyong in para 8. End Note.) 
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WESTERN CHINA LAGGING BEHIND THE COAST 


4. (SBU) Zhang Haoting, a researcher in the Economics Department at 
the Shaanxi Provincial Academy of Social Sciences, outlined Western 
China\'s problems in terms of the region\'s lack of resources and slow 
pace of urbanization and industrialization relative to Coastal 

China. Zhang said Western China has 71.5 percent of total area but 
only 28 percent of the populatio and 16.9 percent ofthe GDP. 
Western China poduces only 14.8 percent of the nation\'s industial 
output, 13.8 percent of its services, and25.8 percent of 

agriculture\'s contribution tothe GDP. According to Zhang, the 
Central Government\'s emphasis on rural reform with the lanch of the 
New Socialist Countryside initiative in 2005 is important for 

Western China as the region aims to raise incomes and improve 
livelihoods through improved infrastructure and increasing incomes, 
as well as improved social services. 


HI-TECH ZONE HOPES TO ACCELERATE DEVELOPMENT IN REGION 


5. (SBU) Given these challenges, XQn\'s Municipal Government 
established China\'s first hi-tech development zone (there now are 

53) on three square kilometers of land southwest of the city in 

1991. Located within a 12-hour transportation circle of 10 

provincial capitals and approximately 600 million potential 

consumers, the zone hopes to accelerate economic development by 
attracting outside investors. The Xian Hi-Tech Industries 

Development Zone (XHTZ) now has expanded to 35 square kilometers and 
includes more than 8,000 companies and 672 research and development 
institutes. The XHTZ\'s annual growth rate exceeds 30 percent per 

year, and there are more than 40 MNCs operating in the zone, 

including NEC, ABB, Emerson, Micron, Daikin, Intel, Siemens, 
Honeywell, Robert Bosch, Brother, and Infineon. 


6. (SBU) Investors are attracted to the XHTZ primarily by low labor 
costs. With more than 900,000 college students in Xian, companies 
can draw from a constant stream of graduates for all of their human 
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resource needs. Even managers and PhDs make less than USD 10,000 
per year, and average university graduates earn only USD 3,000 to 

USD 5,000. Employers take advantage of Xian residents\' preference 
for staying close to home after graduating from university, and as 

the XHTZ is a government entity, companies rely completely on the 
Municipal Government to address labor, intellectual property and 

other concerns, XHTZ-based business leaders said. Reflective of the 
gap between companies in Western China and their counterparts on the 
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coast, business representatives atthe XHTZ said they need a much 
better understanding of consumers and the market in the region, and 
they also need to improve standards to meet international accounting 
practices and to provide better customer service. 


COMMENT: LONG WAY TO GO 


7. (SBU) Discussing economic development with interlocutors in 
Western China and visiting business sites such as the XHTZ provides 
visitors to China with a much better understanding of the country\'s 
challenges than they would have if they only visited Beijing and 
Shanghai. Despite gains in recent years, Western China remains 
economically backward when compared to the Coast. Investors may 
chase lower labor costs further inland, but they will find business 
representatives who are less savvy than their coastal counterparts 
and an infrastructure that is less developed. The region\'s economy 
still has a long way togo. END COMMENT. 


BIO NOTE: ZHAO ZHENGYONG, EXECUTIVE VICE GOVERNOR 


8. (SBU) Zhao Zhengyong was born in 1951 and is a native of Anhui 
Province where he previously served as Deputy Secretary of the 
Huangshan City CPC Committee and Director of Anhui\'s Public Security 
Bureau. He was named Vice Governor of Shaanxi Province in 2005, and 
the Central Government will sponsor him to attend Harvard 

University\'s John F. Kennedy School of Government for a short-term 
course later this year. Zhao said his view on leadership is that 

Chinese leaders need to pay attention to the people\'s needs. If 

leaders study hard and understand the local situation, their work 

will benefit local people, he said. Zhao said he grew up in a 

worker\'s home but had an opportunity to go to school (he later 

attended the Central Party School), and he experienced first-hand 

that knowledge can change a person\'s life. Like many of China\'s 
current generation of leaders, Zhao majored in engineering and 

worked in a factory before becoming a government official in the 

1980s. Zhao previously studied in Germany for a short period. END 
BIO NOTE. 
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SENSITIVE 
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STATE FOR EAP/MTS, EAP/RSP, G/TIP, INL/AAE, DRL 
LABOR FOR ILAB 
PASS TO USAID/AAE 


E.O. 12958: N/A 

TAGS: KCRM, KWMN, ELAB, PHUM, RP 

SUBJECT: FIGHTING TRAFFICKING FROM MANILA TO ABIDJAN AND 
BACK -- ASUCCESS STORY 


REF: MANILA 788 


1. (SBU) SUMMARY: The collaborative efforts of international 
organizations, the Philippine NGO Visayan Forum Foundation 
(VFF), and the USG led to the rescue of four Filipino 
trafficking victims in Abidjan and their return to Manila 

earlier this year. This successful operation demonstrates 

the abilities and readiness in particular of Philippine NGOs 

to coordinate with governments and international 
organizations to provide immediate assistance to trafficked 
Filipino victims. VFF and its partner NGOs have also 
coordinated with Philippine law enforcement agencies to file 
charges against the alleged recruiters and traffickers in 

this case. End Summary. 


2. (SBU) The majority of Filipino trafficking victims go to 
Malaysia, South Korea, Japan, and other destinations within 
Asia. However, there is increasing evidence that trafficking 

to the Middle East and even parts of Africa is becoming more 
prevalent. In a recent case, a female recruiter in Cavite 
(south of Metro Manila) approached several women about 
employment opportunities as waitresses in France. The 
recruiter promised a monthly salary of 17,000 Philippine 
pesos (approximately USD 350) and assured them they would not 
\"work outside\" (a euphemism for prostitution). Lured by 
these false promises, the four women acquired passports and 
the recruiter obtained their visas -- which turned out to be 

not for France but for Cote d\'Ivoire. 
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3. (SBU) The women, including one 17-year old, departed 
Manila in two groups, escorted by a Filipino male who handled 
their check-in procedures at the airport, as well as all 

other travel details. Some of the victims later told poloff 

that they did not realize that Abidjan, the city listed on 

their plane tickets, was not in France. Upon arrival in 

Abidjan, a Filipina and her Taiwanese partner met them and 
escorted them to a bar/club that the couple owned in the 
Abidjan neighborhood of Treichville. The Filipina \"mama-san\" 
(the bar owner), whom the victims later described as herself 

a former trafficked victim, then informed them that they 

would not receive the promised salaries until after they had 
paid off the large debts owed for their travel and escort 

fees (which amounted to more than USD $2500). The bar owners 
even refused to provide food because of the so-called 
\"debts.\" The victims reluctantly began their work as 
prostitutes in the Treichville bar, earning only tips to 

support themselves. 


4. (SBU) In January, a regular customer (a French national) 
of one of the women agreed to help her to return to the 
Philippines. He anonymously contacted Anti-Slavery 
International (ASI) in London, which coordinated the women\'s 
rescue with Interpol and the Philippine-based Visayan Forum 
Foundation (VFF). (Note: ASI had in 2005 awarded VFF 
Executive Director Cecilia Flores-Oebanda with its 
Anti-Slavery Award for her advocacy on behalf of trafficking 
victims. End note.) ASI also contacted the State 
Department\'s Trafficking in Persons Office (G/TIP). 


5. (SBU) Interpol led the rescue operation on February 22, 
and then sheltered the women in a facility in Abidjan until 
their March 9 return to Manila, where they received 
assistance and counseling services at one of VFF\'s 
USG-supported facilities. The victims said that they 
believed Ivorian authorities had arrested the bar owners. 


6. (SBU) The victims remain at the VFF safehouse. Attorneys 
from the NGOs International Justice Mission (also a USG 
grantee) and the Child Justice League, in coordination with 
VFF, are providing legal guidance to the victims and will 

likely represent the victims during future judicial 

proceedings in Manila against the recruiters and possibly 
even against the Abidjan-based Philippine citizen. These 
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NGOs have also coordinated the case with the Philippine 
Department of Justice\'s Task Force Against Trafficking in 
Persons. However, the victims have expressed concern that 
the traffickers\' accomplices in the Philippines are harassing 
and threatening their families, in an attempt to convince the 
victims to withdraw their complaints. 


7. (SBU) Despite the proactive efforts of Philippine NGOs and 
the Philippine government against TIP, traffickers are still 
able to recruit and exploit victims in the Philippines as 

part of a worldwide web of injustice. This successful 

rescue operation demonstrates the abilities and readiness in 
particular of Philippine NGOs to coordinate with governments 
and international organizations to provide immediate 
assistance to trafficked Filipino victims. Despite the 

usually slow Philippine justice system, Philippine NGO 
caseworkers are optimistic about eventually successful 
prosecutions under the 2003 Anti-TIP Law, although there are 
still some unresolved legal issues about prosecution in the 
Philippines of cases dealing with exploitation in another 
country. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State Department\'s 
Classified SIPRNET website: 
http://Awww.state.sgov.gov/ 
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STATE FOR EUR/WE 


E.O. 12958: N/A 
TAGS: EAIR, OTRA, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR FAA NICHOLAS SABATINI 


REF: FAA 241806Z MAY 07 


1. Embassy grants country clearance to FAA employee: 
Nicholas Sabatini, Aviation Administrator, to travel to 
Santander, and Madrid, Spain on June 20 to June 23. The 
purpose of this visit is to attend and present at the future 

of the aviation safety system conference held in Santander. 


2. Post understands that no Embassy assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
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State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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STATE FOR EUR/WE 

E.O. 12958: N/A 

TAGS: EAIR, OTRA, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR FAA BRENT BRINGLE 
REF: FAA 260744Z MAY 07 

1. Embassy grants country clearance to FAA employee: Brent 
Bringle, Aviation Safety Inspector, to travel to Madrid, 

Spain on July 8 to July 15. The purpose of this visit is to 
attend CASA-235 enhanced zonal analysis procedure meeting. 
2. Post understands that no Embassy assistance is required. 
3. Visitors are reminded that bearers of diplomatic and 

official passports coming to Spain on official business need 


to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
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(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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E.O. 12958: N/A 
TAGS: ECON, EINV, PREL, RW 
SUBJECT: KAGAME VISIT TO CHINA 


REF: 06 KIGALI 0894 


1. (U) Summary. President Paul Kagame paid a five day 
visit to China May 14-19, visiting Beijing, Shanghai and 
Shenzhen. The two governments signed several accords, 
including debt cancellation, infrastructure development, 
expanded trade links, and cultural exchanges. Kagame also 
addressed the annual African Development Bank meeting, held 
for the first time in China. Trade between the two nations, 
while small, is growing, and Rwanda, as many other African 
nations, is attracted by the Chinese development package of 
soft loans, technical aid, and minimal conditionality. End 
summary. 


2. (SBU) Local press outlets carried extensive coverage of 
President Kagame\'s state visit to China, his talks with 

President Hu Jintao and other senior leaders in Beijing, and 
Kagame\'s address of the African Development Bank annual 
sessions in Shanghai. Kagame also visited the city of 
Shenzhen, across from Hong Kong, where the Rwanda Investment 
and Export Promotion Agency maintains an office. Contacted 
by pol/econ chief upon the GOR delegations\' return to Kigali, 
presidential advisor David Himbara, who accompanied Kagame, 
said that the trip had accomplished key GOR goals of 

increased aid for infrastructure development, increased 
scholarships for Rwandan students, and the expansion of trade 
relations between the two nations. The visit to Shenzhen, a 
booming center for foreign investment, had special resonance 
for the Rwandan delegation, said Himbara, as it had formerly 
been a small village located in a mountainous area of China. 
President Kagame hoped that Kigali, small, underdeveloped, 
and located in equally mountainous countryside, could one day 
boast of a similarly booming economy. 


Column 3 
3. (SBU) Echoing these comments, Chinese Embassy First 
Secretary Xinming Wang told pol/econ chief June 1 that five 
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agreements had been signed during Kagame\'s trip, including an 
accord canceling Rwandan debt owed to China \"up through 
2005.\" The debt cancellation totaled USD 160 million, he 
said. Other accords focused on infrastructure development, 
particularly road building, and also trade development, 

sports, and cultural and educational exchanges. Wang noted 
that this was Kagame\'s first state visit since his election 

in 2003, Kagame having paid unofficial visits several times 
earlier, including in 2006. As a rule China hosted official 

state visits for no more than three African heads of state 

each year, he said (\"although sometimes we go over\"), so the 
Rwandans had been pleased to be selected. Wang said that the 
Chinese government had tried to interest the Rwandans in a 
city other than Shenzhen, which Kagame had seen before, but 
\"the Rwandans insisted on seeing it again.\" Wang added that 
while visits by Chinese businessmen to Rwanda had so far not 
yielded much new investment, there were \"more and more 
businessmen coming to have a look.\" Wang also briefly noted 
the May 22 visit to Kigali by three Chinese generals, a visit 

he characterized as one focused on training opportunities for 
the Rwandan military. 


4. (SBU) Comment. China presents an attractive partner for 
Rwanda, with grants, soft loans and technical aid, chiefly 

for essential infrastructure development, and no great 
emphasis on conditionality. Trade between the two nations 
was USD 34 million, a modest sum but growing steadily. 
Unfortunately for Rwanda, there is no Hong Kong adjacent to 
Kigali, offering investment, expertise and ready access to 
world markets, as well as cultural and language affinities. 
Poor and underdeveloped in a poor, underdeveloped and 
unstable neighborhood, the GOR is focusing intensive policy 
efforts on an economic long-shot -- Rwanda as an entrepot 
between anglophone East Africa and francophone Central 
Africa. The will is there, as is the goodwill of 

international partners, but it will be a long and difficult 

task. End comment. 
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E.O. 12958: DECL: 06/04/2017 

TAGS: ECON, PGOV, KISL, BA, ECTRD, POL 

SUBJECT: ISLAND OF PLEASURE? TOURISM CLAMPS TARGET LOW END 
OF MARKET 


Classified By: Ambassador William T. Monroe for reasons 1.4 (b) and (d) 


1. (SBU) Two Ministry of Information Tourism Directorate 
circulars closing low-end nightclubs and restricting the sale 

of alcohol in certain locations entered into force recently, 
impacting 85 two- and three-star hotels. Critics complain 

that the clubs primarily served as a front for organized 
prostitution. Affected hotel owners have reacted angrily as 

their occupancy rates plummeted from 90 to 40%. These hotels 
derived 70% of total income from their clubs. A business 

leader told EmbOff that the Bahrain Chamber of Commerce and 
Industry supports upgrading the tourism sector but opposes 
such a sudden move, and he argued in favor of a multi-year 
transition period. A hotel owner accused the government of 
trying to appease the Islamist blocs in parliament. The 

high-end of the market continues to boom as the government 
received 48 applications for four- and five-star hotels, 15 

of which are already under construction. The economic impact 
of the restrictions is likely to be marginal, but the 

political impact could be more serious, depending upon how 
forcefully parliamentarians push the issue. End Summary. 
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2. (U) Bahrain, which marketed itself as the \"Island of 
Pleasure\" at the early May Arabian Travel Market exhibition 

in Dubai, recently implemented new orders restricting some 
restaurants and hotels, mostly at the low-end of the market, 
from offering Arabic-oriented dance shows and alcohol. The 
Ministry of Information\'s Tourism Directorate issued two 
circulars in November 2006 impacting the tourism industry. 

The first ruled that permits previously issued to hotels to 

stage \"Arabic and foreign musical shows\" were no longer valid 
as of March 4, 2007, later extended to April 15. The second 
stated that as of May 1, 2007, bars and nightclubs in hotels 

and restaurants located in \"residential areas or near schools 
and mosques\" would be banned from serving alcohol. Five-star 
hotels were exempted from the directives as were four-star 
hotels located in tourist and commercial zones. The 

circulars were both signed by Acting Assistant Under 

Secretary for Tourism Affairs Fawzi Touleifat, and were 
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issued at a time when Minister of Information Mohammed Abdul 
Ghaffar was outside the country. According to official 

statistics, more than half a million tourists enter Bahrain 

each month, over 90% of whom come via the causeway from Saudi 
Arabia. 


3. (U) Local hotel owners have clarified to EmbOffs that the 
circulars were intended to address two specific segments of 
the tourism industry. The first is clubs housed in two- and 
three-star hotels normally frequented by visiting Gulf Arabs 
featuring bellydancers and bands playing Arabic music. The 
circular uses the Arabic term \"marqas,\" which best translates 
as dance hall, as opposed to clubs or discos, which play 
Western music and cater to a range of audiences. Critics 
complain that the shows at the dance halls primarily serve as 
a front for organized prostitution, with the women \"dancers\" 
offering to visit clients in their rooms. The second 

circular targeted restaurants, bars, and clubs located in the 
midst of residential areas. An industry leader said that the 
first directive was being implemented in a somewhat selective 
way, with ministry inspectors focusing mostly on clubs where 
patrons and women presumed to be prostitutes loiter in the 
streets in the early morning hours. He said that the 
government had not yet tried to follow up implementation of 
the second directive. According to press reports, 
approximately 85 hotels have been impacted by the measures. 


4. (SBU) Affected hotels owners have reacted angrily. Anmed 


Column 3 
Sanad, President of the Bahrain Society of Hotel and 
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Restaurant Owners (BSHRO) and General Manager of the Zubara 
Hotel, complained to Pol/Econ Chief that \"this is just the 

first step\" of the Talibanization of Bahraini society. Sanad 

and his colleagues Ahmed Al Alawi, Operations Manager of the 
Middle East Hotel, and Majeed Adeeb, Managing Director of the 
Half Moon Hotel, said that their occupancy rates had 

plummeted from 90 to 40% even though they dropped room rates 
from BD 15-17 ($40-45) to BD 8 ($21) per night. Before the 
imposition of the new regulations, the hotels derived 70% of 

their total income from the clubs. The situation is so 

severe, Adeeb said, that he laid off most of his 45 

employees, 15 of whom were Bahraini, and he recently sold a 
plot of land to keep his business liquid. 


5. (SBU) Nabeel Kanoo, who is the head of the Bahrain 
Chamber of Commerce and Industry\'s (BCCI) Tourism Committee, 
said that his organization supports improved zoning to keep 
commerce, including hotels and restaurants, out of 

residential areas. He acknowledged that the government in 
the past had given licenses for hotels and restaurants to be 
built anywhere. But the BCCI does not support a sudden 
change in the rules after people had invested millions of 

dollars in their facilities. He had proposed a transitional 

period of at least one year, and ideally three to five years, 

for hotel owners to upgrade their properties and decrease 

their dependence on nightclubs. The Tourism Directorate gave 
them less than six months, which was insufficient, in his 

view. 


6. (C) BSHRO President Sanad accused Information Minister 
Abdul Ghaffar of being responsible for the directives, 

claiming that Abdul Ghaffar is sympathetic to the policies of 
the Muslim Brotherhood organization in Bahrain. (Note: We 
have heard this claim before.) He said Abdul Ghaffar had 
directed Acting Assistant Under Secretary Touleifat to issue 
the circulars so that Abdul Ghaffar would not be directly 
responsible for them, knowing they were controversial. Sanad 
told the press that the restrictions were \"an attempt to 
appease the Islamist blocs in parliament.\" (Note: The BSHRO 
filed a court case against the orders, saying an acting 
assistant under secretary does not have the authority to 

issue directives. The case is pending, and there are 
indications that Touleifat might be willing to negotiate the 
details of the restrictions in return for BSHRO withdrawing 

the case.) 
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7. (U) In fact, the two major Sunni Islamist blocs in the 
elected lower house Council of Representatives, Al Asala, a 
Salafi group, and Al Minbar, which is associated with the 
Muslim Brotherhood, for years have urged the government to 
clean up the tourism sector, even going so far as to say that 
alcohol should be banned in the country. Although they have 
yet to take action to ban alcohol outright, on May 29 MPs 
voted unanimously on an \"iqtirah bi qanoon\" (proposed law) to 
prohibit the sale of alcohol at social and civic clubs. Al 

Asala MP Ibrahim Busandal pointed out that \"we are not 
speaking about alcohol in general, we are speaking about 
establishments that should be protecting society.\" (Note: 
Clubs popular with Western expatriates, such as the British 
Club, the Rugby Club, and the Dilmon Club would be impacted 
by this measure, should it clear the remaining hurdles in the 
government and parliament.) 


8. (U) Islamist MPs point to family, or \"clean,\" tourism as 
representing the future for Bahrain\'s hotel industry. 

Busandal told the press, \"We have to promote Bahrain, but not 
as another Bangkok. We are an Islamic country and have our 
own culture and rules. We do not want tourism at the cost of 
that. The tourism we are looking for is one at the highest 
levels, where families come because of the country\'s history, 
traditions, and climate.\" An advisor at the Information 
Ministry who just completed a Ph.D. on the topic said that 
Bahrain should promote cultural tourism, including a focus on 
traditional handicrafts. Touleifat told the press that the 
Tourism Directorate would help develop a tourism \"oasis\" 
featuring a desert encampment, traditional band, luxury 

tents, camels, falcons, and crafts. 
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9. (U) At the governmentVs request, the UN World Tourism 
Organization (UNWTO) participated in a two-day seminar on 
hotel development May 14-15. UNWTO technical cooperation 
official James Yoo said the aim of the conference was to 
increase awareness among government officials, hoteliers, and 
investors of best practices and current trends in the 

industry. The seminar also endeavored to create an 
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understanding of the skills required to achieve international 
standards of excellence in establishing and managing hotels. 
Yoo said the UNWTO would work with the government and local 
industry to develop a new hotel classification system that 
would provide information to tourists on what they can expect 
from different classifications of hotels, as well as provide 
hoteliers with a clear perspective on what services and 
facilities they should offer. The BCCI\'s Kanoo commented 
that this is just the sort of practical information the 

industry needs to develop further. 


10. (U) In fact, there has been quite a bit of high-end 
tourism development in Bahrain. The press reported that the 
government had received 48 applications for four- and 
five-star hotels, 15 of which are already under construction. 
There are several high-profile develooment schemes like 
Durrat Al Bahrain, Al Amwaj, and Riffa Views that feature 
hotels, villas, and apartments for wealthy customers. In 
May, Singapore-based Banyan Tree Hotels and Resorts, a 
high-end resort operator, opened its first property in the 
region, a $170 million development that will have a total of 
156 luxury villas. It is a key part of Gulf Finance House\'s 

$1 billion Al Areen development. Another component of Al 
Areen is the $50 million Lost Paradise of Dilmon Water Park, 
which is scheduled to open in August and aims to attract 
300,000 visitors per year. In two prominent cases, the 
Banyan Tree project and the new Four Seasons Hotel being 
built at Al Amwaj, Islamic financial institutions are 

providing the capital, Gulf Finance House for Banyan Tree and 
Arcapita for the Four Seasons. These investments must 
conform with Islamic principles, including not serving 

alcohol or pork. 


11. (U) Those opposed to the Tourism Directorate\'s 
restrictions complain they will harm Bahrain\'s economy. A 
senior banker told the Ambassador that sales of luxury items 
such as chocolates and flowers were down 10% since the 
imposition of the restrictions. BSHRO president Sanad told 

the press that \"the effect of the decisions will not be 

limited to hotels. The whole market in Bahrain will be 
affected.\" Hotel owner Hussein Al Mozawib said publicly that 
Bahrainis working in the tourism sector and related 

industries would be harmed. Shaikh Mohammed bin Abdul Rahman 
Al Khalifa, who owns three hotels, told the press that the 
restrictions would likely impact food and beverage suppliers, 
taxis, and property owners, causing a ripple effect on the 
economy. Businessman Adel Fakhro told P/E Chief that closing 
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down the clubs harms the investment climate, particularly as 
Bahrain competes with well-funded regional adversaries like 
Dubai and Qatar. 


12. (SBU) Others dispute this analysis. Kanoo described 
indicators pointing to the health of the economy and tourism 
sector. The average price of land in the country continues 

to rise, the April Formula One racing event \"was packed,\" and 
he detects no slowing in the retail sector. Jassim Hussein, 

a Bahrain University economist and member of parliament 
representing Shia opposition political society Al Wifaq, told 

P/E Chief that tourism\'s contribution to the economy (as 
represented by income generated by hotels and restaurants) is 
relatively low. According to Central Bank of Bahrain 

statistics, in 2005 hotels and restaurants earned BD 106 
million ($281 million), amounting to 2% of total GDP. In 
Hussein\'s view, only a small percentage of the BD 106 is 
generated by the types of hotels and nightclubs affected by 
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the government restrictions. Thus the overall impact on the 
economy will be minimal. And, he pointed out, the drinking, 
dancing, and other activities can still go on, but behind 

closed doors. The Central Bank estimated total employment in 
the sector in 2005 to be 7,000 people, of whom 25% (1,788) 
were Bahraini and 75% (5,215) were foreign. Among the 
Bahrainis, 85% (1,519) were men and 15% (269) were women. 
Among the foreign workers, 77% (4,030) were men and 23% 
(1,185) were women. 


13. (C) While certainly harming low-end hotel owners and 
those who work in the hotels, the new restrictions have a 
greater political impact than economic. The imposition of 

the restrictions could be a savvy move to appease members of 
parliament who, if permitted to do so, would push much 
further, or it could represent just the first of many steps 

to \"clean up\" a sector often at odds with a strict 

interpretation of Islamic principles. The Council of 
Representatives\' May 29 vote, which needs to be approved by 
the Cabinet, the upper house Shura Council, and the King 
before it would have the force of law (an unlikely 

occurrence), shows the mood of the elected deputies. Even 
those MPs committed to attracting foreign investment and 
preserving Bahrain\'s open society felt compelled to vote in 
favor of banning alcohol at social clubs, so they are not 
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seen by their constituents as un-Islamic. The government 
retains a great deal of legislative power, and the appointed 
Shura Council and government should be able to constrain the 
more puritanical impulses of the lower house. The longer 

term question hinges on how forcefully MPs push the issue and 
the government\'s commitment to retaining an industry that is 
unique and often at odds with prevailing conditions in the 
region. 
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TAGS: ECON, PGOV, BG 
SUBJECT: CONTINUED INFLATION LEAVES PUBLIC SIMMERING 


Classified By: Acting Deputy Chief of Mission Dundas McCullough; 
reason 1.4(d) 


1. (C) Summary: The military-backed caretaker government 
continues to face popular discontent over price rises, 

especially for basic food commodities. Recent press reports 
highlight public concerns as did the Centre for Policy 

Dialogue in a June 2 public presentation on the state of the 
Bangladesh economy. Respondents to the Third National Public 
Perception Study Report sponsored by the Election Working 
Group in cooperation with The Asia Foundation remain 
concerned about price increases and believe economic activity 
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has slowed. These concerns are not new; inflation at the end 
of the BNP government threatened to become a major election 
issue. The CTG\'s inability to satisfy (unrealistic) public 
expectations for a quick solution, however, contributes to 
growing public concern over the performance of the 
government. End Summary. 


2. (C) The overall inflation rate for FY 06 (ended June 

30) was seven percent and the rate is projected to remain 
near seven percent for FY 07. Rampant corruption during the 
BNP led government contributed to the popular belief that 
hoarding and anti-competitive behavior by \"syndicates\" were 
largely to blame. Responding to popular sentiment, the 
government moved swiftly to arrest \"hoarders\" and seize 
warehouses in several highly publicized raids. Not 
surprisingly, the raids created spot shortages and had little 
effect on overall prices. Backtracking, the government 
announced it would adopt regulations on \"hoarding\" to provide 
certainty to the business community; however, new rules have 
yet to be issued. The continuing uncertainty has had a 
chilling effect, with business leaders telling us they are 
unwilling to import in the most economical bulk quantities. 


3. (C) In fact, recent economic studies attribute 

inflation trends to a number of interrelated factors, many of 
which are rooted in structural problems in the economy. 
Ironically, reforms undertaken by the government have 
actually exacerbated price pressures in the short term, 
although the long-term impact should be more favorable for 
growth. 


4. (C) Rising international energy prices are a key 

factor. Both the BNP and the government were forced to raise 
electricity and fuel prices, which the government subsidizes 
through below-market pricing by the state-owned energy 
corporations. (Note: The IMF urges further increases to 
remove distortions in the energy market and to reduce the 
fiscal burden of the subsidies. End Note.) These costs have 
rippled through the economy, particularly in the 
transportation sector. Agriculture is especially vulnerable. 
Electric and diesel pumps are used to irrigate rice fields, 
while transportation costs are a significant component of 
agricultural prices, especially in the major urban areas. 


5. (C) Tight international commodity prices are also a 

factor. Bangladesh produces most of the rice it consumes and 
crop yields this year were comparable to previous years. 

High international prices and growing demand in India, 
however, have reduced pressure on domestic prices from 
previously cheap rice imports. Bangladesh relies on imports 
for several other key food commodities, including oilseeds, 
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pils, and lentils and rising international prices have 

increased domestic prices. Bangladeshis have traditionally 
substituted lower cost domestic wheat for rice when rice 
prices rose, decreasing demand for rice; however, high 
international wheat prices have kept domestic prices high as 
well. Increasing international prices for non-food imported 
commodities, such as steel, also contribute to domestic price 
pressures. 


6. (C) Chronic structural problems are also contributing 

to inflation. A severe (40%) shortfall in electricity 

generation prevents factories from operating at full capacity 
and forces many businesses and farms to run high-cost diesel 
generators to supplement the power supply. To reduce peak 
demand, the government ordered businesses to close at 7 pm 
(versus 10-11 pm), limiting commercial activity during 
traditionally high-volume business hours. According to the 
TAF study, many people believe economic activity has slowed 
as a result of the early closings. Weak transportation 
infrastructure also undermines productivity and raises 
production costs. Operations at Chittagong Port are a key 
exception. Privatization of port operations and the absence 

of disruptions from nationwide strikes havesignificantly 
enhanced the efficiency of the port and reduced port-related 
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costs. 


7. (C) Government programs to address core governance 
concerns, especially corruption and tax evasion, have created 
short-term disruptions that are impacting the economy. The 
high profile anti-corruption campaign and district-level 
anti-crime task forces reportedly have sent many middle-level 
businessmen with notorious reputations for corruption into 
hiding, disrupting existing distribution channels. The 
government\'s reliance on evidence of significant financial 
transactions as \"probable cause\" to investigate individuals 
and businesses for possible corruption, tax evasion or 
anti-competitive behavior (hoarding) has reportedly created 
commercial uncertainty and chilled economic activity. 
Anecdotally, businessmen report they are importing smaller 
quantities of goods and delaying significant investments so 
as not to call attention to their activities. 


8. (C) Despite these concerns, GDP growth for FY 07 is 
projected to be around 6.3%, down only slightly from the 6.7% 
figure for FY 06. Much of the decline is attributable to 
economic disruptions from civil unrest in the second quarter. 
While the government has undertaken some steps to support 


Column 3 

the economy -- reducing import tariffs on food commodities, 

for example, and addressing immediate issues at Chittagong 
Port -- its real impact will be felt in FY 08, starting with 

the fiscal and economic policies embedded in its first 

budget, due to be released later this month. It is the 
performance of the economy in FY 08, more than anything else, 
that will shape popular perception of -- and support for -- 

the government\'s economic performance. 
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SUBJECT: UN HUMAN RIGHTS REP YASH GHAI VISITS CAMBODIA, 
MEETS WITH DPM SAR KHENG 


1. (SBU) Summary. On May 31, UN Special Rapporteur for 
Human Rights Yash Ghai briefed the diplomatic corps regarding 
his visit to Cambodia and his meeting earlier the same day 

with DPM and Minister of Interior Sar Kheng, and fielded 
questions regarding his draft report on Cambodia. Yash Ghai 

is scheduled to speak before the Human Rights Council on June 
12. He told diplomats that he would add positive comments 
regarding the peaceful nature of the April 1 commune council 
elections as well as Cambodia become signatory to the 

optional protocol against torture to his report -- both 

events having occurred after his initial draft report of 

January 2007. The RGC has provided Ghai with written 
comments to the report, but those were reportedly still being 
translated from Khmei to English as of last week. End 
Summary. 
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Yash Ghai Meets with Sar Kheng 


2. (SBU) UN Special Rapporteur for Human Rights for 
Cambodia Yash Ghai visited the country during the last week 
of May, meeting with a wide array of NGOs, diplomats, 

political figures, international organizations, and Minister 

of Interior Sar Kheng. Human rights NGOs used the visit to 
underscore continuing concerns on the part of civil society 
regarding the poor state of the judiciary, the climate of 
impunity, increased conflicts over land, threats to freedom 

of association and speech, and the lack of police progress in 
resolving high-profile killings. ADHOC and LICADHO called on 
the UN Human Rights Council to renew Yash GhaiVs mandate, as 
the RGC has failed to respond to any of the recommendations 
outlined in Yash Ghai\'s earlier reports, they claim. The 

draft report of the UN human rights representative will be 
presented to the Human Rights Council on June 12, and Yash 
Ghai\'s visit to Cambodia was a final effort to receive public 
comment, update the report, and receive RGC reaction. 


3. (U) The RGC countered the NGO statement with its own 
criticism of Yash Ghai\'s report, calling it unbalanced and 
claiming that it ignored many positive elements of the human 
rights environment in Cambodia. Ghai had asked for meetings 
with a number of senior RGC officials, including PM Hun Sen 
and the Ministers of Justice and Interior. Prior to Ghai\'s 
arrival, acting head of the UN Human Rights Office in 
Cambodia Henrik Stenman told us that the RGC had not 
identified anyone to meet with Yash Ghai. Stenman said that 
some RGC sources had indicated that senior advisor to the PM 
on human rights matters, Om Yentieng, might be delegated by 
the RGC to receive Ghai, but the UN office was not optimistic 
that anyone would grant Ghai a meeting. 


4. (SBU) On May 31, the last day of Ghai\'s visit, the RGC 
sent a last-minute invitation to Ghai to meet with MOI Sar 
Kheng in mid-afternoon -- the same time that Ghai was 
scheduled to meet with the diplomatic corps. As a result, 

the embassy representatives were shifted to just after the 

Sar Kheng meeting, which allowed for a readout of Yash Ghai\'s 
meeting with the MOI. In briefing the diplomatic corps, Ghai 
said that Sar Kheng\'s chief complaint was that the UN rep had 
not given the RGC adequate credit for progress in the human 
rights environment in Cambodia. The MOI took particular 
exception to Yash Ghai\'s allegation that the human rights 
breaches were \"systemic.\" Ghai said that he countered by 
explaining that the subordination of the judiciary by the 
executive branch did result in fundamental and systemic 
abuses of basic human rights. Sar Kheng also reportedly told 
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Ghai that the international community repeatedly praises the 
government for positive developments in the human rights 
situation compared with other countries in the region. The 

MOI promised to provide Yash Ghai with specific comments on 
the draft report once they had been translated from Khmei to 
English. 


5. (SBU) Yash Ghai told diplomats that he would present his 
findings on June 12 to the Human Rights Council in Geneva. 

He noted that he would add references to the peaceful commune 
council elections but noted that NGOs remain concerned over 
the lack of independence of the National Election Committee 

as well as the involvement of government authorities in 

electoral activities. Ghai said he remains worried over the 
proposed legislation on the right to peacefully assemble, 

noting the difficulties that civil society organizations face 

in trying to get RGC permission to hold demonstrations. The 
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MOI told Ghai that the RGC only refuses permission when they 
are aware that there will be violence or problems. In 

response to factory union leader Hy Vuthy\'s murder, the MOI 
assured Ghai that an investigation was underway. 


6. (SBU) Ghai said that he conveyed to Sar Kheng that he 
(Ghai) took no pleasure in criticizing the government, and 
that he would add references to the April 1 elections as well 
as Cambodia\'s signing on to the Optional Protocol to the 
Convention against Torture and other Cruel, Inhuman or 
Degrading Treatment or Punishment, which Cambodia ratified in 
January 2007 -- both items took place following the release 
of Ghai\'s preliminary draft and the UN rep said the final 
report would reference both topics. Ghai added that he 
advised Sar Kheng that the RGC might make use of Ghai\'s 
expertise to improve the human rights situation in Cambodia; 
the MOI was noncommittal. 


Donor/Diplomatic Response 


7. (SBU) Donors agreed that there was much in Ghai\'s report 
that was accurate; Canada welcomed the emphasis on land and 
the rights of indigenous peoples. The UK Ambassador said 

that his government had commissioned two reports on human 
rights and governance, respectively. The Australian 
Ambassador was pleased that Ghai would be adding some more 
positive elements to the report, noting that if it's cast in 

a less critical light, the RGC might be more receptive. The 
Australian Ambassador questioned Ghai\'s recommendation that 
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criminal laws relating to defamation, disinformation, and 
incitement be repealed when many countries have such laws on 
the books; Ghai responded that Western nations with such laws 
rarely, if ever, have enforced them in recent times. He 

added that in a country that lacks proper judicial 

institutions, there are no safeguards -- better to remove 

such laws. UNDP outlined many electoral concerns; Ghai said 
that his mission had focused on elections for the first time 

and that he had recommendations for 2008. 


Comment 


8. (SBU) Ghai was pleased that he had an opportunity to 
meet with a senior RGC official during his visit, although he 
clearly stands behind his report. He noted that he will 
reference separately the RGC\'s comments regarding his report 
when he delivers his presentation in Geneva, but made no 
promises about \"correcting\" the report -- something the RGC 
has requested. The RGC likely decided that it was better for 
someone senior in the RGC to meet with Ghai and provide an 
official point of view, rather than having the special 
representative appear before the Council in Geneva saying the 
RGC had refused a meeting and ignored the draft report. End 
Comment. 
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SUBJECT: LEE MYUNG-BAK DREAMS UP A CANAL PROJECT 


1. (SBU) SUMMARY: The Pan-Korea Grand Waterway is akey 
campaign pledge of ROK\'s leading presidential hopeful, Lee 
Myung-bak of the opposition Grand National Party (GNP). Lee 
is the frontrunner in the poll with 37.8 percent of the 

public supporting him in a May 30 poll by Joongang Daily. 

(His closest rival, GNP\'s Park Geun-hye scored 25.5 percent 
support) The Waterway is an ambitious cross-country canal 
project that aims to build 3,100 kilometers of canals and is 
estimated to cost 14.1 trillion won. On May 21, his camp 
released the blueprint of the cross-country canal project 

which became the focus of the televised debate on May 29 
among the five contenders for the GNP candidacy. The project 
is in the center of controversy as Park Geun-hye and Lee\'s 
other political rivals continue to bring up the issue to 

attack Lee even after the debate. Critics, including not 

only Lee\'s rivals but also many academics, are skeptical 

about the project\'s feasibility and economic efficiency, and 
express concerns about possible negative impact to the 
environment, notably the water supply. END SUMMARY. 


2. (U) Lee Myung-bak\'s advisory group on the canal project, 
the Pan-Korea Grand Waterway team, unveiled the blueprint for 
the project at a symposium on May 21. The Pan-Korea Grand 
Waterway would be 3,100 kilometers long in total and consist 
of seventeen routes, including five routes in North Korea. 

The longest canal would be \"The Canal\" (Gyeongbu Canal, 
meaning Seoul-Busan Canal) which would link the Han River in 
Seoul to the Nakdong River in Busan, a port city at the 
southeastern end of the peninsula. In the southwestern part 

of the Korean peninsula, the Honam Canal would connect the 
Geum River and the Youngsan River. Gyeongbu Canal and Honam 
Canal would converge and eventually be connected to a canal 
in North Korea. Construction of the Gyeongbu Canal alone will 
take four years and cost 14.1 trillion won (approximately USD 
15.16 billion). 


3. (U) Specific plans for routes in the North and Honam Canal 

have not been finalized yet. Thus, critics\' attention has 

centered on \"The Canal\" so far. At the Grand National Party 
(GNP)\'s first of four policy debates on May 29, the 

contenders for the GNP candidacy attacked the feasibility of 

the project, turning the debate into a virtual hearing on the 

canal. At the debate Lee Myung-bak, Park Geun-hye, Won 
Hee-ryong, Hong Joon-pyo and Go Jin-hwa presented and debated 
their economic policy platforms, all four candidates besides 
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Lee criticized and questioned Lee\'s project. Following the 
debate, Park\'s two close aides, lawmakers Yoo Seung-min and 
Lee Hye-hoo hosted a press conference at which they released 
a public questionnaire, criticizing and asking follow-up 
questions about the canal project. There also has been 

lively discussion about the canal among academics and NGOs. 


4. (U) The most controversial issue about the canal project 

is its economic efficiency. Press reported that Jo 

Won-cheol, a professor at Yonsei University and a member of 
the Pan-Korea Grand Waterway team, said the ROK needs to 
diversify its transportation means in order to cope with 
increasing freight traffic. Jo argued that the volume of 

freight shipped in containers is expected to jump by two or 
three times by 2020, citing statistics from the Korean 

Ministry of Maritime Affairs and Fisheries. He claimed that: 
canal shipping would reduce South Korea\'s heavy reliance on 
road transport, the dominant mode of transport; canal 
shipping is cheaper than road and coastal transport; and it 

is more reliable than coastal shipping. Eighty percent of 

the freight shipped in containers via roads between Seoul and 
Busan could be shipped via the canal, Lee\'s camp asserted. 
Additionally, the project would develop the rural, landlocked 
areas of Korea, help the tourism industry, and create jobs. 
Lee noted during the debate that the project would create 
300,000 jobs. 


5. (U) However, critics are doubtful of the viability of the 

shift from road transport to canal shipping. Experts say 

that canal shipping requires more time and procedures than 
road shipping. Some experts note that coastal shipping is 
also more efficient than canal shipping as a vessel between 
Incheon (a port city just west of Seoul) and Busan carries 
more cargo and saves more time than a barge. It will take 
nearly 40 hours by the canal from Seoul to Busan (NOTE: it 
takes approximately three hours by bullet train and four 
hours by car from Seoul to Busan. END NOTE). Critics claim 
that the canal project is outdated, citing the decline of the 
canal shipping industry in the U.S. and Europe. Some pundits 
were also doubtful about the canals creating jobs in the long 
run. 


6. (U) At a press conference on May 30, Park Geun-hye\'s camp 
claimed that the benefit-cost ratio of the canal project was 
between 0.05 and 0.28, which means an investment of 100 
Korean Won would return between 5 and 29 Korean Won. They 
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were citing figures from a study done by a professor in 
economics at Hanyang University (NOTE: it is uncertain 

whether he is in Park\'s camp. END NOTE). Lee\'s camp refuted 
the argument, and one of his advisors argued the ratio would 

be 2.3 while another aide argued it would be between 1.2 and 
1.5. 


7. (U) Critics expressed concerns about the project\'s 

negative impact on environment. They argued that weirs (dams 
to raise the water level of a stream or river or divert its 

flow) and docks will keep water stagnant and deteriorate 

water quality, and that barges may spill hazardous materials 
into the canal or pollute the air. This would threaten the 

supply of drinkable water to 31 million Koreans relying on 

the Han and the Nakdong River for their water supply, they 
say. Lee\'s camp argued the canal project would not endanger 
the country\'s water supply as the canals would have double 
waterways so barges could use a waterway separated from the 
rivers supplying drinking waters. 


8. (U) Lee is hoping to project the image of Cheonggye Stream 
into the canal project and reaffirm his image as a as a 
policymaker with economic proficiency. As Seoul Mayor in 
2005, he restored Cheonggye Stream to success amid fierce 
opposition. The stream has been visited by over 10 million 
people and has revived the center of Seoul. The 5.8 
kilometer artificial stream has had significant cultural and 
economic effect in Seoul\'s city center. This achievement 
greatly helped his rise to national prominence and top 
presidential candidate. His successful career as the CEO of 
Hyundai Construction and Engineering before entering politics 
also reinforced this image. 


9. (U) Some pundits argue that Lee proposed \"The Canal\" plan 
to gain support from voters from the southwest Youngnam 
region. According to one observer, they welcome Lee\'s idea 
mainly because of the likely jump in real estate prices in 

the region which will result in gains to individuals\' 

investment. Skeptics of the Honam Canal also see the idea as 
Lee\'s effort to garner support from people in the Honam 

region in ROK\'s southeast. The region is considered crucial 

in winning the presidential election. 
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10. (U) The canal project is a tangible, symbolic idea voters 
can easily envision and understand Lee\'s economic vision. 
Add Lee\'s success with Cheonggye Stream project and many 
people feel \"The Canal\" project is possible. However, 
feasibility of the project is questionable and turning out to 

be a nice target for Lee\'s political opponents. Although the 
overall approval rating for Lee remained intact at around 

37.8 - 43.4 percent after the debate, nearly 30 percent of 

the surveyed responded that Park had performed well, in 
contrast to the 14.4 - 24 percent for Lee. Moreover, a poll 
done before and after the debate shows a significant decrease 
in the percentage of supporters (from 46.3 percent to 33.8 
percent) among the respondents. Also not helping the 

E 

credibility of the project is President Roh\'s pointed remark 
over the weekend that \"nobody in their right mind\" would 
invest in this project. 
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ARTICLES: 
(1) Editorial -- North Korean defectors found outside Japanese port: 
Is our emergency preparedness adequate? 


SANKEI (Page 2) (Full) 
June 4, 2007 


A suspicious boat was spotted in the Sea of Japan off the coast of 
Aomori Prefecture\'s Fukaura Port, and four men and women, believed 
to have fled North Korea, were taken into protective custody. They 

are reportedly hoping to be sent to South Korea, but before doing 

so, Japan has to carefully verify facts, such as their identities, 

motives, and the route they used to flee North Korea. 


Column 3 


At the same time, Japan needs to see whether its monitoring system 
functions adequately at the water\'s edge. Also, Japan needs to 
reexamine its fundamental attitude toward North Korean defectors and 
measures toward them, including new legislation, and if there are 

any shortcomings, Japan needs to deal with them quickly. 


The number of North Korean defectors has been rising rapidly in 
recent years, presumably because of the tough economic conditions in 
North Korea. According to South Korean officials, their numbers 

began to increase in the latter half of the 1990s, when the economic 
crisis in the North worsened. The number of North Korean defectors 
who entered South Korea last year came to some 2,000, making a total 
of about 10,000. 


Most defectors, helped by support organizations, decided their final 
destinations, while hiding themselves in northeastern China, where 
many Koreans live, after crossing the China-Korea border. China, out 
of consideration for North Korea and concern that those defectors 
will become a factor for instability in Chinese society, has been 
strictly guarding the bordering area and catching smugglers. 


A maritime affairs official described the defectors this time, who 
crossed the Sea of Japan aboard a small boat only 7 meters long, as 
\"reckless,\" and noted that there has been only one similar case in 
the past. Given difficulties in procuring a motorized boat in North 
Korea, similar cases are unlikely to happen frequently. 


However, given the public\'s growing discontent in North Korea, the 
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Kim Jong Il regime could collapse. If that were to happen, there 
would be an influx of refugees from North Korea. It is still fresh 

in our memory that Japan came under harsh criticism for the lack of 
measures toward refugees when North Korean defectors entered a 
Japanese consulate in Shenyang five years ago seeking shelter. 


In June 2006, Japan enacted a law on human rights in North Korea, 
which stipulates regarding the protection of North Korean defectors 
that the government \"shall endeavor to take measures.\" But with the 
definition of protection left ambiguous, only ad hoc measures have 
been taken so far. Japan should sort out the matter quickly. 


The coastal monitoring system, as well, needs to be improved. 
Although it is difficult to seize small boats before they actually 

enter Japan, it is problematic that a small boat was easily able to 
enter a Japanese port. If that boat were a spy boat, the situation 
would have been more serious. Japan would be forced to reconsider 
its coastal preparedness. 
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(2) Main points of Russian President Putin\'s statement 
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Northern Territories 


We have been looking for measures to resolve the issue and will 
continue to do so. We however, afford no scope for discussion on the 
ownership of the four islands. This is a result of World War Il. We 
understand well, however, that the Japanese side wants to put an end 
to the past problem. 


In the 1956 Japan-Soviet Joint Declaration, the Soviet Union showed 
extremely high flexibility that it would turn over the Habomai group 

of islets and Shikotan Island after the two countries conclude a 

peace treaty and then another two islands would be returned to Japan 
later. Although the declaration ratified by the parliaments of the 

two countries was valid, Japan refused to accept it. Under such a 
situation, it is difficult to find new measures. | am looking 

forward to discussing this matter with Prime Minister Shinzo Abe at 
our planned meeting. If Prime Minister Abe wants to officially visit 
Russia, | welcome it. 


Crab exports 


We have not discontinued exports. We have banned poaching and 
smuggling. | expect cooperation with Japan, but that has yet to 
occur. There is a big difference between marine products imported to 
Japan and Japan\'s import statistics. It is a Russian problem, but we 
cannot resolve it without Japan\'s cooperation. | will discuss the 

issue with Prime Minister Abe. 


East Asia policy 


We are interested in strengthening economic relations with rapidly 
growing East Asia. Russia, as a member of the East Asia region, 
wants to cooperate with other members not only in the energy area 
but also the high-tech field. We believe such cooperation will lead 

to development of the Russian Far East. We have constructed an oil 
pipeline to the Pacific Ocean. We are now considering gas pipeline 
construction. We want to push forward with multilateral cooperation, 
including in the military field, with East Asia. 
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Missile defense 


Column 3 

In the wake of the Conventional Armed Forces in Europe (CFE), Russia 
has withdrawn large weapons from the Ural Mountains and westward. We 
also decreased troop strength by 300,000. On the other hand, 

Bulgaria and Rumania constructed new bases. An MD system will be 
built in the Czech Republic and in Poland. Russia cannot help but 

worry about a unilateral military buildup. MS systems will function 

as part of latent US nuclear potential. They will shake the 

international security system. | do not rule out the possibility of 

the US giving up on its plan at the end. | expect common sense from 
the United States. Russia is not responsible for what will happen 

later. The Russian public is looking for stable security. We must 

think about what we can do. | cannot understand that only Russia and 
the US are not allowed to deploy intermediate-range nuclear 

weapons. 


Energy development 


The production sharing agreement (PSA) for Sakhalin-2 includes 
contents that are similar to colonial rule. Russia had long allowed 

the use of resources for free. If shareholders (Royal Dutch Shell 

and Mitsui & Co. and Mitsubishi Corporation) followed the rules, we 
would not have any chance to review this situation. Since the 
stockholders destroyed the environment, we were able to make 
improvements in the situation. With the participation of Russia\'s 
natural gas monopoly in the gas program, Japan was able to maintain 
liquefied gas imports. 


Presidential term 


| will continue my job in 2008 as well. I\'m too young to retire. | 
cannot tell now what I will do. | have some choices. | will make up 
my mind after watching the political situation during the period 
from the end of the year through early next year. The Russian 
presidential term is four years and the president can serve for two 
terms. The president of France is elected for a five-year term with 
no limit on terms. The US presidential term is four years with two 
terms. It is correct to limit multiple elections, but four years for 
one presidential term is short in Russia. A five-year term, six-year 
term or seven-year term would be appropriate for Russia. 


(3) New tasks across the seas (Section 3): Thinking of SDF as 
Japan\'s new garrison-SDF in transformation (Part 4): P-3Cs 
dispatched to Australia for multilateral security 


TOKYO (Page 1) (Full) 
June 1, 2007 


On June 3, 2006, a cluster of 46 Maritime Self-Defense Force 
officers were in the northern Australian city of Darwin. They were 
in Type-l full-dress uniforms with a stand-up collar and lined up in 
front of a war memorial there. 


Column 3 


Capt. Isao Watanabe, 50, was the commanding officer of those 
uniformed MSDF members. Watanabe offered flowers to the war 
memorial. The commander and all his men offered a silent prayer. A 
local newspaper also reported the Japanese rites. 


On Feb. 19, 1942, the year after the Pacific War started, the 
Imperial Japanese Army attacked Darwin. Its dive-bombing sank six 
battleships. The city\'s government office building and civilian 
facilities, including a hospital, were also bombed. As a result, a 
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total of 143 people lost their lives in Darwin-a small town with a 
population of about 5,000. 


Australia was born with English settlers, and Japan has since been 
the first-and the last-to attack the country. Capt. Watanabe was 
worried about local sentiment. WI thought people there might not 
have good feelings toward Japan,\" the commanding officer said. 
\"But,\" he added, \"things were quiet.\" 


The MSDF has made fleet visits to a number of countries around the 
world with its escort ships (destroyers) and training vessels, 

thereby deepening its exchanges with foreign governments and navies. 
The MSDF, after its repeated fleet visits to Australia, sent two 

P-3C patrol planes to the country from Air Squadron 9, an MSDF unit 
based in Naha, Okinawa Prefecture. The MSDF P-3C aircraft had never 
made a goodwill visit to any foreign countries but the United 

States. 


\"Ah, this brings back memories! We were also like this.\" So saying, 
one Australian military officer gave his impressions when he got on 
one of the two MSDF P-3C planes. Its cockpit display panels are 
different in shape and are incompatible. Moreover, their displays 

are black and white. Some of these instruments are inferior to even 
cellphones in data-processing capacity. 


In the case of P-3C scouts for Australian forces, their display 

panels are of the same shape and their display is in color. They 
were loaded with equipment of the latest model as well as P-3Cs for 
Canadian forces. Lt. Cdr. Koichi Indei, 40, piloted his P-3C plane 

to Australia. \"I just saw their P-3C\'s exterior in Hawaii,\" Indei 

said. \"But,\" he added, WI didn\'t thought it was so advanced.\" 


The Australian military has a total of 52,000 troops, and the 
Self-Defense Forces have 240,000 troops. The SDF outnumbers the 
Australian forces. However, Japan\'s defense spending is appropriated 
mainly for expensive missile defense systems and US forces stationed 
in Japan. The SDF\'s equipment is therefore becoming outdated. 
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During the MSDF\'s P-3C visit to Australia, P-3Cs from the MSDF and 
the Australian forces conducted joint training to spot an Australian 
submarine. \"It was easy to discover the submarine because the 
training was not intended to explore skills but was for friendship 
purposes,\" Lt. Cdr. Indei says. 


Australia has so far made five P-3C visits to Japan, seeking to 
strengthen its ties with Japan. This time around, the MSDF also made 
its P-3C visit to Australia at long last. This became a symbol that 
shows that Japan has made up its mind to step into multilateral 
security. 


On March 13 this year, Prime Minister Shinzo Abe and Australian 
Prime Minister Howard signed a joint statement on bilateral security 
between Japan and Australia. The declaration set forth trilateral 
cooperation among Japan, the United States, and Australia, saying 
security cooperation between Japan and Australia will help 
strengthen the cooperation of Japan, the United States, and 
Australia. 


The joint declaration was issued with the United States\' strong 
backing. \"Japan and Australia will increase their surveillance in 
the Asia-Pacific region in place of the United States, which has its 
hands full with the Iraq war,\" a senior official of the Defense 
Ministry said. The aim is to create a Pacific triangle against the 
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emergence of China. 


As a matter of course, the Chinese media reacted all at once against 
the move, decrying it as aiming to constrain China. \"Furthermore,\" 
Prime Minister Abe said, \"I\'d like to consider dialogue with India.\" 
With this, the premier clarified his intent to sandwich China. In 

April, Japan conducted trilateral joint training exercises with the 
United States and India in the sea near Japan for the first time. 


The symbol of a navy is a fleet of battleships. Japan, however, has 

a total of roughly 100 P-3C patrol planes. After the Soviet Union\'s 
collapse, Japan reduced its deployment of P-3Cs to 70. However, the 
scope of their activities has expanded. \"Our overseas flights used 

to be bound for the United States,\" one MSDF P-3C pilot said. \"And 
now,\" he added, \"our flights are extended to Australia and 

Singapore.\" The MSDF once planned to send a squadron of three P-3Cs 
and 200 troops to the Indian Ocean in order to support an MSDF 

supply fleet\'s underway replenishment there. 


Will the MSDF become the \'pilot\' of a new security strategy? 


Column 3 
(4) \"Brainwashing\" to justify aggression: Yasukuni DVD adopted by 
Education Ministry 


SHIMBUN AKAHATA (Page 3) (Excerpts) 
May 18, 2007 


Lawmaker Ikuko Ishii of the Japanese Communist Party during a 
meeting of the Special Committee on Education Revitalization on May 
17 brought up an animated DVD movie titled \"Pride\" produced by the 
Japan Junior Chamber Inc (JJCI). The movie, produced as a research 
project consigned by the Ministry of Education, Culture, Sports, 
Science and Technology (MEXT), is full of words justifying Japan\'s 
aggressive war and colonial rule as follows: 


YI want to protect my beloved country. | want to liberate Asians 

from White people. | think there was always that feeling when Japan 
fought war.\" A young man from the past speaks in front of a Yasukuni 
Shrine gate: \"That feeling has disappeared in the postwar decades. 
Both adults and children have received education that the one at 

fault was Japan. Only a sense of atonement for their sin has been 
implanted in the minds of the Japanese.\" 


Impact on children 


The movie repeats the remarks through narrations by the young man: 
\"Japan fought in order to protect itself,\" or \"The war was for the 
sake of liberating Asia.\" The words \"colonial rule\" are not used in 
describing what happened on the Korean Peninsula or in Taiwan. The 
young man from the past says, \"Japan built roads and schools in 
order to modernize those Asian countries.\" The movie does not refer 
to the ill Japan did to Asian people, including recruiting wartime 
comfort women and drafting locals (for forced labor). 


The DVD is a teaching material for the Modern and Contemporary 
History Education Program, which the JJCI is promoting as a joint 
campaign with local JJCls. They show this movie at schools as part 

of general studies based on that program, followed by discussions 

with the JJCI chair acting as a coordinator and providing detailed 
explanations. They drew such remarks from children as \"Japan perhaps 
had no other choice but to fight a war in order to protect its own 
country\" or \"I did not know that Japan fought the war in order to 

protect its own country.\" 
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Even JJCI sources voiced doubts about such contents of the DVD. A 
source close to a local JJCI, who has come to know the contents of 
the DVD on the JJCI\'s website said, \"This is like brainwashing 
children. | thought it\'s appalling. They should stop doing that.\" 


Column 3 
Major contents of DVD 


The animated movie \"Pride\" follows the story of high school student 
Kokoro listening to the stories of a young man called Yuta, who has 
come from the past. They visit Yasukuni Shrine together. The 
following is the history of the war as told by Yuta. 


(Russo-Japanese War) 


Russia advanced southward as part of its strategy to expand its 
territories. Japan wanted to protect itself against Russia. The war 
developed into the Greater East Asia War, involving neighbors in a 
fashion that was different from they originally envisioned. 


(Sino-Japanese War of 1937-45) 


Russia began engineering various plots against Japan, while shrewdly 
manipulating the Kuomintang and the Communist Party, which were 
fighting for power. Japan, unaware of that, found it impossible to 

pull out of mainland China and found itself engaged in a messy war. 


(War with the US) 


\"In those days, Japan called the war between Japan and the Allies, 
including the US, the Greater East Asian War, as it regarded 
liberating Asians from White rule the great cause of the war.\" 


\"Japan was pressed to choose between following a path to ruin or 
plunging into war. It was forced to make the difficult decision to 
make war against the Allies, starting with the US.\" 


(Tokyo Trials, GHQ) 


\"The Tokyo Trials were a trial of revenge, in which victor nations 
unilaterally judged the defeated nations.\" 


\"The GHQ brainwashed the Japanese, implanting the image that heinous 
Japanese solders perpetrated atrocities. \" 


Yuta says at Yasukuni Shrine: \"I feel that the underlying thinking 
of Japan when it fought the war was that it wanted to protect its 
beloved country and liberate Asians from White rule.\" 


Hearing Yuta\'s story, Kokoro says in his mind: \"We are here now 
thanks to many people who built the base of Japan in the past. What 
is important is to know facts correctly.\" 


(5) Abe government shaken (Part 3 - conclusion): Minshuto taking the 
offensive 


Column 3 
MAINICHI (Page 2) (Almost full) 
June 1, 3007 


The main opposition party, Minshuto (Democratic Party of Japan), has 
gained strength due to the plummeting approval rates for the Abe 
cabinet and the suicide of Agriculture, Forestry and Fisheries 

Minister Toshikatsu Matsuoka. The party had been struggling to set 
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clear campaign issues for the House of Councillors election in July. 
Whether the largest opposition party can catch the tailwind from 
public opinion is a major question. 


At 5:00 p.m. on May 29, Minshuto President Ichoro Ozawa instructed 
Secretary General Yukio Hatoyama to adopt this strategy for dealing 


SIPDIS 
with Diet affairs: 


\"The pension issue slightly differs from the \'politics and money\' 
scandals. It is related to everyone\'s financial situation, but the 
politics and money issue is not. Therefore we should put all our 
energies into the pension problem.\" 


Minshuto sees the plunge in cabinet support rates as a negative 
reaction by the public against the government\'s mishandling of the 
pension issue. So the party decided to place priority on the pension 
issue. Ozawa focused on this issue when questioning Prime Minister 
Shinzo Abe in a one-on-one debate on May 30. Minshuto was able to 
get a favorable political wind in 2004 by criticizing former Prime 
Minister Junichiro Koizumi\'s explanation on the unpaid national 
pension premium scandal that \'there were all kinds of people.\" So 
the main opposition party expects the same thing will occur. 


The fact that Minshuto decided on its policy stance based on the 
errors of its enemy means that the party will face a bumpy road 
ahead. 


Minshuto started in earnest soon after the consecutive holidays 

(from late April to early May) the work of formulating a manifesto 

(set of campaign pledges). On May 7 an intensive debate of the 

Policy Research Committee ran from 10:00 a.m. through 6:00 p.m. 
without reaching any conclusion. Lower House member Sumio Mabuchi 
expressed a sense of futility. 


Minshuto first tackled the unified local elections in April. In the 

44 prefectural assembly elections, the party won 375 seats (up 60 
percent from the previous election). However, many said that the 
party gained local assembly seats simply because it increased the 


Column 3 

number of candidates and warned that it could not successfully fight 
in the summer election with the income gap issue alone. Some 
lawmakers coming from urban areas even tried to make their own 
manifestos. 


Ozawa has continued his stumping tour of electoral districts where 
single seats are up for grabs in the Upper House election. The 29 
districts where singles seats are reelections are regarded as the 
key to a victory in the Upper House race. Ozawa aims to strengthen 
his party\'s regional organizations, slicing down rural areas, which 
are the support base of the ruling Liberal Democratic Party (LDP). 
Some in the party, however, have criticized this strategy. There was 
an argument that which Ozawa prioritizes local organizations or 
mood. 


The plummeting support rates and Matsuoka\'s suicide completely 
changed the situation. A junior lawmaker shying away from Ozawa made 
this comment: \"I did not expect this. This is a welcome 

miscalculation.\" The party will take a strategy of attaching 

priority to the pension fiasco. Public outrage against the issue of 

unpaid pension premium benefits is just what Minshuto needed. 


Some in the party, however, have said that neglecting the scandals 
-- money and politics issue -- would not be wise. A senior party 
member has underscored a stance of carefully watching public 
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opinion, noting, \"If we blame the dead, it could back fire on us.\" 
Although the LDP shows a stance of pursuing OzawaWs political fund 
management organization\'s possession of real estate, political 
observers predict that the LDP will not do so out of the fear of a 
backlash. About 50 days are left until the Upper Hose election. Will 
that be enough time to turn the tables? 


(6) JITCO collected 1.2 billion yen in fees from 20,000 foreign 
trainee-accepting firms in FY2006 


MAINICHI (Page 1) (Full) 
June 1, 2007 


It is believed that the amount of support fees paid to the Japan 
International Training Cooperation Organization (JITCO, Chiyoda 
Ward, Tokyo) by organizations and corporations accepting foreign 
trainees topped |.2 billion yen as of the end of fiscal 2006. JITCO 
insurance commission paid by trainees is also believed to have 
exceeded 100 million yen. The system that produces profits from 
money collected from cash-strapped small- and medium-sized 
corporations and trainees is now being questioned. 


Column 3 

Under the JITCO system, trainee-accepting organizations (such as 
small firm business unions and agricultural cooperatives) pay a 
minimum 100,000 yen a unit and also pay 50,000 yen per a 
trainee-accepting corporation (such as textile-processing companies 
and farmers) under their umbrellas. 


The number of supporting organizations stood at 925, or 9,857 firms, 
as ofthe end of FY2001. The number increased to 1,493 
organizations, or 17,232 companies, at the end of FY2005. Their 
support fees also grew from 786 million yen to 1.161 billion yen. It 

is certain that the number of supporting companies topped 20,000 and 
support fees exceeded 1.2 billion yen as of the end of FY2006. 


The foundation also runs \"JITCO insurance\" targeting trainees in 
collaboration with 11 major insurance companies. It recorded about 
100 million yen in commission revenue in FY2005. The foundation 
collects 27,000 to 37,000 yen in annual insurance premium from 
trainees who make an average 66,000 yen a month. 


Meanwhile, state subsidies and agent service fees have been dropping 
due to the government\'s spending cuts. For instance, the amount 
declined from 785 million yen in FY2001 to 628 million yen in 

FY2005. Support fees have covered the shortfalls. 


The system contains many labor law violations, such as long working 
hours and low wages, and human rights violations, such as taking 
bankbooks and passports away from trainees. JITCO is required to 
play a central role in eliminating such problems. But given surging 
support fees, a trainee-accepting organization executive took this 
view: \"| wonder if JITCO can give strong instructions to its 
supporting members, who are its de facto fee-paying customers.\" 
Another corporate executive said: \"Guidance always follows an 
advance notice, and that makes things easy for us to deal with the 
situation.\" 


A Chinese trainee criticized JITCO, saying, \"| consulted with JITCO 
about the unpaid wage, but it didn\'t take any concrete steps.\" 
Another corporate executive took this view: \"The government should 
provide subsidies to small firms struggling against the recession 


rather than to foundations that offer jobs to retired government 
officials.\" 
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(7) Prime Minister\'s Official Residence (Kantei) 
-- Prime Minister\'s schedule, June 1 


NIHON KEIZAI (Page 2) (Full) 


Column 3 
June 2, 2007 


01:39: 

Returned to his official residence after ending a Lower House 
plenary session. 

08:06: 

Attended a strategic council on assisting children and families at 
Kantei. 

08:32: 

Attended a cabinet meeting. 

09:46: 

Met at Kantei with Lower House member Norihiko Akagi in the presence 
of Chief Cabinet Secretary Shiozaki. 

10:00: 

Attended a Lower House Cabinet Committee meeting. 

12:13: 

Viewed at Kantei a next-generation auto and fuel demonstration. 
13:27: 

Met at Kantei with Economy and Fiscal Policy Minister Ota and 
advisor Nemoto, joined in by Deputy Chief Cabinet Secretary Saka and 
others. 

13:59: 

Met Nemoto, followed by Deputy Foreign Minister Kono, Economic 
Affairs Bureau chief Otabe and others. 

16:12: 

Made an informal representation at the Imperial Palace and attended 
an attestation ceremony for new Agriculture Minister Akagi. 

17:01: 

Handed a letter of appointment to Akagi and had a photo session with 
him. 

17:16: 

Exchanged views with member of the National Council on Beautiful 
Forests. Afterward attended an Education Rebuilding Council 
meeting. 

18:25: 

Met Vice Finance Minister Fujii and Finance Bureau chief Tango. 
19:16: 

Attended an informal Education Rebuilding Council meeting at the 
Hotel Okura. 

19:28: 

Dined at the Hotel Okura with former Prime Minister Mori and Deputy 
Chief Cabinet Secretary Matoba joined in by critic Tetsuya 

Miyazaki. 

21:46: 

Returned to his official residence. 


-- Prime Minister\'s schedule, June 2 
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08:28: 

Attended an LDP-sponsored Tama River Clean Campaign on the dry 
riverbed in Setagaya Ward. 

09:03: 

Attended a Kawasaki-sponsored Tama River Clean Campaign on the dry 
riverbed in the city\'s Takatsu Ward. 
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10:56: 

Returned to his private residence in Tomigaya. 

10:56: 

Delivered street speeches in front of JR Shibuya Station with Chief 
Cabinet Secretary Shiozaki, advisor Nakayama and others. 

11:46: 

Returned to his official residence. 

15:02: 

Returned to his private residence. 


-- Prime Minister\'s schedule, June 3 
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08:36: 

Departed JR Tokyo Station on Hikari 365. 

10:50: 

Arrived at JR Yonehara Station. 

11:12: 

Visited the Kurokabe Glass Museum at Kurokabe Square, Nagahama 
Hikiyama Museum and other places accompanied by Shiga Gov. Kada, 
Upper House lawmaker Hidetoshi Yamashita and others. 

12:10: 

Left Nagahama Port on a sightseeing boat to cruise Lake Biwa and 
take a firsthand look at Takeshima islet suffering from otter 
droppings. 

13:31: 

Arrived at Imazu Port in Takashima City in the prefecture. 

13:38: 

Exchanged views with local assemblymen at the Imazu Sun Bridge 
Hotel. 

14:12: 

Visited the Harie district accompanied by Lower House member 
Mineichi lwanaga and others. 

16:02: 

Attended a meeting to discuss \"a beautiful Japan\" held by the LDP 
Shiga chapter at the Lake Biwa Hall in Otsu City. 

18:09: 

Left JR Kyoto Station on Nozomi 38. 

20:30: 
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Arrived at JR Tokyo Station. 

20:49: 

Had a haircut at a barber in the Hilton Tokyo. 
22:41: 

Returned to his official residence. 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, RW 

SUBJECT: PRESIDENT OF HUMAN RIGHTS GROUP CONVICTED BY 
GENOCIDE COURT 


1. (SBU) Summary. Francois Byuma, a local human rights 
activist, received a nineteen year sentence from a Kigali 
gacaca court on May 27 for his participation in attacks on a 
Tutsi citizen during the 1994 genocide. Byuma, head of the 
human rights organization Turengere Abana (Protect Our 
Children), claimed bias on the part of the gacaca court, 
given Turengere Abana\'s investigation of a sex-with-minor 
charge against the president of the court. While the facts 
are in dispute, this incident illustrates both the tremendous 
moral dilemma many hutus faced during the genocide, and the 
potential for abuse when they are judged by gacaca courts. 
In this particular case, the gacaca trial court appears to 
have acted improperly, and the case is under appeal. End 
summary. 


2. (SBU) On May 31, polchief spoke with Francine Rutazana, 
Executive Secretary of LDGL. She and the heads of several 
other local human rights organizations have taken up the case 
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of Byuma, arguing on due process grounds that the case should 
have been reassigned to another gacaca court, given the court 
president\'s implication in the sex-with-minor investigation 

by the accused\'s organization. Comments by Rutazana 
indicated morally ambiguous behavior by Byuma in 1994 and the 
court president in the recent past. 


3. (SBU) Regarding the events of 1994, she said, Byuma 
concedes that he was present at road barriers erected in his 
neighborhood during the genocide, and that he participated, 
although tangentially and by order of local authorities, in 
efforts to locate tutsis for slaughter. He contests charges 
that he participated in the beating of a cornered tutsi, or 
had any intention generally to harm his tutsi neighbors. 
There has been no evidence, she said, of Byuma\'s direct 
involvement in any deaths or injuries. (Note: among other 
genocide charges, the court convicted Byuma for injuring 
others with the intention of causing death. He received the 
maximum sentence). 


4. (SBU) As to the gacaca president, she said, he had 
engaged in consensual sex with an underage girl (age 17), an 
offense under Rwandan law. Byuma\'s organization had been 
investigating at the request of the girl's family. Rutazana 

and other human rights activists were concerned, she said, 
that the court president was using his position of authority 

in the local community to evade a morals charge. She noted 
that the gacaca court case was now under appeal, and she 
hoped that the gacaca appellate level court would void the 
judgment and assign the case to another trial level gacaca 
court. The court president could hardly be considered an 
impartial gacaca judge, she said, under these circumstances. 
She and other human rights activists, she noted, would 
continue to appeal to the GOR and the gacaca service to 
correct this \"miscarriage of justice.\" She then added: \"This 
is not the only case we have found where gacaca court 
officials abuse their positions.\" 


5. (SBU) Comment. In a regular court of law, a judge would 
recuse himself if a defendant made a reasonable showing of 
bias or conflict of interest. Gacaca courts have less due 
process protections -- although judges can be removed for 
acts \"incompatible\" with the gacaca justice system, these are 
neighborhood courts run by non-judges and non-lawyers. The 
majority of cases appear to be handled properly, but abuses 
do occur, on either side of the ethnic divide -- some courts 

are accused of being too harsh in their judgments, and some 
too lenient. Whatever the truth of Byuma\'s behavior in 1994, 
this court president should not have heard this case. On the 
other hand, Byumba finds himself in the uncomfortable 
position of a present day human rights campaigner who, at the 
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very least, did not act with perfect moral integrity during 

the genocide. Were his actions sufficiently reprehensible to 
require nineteen years in jail? Not every hutu who appeared 
at roadblocks or walked in patrols (often at the command of 
local authorities), actually helped to murder his or her 
neighbors. This is the GOR\'s continuing dilemma: how to 
conduct justice on a mass scale, addressing the horrific 
abuses of the genocide, while employing a less-than-perfect 
system of village adjudication. End comment. 
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Classified By: Ambassador J. Thomas Schieffer for reasons 1.4 b/d. 


Summary 

1. (C) The Japanese were very happy with April's summit 
between President Bush and Prime Minster Abe, Vice Foreign 
Minister Shotaro Yachi told the Ambassador June 1, and PM Abe 
would welcome a stopover in Tokyo by President Bush en route 
to the APEC summit in Sydney. Abe would also welcome a 
possible visit to Crawford in January. On regional and 

bilateral issues, Yachi expresed frustration with North 

Korea, saying Japan\'s patience was not unlimited, and he 
raised the concern that despite substantial efforts by the 
Japanese, \"the goalposts had been moved\" regarding Japan\'s 
trafficking-in-persons\' assessment. On climate change, he 
said the Japanese highly appreciated the President\'s May 31 
speech and suggested high-level bilateral discussions after 

the G-8 summit. He also initiated a long-range discussion of 

a possible bilateral free trade agreement, while indicating 

that political figures had been preparing the agricultural 

caucus for concessions at the WTO. Other topics included 
concluding a general security of military information 

agreement (GSOMIA), UN Security Council reform, the \"Quad\" 
with India, the upcoming counter-terrorism trilateral with 
Australia, Agricultural Minister Matsuoka\'s suicide, aid to 
Pakistan\'s federally administered tribal areas, and the 
departure of Ambassador Crouch from the NSC. End summary. 


April Summit: \"Very Happy\" with Results 

2. (C) The Japanese were very happy with the April summit 
between President Bush and Prime Minister Abe, Vice Foreign 
Minister Shotaro Yachi told the Ambassador on June 1. The 
Ambassador noted that President Bush had enjoyed the visit, 

as well as the chance to meet Mrs. Abe, and that the leaders 
had had a number of opportunities for private conversation. 
Yachi agreed that since then there seemed to be a familiarity 
between the two leaders that had come out in subsequent phone 
calls. 


3. (C) Calling it unprecedented for the prime minister to 

meet all the top leaders of Congress at the same time, Yachi 
described PM Abe\'s session with them as excellent. Echoing 
Yachi\'s tone, Ministry of Foreign Affairs (MOFA) Director 
General for North American Affairs Shinichi Nishimiya 
recalled that during the \"trade war days,\" prime ministers 
often came away from meetings with Congressmen feeling 
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battered by the questions, but that he had seen a sea change 
in the way this visit had played out. Speaker Pelosi had 

been mindful of the group\'s dynamics and had directed a 
meeting that was cordial, substantive, and fitting for a 

visiting foreign leader. The group had been able to discuss 
matters of international importance and not dwell on small 
bilateral irritants. The Ambassador complimented PM Abe\'s 
outreach to Congress and his upfront discussion of the 
\"comfort women\" issue, and urged the Japanese to consider 
more outreach during future visits. 


Next Summit Opportunities 

4. (C) VFM Yachi inquired whether President Bush might visit 
Japan before the next APEC meeting in Sydney, saying that if 
such a visit were feasible, the president would be most 
welcome. DG Nishimiya added that PM Abe had raised the 
possibility with the President during a phone call two weeks 
earlier. 
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5. (C) Further into the future, DG Nishimiya noted that PM 
Abe had let the President know that he was interested in a 
long-standing invitation to visit the ranch in Crawford, even 
if that meant traveling there in January. Nishimiya 
recognized that the window for the visit might be tight, 

given the holidays, the start of Japan\'s Diet session, and 
the State of the Union address, but he pointed out that 
Japan\'s hosting of the G-8 in 2008 will greatly complicate 
the prime minister\'s schedule starting in February. 
Moreover, DG Nishimiya stated that January could be a 
critical time for the prime minister and Japan\'s debate on 
collective security. The debate will resume this year after 
July's Upper House election and be propelled by the 
subsequent \"wise men\'s group\" report on the subject, and he 
implied that a January summit -- coming just before the Diet 
re-convenes -- could have a positive influence. 


North Korea 

6. (C) Asking if there was any news from EAP A/S Hill, Yachi 
said that the Japanese were frustrated by the North Koreans 
and their short-range missile testing, and added that \"our 
patience is not unlimited.\" He asked whether a failure of 
talks on Banco Delta Asia (BDA) should signal the end of 
Japanese forbearance. The Ambassador deferred to A/S Hill, 
but noted that U.S. patience was not unlimited either. 
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7. (C) VFM Yachi also alluded to rumors that Kim Jong-il was 
sick, or perhaps even dead. He claimed no special knowledge, 
but somewhat bemusedly referred to speculation that a double 
might be standing in for Kim, who was said to have \"gentle 
eyes\" while current photos showed a man with \"cold eyes.\" 


GSOMIA 

8. (C) Yachi stated that he would like to see the Ambassador 
and Foreign Minister Aso sign the General Security of 

Military Information Agreement (GSOMIA) in the near future. 
He knew that there were accommodations to be worked out on 
both sides, but expressed hope that they could be resolved 
within a few weeks. The Ambassador noted that lawyers were 
still reviewing the text in Washington, but that he would be 
honored to participate in a signing ceremony once the 
agreement had been finalized. 


9. (C) Referencing information security, the Ambassador 
raised the leak of Aegis data, stating that it was a serious 
matter. The U.S. government did not want to tell Japan how 
to conduct its investigation, but the incident was 

potentially damaging to the security of both the United 

States and Japan, and it was important that the United States 
be convinced that the investigation had been thorough and 
addressed counter-intelligence concerns. Yachi recognized 
the importance of the matter, noting that Chief Cabinet 
Secretary Shiozaki had become personally involved when the 


SIPDIS 
leak was discovered, and promised to relay the Ambassador\'s 
message to appropriate parties within the Japanese government. 


UN Security Council Reform 

10. (C) VFM Yachi laid out his understanding that the U.S. 
government was in the final stages of preparing a new UN 
Security Council (UNSC) reform proposal, and that the 

proposal would be shared with the Japanese after Secretary 
Rice had endorsed it. He said the Japanese had been 
encouraged by President Bush\'s remarks on UNSC reform, and 
that they hoped to see the proposal soon so that discussions 
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can be continued on what was an important topic. 


Trafficking-in-Persons Report 


11. (C) Noting that the Trafficking-in-Persons (TIP) 
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report\'s publication had been delayed, VFM Yachi stated that 
the Japanese understood that they were likely to be ranked as 
a Tier 2 country, a situation they found embarrassing. He 
said that was especially so when one considered the positive 
measures Japan had taken, including the passage of a related 
new law, and that there were countries like Colombia and 
Malawi receiving Tier 1 ratings. To be frank, he continued, 
the Japanese government felt that \"the goalposts had been 
moved,\" and that its efforts ought to be reflected in the TIP 
report. 


12. (C) DG Nishimiya added that the Tier 2 ranking was 
undermining domestic groups that were doing good 
anti-trafficking work through the Bali process. Not only did 
the ranking discourage them, it made it easier for other 
Asian nations to ignore their efforts. 


13. (C) The Ambassador acknowledged the strides the Japanese 
have made and the legal and cultural issues that can 

complicate the TIP process. He committed to conveying the 

GOJ message to Washington. 


The \"Quad\" with India 

14. (C) VFM Yachi stated that the Japanese government would 
like to proceed with the Quad concept in a \"natural\" way, and 
that the next step could be a substantive meeting including 

the United States, Japan, Australia, and India, perhaps at 
UNGA or the ARF at the ministerial level. He stated he had 
met Foreign Secretary Menon in India two weeks previously and 
that, as the Quad was not involving itself in security 

issues, Menon had expressed no reservations about the group. 


15. (C) On other cooperation with Australia, the Ambassador 
urged the Japanese to participate actively during the 
counter-terrorism trilateral in Sydney starting on June 4. 

He noted that a lack of Japanese engagement had frustrated 
the Australians in previous meetings. 


Climate Change 

16. (C) The Japanese highly appreciated what President Bush 
said in his May 31 speech on climate change, said Yachi, who 
pointed to the 2008 deadline and mention of cooperation with 
Japan as particularly welcome. DG Nishimiya recalled that 

the April POTUS-PM Abe summit joint statement had referred to 
a high-level visit to Japan to further discuss climate 

change, but that work between the two sides in preparation 

for President Bush\'s announcement and PM Abe\'s statement last 
week had been so productive that the visit had not been 
necessary. Nonetheless, he suggested that it would be useful 
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to have high-level bilateral discussions after the G-8 summit. 


FTA Discussions, Agricultural Trade, and the WTO 

17. (C) VFM Yachi initiated a discussion of a possible free 
trade agreement (FTA) with the United States, stating that PM 
Abe had great interest in an agreement but that the Ministry 

of Agriculture, Fisheries, and Forestry (MAFF), among others, 
had reservations. There were also reservations among some 
who supported the Doha round, and Yachi had perceived some 
reluctance on the part of USTR to proceed. 
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18. (C) The Ambassador countered that any movement toward an 
FTA hinged on JapanWs agricultural sector. He acknowledged 
that all countries have sensitive issues, and that those 
sensitivities could be accommodated in the course of 
negotiations. Carving out an entire sector like agriculture, 
however, would be politically impossible, and what VFM Yachi 
may have sensed was USTR\'s unwillingness to enter taxing 
negotiations without sufficient assurances that agriculture 
would be part of the final agreement. Economic 
Minister-Counselor Klemm added that while the United States 
was receptive to an FTA, the current assessment is that Japan 
was not ready to commit the resources and political capital 
necessary to move forward. 


19. (C) VFM Yachi agreed, but stated that MOFA, and he in 
particular, would like to see progress toward an FTA, and 
suggested that a study group composed of government, 
business, and academic members would be a good starting 
point. Econ M/C Klemm noted that preliminary information 
exchange on the subject had been constructive, and the 
Ambassador pointed to the tremendous opportunities that 
existed for both countries through an agreement. The 
Japanese would have to commit wholly to including 
agriculture, he re-iterated, to move forward -- both for FTA 
discussion and negotiations at the WTO. 


20. (C) Yachi lamented somewhat the situation Japan found 
itself in at the WTO, where the consensus decision-making 
style presented some difficulties. Japan would like to be 
included in the G-4 group of discussants, he explained, or to 
see more G-6 meetings take place on the fringe of G-4 
meetings, so that negotiators could go back to Japan\'s 
agricultural caucus and credibly present what the majority 
positions were among major agricultural states. DG Nishimiya 
stated that, since about March, powerful figures in the 
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agricultural caucus like the late Agricultural Minister 

Matsuoka and Tadamori Oshima had been preparing people for a 
clash at the WTO for which there would be a need for serious 
concessions. In a uniquely Japanese way, he explained, they 
were preparing the way for acompromise, and he stated that 

if Japan were grilled at the G-4, the negotiators could go 

back to the caucus asking for concessions. 


21. (C) If that were the case, the Ambassador suggested the 
Japanese should find a way to educate the U.S. government on 
what was going on, as well as the parameters of the possible. 
Who explained the situation, and to whom, could be worked 
out, but finding a trusted conduit for the information would 

be key to making progress. DG Nishimiya floated Oshima\'s 
name as a possibility, and then committed to informing the 
Ambassador of a GOJ interlocutor after further reflection. 


MAFF Minister Matsuoka\'s Suicide 

22. (C) In response to a question from the Ambassador about 
Minister Matsuoka\'s death, VFM Yachi described suicide in 
Japan as a way of taking responsibility, and that prosecutors 
generally do not probe deeply into cases after a suicide has 
occurred. He noted that Matsuoka had been dogged by money 
scandals since his appointment eight months ago, and that 
some have compared the current incident to the recruit 

scandal that brought down PM Tanaka. That was going too far, 
assessed Yachi, who described the Matusoka scandal as not 
very deep-rooted. Nonetheless, three people at the 
organization implicated in bid-rigging had already committed 
suicide, so it was a serious incident, and he suggested it 
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would re-direct attention to PM Abe\'s initiative to curtail 
the \"descent from heaven\" (amakudari) practice of finding 
cushy post-retirement jobs for senior bureaucrats. He did 
not think the suicide would affect agricultural or trade 


policy. 


23. (C) DG Nishimiya described Minister Akagi, Matsuoka\'s 
successor at MAFF, as a politician from the same mold. He 
was a proponent of an \"active agricultural policy,\" meaning 
he would not just seek to defend the sector, but would try to 
change it, perhaps by seeking to export more. Matsuoka, 
however, had been more powerful than Akagi. Nishimiya did 
not think the change would affect agricultural policies or 
Japan\'s treatment of BSE, but it would make politics tough 

for PM Abe in the short term and could affect the Upper House 
elections. 
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Aid to Pakistan\'s Federally Administered Tribal Areas 

24. (C) Yachi said PM Abe had become interested in 
contributing aid in the federally administered tribal areas 
(FATA), and that he had considered Vice President Cheney to 
be enthusiastic about the idea when he had visited Japan. 
President Bush, however, had seemed perplexed when the topic 
was raised at the summit, and that had created some confusion 
for PM Abe. Moreover, DG Nishimiya pointed out that there 
were serious questions about how to deliver aid in the FATA, 
and Japan would welcome a discussion in Tokyo or Washington 
where such details could be discussed. The Ambassador 
granted that those were fair questions that deserved precise 
answers from the U.S. side. 


NSC Staffing 

25. (C) Yachi asked if a successor to Ambassador Crouch had 
been identified, noting that Crouch had been a good friend of 
Japan. Yachi expressed his thanks for Crouch\'s service, as 
well as the work Deputy Secretary Negroponte is doing on the 
bilateral relationship, and said he hoped a person of similar 
stature would be found for the position. 


Meeting Participants 


Japan: 

Vice Foreign Minister Shotaro Yachi 

Director General for North American Affairs Shinichi Nishimiya 
Director, First North American Division, Takeo Mori 
(notetaker) 


United States: 

Ambassador Schieffer 

Economic Minister-Counselor Hans Klemm 
Economic Officer Marc Dillard (notetaker) 
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E.O. 12958: DECL: 06/04/2016 

TAGS: MOPS, PARM, PREL, JA, NATO 

SUBJECT: JAPAN URGES U.S. TO CO-SPONSOR NEGOTIATING MANDATE 
ON CLUSTER MUNITIONS AT CCW 


Classified By: Ambassador J. Thomas Schieffer. Reasons 1.4 (B) (D) 


1. (C) Summary. During a June 1 briefing on the May 24-25 
Lima conference on cluster munitions (CM), MOFA officials 
stressed that there had been no change in the Japanese 
position and that Tokyo still sought to balance security and 
humanitarian issues. Citing concerns about growing momentum 
in the Oslo process for a CM treaty or agreement that Japan 
might be compelled to support if public opinion in Japan 

forced the issue, the Japanese urged the U.S. to consider 
co-sponsoring a negotiating mandate at the June and November 
meetings of the Convention on Certain Conventional Weapons 
(CCW). End Summary. 


2. (C) On June 1, MOFA Disarmament, Non-proliferation, and 
Science Department Deputy Director-General Masatoshi Shimbo 
briefed Embassy Tokyo Political Minister Counselor on the May 
24-25 Lima conference on cluster munitions, which Shimbo had 
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attended. The DDG stressed that there had been no change in 
the Japanese position and that Tokyo still sought to balance 
security and humanitarian concerns. Japan agrees with the 
U.S. that cluster munitions are necessary and that the issue 

is best addressed in the CCW. Shimbo said Japan welcomes 
U.S. implementation of changes to CM that would limit 

civilian casualties. 


3. (C) There had been considerable support for the CCW among 
participants at the Lima meeting, according to Shimbo. Even 
the Peruvians indicated that the CCW and Oslo processes were 
not mutually exclusive and could be merged at some future 
date. The Irish, Norwegian and a few other delegations did 

not speak out against the CCW while in Lima. He observed, 
however, that while European support for CCW is \"widespread\" 
it is, in his view, \"thin.8 


4. (C) Shimbo nevertheless expressed concern about what the 
Japanese saw as momentum building in the Oslo process for a 
CM treaty or agreement that Japan might be compelled to 
support if public opinion in Japan forced the issue. He urged 

the U.S. to consider proposing and/or co-sponsoring (along 

with possibly the UK, Germany, and/or Australia) a 

negotiating mandate at both the Geneva CCW June expert,s and 
November plenary meetings. 


5. (C) Shimbo warned that Japan has heard from the German 
delegation that supporters of the Oslo-process, frustrated by 

what they view as unacceptable compromises that may arise in 

the Geneva process, may try to block progress in the 
June/November CCW negotiations in order to maintain momentum 
in the Oslo-process discussions. Oslo-process supporters 

might use proxies to block the proceedings; according to 

Shimbo, the Mexican delegation, in particular, &can,t wait 

for the moment to block8 the CCW talks. He opined that the 

UK, Germany, and Australia are considering 
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modernization/upgrades to their CM stockpiles that would 
allow them to accept some provisions being considered in the 
Oslo discussions ) amove, Shimbo claimed, that would allow 
each of the three countries to maintain its CM stockpile 

while simultaneously gaining credit for addressing 
humanitarian concerns. 

SCHIEFFER 


110694 

RR RUEHGH RUEHVC 

DE RUEHCN #0140/01 1550848 

ZNR UUUUU ZZH 

R 040848Z JUN 07 

FM AMCONSUL CHENGDU 

TO RUEHC/SECSTATE WASHDC 2520 

INFO RUEHOO/CHINA POSTS COLLECTIVE 

RHEHAAA/NSC WASHINGTON DC 

RUEHCN/AMCONSUL CHENGDU 3048","UNCLAS SECTION 01 OF 02 CHENGDU 000140 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR EAP/CM, DRL, AND G/STC 


E.O. 12958: N/A 

TAGS: ECON, PGOV, SOCI, CH 

SUBJECT: NOMADIC RESETTLEMENT AND THE NEW SOCIALIST COUNTRYSIDE IN 
SICHUAN PROVINE\S ABA PREFECTURE 


REF: A. A) CHENGDU 137 


B. B) CHENGDU 138 
C. C) CHENGDU 90 
D. D) CHENGDU 91 
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1. (SBU) Summary: According to local Animal Husbandry Bureau 
officials in Hongyuan County of western Sichuan Province\'s Aba 
(Tibetan: Ngaba) Prefecture, the central government has 

invested 30 million RMB (USD 3.9 million) to implement the \"New 
Socialist Countryside\" and facilitate the transition from a 

traditional to a modern animal husbandry industry. The 

production level in the largely nomadic county is relatively 

low, SO nomads are being resettled into villages and encouraged 

to look for labor work. The West Yak Corporation purchases yak 
milk from 16,000 nomads to process into a UHT boxed milk product 
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for sale in inland China. Our local hosts were eager to 
describe the benefits of the nomadic resettlement policy, but 
there was little opportunity to speak to local Tibetans 
privately to solicit more candid views on changes in their 
traditional lifestyle. End Summary. 


2. (U) During a recent reporting trip to western Sichuan 

Province\'s Aba Tibetan and Qiang Autonomous Prefecture, CG and 
Congenoff were hosted for a working lunch by the director of the 
Hongyuan County Animal Husbandry Bureau and a representative of 
the West Yak Corporation, an enterprise founded in 1956. The 
officials briefed us on economic development in the county, the 
nomadic resettlement policy, and the contributions of the 

private corporation. 


Investment in Hongyuan County\'s New Socialist Countryside 


3. (SBU) The director of the Animal Husbandry Bureau said the 
central government has invested 30 million RMB (USD 3.9 million) 
to implement the \"New Socialist Countryside\" in Hongyuan County, 
and an additional 10 million RMB (USD 1.3 million) specifically 

for ecological protection. The county is undergoing a 

transition from traditional animal husbandry to modern animal 
husbandry, and Government resources are being used to smooth the 
transition, particularly for improving yak quality. When 

queried by CG about the policy of fencing off sections of 

grassland traditionally used by nomadic herders, the director 
claimed locals welcomed the policy. He asserted there was not 
enough grassland to go around, and that there were \"conflicts\" 
before. He added that eighty percent of the cost of the fences 

is subsidized by the government, so there is not an excessive 
burden on the herders. 


4. (SBU) When asked about possible social conflicts due to 
disputes over harvesting of the valuable caterpillar fungus, the 
director claimed there were no conflicts because the price of 

the fungus is regulated in order to protect the environment. 

(Note: We learned in other conversations that caterpillar 

fungus currently sells for 30-40 RMB (USD 3.95 - 5.26) each, or 
upwards of 80,000 RMB (USD 10,526) per kilogram. Conflicts 
between Tibetan nomads and newcomers to the region have been 
known to occur when non-residents attempt to partake in 
caterpillar fungus harvesting. End Note). 


Nomadic Resettlement Policy 


5. (SBU) According to the director, the production level in the 
largely nomadic county is relatively low, so the government is 
forming villages of nomads and encouraging them to look for 
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labor work. He lamented that, although the government provides 
skills training for the nomads, the \"results have not been 

good.\" He emphasized that nomadic families are being resettled 
in concentrated population centers where they now have access to 
electricity, water, and transportation infrastructure, and that 

they like their new houses and communities. Of Hongyuan 
County\'s 30,000 nomads, 20,000 have already been resettled. The 
Aba Foreign Affairs Office (FAO) official accompanying our group 
offered to take us to see one of the new villages en route to 

our next stop. 


Nomads \"Happy\" With New Homes 


6. (SBU) Hongyuan officials drove us to a new village of 
approximately 40 homes in a relatively remote section of the 
county. They introduced us to a man they said was the head of 
the village and invited us to visit his home. (Ref. B). The 

house was constructed with rectangular cement blocks and was 
painted white. It did not have any characteristic Tibetan 
decoration or design. The former nomad showed us the main 
sitting room of his home that had a traditional yak dung-burning 
stove for heat, electricity, a television, and a small picture 
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of the Dalai Lama. 


7. (SBU) During the course of the visit, officials repeatedly 
emphasized that resettled nomads built their own homes using 
government subsidies to cover eighty percent of the cost of the 
dwellings. When asked if he was satisfied with his new home and 
lifestyle in the presence of local officials, the former nomad 
replied that he was \"very happy.\" (Note: In a conversation out 
of earshot of the officials, Congenoff learned that the houses 

in the village were all built by construction workers from 

inland China, rather than by the nomads themselves. End Note). 


West Yak Corporation Markets Yak Milk 


8. (SBU) Liao Yong, a Han Chinese from Chengdu is the manager 
of the West Yak Corporation\'s Aba Prefecture headquarters in 
Hongyuan County. During a tour of the milk-processing factory, 

he said the corporation has invested 30 million RMB (USD 3.9 
million) in the business in order to contribute to the 

development of the local economy (Ref. B). The corporation 
processes yak milk it purchases from approximately 80 percent of 
the 20,000 nomads in the county. Liao said the company pays 1.3 
RMB (USD 0.17) for each pound of milk. The final product, a 


Column 3 

half-pound UHT box of yak milk retails for 12 RMB (USD 1.58) in 
inland China. The company markets the product as amuch more 
nutritious drink than cow\'s milk. In response to a question 

from Congenoff about the total number of Tibetan employees, Liao 
responded that most of the company\'s employees were \"locals.\" 
(Note: In a side conversation during the factory tour, 

Congenoff learned that of 200 employees, forty are Tibetan. Of 
those, four are receiving technical training and the others 

collect milk. One of the four Tibetans is the Deputy Manager of 
the factory. End Note). 


Comment 


9. (SBU) Our local hosts seemed very eager to describe the 
benefits of the nomadic resettlement policy and to present 
\"happy\" nomads living in settlements with electricity and 
running water. There was little opportunity to speak to local 
Tibetans privately or to solicit more candid views on changes in 
their traditional lifestyle. In conversations on this issue in 

other prefectures, we have learned that there are varying 
opinions on the benefits of nomadic resettlement, and that some 
resettled Tibetans struggle to acquire skills that will allow 

them to transition to more modern means of production (Reftels C 
and D). 

BOUGHNER 
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E.O. 12958: DECL: 06/01/2017 

TAGS: ECON, EFIN, ETRD, PGOV, PREL, PTER, LE 


SUBJECT: LEBANON: ECONOMY MINISTERS UPBEAT ON FINANCES, 
DOWNBEAT ON MARCH 14 AND CBL OBSTRUCTION OF PRIVATIZATION 
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Classified By: Ambassador Jeffrey D. Feltman for reasons 1.4 (b) and (d 
). 


SUMMARY 


1.(C) Ministers Azour and Haddad met the Ambassador on June 
1 ahead of a ministerial meeting scheduled to give political 
affirmation to the LAF\'s military operations in Nahr 

al-Barid. Haddad described his determination to use economic 
policy to address extremism. Azour reassured us that the GOL 

is meeting all EPCA benchmarks and the Lebanese economy is on 
track to grow 2-3 percent this year if the security situation 

does not deteriorate. Azour expressed confidence that higher 
revenues, international aid, limited additional borrowing, 

and adequate GOL planning will prevent a financial crunch 

this year. However, Azour and Haddad were exasperated by 
March 14 allies and CBL Governor Salameh\'s obstruction of 
their privatization program. They worried that they will not 

be able to set the reform program fully in motion before a 

change in government. End Summary. 


MINISTERIAL MEETING TO 
BLESS LAF OPERATIONS 


2.(C) Minister of Finance Jihad Azour and Minister of 

Economy and Trade Sami Haddad met the Ambassador and Econoff 
on June 1 in a Grand Serail guarded by the Internal Security 
Forces (ISF), while the Lebanese Armed Forces (LAF) began 
their assault on Fatah al-Islam in the Nahr al-Barid refugee 
camp. Haddad noted that the ministerial meeting scheduled 

for later that day would signal a political blessing for the 

LAF to continue and expand its military operations. (Note: 
Haddad explained that the meeting would be \"ministerial\" 
rather than a formal cabinet meeting, because the absence of 
traveling ministers would preclude a quorum and because the 
meeting agenda was not delivered to President Lahoud 48 hours 
in advance. End Note.) 


3. (C) Haddad expressed frustration with Saad Hariri\'s 
post-tribunal-passage television appearance, in which Saad 
emphasized the army\'s political independence and unwittingly 
highlighted the government\'s lack of control over the 

military. Why should a government ask the public to support 
the army, or ask the army to remain neutral, when the army 
should be taking orders from the government, Haddad asked. 
In the same vein, Haddad reiterated his frustration that the 
government had not issued orders for the LAF to remove the 
opposition \"tent city\" from downtown because the GOL feared 
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the army might not obey the order. 


CURBING LEBANESE EXTREMISM 
WITH SOCIAL PROGRAMS 


4. (C) Haddad went on to describe his renewed determination 
to use economic policy to address the problem of Sunni 
extremism. There is no Palestinian dimension to Fatah 
al-Islam and the conflict in Nahr al-Barid, Haddad told us, 
because most Fatah al-Islam members arrested thus far have 
been Lebanese and Syrian. While the GOL must root out all 
extremists, it must also entice people away from Sunni 
extremism with more moderate religious influences and a 
strong social program that targets the disadvantaged. Haddad 
told us that he has been far more aggressive lately toward 

his colleagues in cabinet meetings, in particular urging 
Minister of Social Affairs Nayla Mouawad to stop making 
excuses and move quickly to start pilot programs to target 

the poorest citizens. International organizations are 

standing by ready to help Lebanon bring its embarrassingly 
low social indicators into line with its high per-capita 

spending, while Mouawad and others are dragging their heels. 
This inaction is unacceptable morally, let alone politically, 
Haddad told us. 


DEFICIT UP, BUT 
ECONOMIC INDICATORS STRONG 


7.(C) Azour reassured us that the GOL is meeting 

quantitative and practical benchmarks laid out in the Early 

Post Conflict Agreement (EPCA) with the IMF. The GOL is 
addressing any problems it foresees well ahead of time, and 
does not anticipate a financial crunch this year. Economic 
projections for the EPCA were conservative, based on a modest 
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1 percent growth; INSEE-supported Central Bank of Lebanon 
(CBL) economic data, trusted by the MOF, as well as leading 
indicators, lead Azour to believe that growth will reach 2-3 
percent this year, if there is no further deterioration in 

the security situation. Exports have increased and real 

estate transactions remain strong, due to strong economic 
growth and demand in the region and the weakening of the LL 
against the Euro. Lebanon\'s incoming remittances rise during 
periods of political instability, Azour told us. 


8. (C) Responding to our concern that a recent Ministry of 
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Finance press release announced that the deficit increased in 
the first four months of the year from 17 to 27 percent of 
expenditures, Azour said that this was \"not unexpected.\" He 
attributed the overall rise in expenditures to payments to 

EDL and a lump sum payment to the National Social Security 
Fund to settle arrears. (Note: The press release also 
attributed the rise to 16 percent higher debt service costs. 
End Note.) 


9. (C) First quarter revenues increased compared to a strong 
2006 due to a higher VAT, a higher tax on stable bank 
deposits, taxes on higher real estate prices, increased 
customs revenues as businesses restock their inventories, and 
on strong transfers from the state-owned telecom sector, port 
of Beirut, and the airport. In addition, Azour credited 

several tax administration reforms with improving collection. 


10. (C) In addition, capital flows are stable, the interest 

rate is under control, and the government last week was able 
to raise $400 million in new debt, largely from domestic 

rather than international investors. The GOL has not yet hit 
its parliamentary-imposed borrowing ceiling, and could borrow 
up to $1 billion more this year if necessary. 


PARIS III AID 
STILL TRICKLING IN 


11. (C) Finally, up to $1.3 billion in expected inflows of 

Paris III budgetary support aid will further ease financial 
pressures this year. The IMF, in addition to delivering its 

$77 million in aid when Lebanon signed the EPCA, is 
encouraging donors to provide budget support rather than 
project aid. The World Bank should deliver $100 million in 
budget support in June, based on power sector benchmarks, and 
a second $100 later in the year based on social sector 
programs. The Saudis have already delivered $100 million and 
are discussing transforming some of their $1 billion in 

proffered projects into cash aid. The United Arab Emirates 
rescheduled its $300 million in aid to fit a Lebanese 
parliamentary requirement that debt repayment not exceed 15 
years. France is expected to deliver its aid after its 

parliament convenes in July. Malaysia is negotiating a new, 
concessional budget support loan. The Arab Monetary Fund is 
still negotiating a $350 million package. 


12. (C) Finally, under the currently proposed terms Lebanon 
could receive up to $175 million from the United States this 
year. In the final stages of negotiating the conditions for 
U.S. aid, Azour requested that we return to our originally 
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proposed conditionality, focused on the lifting of gas 

subsidies and the solicitation of bids for the sale of the 

telecom licenses. Azour made this request because he thought 
it would enable the U.s. to disburse the money in September 
rather than in December. 


MARCH 14 ALLIES 
SLOWING PRIVATIZATION 


13. (S) \"We need the privatization train to leave the 

station before we have a new president and a new cabinet,\" 
Haddad warned us, implying that reform would be significantly 
harder under a new leadership team. Azour asked that the USG 
hold its March 14 allies to their own timetable for 

privatization; several of them are allowing personal 

interests to interfere with the cabinet-approved reform 
program. The GOL can continue reforms despite the political 
impasse, Azour emphasized, and in fact, the current 
government has a unique opportunity to make quick, coherent 
decisions because all those who really object have left. 
Clearly, it is individual March 14 ministers, then, who are 

the bottlenecks. 
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14. ((S) Specifically, Azour and Haddad pointed to Minister 

of Telecommunications Marwan Hamadeh and Director General 
Abdel Menem Youssef as selfishly delaying the corporatization 
of fixed-line provider LibanTel and slowing progress toward 

the sale of the two mobile licenses. The mobile licenses 

could have been sold before the war, Haddad argued, if 
Hamadeh had not stood in the way. They pointed to Acting 
Minister of Energy and Water Safadi as hindering the 
corporatization of EDL and the authorization of an IFC 

program to facilitate creation of independent power producers 
to increase power generation. The Prime Minister, while a 
champion of reforms, is both distracted by other issues and 
does not have enough sway over Hamadeh and Safadi to change 
their behavior. Less urgently, Haddad cited Nayla Mouawad as 
dragging her heels on the social reform program. 


CBL GOVERNOR SALAMEH 
OBSTRUCTING PRIVATIZATION 


15. (S) CBL Governor Riad Salameh is also resisting 
privatization and \"acting in bad faith by unilaterally 
delaying the sale of assets inappropriately held by the CBL, 
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Azour and Haddad explained. Salameh several years ago used 
the IFC to help him restructure the Casino du Liban, but has 

to date refused to sell the politically sensitive and 

lucrative monopoly. While the Central Bank announced in May 
that it would sell a 25 percent stake in Middle East Airlines 
later this year, Azour and Haddad argue that it should be 

sold now; if another war breaks out and MEA planes are hit, 
the CBL will have to use its assets to recapitalize the 

company, tying up already severely limited liquidity. Such 
assets cannot be used in monetary policy, the core mission of 
the CBL. The CBL balance sheet is already not as healthy as 
it should be. 


16. (S) Finally, in outright criticism of Governor Salameh, 

Azour candidly assessed that CBL independence has moved well 
beyond the independence a healthy central bank needs. There 
are no legal checks on the CBL, he explained, as it does not 
need to report to the cabinet or parliament, and the IMF is 

the only pressure on the governor. The last time the CBL 

sold an asset, it was sold in a non-transparent fashion to 
Salameh\'s brother in law, Azour warned us. 

FELTMAN 
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E.O. 12958: DECL:6/1/2017 

TAGS: SENV, ECON, CLMT, G8, ENRG, FR 

SUBJECT: FRANCE ON THE PRESIDENT\'S MAY 31 CLIMATE CHANGE 
INITIATIVE 

REF: STATE 74417 

Classified by A/DCM Thomas J. White for reasons 1.4 (b) and (d) 

1. (C) The Ambassador raised the President\'s climate change 


initiative with President Sarkozy\'s National Security Advisor 
Jean-David Levitte on June 1. The Ambassador referred to public 
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encouragement from Chancellor Merkel and Prime Minister Blair, 
and urged a statement of support from Sarkozy. In his May 6 
victory speech Sarkozy had called for U.S. leadership on climate 
change. President Bush had responded, and it would be important 
to recognize the effort. Levitte said the call was timely as 
President Sarkozy would study the initiative -- and other G8 

issues -- over the weekend prior to a June 4 press conference to 
preview Heiligendamm. 


2. (C) Separately, Econ Counselor raised reftel points with 
Acting MFA A/S-equivalent for Economic Affairs Jacques Maillard. 
Maillard said that while President Sarkozy would articulate 
France\'s position at the G8, there were several key issues from 
the MFA\'s perspective. It would be important to clarify how the 
initiative would relate to broader-based efforts within the UN 
Framework Convention on Climate Change. Specifically, U. S. 
support for commitments at Bali at the end of the year would be 
critical. The UNFCC should remain the central element of a 
global response to climate change, other initiatives should be 
supportive. Second, putting a price on carbon would allow the 
market to realize its potential in bringing solutions to the 

table. This would remain a central part of the puzzle in 
France\'s view. 


3. (C) Maillard noted that the proposed initiative -- and 

remaining daylight with the EU -- posed PR challenges. Given 

the media\'s tendency to see issues in black and white, the 
European press would view any fuzziness in a final statement 
bridging U.S. and European differences as a European climb-down. 
But inability to articulate a common position would also be 

viewed as a failure, given that climate change was clearly 
becoming the headline issue. 


STAPLETON 
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DOL FOR ILAB 

HHS FOR STEIGER AND BHAT 

NIH FOR FOGARTY CENTER (HOLT) 

NIH ALSO FOR NIAID (HOFF) 

STATE FOR USAID FOR ANE AND GH/HIV-AIDS 

STATE FOR S/GAC, OES, OES/PCI, OES/IHA, DRL/PHD, AND EAP/CM 
CDC FOR GLOBAL AIDS PROGRAM 

USDOC FOR ITA/MAC/AP/OCEA MCQUEEN 

BANGKOK FOR USAID (BRADSHAW) 

USPACOM FOR FPA 


E.O. 12958: N/A 
TAGS: KHIV, TBIO, EAID, SOCI, PGOV, ECON, CH 
SUBJECT: Guangxi: HIV/AIDS Programs on the Vietnam Border 


REF: A) 06 Guangzhou 13565; B) 06 Guangzhou 5479 


THIS DOCUMENT IS SENSITIVE BUT UNCLASSIFIED. IT SHOULD NOT BE 
DISSEMINATED OUTSIDE OF U.S. GOVERNMENT CHANNELS OR IN ANY PUBLIC 
FORUM WITHOUT THE WRITTEN CONCURRENCE OF THE ORIGINATOR. IT SHOULD 
NOT BE POSTED ON THE INTERNET. 


1. (U) SUMMARY: Consul General and USAID Bangkok Health officer 

visited the cities of Dongxing and Pingxiang in Guangxi to take a 

look at and support USG-assisted HIV/AIDS projects along the border 

between China and Vietnam. Although small in scale, the projects 

serve two purposes: to provide outreach to at-risk populations of 

Vietnamese and Chinese sex workers, migrant workers, and truck 

drivers; and to develop capacity among local officials. Compared to 

one year ago, local support for the projects is growing. In 

addition, local public security officials increasingly recognyze 

vha vHk3e!lmiog\"wiux\"hM/AILSvnQL>rvOuviMaG{QQ\"}qi%q 18Qu6' MGxI,6V\\fOQIx\'whQ7evQG(ub4hm 


2. (U) Consul General, accompanied by USAID Bangkok Project officer 
Clifton Cortez, a USAID publicist, members of Congen Guangzhou and 
several USAID HIV/AIDS contractors, visited Guangxi in late May to 
take a close look at USAID\'s HIV/AIDS-supported projects along the 
border with Vietnam. Though USAID does not have a mission in China, 
it has gained access for HIV/AIDS outreach to Guangxi (Dongxing and 
Pingxiang cities) and Yunnan through the Mekong River Delta program. 


3. (U) The USAID programs target HIV/AIDS areas of high-risk 
activity, focusing on sex workers and their clients as well as 
intravenous drug users (IDU) and their sex partners. Sex and 
intravenous drug use are the two main methods of HIV transmission; 
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sexually-transmitted HIV has recently reached parity with 
IDU-transmitted HIV in China. The projects\' primary outreach 
methods include drop-in centers and peer education for sex workers, 
public outreach and education, condom distribution via hotels and 
public outreach or subsidized sales to sex workers, cross-border 
outreach with sex worker training and client education, and mass 
media campaigns to encourage behavioral change. USAID programs also 
offer voluntary counseling and testing (VCT) to motivate people to 
know their HIV status in order to reduce infection rates. The 
HIV/AIDS project staff work closely with local and regional 

officials to improve their capacity to monitor and respond to 
infectious disease outbreaks. 


Dongxing and Pingxiang Strongly Supportive of Programs 


4. (U) During a meeting with the delegation, Dongxing Vice Mayor 
Xian Shiyong and local health officials voiced strong support for 

the HIV/AIDS programs in the border town. This was in contrast with 
more tentative support on the part of the municipal government when 
the project first began and it had little experience working with 
international NGOs in early 2006 (i.e., the time of our earlier 

visit). Xian cited progress made by the Dongxing government in 
establishing an HIV/AIDS prevention committee and programs to 
encourage behavioral change. He praised USAID-funded NGOs for 
expanding outreach platforms, strengthening cross-border 
cooperation, and improving the quality of the city\'s health teams. 
The Vice Mayor urged expansion of the drop-in center for sex 
workers, improved cooperation with Vietnam, and increased training 
for the city\'s health officials. Xian noted that attempting to 

reduce the stigma of HIV/AIDs remains one of the biggest challenges 
of the outreach program. 


5. (U) The Consul General expressed the USG\'s appreciation for 
Dongxing\'s cooperation with USAID\'s contracting partners and USAID\'s 
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Cortez highlighted the President's Global AIDS Initiative and 
agreement with Beijing to develop best practices. The hope, he 
noted, is that Dongxing (and Pingxiang) will be in the forefront of 
China-wide efforts to serve as a model for outreach and treatment. 
The visit to Dongxing included a stop at the Sisterhood Health Home 
drop-in center where sex workers were being trained in the use of 

the female condom, and a stop at the border with Vietnam, where one 
of the projects was conducting outreach with dock workers, laborers, 
and migrants. According to officials, Dongxing has 300-400 sex 
workers, a figure which doubles during China\'s three \"golden\" 
vacation weeks and during the summer when migrant sex workers arrive 
from central China to work the beaches. 
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6. (U) Pingxiang Vice Mayor Pan Xiaofang, who is responsible for 
her city\'s pandemic disease programs, echoed Xian\'s praise for the 
projects, expressing her appreciation for USAID\'s assistance to 
Pingxiang\'s efforts to build a harmonious society. Due to Guangxi\'s 
role in developing better economic relations with ASEAN countries, 
in particular Vietnam - where the majority of China\'s ASEAN trade 
goes - she noted that the Pingxiang border has rapidly developed as 
a major transportation hub. Unlike Dongxing, which is in the 

process of constructing a new customs and immigration center, 
Pingxiang\'s new border crossing is fully operational, though it 
appeared, for now, primarily to be processing individuals crossing 
the border on foot. Truck traffic and sex workers congregate at the 
nearby Puzai free-zone and crossing, a gritty warren of cross-border 
trade and brothels. Puzai\'s sex worker population, aged between 16 
and 35 years of age, was entirely Vietnamese, in contrast to 
Dongxing\'s predominantly Chinese sex workers. (Once a female sex 
worker reaches her mid-thirties, one of the few options available to 
her, short of returning to Vietnam, where she likely will not be 
welcomed by her family, is to marry a Chinese farmer.) 


7. (U) A Vietnamese outreach worker at one of the USAID projects 
estimated that one-third of the sex workers had been trafficked. 
Trafficked women remained in Puzai for an average of six years, 
compared with only two to three years for women who came 
voluntarily. Outreach to trafficked women remained more difficult 

and depended on whether the trafficker allowed outreach workers 
access to the women. The small free zone contained 45 brothels with 
more than 200 sex workers. 


8. ()U) During a visit to an HIV/AIDS counseling and testing 

center, which was co-located with the infectious disease hospital in 
Pingxiang, USAID\'s Cortez highlighted the importance of project 
outcomes in Guangxi and Yunnan, noting that one of the goals was to 
develop a model of HIV/AIDS prevention and treatment for all of 
China. He and the Consul General met with local outreach workers, 
many of whom are \"people living with HIV/AIDS\" (PLHA), and praised 
them and Pingxiang officials for their commitment to HIV/AIDS 
outreach and treatment. 
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E.O. 12958: DECL: 06/05/2017 

TAGS: PGOV, MARR, PHUM, BG 

SUBJECT: \"KING\'S\" PARTY COULD UNDERMINE FREE AND TIMELY 
ELECTIONS 


Classified By: A/DCM D.C. McCullough, reason para 1.4 d. 


1.(C) Summary. The military continues to court primarily 
BNP politicians for a new \"king\'s\" party, but its failure to 
displace the \"two ladies,\" the absence of credible leadership 
for the party, and mixed signals about General Moeen\'s 
political ambitions have confused and frustrated potential 
recruits. If the military\'s exit strategy is the creation of 

a \"king\'s\" party to supplant the two mainstream parties and 
protect its equities with the next government, the 
presumption -- based on Bangladeshi history and political 
realities -- is that the new party would need time and major 
military support to win. End Summary. 


The Drive Begins 


2. (C) Within weeks of the onset of the current government, 
contacts in the Bangladesh Nationalist Party, the Awami 
League, Ershad\'s Jatiya Party, and the Liberal Democratic 
Party -- virtually every major party except Jamaat Islami -- 

told us they were being urged by Brigadier General Chowdhury 
Fazlur Bari, Counterintelligence Director of the 
Directorate-General Forces Intelligence, and in some cases by 
Brigadier General ATM Amin, DGFI Counterterrorism Director, 
to support a new military-backed political party. The target 
audience includes senior and mid-level party officials as 

well as several prominent members of civil society. One 
Awami League MP claimed he was threatened with corruption 
charges if he balked, but other contacts report the threat 

was assumed but not explicit. A former BNP minister told us 
100 BNP MPs interested in a king\'s party face or fear they 
could face corruption charges. 


3. (C) The recruitment continued even after Awami League 
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president Sheikh Hasina\'s triumphant return to Dhaka on May 
7, although the focus tightened on the BNP as Hasina 
solidified her position within the party. In the last 10 

days of May, Bari reportedly met with a large group of BNP 
backbenchers twice at local restaurants, one of which Hasina 
indirectly referred to in public as an example of how some 
people are above the ban on indoor political activity. 


Bumps in the Road 


4. (C) By late May, BNP dissident leaders who had originally 
hailed the January 11 state of emergency as a golden 
opportunity for the no-nonsense military to evict the two 
ladies and clean up the country were complaining to us that 
the military failure\'s on key fronts and mixed signals from 
DGFI and COAS General Moeen has left them frustrated and 
confused. They cited: 


A) A failure of nerve that allowed Hasina to return to Dhaka 
and failed to dislodge Khaleda Zia from Dhaka or the BNP, 
which aborted any hope of meaningful internal reform (i.e., 
change leaders) and undercut the potential of a new party to 
compete effectively against two very well-established parties. 


B) The lack of clarity on General Moeen\'s intentions. On the 
one hand, Bari promised the new party would enjoy full 
military support, but Amin and other officers now maintain 

that no final decision had been made about a new party. Most 
intermediaries reported that Moeen assured them he has no 
political ambitions, though one said Moeen added the caveat 
\"unless the country calls on me to serve.\" 


C) The absence of credible leadership for the new party, 
especially with Moeen\'s role undefined. Nobel laureate 
Muhammad Yunus was seriously damaged by his premature, 
flopped entry into politics, and constitutional lawyer Kamal 
Hossain, although well regarded by liberal elites, has no 
popular appeal and a dismal track record as a politician. 


D) The lack of a defined party identity. BNP is a hodgepodge 
of anti-Awami League elements, but, especially if the BNP 
survives, what would be the rallying point of a new party? 


Impact on Possible Political Scenarios 


5. (C) The question of a king\'s party profoundly affects the 
three political scenarios now challenging Bangladesh: 
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A) The AL and BNP reform themselves into credible, 
rejuvenated parties and participate constructively in the new 
electoral process: This looks like the least likely outcome, 

at least with the two ladies still at the helm of their 

respective parties and the continuing timidity of potential 
successors, especially in the BNP, to make their move. BNP 
Secretary General Manan Bhuiyan lamented to us as a 
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cautionary tale: \"(BNP leader) Hanan Shah spoke out and he 
got arrested,\" a lesson that got sharper with the May 28 
arrest of his Awami League counterpart. Reputed advisers of 
Moeen, like Kamal Hossain and political science professor 
Ataur Rahman, have publicly proclaimed the parties\' failure 
to reform as a justification for a new \"clean\" party. 


B) The AL and BNP remain largely unchanged and, over a bumpy 
road, end up taking Bangladesh back to more or less 
pre-January 11 levels of stalemate and poor governance, a 
concern held by insightful liberal observers like Daily Star 

editor Mahfuz Anam. 


C) A king\'s party emerges and almost by definition is guided 
to electoral victory, presumably with a big enough majority 
to implement major constitutional changes, like boosting 
presidential powers and ratifying the creation of a 
military-dominated national security council. 


The Purpose of a King\'s Party 


6. (C) Moeen and Bari deny to us and others that they are 
forging a king\'s party or have any political ambitions. If 

that is true, and dozens of contacts across the political 
spectrum are wrong, the military does not appear to have a 
Plan B for achieving the goals of a king\'s party, namely 
safeguarding the institutional and personal equities of the 
military from civilian, and especially BNP, reprisals in the 

next government. Many Bangladeshis assume, based on their 
history with the parties launched by Generals Zia and Ershad, 
and also because of the enduring strength of the two big 
parties, that a king\'s party with no grassroots organization 
could gain traction only with major government support, 
either by hamstringing the opposition or actually rigging the 
electoral process. 


7. (C) There is a consensus across the loyalist-dissident 
divide in both parties that the government will maintain the 
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political activity ban until a king\'s party gets its footing 

or the king\'s party idea is discarded. Loyalists say the ban 
should be lifted now, while those who lean toward a king\'s 
party, like Kamal Hossain, say politics remains too 
susceptible to corrupt influences to allow an immediate 
resumption of activity. 


What\'s Next? 


8. (C) Having failed to exile the two ladies, the next option 
for the government is to take Hasina and then, for the sake 
of bipartisanship, Zia to trial on corruption and perhaps 
other charges. The government is clearly laying the 
groundwork for charging Hasina and is close to the point of 
political no return, where inaction would be interpreted as 
loss of nerve or conviction. Arresting Hasina, however, 
would be risky because of the Awami League\'s potentially 
violent reaction and her ability to project herself as a 
martyr to the tens of millions of Bangladeshis who still 
fervently back her. Alternatively, Hasina plans to travel to 
the U.S. in late June, potentially a second chance for the 
government to keep her out. 


9. (C) Whither the two major parties? BNP is in disarray 

with a leader, Zia, who is preoccupied with saving her sons, 
and no one in her party has the stature or the guts to 
challenge her leadership. The Awami League is relatively 
intact, despite the recent arrests. Having first covered its 
flanks by disabling the BNP, the obvious immediate threat to 
the military\'s engineering of the state of emergency 
proclamation, the military -- the driving force behind the 
government\'s anti-corruption program -- appears to be moving 
on to the Awami League and especially to Hasina\'s most loyal 
supporters. Senior military officers remain strongly 
anti-Awami League, and it is highly unlikely that they would 
destroy the BNP to leave the field open for the Awami League. 
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10. (C) Another factor is the erosion of the government\'s 
popularity, the bedrock of its political legitimacy. Recent 
polling by The Asia Foundation and overwhelming anecdotal 
evidence indicate the honeymoon is over because of rising 
discontent over rising prices and the government\'s perceived 
inability to improve basic infrastructure services (septel). 


11. (C) We continue to take encouragement from Moeen\'s 
assurances that a coup will not occur on his watch and that 
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martial law would happen only if the army\'s \"back was against 
the wall.\" However, the specter of martial law looms large 

for many Bangladeshis for and against a king\'s party. 

Martial law is the fallback if a king\'s party fails, some 

worry, while others say it would take martial law to make a 
king\'s party a serious political contender. 


12. (C) The acid test of military intentions may be the 
municipal elections the government says will come first at 
some unspecified point. Although ostensibly non-party, if a 
king\'s party is not in place for the rehearsal, it likely has 
little future for the main event. 


Comment 


13. (C) Bangladeshi media have become more direct in 
reporting efforts to create a \"new\" party, normally without 
any reference to military involvement. However, if the 
creation of a king\'s party is the military\'s exit strategy, 

the presumption must be that the military knows the party 
will need much help to win. Even if widescale cheating is 
ruled out, the party would need time to develop and erode the 
advantages of its rivals. It is also worth emphasizing that, 
the muttering of urban elites aside, Hasina and Zia retain 
large rural followings, and many of them might shun an 
election if the two ladies are not in some way onboard with 
the process. Thus, if a king\'s party does materialize, 
almost certainly at the expense of the two mainstream 
parties, its impact on a free and timely election will likely 
be significant. 
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E.O. 12958: DECL: 06/04/2017 

TAGS: PREL, PGOV, PINS, PREF, SG, GA 

SUBJECT: THE GAMBIA: UPDATE ON TENSIONS WITH SENEGAL, 
CASAMANCE REFUGEES 


REF: A. DAKAR 1144 
B. BANJUL 258 
C. BANJUL 257 AND PREVIOUS (ALL NOTAL) 


Classified By: AMBASSADOR JOSEPH STAFFORD, REASON 1.4 (BAND D) 


SUMMARY 


1. (C) An online \"journal\" reported May 28 the arrest of 
Senegal-based Gambian \"rebels\" entering The Gambia as part of 
preparations, with GOS complicity, for a renewed coup 

attempt. A knowledgeable source was not able to confirm the 
report, but said GOS had angrily denied a recent local media 
report of GOS collusion with Gambian dissidents. Meanwhile, 

we note reports of an influx of refugees due to violence in 

the Casamance. END SUMMARY 


REPORTED \"REBELS\" FROM SENEGAL 


2. (C) We read with interest ref a report of Embassy Dakar\'s 
discussion of Senegalese/Gambian ties with GOS official and 
note his acknowledgment of bilateral tensions. Those 

tensions were highlighted by a May 28 piece in the 

U.S.-based, anti-GOTG online \"journal,\" Freedom Newspaper. 
It claimed that GOTG authorities had recently arrested three 
Gambian border officials -- two with the National 

Intelligence Agency (NIA) and one with customs -- for 
dereliction of duty in permitting entry into The Gambia of 
\"dissident rebels\" from Senegal. According to the \"journal,\" 
authorities also picked up the rebels and asserted that they 

had been sent here by Senegal-based dissident leaders, among 
them the presumed mastermind of the abortive coup plot in 
March 2006, then-CHOD Col Ndure Cham. 


3. (C) NIA officials were quoted as saying the infiltration 

of the rebels was part of preparations by Cham and others, in 
collusion with the GOS, for a renewed coup attempt. 
Reportedly, the GOTG responded to the infiltration by 
clandestinely dispatching NIA agents to Senegal to monitor 
dissident activities there. The \"journal,\" describing 
President Yahya Jammeh as \"very angry\" with Senegalese 
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President Wade over the alleged GOS complicity with 
dissidents, said Jammeh planned to submit a protest to the 
United Nations over \"Dakar\'s move to welcome dissident 
rebels.\" 


SOURCE\'S ASSESSMENT 


4. (C) In conversation with Ambassador, a knowledgeable 
source said that he could not confirm the accuracy of the 
\"journal\" report, but found it plausible. He agreed that, 
notwithstanding Jammeh\'s recent gesture in pardoning 
convicted Senegalese customs officials (ref b), 
Senegalese/Gambian tensions remained high. Our source 
observed that Dakar was upset that the officials had been 
detained and prosecuted to begin with, given the clearly 
trumped-up charges. He stated that the GOS had been further 
irritated by a May 17 piece in a local pro-GOTG daily 

alleging a clandestine meeting in Dakar of Gambian dissidents 
with GOS Interior Ministry officials as part of anti-GOTG 
plotting (ref c). According to our source, the GOS angrily 
denied to the GOTG that there had been any such meeting. 
(NOTE: Per ref b, a reported Gambian dissident in the 
meeting, former head of the presidential security force, 

Kalifa Bajinka, phoned a FSN employee and also denied the 
story. END NOTE) 


COMMENT 


5. (C) Following Jammeh\'s pardoning of the convicted 
Senegalese customs officers, rumors of an imminent GOS move 
to close the border with The Gambia in response to the GOTG\'s 
provocations in past months -- e.g., detention of officers, 
meddling in the Casamance -- have subsided. As previously 
reported, though, further moves by Jammeh are needed -- e.g. 
more helpful posture on the Casamance dossier, reining in his 
suspicions of GOS complicity in efforts to destabilize his 
government -- to ensure further reduction of tensions. END 
COMMENT 
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CASAMANCE VIOLENCE NEAR GAMBIAN BORDER 


6. (SBU) Against the backdrop of heightened 
Senegalese/Gambian strains, we note reports in recent weeks 
of an upsurge in violence in the Casamance and an attendant 
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influx of refugees in The Gambia. We note that Voice of 
America reported May 31 that 1,000 or more refugees had fled 
to The Gambia as a result of the latest clashes among rival 
rebel groups in the Casmance. The VOA report is consistent 
with that by a local UN security official monitoring the 
Casamance situation; he told us that the total number of 
Casamance refugees here had increased of late from about 
5,000 to 6,000. Our contacts, including, inter alia, local 
UNHCR officials and NGO reps working with refugees, report 
that the latest incidents of violence in the Casamance have 
not spread to Gambian territory and that refugee crossings 
into The Gambia have proceeded without incident. . 
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E.O. 12958: DECL: 06/04/2017 

TAGS: PREL, MNUC, EAID, KS, KN 

SUBJECT: NORTH-SOUTH MINISTERIAL HITS RICE HEADWIND 
REF: 06 SEOUL 2362 

Classified By: POL M/C Joseph Y. Yun. Reasons 1.4 (b/d) 

1. (C) SUMMARY: In a June 4 briefing for the diplomatic 


community, Um Jong-sik, Director-General for Unification 
Policy Planning at the Ministry of Unification (MOU), 
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described the May 29 - June 1 inter-Korean ministerial talks 
as helpful in that the North Koreans showed up and did not 
walk out early despite the ROKG\'s decision to delay its rice 
assistance to North Korea until progress was made in 
implementing the February 13 \"Initial Actions\" agreement. 
Last summer during the 19th round of inter-Korean ministerial 
talks in Busan, South Korea, the talks ruptured when the DPRK 
failed to secure food aid amidst ROK and international 
concern over DPRK nuclear and missile issues (reftel). At 
the ministerial talks last week, however, the two Koreas 
reached a face-saving joint statement, formally closing the 
talks, noting that they would further study ways to improve 
inter-Korean reconciliation. The two Koreas still planned to 
hold Colonel-level military talks at Panmunjom on June 8, 
some 300 ROK civilians planned to attend festivities in 
Pyongyang to mark the June 15, 2000 inter-Korean summit, and 
the two Koreas planned to hold natural resource talks in 
North Korea later this month. Separately, Lee Jong-ju, MOU 
Director for International Cooperation told poloffs on June 4 
that the two Koreas at the just-concluded ministerial talks 
essentially took a breather. END SUMMARY. 


2. (C) On June 4, Ministry of Unification (MOU) 
Director-General for Unification Policy Planning Um Jong-sik 
gave a briefing to the diplomatic community on the May 29 - 
June 1 inter-Korean ministerial talks. Separately on June 4, 
Lee Jong-ju, MOU Director for Intentional Cooperation met 
with poloffs to discuss inter-Korean relations. 


3. (C) Ministry of Unification (MOU) Director-General Um 
Jong-sik told foreign diplomats on June 4 that the South\'s 
opening position at the May 29 - June 1 ministerial talks: 

(1) emphasized the importance of implementing the February 13 
\"Initial Actions\" agreement expeditiously; (2) briefly laid 

out a vision for the establishment of a peace regime on the 
Korean Peninsula; and (3) proposed inter-Korean cooperation 
projects, such as holding Defense Ministerial talks, 

promoting the Kaesong Industrial Complex, regularizing 
inter-Korean train travel, and resolving the issues of ROK 
POWs and abductees. Asked separately for clarification on 
what the ROK said about its vision for a peace regime, Lee 
Jong-ju, MOU Director for International Cooperation, told us 
that this was not a detailed proposal, but just a reiteration 

of the need to move beyond the current Armistice arrangement. 


4. (C) For its part, the North insisted that it was 
important for the two Koreas to work together to address the 
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factors that were undermining the development of inter-Korean 
relations, Um said. The North\'s opening statement actually 
referred to the \"peoples of Korea\" some twelve times, he 
said, which reinforced the DPRKYs attempt to use this 
bilateral channel to appeal to Korean nationalism. The North 
Korean side pointed to political, military, and economic 
obstacles to greater inter-Korean reconciliation: (1) the ROK 
National Security Law and limits on ROK visitation to 
politically sensitive sites in North Korea; (2) U.S.-ROK 

joint military exercises; and (3) ROK limits on the trade of 
strategic and dual-use goods and technologies. These were 
non-starters from the ROK perspective, but the DPRK felt the 
need to table its issues, Um said. 


5. (C) After opening remarks, the focus of the inter-Korean 
ministerial talks centered on rice loans, the February 13 
agreement, and inter-Korean relations, Um said. Coming into 
these talks, the DPRK had to know that the ROKG would not 
suddenly agree to send rice without Six-Party Talks (6PT) 
progress, so the North Koreans probably had a strict mandate 
to go through the motions without creating problems for 

future progress. In response, the ROKG confirmed that it 
would decide the timing and pace of the rice shipments in 
accordance with progress in implementing the 2/13 agreement 
and that without such progress the provision of rice would be 
unable to win ROK public support. To this, the North Korean 
side argued that all parties needed to make efforts to 
implement the 2/13 agreement; the DPRK was willing to 
implement the 2/13 agreement when the Banco Delta Asia (BDA) 
issue was resolved, Um said. Asked what would happen if the 
BDA issue remained unresolved, Um said he hoped that all 
sides, North Korea, China, and the United States would show 
more flexibility in reaching a resolution to the BDA issue. 

Um said the ROKG used the talks to join with the 

international community in sending the unified message that 
resolution of the North Korea nuclear issue was key to future 
progress for North Korea. 


6. (C) On the promotion of inter-Korean relations, Um noted 
that the ROK delegation stressed that the two Koreas have to 
seek mutual understanding and cooperation to achieve greater 
reconciliation. The North, however, did not want to go into 
specifics on any issue other than rice assistance. The good 
news, Um said, was that North Koreans did not criticize South 
Korean policy in the manner of the past, indicating that the 
DPRK did not want to add more tension into the relationship. 
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7. (C) Um noted that although the ministerial talks did not 
agree on a date for the next round of talks, inter-Korean 
relations were still moving ahead. The Koreas still planned 

to hold Colonel-level military talks on June 8, something 

that the DPRK had requested. He expected that some 300 South 
Korean civilians would attend festivities in Pyongyang 

marking the anniversary of the June 15, 2000 inter-Korean 
summit, although the ROKG had not yet decided how or whether 
it should attend the ceremonies. Finally, the ROK was 
planning on sending a survey team to North Korean Hamgyong 
Province for on-site inspections of natural resource projects 
June 25 to July 5, which is connected with the inter-Korean 
agreement to send some USD 80 million worth of light industry 
raw materials to North Korea. These kinds of events serve as 
an indication of inter-Korean cooperation. As to the future 

of ministerial talks, Um said the fact the joint statement 

did not refer to a date for the next round was not overly 
problematic. North-South ministerial talks on average 
occurred every three to four months, so the ROK expected the 
next round would take place later this fall and could be 
arranged via other inter-Korean channels. 


8. (C) Um concluded by saying that for the ROKG, the 
significance of the just-concluded talks was that they were 
held and completed as scheduled, considering the surrounding 
circumstances. To Seoul, this showed a mature inter-Korean 
relationship that could withstand difficulties. The talks 

also reaffirmed for the South that inter-Korean dialogue is a 
useful channel through which it can deliver its views on the 
nuclear issue to the North. 


9. (C) Separately, Ryoo Kihl-jae, Dean of Academic Affairs 

at Kyungnam University of North Korean Studies and a critic 
of ROKG engagement policy, told us during a June 4 meeting 
that the ROKG made a basic mistake by not making crystal 
clear at the last round of ministerial talks (February 27 - 

March 2) that rice aid would be contingent on implementation 
of the February 13 \"Initial Actions\" agreement. The North 
Koreans were understandably angry at not getting rice aid and 
might have come to Seoul to press the South to live up to its 
own commitment. 


10. (U) The full text of the joint press statement follows 
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(unofficial ROKG translation): 

The 21st Inter-Korean Ministerial Talks were held in Seoul 
from May 29 to June 1, 2007. 


At the talks, the two sides recognized the accomplishments 
and lessons of the past 20 rounds of inter-Korean ministerial 
talks and shared a view that the two sides should develop the 
inter-Korean relations to a higher level that coincides with 

the national spirit of the Korean people. 


At the talks, the two sides thoroughly stated their 
respective positions and consulted in depth on fundamental 
and practical issues concerning the development of the 
inter-Korean relations. 


The two sides agreed to further study issues related to 
promotion of peace on the Korean peninsula and inter-Korean 
reconciliation and cooperation in accordance with the basic 
spirit of the June 15 Joint Declaration. 

END TEXT. 

VERSHBOW 
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DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - DAVID FIRESTEIN 
DEPARTMENT PASS AIT/WASHINGTON 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, TW 
SUBJECT: MEDIA REACTION: U.S.-TAIWAN RELATIONS 


1. Summary: Taiwan\'s major Chinese-language dailies focused news 
coverage June 2-4 on U.S. law enforcement\'s announcement Sunday of 
its having foiled an alleged terrorist plot to bomb the JFK Airport; 

and on the year-end legislative elections and the 2008 presidential 
election. The pro-independence \"Liberty Times\" and its sister 

paper, the English-language \"Taipei Times,\" both ran an exclusive 
news story June 4 that quoted an ex-chief of staff to former 
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Secretary of State Colin Powell as telling WEsquireW magazine that 
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hawkish U.S. officials had encouraged President Chen Shui-bian\'s 
administration to move toward a declaration of independence. 


2. In terms of editorials and commentaries, an op-ed in the 
mass-circulation \"Apple Daily\" discussed President Chen\'s video 
conference with the National Press Club last week. The article said 
Washington has decided to put aside the Taiwan card for the time 

being, because it does not want to mislead Taiwan and thus 

unexpectedly accelerate the deterioration of U.S.-China ties. A 

\"Liberty Times\" commentary commented on the Pentagon\'s recent report 
on Chinese military power and urged Taiwan to continue pushing for 

the nation\'s normalization process now, before China has the 

capability to attack Taiwan. An editorial in the centrist, 

KMT-leaning \"China Times\" discussed the American Chamber of 
Commerce\'s (AmCham) annual white paper on Taiwan and urged the DPP 
administration to listen to AmCham\'s warning. End summary. 


3. U.S.-Taiwan Relations 


A) \"Taiwan Talking about Human Rights -- a Headache for the United 
States\" 


Emerson Chang, director of the Department of International Studies 
at Nan Hua University, opined in the mass-circulation \"Apple Daily\" 
[circulation: 520,000] (6/4): 


\"... First, the United States\' upholding democracy and human rights 
is primarily for its national interests rather than on moral 

grounds. ... It may sound right for Taiwan when Chen Shui-bian 
emphasized human rights [during his video conference with the 
journalists in Washington]. But for the United States, such a move 
likely violates the U.S. national interests and was thus difficult 

to win the United States\' recognition. ... Second, the United States 
defines Taiwan\'s development of the ground-to-ground missiles as of 
an offensive nature. [Such a position] was reflected in AIT 

Director Stephen Young\'s remarks made in early May, and it is 
closely related to Taiwan\'s call for maintaining flexibility with 

regard to its options for [the island\'s] future. ... 


Y... [E]ven though chances are slim for China-U.S. relations to 

improve in the short term because of the shortage of positive 
conclusions from the China-U.S. Strategic Economic Dialogue and from 
[the Pentagon\'s] report on Chinese military power, Washington still 
decided to put aside the Taiwan card for the time being so as not to 
mislead Taiwan and unexpectedly accelerate the deterioration of 
China-U.S. ties. This is the main reason behind the current impasse 

in Taiwan-U.S. relations, despite the fact that Taiwan is now in a 
favorable position in the triangular relationship (meaning that both 
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China and the United States are now engaged in strong competition 
with each other in economic, military and strategic aspects.)\" 


B) \"A Nation\'s Normalization Must Not Be Deterred by the Use of 
Force\" 


Cao Changqing, China-born freelance journalist based in U.S., noted 
in the \"Weekly Commentary\" of the pro-independence \"Liberty Times\" 
[circulation: 500,000] (6/3): 


\"The \Military Power of the PeopleWs Republic of China 2007\' report 
released by the Pentagon a week ago indicated that China is rapidly 
expanding its military power, and its capability of threatening its 
neighboring countries is on the rise. On the other hand, however, 
China is facing various factors of instability inside the country. 
Taiwan and other Asian countries ought to keep alert but need not 
feel panic about it. The report also clearly indicated that, as of 

now, the People\'s Liberation Army does not have the capability to 
attack Taiwan, particularly in the case of U.S. intervention. 


\"China\'s growing military buildup alone is likely to cripple the 
United States\' influence in Asia, and it will directly threaten the 
United States\' democratic ideals and its strategic interests in the 
entire Asia-Pacific area if China uses force against Taiwan. Thus 
the U.S. military has a fundamental internal consensus over [the 
U.S.] intervention in the conflicts across the Taiwan Strait. ... 


\"While the internal and external situations both fail to help, China 

is naturally incapable of using force against Taiwan; all it can do 

is to threaten and coerce [the island]. But this does not mean that 
Taiwan can lower its guard and therefore does not need to purchase 
any weapons. In reality, Taiwan needs to possess powerful defense 
capabilities, no matter under what kind of situation, so that it has 


the power to resist in case of attacks, and it can demonstrate the 
island\'s determination and strength to defend itself in an attempt 
to discourage Beijing. In the meantime, Taiwan should also 
proactively strive to push for the normalization of the nation, 
making it a reality before China has sufficient military power to 
attack Taiwan. This is a difficult but completely plausible 
process, and the key lies in the Green camp\'s confidence and 
determination.\" 


C) \"[Like a] Dog Barking at the Train Each Year, What Else Can 
[Americans] Do?" 


The centrist, KMT-leaning \"China Times\" [circulation: 400,000] 
editorialized (6/4): 


Y... The American Chamber of Commerce (AmCham) said in its annual 
white paper that Taiwan will be in big trouble as early as next year 
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if it fails to ease its restrictions on cross-Strait exchanges and 
trade. Such [a position] is nearly consistent with the warning 
given by AIT Taipei Director Stephen Young in May, in which he said 
that the slower Taiwan opens the three links, \'the bigger the risks 
are [for the island] to be isolated from the trend of regional 
integration.\' All these have indicated that the United States has 
held deep apprehension over the trend of Taiwan being gradually 
marginalized. Despite the business interests of U.S. firms, for the 
United States, a Taiwan that is isolated from the international 
political system can remain functioning. But it will bode ill if 
Taiwan is gradually isolated also by the international economic 
system. ... 


\"This paper has reminded more than once regarding the timetable for 
economic integration in East Asia in 2008 and 2012. But 
unfortunately, the ruling party not only does not care about it but 
has also sought to isolate itself from this megatrend. Whoever 
attaches great importance to this topic will be labeled as 
pro-unification. ... The fact that foreign chambers of commerce are 
willing to write a white paper each year indicated that they value 
[Taiwan] and still want to stay here. It will be too late [for 

Taiwan] to argue what should be done or what should not be done if 
someday these foreigners do not feel like publishing an annual 
paper!\" 


YOUNG 


110702 

OO RUEHWEB 

DE RUEHTH #1145 1550932 

ZNY CCCCC ZZH 

O 040932Z JUN 07 

FM AMEMBASSY ATHENS 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9325 

INFO RUCNCFE/CONVENTIONAL ARMED FORCES IN EUROPE COLLECTIVE 
RUEHNO/USMISSION USNATO BRUSSELS BE PRIORITY 
RUEKJCS/SECDEF WASHINGTON DC PRIORITY 
RHMFISS/JOINT STAFF WASHINGTON DC PRIORITY 


SIPDIS 

SIPDIS 

E.O. 12958: DECL: 06/04/2017 

TAGS: GR, KCFE, NATO, PARM, PREL 

SUBJECT: GREECE PREPARED TO DISCUSS RUSSIA/CFE AT HLTF JUNE 
8 


REF: SECSTATE 75293 


Column 3 
Classified By: POLCOUNS ROBIN QUINVILLE. REASONS 1.4 (B) AND (D). 


1. (C) On June 1, A/Polcouns delivered reftel points on 

Russia and the CFE Treaty to MFA D2 NATO Directorate Deputy 
Director Chronis Polychroniou. While Greek positions on CFE 
and Russia have in the past tracked closely with U.S. 

positions, Polychroniou could not provide an immediate 
response to the demarche. Polychroniou said that the MFA 
planned to consult with the MOD during the week of June 4-8, 
and that he would be prepared to discuss the Greek position 

at the HLTF meeting in Brussels scheduled for June 8. 
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SUMMARY 


1. (SBU) The conclusion of the regional anti-trafficking 
\"Operation Danube\" led to the arrest of 19 Macedonian 
citizens on TIP-related charges on May 29. Ministry of 
Interior (MOI) officials credit good regional cooperation and 
the use of special investigative measures for the success of 
the operation. Despite clear signs of trafficking, 
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Macedonian authorities acknowledge that difficulties related 

to securing solid evidence will make it hard to prosecute the 
perpetrators on TIP charges. They are determined, however, 

to see the suspects convicted and given the maximum allowable 
TIP-related sentences. End summary. 


REGIONAL ANTI-TIP OPERATION YIELDS RESULTS IN SEVEN 
COUNTRIES... 


2. (U) Ina May 30 meeting with PolOff and a DOJ 
representative, MOI Chief Inspectors for Combating TIP and 
Illegal Migration (TIP Sector) Mome Jakomovski and Ljupco 
Markudov reviewed the transnational anti-TIP \"Operation 
Danube,\" which concluded in Macedonia on May 29 with the 
arrest of 19 suspects. 


3. (SBU) Coordinated by the Southeast European Cooperative 
Initiative (SECI) Center, the secret, transnational operation 
was conducted by police and prosecutors on the territories of 
Macedonia, Kosovo, Albania, Bosnia, Serbia, Croatia, 
Slovenia, and Austria. Launched on December 12, 2006, the 
operation traced the activities of a well-organized 
transnational TIP network through the use of special 
investigative measures. Five Macedonian officers from the 
TIP Sector knew the details of the whole operation, which was 
concluded on May 29 in all of the countries involved, with 

the exception of Serbia and Slovenia. Due to national legal 
requirements, Slovenia concluded its part of the operation on 
May 5 with the arrest of five suspects, while Serbia 

concluded its part on May 28 with the arrest of 11 suspects, 
according to MOI contacts. 


..32 VICTIMS OF LABOR EXPLOITATION/ILLEGAL MIGRANTS 


4. (SBU) As part of Macedonia\'s contribution to the 
investigation, the MOI\'s TIP Sector was authorized to use 
surveillance and controlled deliveries during the period 
January 5-May 29, 2007. Over a period of five months, these 
special investigative measures revealed smuggling of three 
Turkish Kurds and 29 Chinese, 16 of whom were arrested, 
interviewed and deported back to their country of origin at 
the expense of the MOI. The testimony of the arrestees 
showed that they were confused regarding their whereabouts 
and knew only that \"they wanted to be in Europe.\" The usual 
story was that the potential migrant had paid USD 2,000 to 
someone in China, with the understanding that the migrant 
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owed an additional USD 15,000 upon commencement of work in an 
EU country, usually Greece or Austria. 


5.(SBU) Relating the story of one of the migrants, who in 
five years had not managed to settle his debt to his 
trafficker, Chief Inspector Jakomovski suggested that the 
majority of the arrested illegal migrants were TIP victims 

for labor exploitation, but noted the lack of solid evidence 
available for trying a \"pure TIP\" case under Art. 418a of the 
Macedonian Criminal Code. 


...19 SUSPECTED MEMBERS OF AN ELABORATE TIP OPERATION 


6. (SBU) The May 29 conclusion of \"Operation Danube\" led to 
the arrest of 19 suspects in Macedonia. By May 30, an 
investigative judge had ordered pre-trial detention for 12 of 

the main suspects, including the alleged ring-leaders: Naser 
Shemturek, Nexhati Ajdari, and Olivera Trajkovska. Special 
Organized Crime Prosecutor Slavica Temelkovski will prosecute 
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the case on the basis of Criminal Code Art. 418b (\"smuggling 
of migrants\") and Art. 418c (\"organizing a group for TIP or 
smuggling\"). If convicted, the main suspects could get up to 
10 years in prison. 


COMMENT 


7.(SBU) Following recent successful anti-TIP raids (reftel) 

in western Macedonia, the completion of \"Operation Danube\" 
shows the Macedonian government\'s (GOM) readiness to 
participate effectively in regional efforts to combat TIP. 
Anti-TIP officials in the GOM seem determined to seek the 
stiffest possible sentences in these cases. Post will press 

the GOM to speed up prosecutions in these recent TIP cases, 
and to ensure that any convictions are in fact accompanied by 
stiff sentences. 

MILOVANOVIC 
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Per reftel, the Uzbekistan 2007 Foreign Labor Trends (FLT) Report 
follows: 


TABLE OF CONTENTS 
Uzbekistan 2007 


I. SUMMARY OF MAJOR DEVELOPMENTS 

A. DESCRIPTION OF THE LABOR SCENE 

B. LABOR LAW AND SYSTEM 

C. LABOR STANDARDS AND WORKER RIGHTS 
Il. FOREIGN INVESTMENT POTENTIAL 

II. DIRECTORY OF LABOR CONTACTS 

IV. KEY SOURCES 


SUMMARY OF MAJOR DEVELOPMENTS 


With approximately 27.3 million people, an abundance of natural 
resources, and a decent but weakening infrastructure, Uzbekistan has 
all the ingredients needed to become a regional economic powerhouse. 
Lack of macroeconomic and structural reforms, however, deter many 
foreign investors, leaving Uzbekistan with one of the lowest levels 

of foreign direct investment (FDI) per capita in the former Soviet 
Union. Employees are legally entitled to a wide range of rights, 

many on the books since the Soviet era, such as the right to social 
protection and the right to join a trade union. However, in 

practice, many of these rights are not properly enforced and are 

left to management for interpretation. 


BACKGROUND 


A socialist republic was established in 1924. During the Soviet 
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era, intensive production of \"white gold\" (cotton) and grain led to 
overuse of agrochemicals and the depletion of water supplies, which 
have left the land poisoned and the Aral Sea and certain rivers half 
dry. Independent since 1991, the country seeks to develop its 
mineral and petroleum reserves. Current concerns include terrorism 
by Islamic militants, economic stagnation, and the curtailment of 
human rights and democratization. 


Uzbekistan is an authoritarian state with limited civil rights. The 

Oliy Majlis (Parliament) consists entirely of officials appointed by 

the President and members of the parties that support him. 

Parliament has both an Upper House or Senate (100 seats: 84 members 
are elected by regional governing councils to serve five-year terms 

and 16 are appointed by the president) and a Lower House or 
Legislative Chamber (120 seats elected by popular vote to serve 
five-year terms). 


The government is secular, with no official state religion. The 
government, however, shows its support for the country\'s Muslim 
heritage by funding an Islamic University and facilitating citizens\' 
participation in the Hajj. The government promotes a moderate 

version of Islam through the control and financing of the Muslim 

Board of Uzbekistan. This Board controls the Islamic hierarchy, the 
content of imams\' sermons and the volume and substance of published 
Islamic materials. 


With approximately 27.3 million people, Uzbekistan is by far the 
most populous of the five Central Asian Republics of the former 
Soviet Union. The capital Tashkent has a population of 2.5 million. 
Situated on the ancient Silk Road between Europe and the Far East, 
the cities of Samarkand, Bukhara and Khiva have been centers of 
commerce and trade for centuries and have undergone little 
renovation since the dissolution of the Soviet Union in 1991. 


Uzbekistan has all the ingredients needed to become a regional 
economic powerhouse: a literate and entrepreneurial population, a 
central location at the crossroads of Central Asia, and relatively 
good infrastructure and rich mineral resources. However, the 
government\'s extremely restrictive trade policies severely 
discourage business activity and have begun to promote Uzbekistan\'s 
accelerating economic decline. The main political factor affecting 
the business climate in Uzbekistan is corruption. Another key 
factor is stringent Soviet-style centralization of power, with 
important decisions only made at the top. There is also societal 
discrimination against women and persons with disabilities. 


The failure to reform has strained relations with the International 
Monetary Fund (IMF) and most other international financial 
institutions. Lack of macroeconomic and structural reforms has led 
to the failure to privatize state-owned enterprises, an inefficient 
bureaucracy, and systemic corruption. Uzbekistan\'s policies have 
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created a multitude of problems for businesses and investors. From 
1996 until the spring of 2003, the official and so-called 

\"commercial\" exchange rates were highly overvalued. Many businesses 
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and individuals were unable to buy dollars legally at these rates, 

so a widespread black market developed to meet hard currency demand. 
However, by mid-2003, the gap between the black market, official, 
and commercial rates had been reduced to approximately 8%. From 
2004 to 2007, the gap between the two rates was negligible. 
Although the unification of the exchange rates was a positive 
development, government restrictions in 2004 on the amount of local 
currency and hard currency that could be carried across the Uzbek 
border in either direction lessened the effect of currency 
convertibility on the Uzbek economy. The government continues to 
stifle economic growth by tightly controlling access to soum in 

order to prohibit inflation and to place downward pressure on the 
exchange rate. 


DESCRIPTION OF THE LABOR SCENE 
Government 


The Ministry of Labor and Social Protection (MOLSP) is divided into 
the following departments: Monitoring and Labor Regulations 
Development, Demography, Job Markets and Employment, Pensions, and 
Social Aid and Support. The Ministry also includes several Bureaus: 
Incomes and Expenditures of the Off-budget Pensions Foundation, 
Incomes and Expenditures of the State Employment Foundation, 
Financial/Economic Planning and Social Protection, and Safety at 
Work. Other offices in the Labor Ministry are: State Inspection of 
Worker\'s Rights, Republican Inspection on Appraisal and 
Rehabilitation of Invalids, Administration, Personnel Bureau, and 
the Chancellery. The Ministry of Labor also includes regional 
offices, a Tashkent headquarters, the MOLSP of the Republic of 
Karakalpakstan, district (town) offices of labor, employment and 
social protection and district (town) offices of social insurance. 


The following ministries and governmental bodies also have labor 
functions and responsibilities: The Ministry of Economy; regional 
Departments of Labor and Social Protection; and regional Economy 
Departments. 


Unions 


The most significant and all-encompassing union in the country is 
the state-run Board of the Trade Union Federation of Uzbekistan. 
There are regional and industrial trade union committees that 
operate under this main board and have local responsibilities, all 
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of which are state-owned. 


Employers 


There is a state-run Chamber of Commerce and Industry. Employees of 
either state owned or foreign owned enterprises enjoy many rights by 
law, such as minimum wage and pensions. However, in practice these 
laws are left to interpretation. There is no state institution 

responsible for labor arbitration. The general court system, where 

civil and criminal cases are tried, is responsible for resolving 
labor-related disputes. This can be done on a regional or 

city-level. The Supreme Economic Court is responsible for resolving 
economic cases at the national level. 


The Economy and Labor 


There are no reliable unemployment statistics, but the number of 
unemployed and underemployed is widely considered to be high and 
growing. Underemployment in the agricultural sector is particularly 
high, which is important given the fact that over 60% of the 
population is rural-based. A stagnant economy has contributed to an 
accelerated migration of workers, mainly to Russia and Kazakhstan. 


The government unofficially restricts the amount of soum that banks 
are allowed to release into circulation. The largest strike since 
independence took place in August 2003 at the Ferghana Refinery with 
more than 2,000 workers striking when they had not been paid for 
more than six months and had not received other benefits since 2001. 
Other large strikes have occurred in Angren and other parts of the 
country. It is not believed that workers\' rights organizations 

organized these strikes. 


Following the government\'s exchange rate adjustment in October 2003, 
wage arrears by state-owned enterprises reached record amounts. 
Despite promises to the IMF that wage arrears would all be 

completely paid by April 2004, the problem persists, although at a 
lesser level than in 2003-2004. 


Although the official rate of inflation declined from 7.8% in 2005 
to 6.8% in 2006, international financial institutions estimated it 
was 25-30% or higher. In 2004, the government slashed several 
thousands of civil service jobs. Foreign Direct Investment (FDI), 
one of the lowest in the region, continues to decrease. 
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Unemployment tied to escalating rates of underemployment and hidden 
employment make the figures nearly impossible to calculate. 


Women comprise 42 percent of the labor force, with more than half of 
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them concentrated in the health, education and culture sectors. 


The accelerating economic decline in Uzbekistan has led many 
laborers to migrate mostly to neighboring Kazakhstan or Russia 
looking for work. Uzbek labor migrants, mostly illegal, flock to 
Russia, Kazakhstan, and other countries to work in construction, 
agriculture, textiles processing, and other service sectors. 


Uzbekistan, along with the U.S., Kyrgyzstan, Kazakhstan and 
Turkmenistan, signed a regional Trade and Investment Framework 
Agreement (TIFA) in 2004. The TIFA would reduce barriers to trade 
within the region and increase total regional trade figures. The 
impact this agreement has on workers in Uzbekistan or on U.S. 
employment is being studied. 


LABOR LAW AND SYSTEM 


The Labor Code establishes the following rights and guarantees: 
right to fair remuneration of labor, right to holidays with pay; 

right to social protection, right to have normal working conditions, 
right to be a trade union member; and right to appeal to the court 
if labor rights have been violated. 


The Labor Code also regulates child labor. The law establishes a 
right to have a part-time job beginning from the age of 14, if 

written approval has been given by the parents. However, in 
practice, restrictions on child labor are applied very liberally, 
especially during the cotton harvest season, when schools are closed 
in most regions outside of Tashkent to encourage all families to 

allow their children to work in the fields. Children, many as young 

as 7 or 8, routinely work in family businesses in the cities during 
school holidays and vacations. 


There are no non-State workers\' rights organizations in Uzbekistan. 
Individual state-owned enterprises have their own inspection 
services, and state-run trade unions are also responsible for safety 
inspections. The General Prosecutor\'s office is responsible for 
implementation of labor legislation, including supervision of 
recovery of arrears for employees working in the private sector. 


Despite constitutional provisions for an independent judiciary, the 
executive branch heavily influences the courts in both civil and 
criminal cases and does not ensure due process. The President 
appoints or approves judges for 5-7 year terms and has power to 
remove judges. Corruption among judges remains a problem. 


The majority of the labor legislative framework was established 
during the Soviet Union (established in 1955-1956 primarily). These 
laws have been marginally updated following independence in the 
early 1990s. However, the previous methodology still applies to 
social security and other employee benefits. The most significant 
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labor laws adopted since independence include: The Labor Code of the 
Republic of Uzbekistan (1996) and the Law \"On Employment" (1992, 
amended in 1998). No significant changes have been made to the labor 
code since 1996. 


Uzbekistan has ratified ILO Conventions on Forced Labor; 40-Hour 
Week; Holidays with Pay; Rights to Organize and Collective 
Bargaining; Equal Remuneration; Maternity Protection; Abolition of 
Forced Labor; Discrimination; Employment Policy; Workers\' 
Representatives; and Collective Bargaining. 


LABOR STANDARDS AND WORKER RIGHTS 
The Right of Association 


The law provides that all workers have the right to form and join 
voluntarily unions of their choice, and that trade unions themselves 
may associate voluntarily by geographic region or industry sector. 
However, workers do not do so in practice. Membership in trade 
unions is optional. The law also declares that all unions are 
independent of governmental administrative and economic bodies. 
(Some exceptions are made by other laws.) The law states that trade 
unions should develop their own charters, structure, and executive 
bodies and organize their own work. However, trade unions remained 
centralized hierarchically and dependent on the government. No 
alternative union structures or independent unions exist. Although 
the law prohibits discrimination against union members and officers, 
it was irrelevant due to unions\' close relationship with the 
government. 


There are a few professional associations and interest groups, such 
as a union of entrepreneurs, union of renters, an association of 
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private physicians and pharmacists, and registered professional 
associations for judges and lawyers (quasi-governmental). The 
professional associations do not license members or advocate their 
interests in relation to the government. They are purely for 
professional development. 


The law prohibits discrimination against union members and their 
officers. 


The law allows unions to choose their own international affiliation, 
but none has done that. 


The Right to Organize and Bargain Collectively 


Unions and their officers are not free to conduct their activities 
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without interference from the government. Although laws exist to 
safeguard the right to organize and bargain collectively, they are 
not adequate to protect this right in practice. Trade unions are 
state-organized institutions and have little influence except some 
input on health and work safety issues. 


Trade unions may conclude agreements with enterprises. However, 
progress in privatization is very limited and collective bargaining 
does not occur. As a result, there was no experience with 
negotiations that could be described as adversarial between unions 
and private employers. The State is still the major employer, and 
union leaders are state-appointed. 


The Ministry of Labor and the Ministry of Finance, in consultation 

with the Council of the Federation of Trade Unions (CFTU), set wages 
for various categories of government employees. In the small private 
sector, management established wages or negotiated for them with the 
employment officials. 


The trade union law does not mention strikes or cite a right to 
strike. The law does give unions oversight for both individual and 
collective labor disputes, which are defined as those involving 
alleged violations of labor laws, workers\' rights or collective 
agreements. 


There are no export processing zones. 


The government has ratified ILO Convention 98 on Freedom of 
Association and Collective Bargaining. 


Prohibition of Forced or Compulsory Labor 


The Constitution specifically prohibits forced or bonded labor, 
including by children, except as legal punishment or as specified by 
law. However, such practices have been reported to occur. There are 
reports of continued mobilization of youth for work in the cotton 
harvest. 


The government has ratified ILO Conventions 29 and 105 on 
Elimination of Forced and Compulsory Labor. 


Status of Child Labor Practices and Minimum Age for Employment 


The Constitution provides for free compulsory education through 
secondary school. The government\'s education reform program has 
expanded the compulsory form of study from 9 to 12 years and has 
increased the level of pre-professional training. However, 

shortages and budget difficulties have led to education expenses 
having to be paid privately by parents. 


The Labor Code mandates that the minimum working age is 16. Work 
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must not interfere with the studies of those under 18. Children 
between the ages of 14 and 16 may only work with written permission 
of parents. They may work 20 hours per week when school is not in 
session and 10 hours per week when school is in session. Children 
between the ages of 16 and 18 may work 30 hours per week while 
school is not in session and 15 hours per week while school is in 
session. Persons under 18 must undergo an annual medical health 
examination at the employer\'s expense. There are extensive 
regulations on working conditions of the underage, including a 
prohibition of night shifts and limitations on manual lifting. 


The Ministry works with the ILO\'s program on child labor in 
Uzbekistan. The government has not yet ratified ILO Conventions 138 
on minimum age of employment or 182 on the worst forms of child 
labor. 


The large-scale compulsory mobilization of youth and students to 
help with the cotton harvest during the fall-a practice that dates 
back to Soviet days-continues in some areas. Students in cotton 
fields are poorly paid and are sometimes required to pay for their 
food. There have been reports that local officials beat some 
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teachers who objected to their students being removed from class to 
participate in the harvest. A joint legal resolution issued by the 
Ministry of Labor and Ministry of Health, and registered by the 
Ministry of Justice in September 2001 (No. 1040), lists cotton 
picking and other forms of child labor in the national list of 
unfavorable working conditions prohibited to workers under 18 years 
of age. 


The Ministry of Labor and the Prosecutor\'s office are the principal 
bodies responsible for reporting violations to the Prosecutor\'s 
office. The law provides for criminal and administrative sanctions 
to punish violators. Sanctions were not adequate to punish or to 
deter violations related to the cotton harvest, or were not 
enforced. There were no reports of prosecutions or administrative 
sanctions resulting from such inspections. 


Discrimination in Employment 


The law does not prohibit sexual harassment. Social norms and the 
lack of legal recourse make it difficult to assess the scope of the 
problem. Although the law prohibits discrimination against women, 
traditional, cultural, and religious practices limited their role in 

society. Women are severely underrepresented in high-level 
positions. However, women who open businesses or seek careers are 
not hindered legally. Women are underrepresented in the industrial 
sector, but well represented in the agricultural and small business 
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sectors. A deputy prime minister is charged with furthering the 
role of women in society. 


The law provides for support for persons with disabilities; however, 
little attempt is made to bring the disabled into the mainstream. 


Ethnic groups other than Uzbeks, particularly Russians, complain 
about job opportunities being limited for them. Senior positions in 

the government bureaucracy and business generally are reserved for 
ethnic Uzbeks, although there are exceptions. The requirement to 
speak and read the Uzbek language in government jobs is often cited 
as a limiting factor for ethnic Russians. 


The government has ratified ILO Conventions 100 and 111 on the 
Elimination of Discrimination in Respect of Employment and 
Occupation. 


Acceptable Conditions of Work 


The Ministry of Labor in consultation with the CFTU sets the minimum 
wage. In 2005, the minimum wage was approximately 9,400 soum 
($8.25) per month. In October 2006 the minimum wage was raised to 
12,420 soum ($10) per month. The minimum wage does not provide a 
decent standard of living for a worker and family. Average 
government salaries are approximately $35 to $40 per month, but 
slightly higher in Tashkent. 


The standard work week is set at 40 hours with a required 24-hour 
rest period. Some factories reduce work hours to avoid layoffs. 
Overtime pay exists in theory but not in practice. Payment arrears 

of four to six months are not uncommon for workers in state-owned 
industries and government offices, though the problem is less severe 
than in 2003-2004. 


The MOLSP establishes and enforces occupational health and safety 
standards in consultation with the unions. The local press 
occasionally publishes complaints about the failure of unions and 
government officials to promote worker safety. Workers in hazardous 
jobs often lack protective clothing and equipment. Workers are 
permitted to leave jobs that are hazardous without jeopardizing 

their employability in other jobs. There are high rates of 
underemployment. 


Trafficking in Persons (TIP) 


Uzbekistan is primarily a source, and, to a lesser extent, a transit 
country for trafficking. Typically, women are trafficked for sexual 
exploitation and men for labor exploitation. The main destination 
countries for female trafficking victims are the United Arab 
Emirates, Israel, Turkey, South Korea, Thailand, Malaysia, Western 
Europe, and other former Soviet states. Men are trafficked to 
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Russia and Kazakhstan for exploitation in construction, agriculture 
and service sectors. Uzbekistan\'s 2005 entry into the Eurasian 
Economic Community (EurAsEc) could help to harmonize migration 
legislation. The government has taken some steps to address 
trafficking, including cooperating with a local NGO to facilitate 
repatriation of victims. 


Social Safety Net 
The legal framework covering the social security system has been 
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changed very little since the Soviet era when unemployment was rare, 
and everyone received free healthcare and some sort of pension. The 
reality today, however, is that these regulations are not followed, 

or, due to the declining economic situation, benefits have 

unofficially decreased. The pension system, for example, has not 
changed since the Soviet era and is calculated by the number of 

years the person has worked. Females over 55 and males over 60 are 
supposed to receive their pension monthly. However, 
government-inflicted cash shortages have delayed these payments, in 
some cases for more than 5-6 months. The 2006 minimum pension is 
24,600 soum ($20) per month, while the maximum pension is 
approximately 40,000 soum ($35) per month. The legal framework also 
covers benefits for the disabled and surviving dependents. 


Official maternity benefits are extended for 70 days before 

childbirth and until 56 days after. For up to two years after the 

child is born, the employers frequently pay a small salary to women 

of around 12,240 soum ($10) per month, although law does not mandate 
this. The mahalla (neighborhood) committees pay a small allowance 
monthly on a case-by-case basis for low-income families receiving 

less than minimum wage. A woman is entitled to three years of 

unpaid leave after childbirth. Paternity benefits are not covered 

in Uzbek law. Anecdotal reports indicate that the majority of 

employers abide by maternity benefit regulations. 


On paper, all Uzbek citizens are covered by a universal healthcare 
system, with free medical care and medicines. However, the reality 
is that the majority of patients pay an average of $5-10 for a 

doctor visit. Women have reported that, for certain doctors, they 
have had to provide sterile gloves and paper for the examination 
table before they would be seen. Since 1996, there has been an 
increased privatization of medical services. There are now many 
private clinics, with more modern equipment, where Uzbeks can pay 
for improved care. 


FOREIGN INVESTMENT POTENTIAL 
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It is the declared policy of the government to attract foreign 
investment. Direct foreign investors have in the past been granted 
a host of incentives on a case-by-case basis, including tax 

holidays, duty-free capital goods imports, and protection against 
expropriation. However, legislative requirements for these benefits 
are ambiguous, processes and procedures are cumbersome, and the 
regulatory environment is capricious. While these conditions 
provide opportunities for companies in a position to turn special 
decrees and privileges to their advantage, most potential investors 
are deterred. As a result, Uzbekistan has so far attracted less 
foreign direct investment per capita than other countries in the 
region despite its strategic location and considerable economic 
potential. There are no official limits on foreign ownership or 

control of enterprises in Uzbekistan, although the government keeps 
a controlling share in a number of strategic industries (such as 
mining, agriculture, machinery manufacturing). Local companies 
frequently seek international registration in order to receive 

better treatment in tenders with the government. 


Literacy in Uzbekistan is reportedly almost universal, and workers 
are generally well educated and trained. Most local technical and 
managerial training does not meet international business standards, 
but foreign companies engaged in production report that Uzbek 
workers learn quickly and work effectively. In the past the 
government emphasized foreign education, sending students to the 
United States, Europe and Japan for university degrees. Several 
hundred studied on Presidential scholarships requiring a five-year 
commitment to work for the government upon their return home. Some 
American companies have offered special training programs in the 
U.S. to their local employees. With the closure or downsizing of 
many foreign firms, it is relatively easy to find qualified, 

well-trained employees, and salaries are very low by Western 
standards. However, many skilled workers have left the country to 
find higher paying jobs abroad, particularly in Kazakhstan. Salary 
caps, implemented to prevent firms from circumventing cash 
withdrawal restrictions, prevent many foreign firms from paying 
their workers as much as they would like. 


Labor market regulation in Uzbekistan is similar to that of the 
Soviet Union, with all rights guaranteed but many rights unobserved 
or under-enforced. Past cases of workers striking included: Turkish 
construction workers striking against their Turkish employer over 
working conditions, textile workers who picketed in front of the 
Ministry of Light Industry due to nonpayment of wages, large-scale 
bazaar strikes in light of stark increases in stall fees, an 

increase in taxes on imported products, and strikes due to wage 
arrears. 


DIRECTORY OF LABOR CONTACTS 
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GOVERNMENT 

Acting Minister of Labor and Social Protection (MOLSP) 
Mr. Aktam Akhmadovich Haitov, 

Phone: 139-88-20; 139-43-88 


Deputy Minister of Labor 
Kozimjon Fozilovich Komilov 


Deputy Minister for Labor Issues 
Botir Alimukhamedov 


Chief of the Agency on Labor and Migration Affairs 
under the MOLSP 

Mr. Gafur Shavkatovich Usmanov 

Phone: 152-33-79 

EMPLOYERS (Government-run) 


Chairman, Chamber of Commerce and Industry 
Mr. Alisher Shaikhov 


TRADE UNIONS (Government-run) 

Chairwoman, Council of Federation of the Trade Unions 
Ms. Dilbar Nabievna Jahongirova 

Phone: 152-21-18 

KEY SOURCES 


Country Commercial Guide, Uzbekistan, prepared by U.S. Embassy, 
Tashkent, July 2003. 


Country Report on Human Rights Practices, 2005. U.S. Department of 
State (www.state.gov), published March 8, 2006 


Key Indicators of the Labor Market-3rd edition, International Labor 
Organization, Geneva 2003 


Common Country Assessment, United Nations, 2003 


Social Security Programs throughout the World. Social Security 
Administration (www.ssa.gov) 


Uzbekistan Country Profile. World Bank (www.worldbank.org) 


Ministry of Labor and Social Protection, Tashkent, Uzbekistan 
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Index of Economic Freedom. Heritage Foundation (www.heritage.org) 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: BEXP, ETRD, BA, ECTRD 

SUBJECT: US-BAHRAIN BUSINESS COUNCIL COMPLETES SUCCESSFUL 
VISIT TO BAHRAIN 


1. (U) A trade delegation of 12 American companies organized 

by the newly-established U.S.-Bahrain Business Council 

(USBBC) traveled to Bahrain May 29-31 in a successful visit 

that included calls on senior Bahrain officials and meetings 

with a broad range of the Bahrain business community. The 
delegation members were pleased with the warm reception they 
received, and the USBBC announced plans to return in November 
with an even larger delegation. 


2. (U) The USBBC was officially launched on September 14, 
2006 at a ceremony held at the Washington headquarters of the 
U.S. Chamber of Commerce. It initially has operated out of 

an office at the Chamber, and recently hired an executive 
director, Salma Habib, and elected as its chairman James 
Godec of Overland Capital Group. Its membership includes 
both Bahraini and American companies, and its founding was 
clearly linked to the signing of the free trade agreement and 

the desire to take advantage of the opportunities offered by 

the FTA. 


3. (SBU) Prime Minister Shaikh Khalifa met the delegation on 
May 29 and hailed its efforts to increase trade between the 
U.S. and Bahrain. He noted that, despite the difficult 
regional environment, there is still strong interest in trade 
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between the countries of the Gulf and the United States. He 
praised the FTA, observing that others in the Gulf had been 
critical when Bahrain first signed it but \"now they want to 

copy us.\" Minister of Commerce and Industry Hassan Fakhro, 
in a separate meeting, welcomed the first American trade 
mission to Bahrain since the signing of the FTA, saying that 

it highlighted how close the bilateral relationship is. He 
stressed that Bahrain would do all it could to maximize the 
benefits of the FTA. 


4. (SBU) Governor of the Bahrain Central Bank Rashid 
Al-Maraj, in his meeting with the delegation, highlighted the 
openness of Bahrain\'s financial sector, pointing out that for 
many years Bahrain, in contrast to the rest of the region, 
has allowed foreign financial institutions to compete without 
restrictions and on an equal footing with domestic banks. He 
reaffirmed Bahrain\'s commitment to continue the dinar peg to 
the dollar, believing this commitment provides an important 
signal of transparency and stability to the business 
community. He also stressed the role the central bank has 
played in developing a legal framework for Islamic banking, 
which has taken off in Bahrain in recent years. 


5. (U) The delegation also met with the Ministers of Finance 
and Housing/Public Works and the Chairman of the Economic 
Development Board, visited the new Bahrain Industrial 
Investment Park and Bahrain Investment Wharf, as well as the 
Bahrain Investors Center, and met with a range of business 
leaders, including the board of the Bahrain Chamber of 
Commerce and Industry. 
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Visit Embassy Manama\'s Classified Website: 
http://www.state.sgov.gov/p/nea/manama/ 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkk 


MONROE 


110706 

RR RUEHDA 

DE RUEHDA #0073/01 1550959 

ZNR UUUUU ZZH 

R 040959Z JUN 07 

FM AMCONSUL ADANA 

TO RUEHC/SECSTATE WASHDC 4525 
INFO RUEUITH/AFOSI DET 521 ANKARA TU 
RUEHAK/AMEMBASSY ANKARA 1070 
RHEFDIA/DIA WASHINGTON DC 
RUEHIT/AMCONSUL ISTANBUL 0922 
RUEKJCS/OSD WASHINGTON DC 
RUEAIIA/CIA WASHDC 

RUEILB/NCTC WASHINGTON DC 


Column 3 

RHMFIUU/AFOSI DET 522 INCIRLIK AB TU 

RUETIAA/DIRNSA FT MEADE MD 

RUEHDA/AMCONSUL ADANA 1128","UNCLAS SECTION 01 OF 02 ADANA 000073 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: PINS, PGOV, PHUM, TU 
SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR MAY 24, 2007 


1. This is the Southeastern Turkey press summary for May 24, 
2007. Please note that Turkish press reports often contain 

errors or exaggerations; AmConsulate Adana does not vouch for 
the accuracy of the reports summarized here. 


POLITICAL: 


2. | SABAH (GUNEY): Initial studies were completed for the 
opening of the border gate in Mardin\'s Nusaybin district and the 
governor\'s office will be holding a tender for de-mining of the 

area around the envisaged border gate. The construction will be 
sponsored by the TOBB (Turkish Union of Chambers and Commodity 
Exchange). 


3. CUMHURIYET: CHP will start its election campaign in Mersin 
and will hold its first political rally there on May 26. Deputy 

national chairperson of CHP said that they wanted the \"May 26 
Republic Rally\" in Mersin to have great impact nationwide. 


4. GUNDEM: The daily reports that KKK, the political wing 

of the PKK, denied any links with the explosion that took place 

in Ankara. It further pointed out that the attack, which 

coincided with a political turmoil in the pre-election period, 

would be used to stoke hostility against the Kurds and the PKK. 
Meanwhile, DTP (Democratic Society Party), ODP (Freedom and 
Solidarity Party), and EMEP (Party of Labor) held a joint press 
announcement in Istanbul and condemned the Ankara bombing. 


5. GUNDEM: The daily reminds that the perpetrators of the 
September 2006 bombing that took place in Diyarbakir\'s Kosuyolu 
Park have not been found despite that 9 months have passed since 
then. A person, who lost his wife and 4 children in that bomb 
attack, said he would file a petition against the authorities 

with the European Court of Human Rights. 


6. GUNDEM: Ozlem Aktan, a journalist from the Gundem 
daily, has been sentenced to three years in prison because of a 
September 2006 article which included PKK statements and made 
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propaganda for the PKK. Separately, the daily reported that the 
number of people extending support to hunger strikes initiated 
in several cities in Europe and Turkey in order to draw 

attention to the health condition of Abdullah Ocalan in his 
prison conditions was increasing. Currently, a total of 1364 
people are reportedly participating in the hunger strikes. 


SECURITY 


7. | SABAH (GUNEY) / BOLGE / EKSPRES / CUMHURIYET: Upon 
receiving a tip-off which said that a female terrorist would 

come to Adana, Anti-Terror Branch of the Turkish Police stopped 

a taxi they followed in the Yuregir district of Adana. Police 

found 11 kilograms of A-4 plastic explosives, 12 fuses and two 

hand grenades in the trunk of the car. Police detained the 

female suicide bomber who was in the car, the taxi driver anda 
suspected third person. Police reportedly heightened security 
measures in the province. Adana Governor Ilhan Atis 

congratulated the police for catching the suicide bomber. 


CRIME AND LAW ENFORCEMENT 


8. SABAH (GUNEY): Police caught 14 illegal migrants in a 
small passenger bus parked in an area in Mersin\'s Silifke 
district. Thirteen of them were Syrians and one of them was an 
Iraqi national. 


ECONOMY 


9. BOLGE/EKSPRES: One of the leading iron and steel 
producers of Russia, MMK (Magnitogorsk Iron & Steel Works), and 
the biggest coal exporter company of Turkey, signed a deal to 
build an iron and steel factory in Hatay\'s Iskenderun district. 


CULTURE / SOCIETY / ENVIRONMENT 


10. EKSPRES: The opening ceremony of the \"Second Annual 
YOK-SUNY Collaboration for Sustainable Development Symposium\" 
was held in the Cukurova University of Adana. Ilhan Atis, the 

Adana Governor; SUNY (State University of New York) 
representatives; Atilla Eris, YOK (Higher Education Council) 

member; Eric Green, U.S. Consul in Adana and many invitees 
attended the ceremony. 


11. GUNDEM: A 30-year-old woman, who was reportedly 
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kidnapped by an (unspecified) person in Diyarbakir\'s Ergani 
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district and brought to the Corlu province, ran away and found 
refuge at his brother\'s house in Istanbul. However, she feared 
that her relatives may kill her in the name of honor; therefore, 

she could not return to Ergani. The woman, who was convinced by 
her kin that nobody would do any harm to her, was stabbed and 
killed by her husband when she returned two days ago to Ergani. 


12. BOLGE: Belarusian Embassy announced that they will 
open an honorary consulate in Adana. 


13. SABAH (GUNEY): A gas explosion took place in an iron 
and steel factory located at the organized industrial zone of 
Hatay\'s Iskenderun district. One person died and 10 people were 
wounded. 

GREEN 
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SIPDIS 
SIPDIS 
E.O. 12958: N/A 


TAGS: PINS, PGOV, PHUM, TU 
SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR MAY 25, 2007 


1. This is the Southeastern Turkey press summary for May 25, 
2007. Please note that Turkish press reports often contain 

errors or exaggerations; AmConsulate Adana does not vouch for 
the accuracy of the reports summarized here. 


POLITICAL: 
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2. EKSPRES: The daily claims to have acquired from circles 
close to AKP the AKP Adana\'s parliamentary election ticket. The 
list the daily published today reportedly will cause an 

intra-party strife. 


3. © HURRIYET (CUKUROVA): MHP Adana provincial party 
organization announced with a press briefing the party\'s 
provincial parliamentary election ticket that would run for 14 
seats from the Adana province. Yilmaz Tankut, provincial MHP 
chairperson, resigned from his office to run in the July 22 
parliamentary elections. 


4. CUMHURIYET: A primary election will be held in 6 provinces 
on May 27 to determine the candidates of CHP in Mersin, 

Gaziantep, Kahramanmaras, Aydin, Mugla and Sivas. A total of 51 
candidates in Mersin, 35 candidates in Gaziantep and 19 

candidates in Kahramanmaras will compete for places on the 

ballot. 


5. GUNDEM/ EVRENSEL: DTP National Chairperson Ahmet 
Turk cautioned people against statements made following the 
bombing incident in Ankara adding that such statements, which 
aimed to provoke Turkish people, could force Turkey to take a 
dangerous path. Evrensel daily claims that the Turkish media 
readily claimed the PKK was responsible for the Ankara bombing 
despite its announcements denying links with the incident and to 

the evidence. 


6. CUMHURIYET: The daily claims that the Ankara suicide bomb 
attack followed the statements of Abdullah Ocalan, who said that 

\"my health condition is bad; something must be done about it.\" 

The PKK had already announced in the recent months that it would 
start suicide missions. 


7. GUNDEM: A total of 37 DYP members resigned from DYP in 
the Elazig province which is the hometown of the DYP leader 
Mehmet Agar. One of the party officials criticized the central 
leadership and the merger of DYP and Motherland party. The 
resigning members said they would settle in the coming days whom 
they would support in the future. 


8. GUNDEM: Mardin\'s Families of the Inmates Initiative 
will start a hunger strike to call for an independent delegation 
of doctors to check the health condition of Abdullah Ocalan in 
the Imrali Prison Island. Meanwhile, the hunger strikes that 
were started in Diyarbakir, Siirt, and Mardin\'s Kiziltepe 
district to draw attention to the health condition of Ocalan 
have ended. 


SECURITY 
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9. YENI SAFAK / RADIKAL / CUMHURIYET / EVRENSEL / BOLGE / 
GUNDEM: PKK terrorists killed 6 soldiers with remote 

controlled mines in rural sections of Sirnak\'s Guclukonak 

district and Siirt\'s Pervari district, announced the Siirt 

Governor\'s Office. Ten security officers were wounded, three 

seriously. The Gundem daily claims that the soldiers died in a 

conflict between security forces and PKK members, not because of 
mine blasts as announced by the authorities. 


10. BOLGE / SABAH (GUNEY): Ebru Kara, the suicide bomber 
caught in Adana with 11 kilograms of A-4 plastic explosives (see 
press summary for May 24), reportedly said during her 
interrogation, \"You are poisoning Apo (Abdullah Ocalan), 
therefore, | decided | would kill you.\" Adana police said that 

they were alarmed for days since the day they got tip-off that 
well-dressed and groomed women would enter Turkey to carry out 
illegal activities. The police said they were also looking into 
whether the suicide bomber, who headed towards Ceyhan district 
at the time when she was caught, was planning an attack against 
BTC pipeline or not. Meanwhile, terrorist Adem Barik, who 
reportedly supplied explosives to suicide bomber Ebru Kara and 
helped her to come to Adana, was caught in Sanliurfa and brought 
to Adana by the police for interrogation. 


11. YENISAFAK: Police detained 18 people, who were members of 
the DTP\'s Halfeti district party organization in Sanliurfa, on 
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grounds that they praised the criminals and the criminal 
activities, shouted slogans in support for the terrorist 
organization, and carried flags which were used as symbols of 
the terrorist organization. Four of the detainees were arrested 
later. 


CRIME AND LAW ENFORCEMENT 


12. EKSPRES / BOLGE: Jandarma teams in Adana\'s Karatas 
district found 49 Iraqi nationals who entered Turkey legally as 
tourists, were planning to travel to southern Cyprus illegally 

via boat. Eight snakeheads aiding and abetting this illegal 

operation were detained. 


ECONOMY 


13. SABAH (GUNEY) / HURRIYET (CUKUROVA): Mehdi Eker, 
Minister of Agriculture and Village Works, attended the opening 
ceremony of the Middle East Agricultural Fair that was held for 

the first time in Diyarbakir. A total of 130 companies 

participated in the fair. 


Column 3 
CULTURE / SOCIETY / ENVIRONMENT 


14. SABAH (GUNEY): The daily reports announcement of Tarkan 
Kulak, the owner of the Adana-based company whose 29 workers 
were killed in an Moldovan-flagged plane\'s crash in north of 
Baghdad on January 9, 2007, about the compensation payment that 
would be made by the American insurance companies to the 
families of the victims. Kulak appeased the families and 

assured them that they were following the process attentively. 


15. GUNDEM: Two hundred Kurdish families, who were 
reportedly displaced from the southeastern region and who 
settled in Hatay\'s Dortyol district, have been suffering from 
lack of electricity and tap water for years despite applying to 
authorities many times to resolve the problem. The authorities 
said that the area was not covered by the district\'s zoning 
plans, therefore, the settlers could not subscribe to water or 
electricity networks. 


16. GUNDEM: Police reportedly did not allow a group of 
Kurdish students to dance a Kurdish folk dance and play Kurdish 
songs in the annual Spring Festival of Kars\'s Kafkas University 
allegedly citing the grounds that the dance was \"ideological and 
divisive.\" 


17. GUNDEM/EVRENSEL: Diyarbakir Municipality recently 
announced the program of the 7th Diyarbakir Culture and Arts 
Festival which will be held between May 30 and June 3. 


18. SABAH (GUNEY): Seyhan Municipality will open a park on 
Saturday (May 26) which was built on an 8000- square-meter-land 
in a quarter of Seyhan district in Adana. 

GREEN 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: PINS, PGOV, PHUM, TU 
SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR MAY 29, 2007 


1. This is the Southeastern Turkey press summary for May 29, 
2007. Please note that Turkish press reports often contain 

errors or exaggerations; AmConsulate Adana does not vouch for 
the accuracy of the reports summarized here. 


POLITICAL: 


2. SABAH (GUNEY) / CUMHURIYET: Primary elections were held 
in 6 provinces on May 27 to determine the candidates of CHP (see 
press summary for May 25) for the May 22 parliamentary 
elections. The primary elections stirred controversy and many 
candidates objected to the results. Rumors are spreading that 
some of the voters sold their votes in exchange for certain 
benefits. In Tarsus district of Mersin, it is claimed that the 
delegates held off on their election in order to first learn 

about the results of the other places in Mersin: Then, through a 
type of block voting, they were able to rank their two 

candidates first and second on the party ticket. Sabab Guney 
daily also points out some controversies stirred in the CHP 
primary elections of Gaziantep: two former Gaziantep deputies 
from CHP, who were not elected as candidates, expressed 
frustration. 


3. EKSPRES: DP party grassroots and many businessmen 
reacted against Saban Bas\'s (Chairman of Adana Chamber of 
Commerce) reported recent efforts to secure a nomination as a DP 
candidate through support he reportedly obtained from Sinan 
Aygun (Chairman of Ankara Chamber of Commerce). DP circles 
claim that it was unethical for Bas to turn to the DP after 

finding out that he would not be able to get nominated from CHP. 


4. GUNDEM / CUMHURIYET: The daily reports that two 
separate lawsuits were brought against DTP Adana Provincial 
Chairperson Ali Arslan because of his remarks during a congress 
of DTP youth branches on March 4 concerning the 8th anniversary 
of Abdullah Ocalan\'s arrest. The speeches were carried on 
pro-Kurdish Roj TV, as well. Separately, Sirnak Mayor Ahmet 
Ertak (from DTP) gave his statement to the Sirnak prosecutor\'s 
office concerning the investigation that was brought against him 
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and other 54 mayors (from DTP) in the southeastern province 
because of their press announcement about the health condition 
of Ocalan under imprisonment on an unspecified date. 
Separately, a lawsuit was brought against DTP Erzincan 
provincial chairperson on charges of making \"propaganda of the 
terrorist organization.\" The daily claims that the telephone of 
the chairperson was tapped. Separately, following completion of 
investigation process brought against former DTP Kars Provincial 
Chairperson Mahmut Alinak allegedly because of the Kurdish 
language posters hung at the party building during March 8 
Women\'s Day, Kars Prosecutor\'s Office asked for a lawsuit in 
line with the investigation to be brought against Alinak who has 
recently resigned from office to run in the parliamentary 
elections. 


5. GUNDEM: A conference called \"Democratic Unity for 
Peace\" was held in the municipality hall of Tunceli. Ways to 
resolve the Kurdish issue were discussed during the conference. 


6. CUMHURIYET: European Parliament's Turkey-EU Joint 
Parliamentary Commission Co-Chairman Joost Lagendijk will visit 
several provinces in the eastern and southeastern Turkey ahead 
of the July 22 elections to observe the developments about 
elections there. 


SECURITY 


7. CUMHURIYET: During a time when Turkish Armed Forces has 
been carrying out military operations at the border areas with 

Iran and Iraq, PKK has reportedly been avoiding conflicts with 

security forces in those areas. Instead, the terrorist 

organization has reportedly been intensifying efforts to send 

militants and ammunition to carry out suicide missions in the 

urban city centers reportedly to create chaos in the cities. 

The PKK is also resorting to methods such as using mines instead 

of entering into conflicts to decrease the number of their death 

toll. 


8. EKSPRES / BOLGE: Adana police heightened security 
measures in the province and increased the number of police 
patrolling the city. Checkpoints have been set up at the 

entrance points from the main highway to the city. It is 

reportedly noticed that the police paid attention to searching 
well-dressed women and their cars during their checks because it 
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was learned by the police that the recent terrorist activities 
would be carried by such women (see press summary for May 25). 
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9. GUNDEM: Bomb squad teams were sent to MHP party 
organization\'s building in Diyarbakir\'s Lice district upon 
receiving a bomb threat alert. The box that was detonated 
safely turned out to be empty. 


10. ZAMAN: Gaziantep police reportedly caught two people 
who were making preparations to carry out a bomb attack on a 
police station in Gaziantep. Police reportedly found a bomb 
device with a mobile phone in the vehicle of the two people 
caught. 


11. CUMHURIYET: A conflict broke out when security forces 
encountered a group of terrorists in Tunceli\'s Cemisgezek 
district. Two terrorists were killed. 


12. CUMHURIYET / ZAMAN: Anti-terror branch of Konya Police 
conducted an operation against the PKK and detained 26 people in 
Konya. Twenty-three of the people detained were university 
students. DTP Konya Provincial Chairperson was among the 
detainees. 


CRIME AND LAW ENFORCEMENT 


13. SABAH (GUNEY): Karatas District Jandarma Command teams, 
upon receiving a tip-off, caught 51 Iraqi nationals, who are 

illegal migrants waiting to set off for Northern Cyprus with a 

boat, in a beach area in Karatas district of Adana. It is found 

out that the migrants paid 3000 USD each, except for the kids, 

for their illegal travel. 


14. CUMHURIYET: Diyarbakir Police seized 33 kilograms of 
hashish in an anti-drug operation in Diyarbakir. Four of the 
eight people detained have been arrested. 


ECONOMY 


15. SABAH (GUNEY): A record was reportedly broken with a 
total of 60,000 visitors in five days at the International lraqi 
Fair in Gaziantep this year. 


CULTURE / SOCIETY / ENVIRONMENT 


16. GUNDEM / EVRENSEL / CUMHURIYET / ZAMAN: Two floods 
caused by heavy rain in Agri and Van killed 10 people. Six of 

the casualties are children. 

GREEN 
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E.O. 12958: DECL: 06/04/2017 
TAGS: PGOV, PHUM, KDEM, KJUS, ASEC, TH 
SUBJECT: AMNESTY FOR THAI RAK THAI? TRIAL BALLOON POPS 


REF: A. BANGKOK 2994 (TRT DISSOLVED) 
B. BANGKOK 2993 (DEMOCRAT PARTY CLEARED) 
C. BANGKOK 2956 (UPCOMING RULINGS) 


Classified By: Ambassador Ralph L. Boyce, reason 1.4 (b) and (d). 


1. (U) In public remarks on the evening of June 1, Council 
for National Security (CNS) Chairman General Sonthi 
Boonyaratglin expressed support for the idea of an amnesty 
for some Thai Rak Thai (TRT) party executives who lost their 
political rights as a result of the May 30 Constitutional 
Tribunal ruling (ref A). Sonthi said the executive branch 

and the National Legislative Assembly (NLA) could work out 
the details of such an amnesty, to promote national 
reconciliation and spare TRT executive board members not 
involved in improprieties. 


2. (U) The following day, Prime Minister Surayud Chulanont 
showed a reluctance to pursue this idea, saying he would need 
first to study the Tribunal\'s ruling. Soon thereafter, amid 

a wave of criticism of the amnesty concept, Sonthi 
backpedaled, claiming the proposal emanated from the NLA 
rather than the CNS. 


3. (C) Comment: Having 111 of the most influential 
politicians in the country embittered and aggrieved, and 
feeling that they have nothing to lose, is not an outcome 
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likely to contribute to political stability. GEN Sonthi\'s 

trial balloon may indicate that the government/CNS are 
considering ways to address this problem. Although the 
political ban on the TRT members is the logical result of the 
CNS\'s policies, it does not appear that the CNS is entirely 
comfortable with the possible repercussions of the Tribunal\'s 
decision. Amnesty is a potential solution, but would also be 
very controversial. Only one thing is clear: although the 
Tribunal\'s ruling was said to be final, the legal status of 
TRT figures remains in play. 

BOYCE 
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E.O. 12958: DECL: 06/04/2017 

TAGS: PREL, MARR, PHUM, PGOV, ID 

SUBJECT: 13 MARINES DETAINED AFTER EAST JAVA CLASH WITH 
CIVILIANS, INVESTIGATION UNDERWAY 


REF: JAKARTA 1525 


Classified By: Charge d\'Affaires John A. Heffern, 
Reasons 1.4(b) and (d) 


1. (C) Summary. On June 1, 13 marines suspected of 
involvement in the May 30 killing of four civilians in East 

Java were taken into naval military police custody. Vice 
President Jusuf Kalla issued an apology on behalf of the 
Government of Indonesia (GOI) and said that \"action must be 
taken against whoever is wrong.\" He noted that the head of 
the armed forces (TNI) has apologized. Kalla declined to 
characterize the shooting as a human rights violation, saying 
that the courts should decide that matter. The military is 
investigating the incident and is allowing the National Human 
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Rights Commission (Komnas HAM) to participate. It will 
continue relocating civilians from the disputed land, 
asserting that the navy has legitimate rights to the 
territory (the case is currently under appeal in civil 

court). The navy chief told PM Acting A/S Mull that the 
marines only fired into the air and ground after villagers 
approached them wielding sticks, stones and knives. He 
asserted that victims were killed by ricochet rounds, 
emphasizing that if the marines had fired deliberately at the 
villagers, many more than four would have died. The 
situation in Pasuruan is now calm, albeit with a greater 
security presence. We will continue to raise this issue at 
the highest levels, pressing the GOI to follow through with 
the investigation and urging it to deal with this incident in 
a transparent manner. End Summary. 


13 Marines in Custody, Investigation Underway 


2. (U) On June 1, 13 marines suspected of involvement in the 
May 30 killing of four civilians in East Java were taken into 
custody; the highest ranking detainee is a second lieutenant. 
They are being detained at the naval military police (MP) 
station in Surabaya while MPs continue to investigate the 
incident. During a previously scheduled trip to East Java on 
June 2, Vice President Jusuf Kalla issued an apology on 
behalf of the Government of Indonesia (GOI) and said that 
\"action must be taken against whoever is wrong.\" He noted 
that the head of the armed forces (TNI) has apologized. 
According to Kalla, the GOI will review TNI land ownership 
issues again to avoid a repeat of this situation. However, 
Kalla argued, the root cause of the clash was the problem of 
increasing population density on the island of Java. 


3. (C) When asked if the shooting incident was a human 

rights crime, as has been alleged by the National Commission 
on Human Rights (Komnas HAM), the Vice President demurred. 
According to the media, Kalla replied that \"the court will be 

the one to decide whether the incident was a heavy or light 
human rights violation or a common crime. Let the law 
decide...with the people as witness.\" During a meeting with 
visiting Pacific Command Commander Admiral Timothy Keating, 
Kalla did not provide additional details on the investigation 

but linked the killings to the need for transparent 

investigations, political control of the military and 

accountability. 


4. (U) Local media has reported that TNI commander Air Chief 
Marshal Djoko Suyanto argued that \"what the TNI chiefs should 
do first is discharge the marine commanders involved. After 
looking into what type of crime (they committed), the 
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commanders should be prosecuted.\" Although the military 
retains jurisdiction over the case (much to the dismay of 
human rights organizations, who decry that it will not be 

open to the public unless the case is heard in civilian 

court), Suyanto promised that the investigation would be 
transparent. He acceded to a request from the National Human 
Rights Commission (Komnas HAM) to participate in the 
investigation, and permitted a Komnas HAM team to interview 
the 13 detainees on June 2. Meanwhile, the Commander of 
Eastern Fleet has indicated that the military will continue 
relocating civilians from the disputed land, asserting that 

the navy has legitimate rights to the territory. (Note. The 
Pasuruan District Court has ruled that the Navy has rights to 
the land, whose ownership is claimed by both the villagers 
and the military. An appeal filed by the residents is 

pending. End note.) 


5. (C) Ina June 4 meeting with Navy Chief Slamet 
Soebijanto, PM Assistant Secretary Stephen Mull welcomed the 
initial GOI response to the Pasuruan shooting, including the 
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TNI\'s assurances that it would cooperate in the police 
investigation and its offer of compensation for the victims. 
Continued steps along these lines, he said, would help to 
demonstrate that Indonesia had changed under democracy. 
Soebijanto then provided an account of what happened during 
the incident. According to him, the marines\' commercial 
cultivation of this long-disputed land was due to a lack of 
funds. After a negotiation session between the military and 
the local community on May 30, in which the military offered 
residents 500 square meters of land each, Soebijanto said, 
the villagers left to consider the offer. Ten minutes later, 

they returned armed with stones, sticks and knives. Women 
and children were positioned in front (as is typical during 

such protests, Soebijanto claimed), and the military was 
outnumbered. As the crowd advanced, Soebijanto averred, the 
patrol unit fired into the air. But when the crowd became 
emboldened, believing that these were blanks, the patrol unit 
fired at the ground to show that these were live rounds. 
Apparently, Soebijanto alleged, some of the bullets from the 
nearly 40 rounds that were fired ricocheted, fragmented and 
struck bystanders. Had the soldiers aimed at the villagers, 
Soebijanto emphasized, many more than four would have died. 


Situation Calm in Pasuruan 


6. (SBU) In Pasuruan, the security services, politicians and 
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social leaders have reached out to the community. On June 1, 
the governor of East Java and several high-ranking military 
commanders met with 50 community leaders, agreeing to a 
complete investigation, a cessation in commercial activity on 

the disputed land, and an end to the roadblock. The TNI also 
reportedly offered those individuals laying claim to the land 

500 square meters per family elsewhere, but the community 
declined. The parties agreed to meet again for further 
discussions on June 4. According to ConGen Surabaya 
contacts, the current situation in Pasuruan is approaching 
normal. Although there is an increased security presence, 

the roadblocks have indeed been removed. They report that 

the visit of prominent Nahdlatul Ulama (NU) clerics, 

including National Chairman Hasyim Muzadi and former Chairman 
and President of Indonesia Abdurrahman Wahid, helped calm the 
situation. 


7. (U) Nationally, calls for a thorough and open 

investigation have come from all quarters. The head of 
parliament (DPR) has demanded that the marines apologize and 
acknowledge that they committed an error in firing on the 
civilians, while the Agriculture Commission plans to haul in 

the TNI commander for questioning. Human rights groups are 
calling for the accused to be tried in a civilian court or at 

least in a joint civilian-military court. 


8. (C) Comment. In light of above, we will continue to 
raise this issue at the highest levels, pressing the GOI to 
follow through with the investigation and urging it to deal 
with this incident in a transparent manner. 

HEFFERN 
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VISAS VIPER 


DEPT FOR INR/TIPOFF AND CA/VO/L/C 
BRUSSELS FOR LEGATT WONG AND DEA KABEL 


E.O. 12958: N/A 
TAGS: CMGT, CVIS, KHLS, KVPR, ASEC, PTER, PING, LU 
SUBJECT: VISAS VIPER: LUXEMBOURG VIPER REPORT FOR MAY 2007 


Post convened its monthly Visas Viper Committee meeting on 16 May 
2007. No Visas Viper telegrams were submitted during the reporting 
period of May 2007. The VVC had no new information to report since 
Post\'s last report. 


WAGNER 
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SIPDIS 
STATE FOR NEA, NEA/IPA, NEA/PPD 


WHITE HOUSE FOR PRESS OFFIGE, SIT ROOM 
NSC FOR NEA STAFF 


SECDEF WASHDC FOR USDP/ASD-PA/ASD-ISA 

HQ USAF FOR XOXX 

DA WASHDC FOR SASA 

JOINT STAFF WASHDC FOR PA 

CDR USCENTCOM MACDILL AFB FL FOR POLAD/USIA ADVISOR 
COMSOCEUR VAIHINGEN GE FOR PAO/POLAD 

COMSIXTHFLT FOR 019 
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ROME FOR MFO 


SIPDIS 
E.O. 12958: N/A 
TAGS: OPRC, KMDR, IS 


SUBJECT: ISRAEL MEDIA REACTION 


The lead articles of the two largest-circulation newspapers (Yediot 
and Maariv) address tensions with Syria in the north. Yediot 
reported that Syria is preparing for war this summer; the paper 
reported that the Syrian army has held lately a series of military 
maneuvers in preparation for a possible conflict with Israel. The 
paper also cited estimates by Israeli officials that if there is no 
diplomatic process with Syria it is highly possible that Syria will 

try to draw Israel into a war. Yediot also reported that Minister of 
Transportation Sahul Mofaz intends to tell Secretary of State 
Condoleezza Rice in their upcoming meeting in Washington that Israel 
should open a discreet channel with Syria to neutralize the tension 
on Israel\'s northern border. 
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Yediot and HaVaretz reported that US President George Bush is 
considering an updated \"two state\" speech. The papers note that June 
24 will mark the fifth anniversary of President Bush\'s famous speech 
calling for a two states solution. They speculate that Bush may 

speak again and supplement the original speech with new ideas. 
Maariv reported that in his coming visit to Washington, Prime 

Minister Ehud Olmert may be surprised by a new US peace initiative, 
\"an outline for a permanent arrangement\" between Israel and the 
Palestinians. 


Maariv cited PM Olmert as claiming in closed meetings that he has 
accepted the Saudi Initiative with reservations regarding the 
refugees\' issue. 


The Jerusalem Post reported that PM Olmert is considering the 
release of some of the PA tax revenues frozen by Israel after Hamas 
took power last year. According to the paper, PM Olmert may accede 
to a request on the matter by PA Chairman Mahmoud Abbas. 


HaVaretz reported that Israel will present this week its formal 
response to the \"benchmarks\" document, prepared by top American 
envoy to the PA, Major General Keith Dayton. According to the 
newspaper, the Israeli response will be a rejection of the US\'s time 
line and a stipulation that lifting roadblocks would be subject to 
Israel\'s security considerations. 


HaVaretz reported that after 30 years Egypt and Iran are about to 
discuss renewing diplomatic ties. 


Israel radio reported that the IDF is operating in the Gaza Strip. 
According to the radio, more than 15 IDF tanks pushed 1 km into 
Gaza, took over houses, and questioned their habitants. No 
casualties were reported. 


All media reported that six IDF soldiers were moderately wounded in 
a mortar attack on the Erez Crossing on Sunday. 


All media published Minister of Foreign Affairs Tzipi Livni\'s 

testimony before the Winograd Committee regarding the Second Lebanon 
War. According to her testimony, she thought the military operation 

in Lebanon would last one day and that she tried to meet PM Olmert 

for 11 days without success. The goal of the meeting was to try to 

and convince PM Olmert to promote the diplomatic process. 


All media quoted Iranian President Mahmoud Ahmadinejad as saying in 


a speech Sunday that the \"clock is ticking on Israel\'s destruction." 


All media reported that current Labor Party leader Amir Peretz 
called on his supporters to vote for candidate Ami Ayalon in the 
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second round of Labor Party elections set for June 12. 


Yediot reported that Israel has rejected an offer to place an 

anti-rocket system in the southern town of Sderot. According to the 
paper, the American system (C-RAM) is being used successfully by the 
British army in Iraq. The reason for the rejection is reportedly 

budget debates within the security establishment. 


HaVaretz reported that Right-wing activists and settlers plan to 
hold a mass rally next week with the army\'s permission in Homesh - 
the site of a former West Bank settlement. 


All media noted the uprising tension between the US and Russia, 
quoting Russian President Vladimir Putin as saying that if the US 
stations missile defense systems in Europe Russia will aim missiles 
at Europe. 


Senior commentator Nahum Barnea wrote in the popular, pluralist 
Yediot: \"The current government has three negotiation tracks that 
require discussion.... Each track involves great risks, but 

refraining from making a choice is no less dangerous. Whoever does 
not decide, leaves the choice in the hands of others.\" 


The conservative, independent Jerusalem Post editorialized: \"Egypt 
does have a peace treaty with Israel. Yet it is Egypt, with its 

refusal to take seriously its obligation to prevent weapons 

smuggling into Gaza, that is fueling the Palestinian civil war and 
paving the way to the next war between Israel and the 
Palestinians. \" 


Columnist Akiva Eldar wrote in the independent, left-leaning 
HaVaretz: \"It is true that there were times when the other side was 
unwilling to discuss anything, not even the borders of June 4, 1967. 
But nowadays, the 22 member states of the Arab league declare that 
they view this border as a basis for peace -- an accomplishment no 
one would have dreamed of 40 years ago. And so, Israel is missing 
the opportunity to transform its military victory into its biggest 
achievement ever. It is losing the war of independence from 
controlling the lives of others.\" 


Columnist Bambi Sheleg wrote in the popular, pluralist Maariv: 
\"Despite the great respect that many Israelis have for Europe, it 
should be clear that it will not teach us what morality is. Europe 
can treat the countries within its boundaries as it pleases. It 
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cannot define the Jewish people\'s scale of values for it.\" 


Ultra-Orthodox Hamodia editorialized: \"Israel should not enter 
negotiations on a \'cease fire\' without proper guarantees that this 
time it is an agreement with teeth and not like previous cease fires 
that were violated a day after being signed.\" 


Block Quotes: 


|. \"Three Possible Tracks\" 


Senior commentator Nahum Barnea wrote in the popular, pluralist 
Yediot (06/04): \"The current government has three negotiation tracks 
that require discussion. One is negotiations with Syria. Officials 
inside and outside the IDF are convinced that this is a mandatory 
track. If the government ignores it, it could find itself at war 

with Syria this coming summer. Olmert is deliberating. He fears 

that this is a trick: All Assad wants to get is a seal of legitimacy 

from Israel that will relieve him of the burden of Hariri\'s 

murder.... A second possible track is negotiations with Abu Mazen 
over the final status arrangement. Condoleezza Rice is in favor: 

She would be glad to end her term as secretary of state with an 
Israeli-Palestinian peace agreement. The leaders of the two sides 
have never been so close in their positions. Why not give it a try. 
Abu Mazen can promise peace. The problem is that he cannot 
deliver. He has effectively lost Gaza, and it is highly doubtful 

that his regime will survive in the West Bank. What is nearly the 

last chance to save Fatah is establishing a Jordanian-Palestinian 
confederation, which would rule the West Bank by the bayonets of the 
Jordanian Legion. Without Jordanian involvement, negotiations with 
Abu Mazen will lead only to frustration. A third possible track is 

an understanding with Hamas on a \'tahdiya\' -- a truce -- for a 

period of 10 or 20 years. Here too the risk is great: Hamas will 

take advantage of the cease-fire to take control of the West Bank 
and to upgrade its arsenal of weapons. No one will be able to 
guarantee that the quiet will not be broken within a few months.... 
Each track involves great risks, but refraining from making a choice 
is no less dangerous. Whoever does not decide, leaves the choice in 
the hands of others.\" 


II. WPressure Egypt Now!" 


The conservative, independent Jerusalem Post editorialized (06/04): 
\"Egypt does have a peace treaty with Israel. Yet it is Egypt, with 

its refusal to take seriously its obligation to prevent weapons 
smuggling into Gaza, that is fueling the Palestinian civil war and 
paving the way to the next war between Israel and the 
Palestinians.... Yet even more mysterious than Egypt\'s behavior is 
Israel's. Why has our government been so reluctant to openly 
criticize Egypt for failing to stop the flood of weapons going into 
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Gaza?.... Given this Israeli reticence, it should not be surprising 
that the US has not made this issue a major priority with Egypt.... 
We are, by all accounts, possibly on the brink of war in Gaza in 
order not only to stop the Kassam attacks on Sderot, but to address 
an ongoing buildup of exactly the sort that Israel mistakenly turned 
a blind eye toward in the six years following the unilateral 
withdrawal from Lebanon.\" 


III. \"Living the Lives of Others!" 


Columnist Akiva Eldar wrote in the independent, left-leaning 
HaVaretz (06/04): \"As the years progressed, short-sighted Israeli 
politicians and Jewish religious leaders transformed \'the fight for 
home\' into \'the fight for other people\'s home.\ It is true that 
there were times when the other side was unwilling to discuss 
anything, not even the borders of June 4, 1967. But nowadays, the 
22 member states of the Arab league declare that they view this 
border as a basis for peace -- an accomplishment no one would have 
dreamed of 40 years ago. And so, Israel is missing the opportunity 
to transform its military victory into its biggest achievement ever. 

It is losing the war of independence from controlling the lives of 
others.\" 


IV. \"The Moralizers\" 


Columnist Bambi Sheleg wrote in the popular, pluralist Maariv 
(06/04): \"Israel is a state at the start of its path. There is no 
doubt that the society taking form in Israel is committing wrongs in 
many areas of life towards the Palestinian public living in Judea, 
Samaria, and Gaza. Conversely, there is no doubt that this is not 
the whole picture. The Palestinians also have a great measure of 
responsibility for their current situation. The disregard of the 

UCU [the British University and College Union] towards the sins of 
the Palestinians and attribution of blame for the current situation 
solely to Israeli sins, are proof of the fact that too many people 

in Europe are inclined to identify the Jewish state with all the 
misdeeds of humanity. Despite the great respect that many Israelis 
have for Europe, it should be clear that it will not teach us what 
morality is. Europe can treat the countries within its boundaries 
as it pleases. It cannot define the Jewish people\'s scale of values 
for it.\" 


V. \"A Valid Cease Fire\" 


Ultra-Orthodox Hamodia editorialized (06/04): \"There is military 
activity in the Gaza Strip, some of it known and some hidden. There 
is no doubt that the focused military pressure is creating hard 
physical anxiety on Hamas\'s leaders, who live in constant fear of 
Israeli aircraft that fly over the Gaza Strip and force them to 

search for hiding places every few hours.... It\'s been proven that 
targeted killings create pressure on the leadership.... Israel 
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doesn\'t want wars unless it needs to protect its citizens. This is 
the country\'s duty and it cannot avoid it. The IDF activity in the 
Gaza Strip, even if until this day it has not solved the problem, 

has decreased significantly Qassam rocket fire, and thus these 
actions must be strengthened. Israel should not enter negotiations 
on a \'cease fire\' without proper guarantees that this time it is an 
agreement with teeth and not like previous cease fires that were 
violated a day after being signed.\" 

JONES 
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BANGKOK FOR HHS HEALTH ATTACHE (MALISON) 
PHNOM PENH FOR CDC (BRADY) 

ROME FOR FAO 


E.O. 12958: N/A 

TAGS: TBIO, KFLU, AMED, AMGT, CASC, EAGR, PINR, SOCI, VM 
SUBJECT: AVIAN INFLUENZA UPDATE - MORE HUMAN CASES UNDER 
INVESTIGATION 
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SENSITIVE BUT UNCLASSIFIED 
REF: A. HANOI 973 AND B. HANOI 1026 


1. (U) Summary. The Government of Vietnam (GVN) reports a second 
confirmed human case of highly pathologic H5N1 avian influenza (Al) 
since May 1 (reftel A and B). The media reports that two additional 
patients with severe respiratory illness are under investigation for 

Al at Hanoi\'s Bach Mai Hospital. Pasteur Institute in HCMC is 
currently conducting tests on one patient hospitalized in HCMC with 
flu-like symptoms. With regards to animal outbreaks, the MARD has 
reported two additional confirmed Al poultry outbreaks in northern 
Vietnam, bringing the current national total to 18 of Vietnam\'s 64 
provinces and municipalities (reftel B) since May 1. 


2. (U) The first human case, a 30-year old man who was thought to 
have been infected while slaughtering chickens for a wedding on May 
5 (reftel A), remains in stable condition and is able to breath on 

his own. 


3. (SBU) The second case, which was reported by the Ministry of 
Health (MOH) over the weekend, may have had occupational exposure to 
H5N1 influenza A virus at a slaughter house on the outskirts of 

Hanoi. After working there from at least May 14, the 19-year old 

man became ill with respiratory symptoms, and returned home to Pho 
Yen District, Thai Nguyen Province May 19. Dates of exposure, onset 
of illness and hospitalization are variably reported. A source in 

the Ministry of Agriculture and Rural Development (MARD) reported 
that he was hospitalized in Thai Nguyen Hospital on May 24, and 
transferred to Hanoi on May 25. The patient went into respiratory 
failure, requiring intubation and mechanical ventilation. Test 

results confirmed H5N1 virus. 


4. (SBU) A MARD source reported that this second case prompted the 
dispatch of a joint MOH-MARD investigation team to Pho Yen District, 
where animal samples were taken and results are pending. Fowl are 
raised at the patient\'s home. There have been no reports of ill 

birds at the site. In a neighboring town, Song Cong, there were 
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reports of dead animals; however, testing results were negative. 


5. (SBU) AMARD source reported that there was a decision by a 
senior official not to conduct sampling at the slaughter house where 
the second case worked because of technical reasons. We have been 
unable to confirm the validity of the stated technical rationale. 


6. (U) The state-owned media reports two additional patients under 
investigation for Al at Hanoi\'s Bach Mai Hospital. The two men were 
admitted on May 31 and June 1, respectively. One of them is dead. 
The second, a 29-year old policeman who had a history of taking part 
in culling infected birds, is under treatment. Results of 

laboratory testing are not yet available. 


7. (SBU) The HCMC Pasteur Institute\'s Deputy Chief of Microbiology 
and Immunology, Dr. Phan Van Tu, told EconOff that the Institute has 
examined two suspected cases of Al in humans in the past month. One 
patient, referred from HCMC Children\'s Hospital 2, tested negative. 

An additional case was referred from the HCMC Tropical Diseases 
Hospital on June 4 and test results are expected in the coming 
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days. 


8. (U) On June 3, MARD reported that confirmed Al outbreaks had 
occurred in 15 Provinces since May 1, 2007. Various local media 
reports list up to an additional three provinces with animal 

activity (which may not be laboratory confirmed). Most outbreaks 
sites are in the northern region, including from all contiguous 
provinces surrounding Hanoi, with outbreaks also reported in the 
Mekong Delta and Central Vietnam. Outbreaks have been localized, 
mostly restricted to lots of unvaccinated and immature ducks, and 
have been controlled and contained using standard operating 
procedures. 
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SIPDIS 
SIPDIS 
STATE FOR SCA/CEN, DRL 


E.O. 12958: DECL: 6/4/2017 
TAGS: PGOV, PREL, PHUM, KIRF, TI 
SUBJECT: JEHOVAHYS WITNESSES\' LITERATURE SEIZED, MEMBER INTERROGATED 


REF: DUSHANBE 623 


CLASSIFIED BY: Tracey A. Jacobson, Ambassador, U.S. Embassy 
Dushanbe, STATE. 
REASON: 1.4 (b), (d) 


1. (C) Tajikistan\'s Jehovah\'s Witnesses face increased pressure 
from the Tajik government and fear their recent problems may 
signal the government\'s move to shut down the religious group 
entirely (reftel). On April 26, State Committee on National 

Security officials prohibited customs authorities from releasing 

a container from Germany with over three tons of religious 

materials including books, brochures, and DVDs. Jehovah\'s 
Witnesses Valeri Dudayev and James Hwang painted a grim picture 
of recent activities to PolOff May 31. 


2. (C) On April 26, State Committee on National Security 
officials called in two Jehovah\'s Witnesses, Suhrob Ibraghimov 
and Vladimir Aderhayev, for five hours of questioning. 
Afterwards Ibraghimov told JehovahYs Witnesses that during the 
interrogation, officials delivered a strong punch to his upper 
body. They accused him of working for the United States and 
Germany and ordered him to change his religion. lbraghimov is 
ethnic Uzbek and Aderhayev is ethnic Ossetian; both are 
Tajikistan nationals. 


3. (C) Two Jehovah\'s Witnesses lawyers from the Almaty chapter 
met with the State Committee on National Security May 10. When 
they requested a meeting with the Chairman or Deputy Chairman, 
officials declined, saying that the high officials will never 

meet with the Jehovah\'s Witnesses. The officials demanded a 

list of countries assisting Jehovah\'s Witnesses, a list of 

members, bank account statements and other documents. The 
Committee members said that they plan on burning all the 

imported materials and would inform the Jehovah\'s Witnesses when 
they have done so. To date, Jehovah\'s Witnesses believe the 
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materials have not yet been destroyed. 


4. (SBU) On May 10 and 24 Jehovah\'s Witnesses filed official 
letters with the Ministry of Security and Tajik Customs asking 
for an explanation for the confiscation of materials. The 

group insisted that it had filed all the necessary documents and 
obtained receipts for all fees paid to customs authorities. 
Jehovah\'s Witnesses had been permitted to import religious 
literature for 14 years with only minor problems. In May 2006 
local police stopped a Jehovah\'s Witnesses truck full of 
religious materials but released it within three hours. 


5. (C) Tajikistan\'s local Jehovah\'s Witnesses chapter is 
considering appealing the problem to its United States chapter 

as well as other countries. Because a German company supplied 
the literature, Dudayev said that Jehovah\'s Witnesses in Germany 
have informed the German government. PolOff suggested that 
Jehovah\'s Witnesses also inform other international 

organizations and diplomatic missions in Dushanbe who are 
regular champions of religious freedom. For now, the group is 
waiting for an official response to its May letters to the 
government, although they realize a response may never come. In 
the meantime, another shipment, sent from Germany before these 
problems surfaced is en route. 


6. (C) COMMENT: The State Committee on National Security did 
not explain why they confiscated the religious materials or 
questioned the Jehovah\'s Witnesses. This particular Jehovah\'s 
Witnesses case is the latest in a string of recent 

interrogations by security officials of members of Christian 
groups with some connection to foreigners. Intimidation and 
harassment is the tactic of choice to discourage Christian 

groups from proselytizing. Although past cases involved 
intimidation, the physical abuse of lbraghimov is the first 

report we have heard of violence. Post will continue to raise 
these specific incidents as a negative trends toward restriction 

of religious freedom, and will send a diplomatic note to the 
government officially registering our concern. END COMMENT. 
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E.O. 12958: DECL: 06/03/2017 

TAGS: MOPS, PREL, ARABL, EG, SO 

SUBJECT: SOMALIA: EGYPT, ARAB LEAGUE WANT COURTS MODERATES 
INVOLVED VIA OTHER GROUPS 


REF: A. SECSTATE 76012 (NOTAL) 


B. ADDIS ABABA 1549 (NOTAL) 
C. CAIRO 1380 


Classified by DCM Stuart Jones for reasons 1.4 (b) and (d). 


1.(C) Summary: Poloff delivered ref A demarche on June 3 to 
both MFA Cabinet Advisor Anmed Abu Zeid and Arab League 
Secretariat advisor Zeid Sabban. Abu Zeid said that Egypt 


SIPDIS 

supports including moderate members of the now defunct 
Council of Islamic Courts (CIC) in reconciliation talks, 
preferably via clan or civil society affiliations. Abu Zeid 

said that Egypt was \"not keen\" on Sheikh Aweys\' 
participation, given his terrorist designation, but 

questioned the criteria for labeling other CIC figures as 
\"moderate.\" Sabban sought to distance the League from the 
CIC and Aweys, insisting that \"there are no Courts\" and that 
those not denouncing violence should have no role. Sabban 
detailed League monetary contributions for Somalia, and 
asserted that League members would meet on Somalia only if 
the upcoming National Reconciliation Congress fails to 
generate forward momentum. The GOE and Arab League 
understand that the CIC as an organization is no more, but 
may be flexible on including former CIC leaders in 
reconciliation talks. End summary. 


2. (C) On June 3, poloff delivered ref A demarche to MFA 
Cabinet Staff Member Ahmed Abu Zeid, who, along with Egypt\'s 
ambassador in London, will represent the GOE at the June 5-6 
London meeting of the International Contact Group (ICG) on 
Somalia. Discussing USG views on the now-defunct Council of 
Islamic Courts (CIC), Abu Zeid said that Egypt preferred to 
involve moderates affiliated with the former Courts via their 

clan affiliations or other civil society groups. He proposed 
additional \"flexibility\" toward former CIC members, however, 
should their exclusion as a group jeopardize the national 
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reconciliation process. Acknowledging USG views on the CIC, 
Abu Zeid suggested the possibility of engaging these 
individuals informally, in parallel with the reconciliation 
process. 


3. (C) Poloff emphasized USG opposition to inclusion of 
Sheikh Aweys, Sheikh Sharif, and the leadership of the Al 
Shabaab militia in reconciliation talks. Abu Zeid said Egypt 
was \"not keen\" on Aweys\' participation, grudgingly 
acknowledging his UNSC terrorist designation, but questioned 
the criteria by which other former CIC members were 
designated as \"moderates.\" 


4. (C) Poloff discussed ref A demarche separately on June 3 
with Arab League Secretariat advisor Zeid Sabban, who, along 
with director of the League\'s African Affairs office Samir 
Hosni, will represent the League at the London ICG meeting. 
Sabban insisted that \"there are no Courts,\" agreeing that 
former CIC members should participate in reconciliation talks 
under their clans or other civil organizations. Sabban 

agreed that those not renouncing violence and extremism 
should have no role, explicitly pointing to Sheikh Aweys. 
Sabban warned against \"making the mistake\" of thinking that 
all Hawiye are extremists since the CIC had strong links to 

the Hawiye. 


5. (C) Sabban explained that the League monetary allocations 
for Somalia: $1 million for the AU to manage AMISOM 
operations, $1 million for disarmament, and $1 million for 

the UNDP. The League also approved a further $1 million for 
Secretary General Amre Moussa to spend on reconciliation. 


SIPDIS 

Sabban bemoaned lack of funding as the biggest obstacle to 
getting more AU troops on the ground for AMISOM, though he 
acknowledged that the unstable security situation is also a 
concern. He suggested that the UN should provide more 


funding for AU peacekeepers, and that the League may approach 


the USG and AU bilaterally on setting up a UN fund for 
Somalia. 


League Praises Reconciliation Congress 
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6. (C) Sabban praised the upcoming mid-June National 
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Reconciliation Congress as a \"Somali initiative." Sabban 
hoped that a \"father figure for Somalia\" might emerge out of 
it, someone who could effectively liaise with all Somali 

parties and the international community; Sabban cited 
specifically Ali Mahdi, head of the reconciliation 

conference. Sabban blamed recent Transitional Federal 
Government (TFG) inaction for lack of progress on 
reconciliation thus far, citing TFGers\' fears of losing 

power. The League was hoping to send a representative to the 
conference, but was concerned about security in Mogadishu. 
The League was in the process of replacing its Nairobi-based 
ambassador to Somalia; the replacement, said Sabban, should 
be in place in Nairobi before the Congress opens and would be 
available to represent the League. 


7. (C) Sabban said that League member states would not meet 
in Jeddah unless the Congress failed to general momentum for 
reconciliation. In that case, said Sabban, they will 

convene, and look for a new way forward in conjunction with 
the AU, IGAD, UN, and EU. 


8. (C) The GOE and Arab League recognize that the CIC is no 
more, and as a group should not play a major role in Somali 
reconciliation. That said, they are sympathetic to the 

public support that the Courts previously enjoyed, and which 
may be fueling continued violence in Somalia. As we have 
heard from European Somalia envoy Jean-Christophe Belliard, 
the GOE and League may be flexible on engaging former CIC 
leaders - including Aweys - if they believe it will assist in 

stable reconciliation (refs B/C). Additionally, we note that 
Egyptian decisions on Somalia policy lie with the Egyptian 
General Intelligence Service (EGIS), rather than the MFA. 
Nevertheless, the June 5-6 ICG meeting in London will provide 
a good opportunity to flesh out specifics on GOE and League 
views toward including former CIC members. 

RICCIARDONE 
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E.O. 12958: DECL: 06/04/2032 

TAGS: PHUM, PGOV, SOCI, KCUL, CH 

SUBJECT: DISSIDENTS HOLD VIRTUAL RALLY AS TIGHT SECURITY 
MARKS 18TH ANNIVERSARY OF TIANANMEN 


Classified By: Political Section Internal Unit Chief 
Susan A. Thornton. Reasons 1.4 (b/d). 


Summary 


1. (C) The eighteenth anniversary of the June 4, 1989 
crackdown in Tiananmen Square passed without incident 
in Beijing. Security presence in the Square was more 
visible and aggressive than last year, but in a break 
from past precedent, only a handful of activists were 
detained in advance of the anniversary and some were 
allowed to conduct personal remembrances on the 
Square. Dissidents held a \"virtual rally\" on June 3, 
involving about 500 participants, 90 percent of whom 
were inside China. Another virtual rally is planned 

for June 4, 8:00 p.m. Beijing time. End Summary. 


Aggressive Security in the Square... 


2. (C) During a visit to the Square on the morning of 
June 4, Poloff saw no protest activity but did witness 
the temporary detention of a Xinhua photographer, who 
was escorted from the Square, and aggressive policing 
in and around the Square. In addition to the usual 
sharp increase in security personnel, including a 
busload of riot police, a number of Security Bureau 
vans and squad cars circulated among the crowd of 
tourists continuously and security personnel searched 
the bags of all people entering the Square. The 
Xinhua photographer told Poloff after the incident, 

that he had been allowed to take pictures, but then 
was asked to verify his credentials. He said security 
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officials were \"afraid\" of photos that might 
\"embarrass China\" but that nothing had happened that 
morning on the Square. 


3. (C) There was no discernible security presence or 
June 4 activity at the family courtyard of former 

Party chief Zhao Ziyang, who spent the rest of his 

life in house arrest after supporting the students in 
1989. Zhao\'s death two years ago sparked renewed 
calls for a reassessment of June 4. Beijing\'s most 
prestigious university campuses, Qinghua University 
and Beijing University, were also quiet. Students 

with whom Poloff talked expressed no interest in the 
anniversary, uniformly noting that the events happened 
so long ago, it made no impression on them. However, 
several students said there would be an online student 
discussion on the events of 1989 at a popular Beijing 
University bulletin board. When Poloff attempted to 
access the bulletin board, it was blocked. There was 
no commentary on the anniversary in Mainland media and 
no comments were apparent on Mainland chatrooms 
monitored by Emboffs. 


...But Restrictions on Activists More Relaxed 


4. (C) Rights activist Hu Jia told Poloff June 4 that 

he was placed under house arrest on May 25 immediately 
upon returning to Beijing from Fujian Province, where 
he and his wife, fellow activist, Zeng Jinyan attended 
Zeng,s grandfather,s funeral. Zeng told Poloff that 

she has been permitted to leave her home since 
returning to Beijing on June 2, but is followed 

closely wherever she goes. Democracy activist Liu 
Anjun has been under house arrest since June 2 but is 
able to access the Internet and take phone calls. 
Tiananmen activist Qi Zhiyong, who lost his legs when 
soldiers fired on demonstrators in 1989, was taken 

from his home to an undisclosed location on June 1, 
where he is being held incommunicado, according to Liu 
and Hu. The restrictions on Qi, Hu Jia said, are 

tight to prevent him from communicating with other 
activists or reporters who, he said, would certainly 

seek him out. 


5. (C) Despite this crackdown on a few activists, 
according to Hu, measures imposed on activists by the 
Party this year are less stringent, constituting \"a 

break from the trend of the previous 17 years.\" 

First, many activists can access Internet and 
telephone, which they could not do in previous years. 
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Second, some who were placed under house arrest in 
previous years have been permitted to leave their 
homes. Tiananmen Mothers Ding Zilin and Zhang 
Xianling were permitted to attend remembrances for 
their children on June 3 and June 4. (Note: Western 
media quoted Hu Jia as stating that Zhang Xianling was 
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subsequently placed under house arrest. End note.) 
Lawyer Pu Zhigiang was permitted on the Square on June 
3 for an interview with VOA. Pu was not permitted to 
enter the Square last year, when he sent out a text 
message encouraging activists to gather. Finally, 

Reuters reported on June 4 that it was not prevented 

from interviewing Bao Tong, a top aide of Zhao\'s who 

is generally kept under house arrest. 


Virtual Rally Called First Open Discussion of June 4 


6. (C) In addition, on June 3 Hu Jia and Liu Anjun 
participated in what they termed a \"large scale 
Internet-based meeting\" to commemorate Tiananmen and 
discuss Tiananmen-related issues. The meeting began 
at about noon on June 3 and lasted for 5-6 hours. Hu 
said that this was the first open" discussion of its 

kind in the 18 years since Tiananmen occurred, 
involving about 500 persons both inside and outside 
China. Ninety percent of participants, Liu estimated, 
were inside China. Hu said the discussion had been 
initiated on the suggestion of Wang Dan, a student 
leader in the Square on 1989 who now lives abroad. Hu 
Jia said that the large number of in-country 

participants signified that \"more people are willing 

to stand up on the Tiananmen issue,\" particularly in 

the wake of pro-Beijing Hong Kong politician Ma Lik\'s 
statement last month denying that a massacre took 
place. Liu Anjun said the meeting was not intended to 
be secret. In fact, participants prepared for the 
possibility of interference to by pre-arranging 

several Skype \"meeting rooms.\" Liu said authorities 
shut down the Skype \"meeting room\" where the meeting 
was taking place after about 2 hours. At that point, 

all the participants \"migrated\" to another room. 

Poloffs will monitor a second meeting scheduled for 
June 4 at 8 p.m. 

PICCUTA 


110717 


Column 3 

PP RUEHWEB 

DE RUEHLP #1515 1551105 

ZNR UUUUU ZZH 

P 041105Z JUN 07 

FM AMEMBASSY LA PAZ 

TO RUEHC/SECSTATE WASHDC PRIORITY 3785 
INFO RUEHAC/AMEMBASSY ASUNCION 6821 
RUEHBO/AMEMBASSY BOGOTA 4161 
RUEHBR/AMEMBASSY BRASILIA 8049 
RUEHBU/AMEMBASSY BUENOS AIRES 5295 
RUEHCV/AMEMBASSY CARACAS 2532 
RUEHPE/AMEMBASSY LIMA 2670 
RUEHMN/AMEMBASSY MONTEVIDEO 4649 
RUEHQT/AMEMBASSY QUITO 5162 
RUEHSG/AMEMBASSY SANTIAGO 9760 
RUMIAAA/USCINCSO MIAMI FL 
RUEHUB/USINT HAVANA 0345 
RHEHNSC/NSC WASHINGTON DC 
RHMFIUU/HQ USSOUTHCOM MIAMI FL 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: ECON, EFIN, IBRD, BL 
SUBJECT: ZOELLICK WORLD BANK NOMINATION DEMARCHE DELIVERED 


REF: SECSTATE 73691 


1. (SBU) On June 1, Poloff met with the Ministry of Foreign 
Affairs director of international organizations and 

delivered reftel demarche. The director responded that the 
GOB has not reached a decision on whether to support Robert 
B. Zoellick\'s nomination to be president of the World Bank. 


2. (SBU) Comment: While the official line is that the GOB 
has not reached a decision on Mr. Zoellick, statements by 
Pablo Solon, Bolivia\'s special ambassador for trade and 
integration, may indicate otherwise. Following his May 31 
meeting in Washington with the World Bank\'s International 
Center for Settlement and Investment Disputes (ICSID) Solon 
stated, \"We are worried that they (the World Bank under 
Zoellick) may start to link issues of foreign assistance .. 

. to the promotion of... polices of free trade.\" He 

continued by saying, \"We believe that these types of policies 
tend to favor multinational corporations to the detriment of 
the sovereign and democratic rights of states. Solon was 
meeting with ICSID to explain the GOB\'s May 2 announcement to 
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pullout of the organization. End Comment. 
URS 
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E.O. 12958: DECL: 05/07/2017 
TAGS: PREL, PGOV, PTER, PINR, PBTS, MOPS, KDEM, KISL, PK, IN 
SUBJECT: KASHMIRI PARAMILITARY SEEKING US VISA 


Classified By: PolCouns Ted Osius, Reason 1.5 (B,D) 


1. (S) This is an ACTION Request for the Department. SCA 
please see paragraph 4. 


2. (S) Summary: Kashmiri paramilitary leader and J&K State 
MLA Usman Abdul Majid is seeking a U.S. visa to attend 
functions hosted in Washington by the United States Institute 
of Peace starting on June 7th. Majid is a leader of the 

pro-GOl Ikhawan-ul-Musilmeen paramilitary group, which is 
made up of former Kashmiri terrorists who have surrendered to 
the GOI. Beginning in the early 1990s, India\'s security 

forces used Ikhwan to combat terrorism in the Srinagar 

Valley. Known for its brutal and corrupt practices, Ikhwan 

is notorious for its use of torture, extra-judicial killing, 
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rape, and extortion of Kashmiri civilians suspected of 
harboring or facilitating terrorists. In the interest of 
remaining balanced in our approach tothe Kashmir issue 
following Embassy New Delhi\'s denial of Sayeed Ali Shah 
Geelani\'s visa request, Post recommends denying this visa 
application as well. End Summary. 


A Dubious History 


3. (S) Kashmiri paramilitary leader and J&K state MLA Usman 
Abdul Majid applied for a U.S. visa on May 22nd in order to 
attend functions held by the United States Institute of Peace 
starting on June 7th in Washington, DC. Majid is a leader of 
the pro-GOI Ikhawan-ul-Musilmeen paramilitary group, which 
was formed by India\'s security forces to combat terrorism in 
the Kashmir Valley. The group is made up of terrorists who 
have surrendered to the Indian government and agreed to fight 
against their former brethren. Ikhawan has a reputation in 
the Valley for committing brutal human rights abuses -- 
including extra-judicial killings of suspected terrorists and 
their family members, as well as torturing, killing, raping, 

and extorting Kashmiri civilians suspected of harboring or 
facilitating terrorists. Majid won election easily in his 
Baramullah district of Kashmir, but this is likely only 

because the district has had a minute voter turnout as 
terrorist groups continue to enforce a boycott there of 
Indian-held elections. This boycott continued in Baramullah 
even in 2002, when turnout was much higher in other areas. 
Similar to many of the instances of torture and violence 
surrounding the Kashmir dispute, Post is unable to verify 
with evidence the claims against Majid. 


4. (S) Action request: Post requests guidance as to how to 
proceed with Majid\'s visa application. Visas donkey will 
follow septel. 


5. (S) Comment: MajidWs reputation in the Kashmir Valley is 
one of the worst among those associated with the GOI. In 
light of our rejection of the Geelani visa, we will not be 

able to maintain our record of neutrality in the Kashmir 
dispute if we grant this visa. Nonetheless, denying his 
application may have some repercussions with GOI officials, 
especially those from India\'s Intelligence Bureau who have 
been close to his case. As with the Geelani case, this will 
be a very delicate matter, but in light of Ikhawan\'s history, 
Post recommends that the U.S. government deny the visa. 
MULFORD 
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SUBJECT: OHCHR FAILING TO REPORT ON MAOIST HUMAN RIGHTS 
VIOLATIONS 


REF: A. KATHMANDU 1059 
B. KATHMANDU 689 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 


1. (C) On May 31 Lena Sundh, head of the Office of the High 
Commissioner for Human Rights (OHCHR) in Nepal, defended her 
recent newspaper interview in which she slammed the failure 

by the Government of Nepal (GON) to implement its human 
rights commitments while saying nothing about Maoist abuses. 
Sundh told visiting Assistant Secretary of State for 

Democracy, Human Rights, and Labor Barry Lowenkron and the 
Ambassador that it was \"difficult\" to characterize and 

identify the various Maoist groups and she was loath to 

contrast the Maoists with the GON. She reiterated her 
commitment to release a long-promised OHCHR report on Young 
Communist League activities. A/S Lowenkron and the 
Ambassador expressed concern to the gathered group of senior 
UN officials and diplomats that the international community 
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would fail Nepal if it kept quiet in the face of continued 

peace agreement violations. All the participants expressed 
concern that the peace process was adrift. Most questioned 
whether the Maoists genuinely sought to participate in a 
multi-party democracy or were seeking state domination 
through other means. Sundh, however, claimed that the Maoist 
agenda was similar to that of the European social democratic 
parties of the 1970s and that security conditions had 
improved in the countryside since the Maoists joined the 
interim government. 


Sundh Defends Kathmandu Post Interview 


2. (C) OHCHR Head Lena Sundh, UNMIN Chief lan Martin, 
Danish Ambassador Finn Thilsted, and Finnish Charge d\'Affairs 
Lisa Kyostila attended a May 31 luncheon hosted by the 
Ambassador in honor of Assistant Secretary Lowenkron. The 
Ambassador began the conversation by challenging as 
irresponsible a recent interview Sundh had given to a leading 
English-language daily. In the interview, she had 

highlighted the failure of the GON to implement its human 

rights commitments and said absolutely nothing about Maoist 
abuses, particularly by the Young Communist League (YCL), 
continuing across the country. The Ambassador implored Sundh 
to consider what message this interview, by the leader of the 
largest human rights monitoring effort in Nepal, would send 

to the Nepali people. How could any group, the Ambassador 
questioned, feel comfortable reporting Maoist human rights 
violations to OHCHR when OHCHR had seemingly sequestered 
itself from public criticism of ongoing Maoist abuses. Sundh 
responded that she did not want to go \"down the road of 
comparing the Maoists with the GON\" and said that she had 
known the Ambassador would be upset because of the lack of 
mention of Maoist abuses during the interview. 


OHCHR \"Looking Into\" Attack on Ambassador\'s Vehicle 


3. (C) Sundh said OHCHR was \"looking into\" the May 25 

attack on the Ambassador\'s vehicle in Jhapa District (Ref A). 
(Note: As the UNHCR vehicle approached the UNHCR office gate 
carrying the Ambassador, UNHCR Nepal Chief Abraham Abraham, 
and Emboff, roughly two dozen youth threw large stones. They 
also shouted anti-American slogans and \"Death to Moriarty.\" 

No one was injured. The journalists present identified the 
attackers as YCL cadre. End Note.) The Ambassador told 

Sundh that the incident represented another example of 
unhindered YCL violence, particularly troubling since it 

targeted foreign diplomats. Sundh said OHCHR field officers 
reported that, out of the four attackers who had been 
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arrested, two were \"Maoists\" and two were \"Maoist 
sympathizers.\" Noting that these individuals did not appear 
to be YCL cadre, Sundh lamented how \"difficult\" it was to 
characterize and identify the various Maoists groups. The 
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Ambassador pointed out that individual Maoists wore many 
different hats, serving as YCL members one day and members of 
various other front organizations the next. 


YCL Report...\"Coming\" 


4. (C) Sundh also reported that determining which \"hat\" 
Maoists or Maoist associate groups wore was making it Wvery 
sensitive\" to finish and release a long-promised OHCHR report 
on YCL activities (Ref B). Sundh said she had brought a 
draft of the report with her to show the Ambassador to 
reassure him that she was committed to publishing it before 
her tenure as OHCHR head ended at the end of June. The 
Ambassador beseeched Sundh to recognize that it did not 
matter which \"hat\" Maoists, Maoist affiliates, or the YCL 
wore: it was irresponsible for OHCHR to fail to report on 
widespread human rights abuses being inflicted by Maoists 
across the country. 


International Community to Bear Witness 


5. (C) The Ambassador expressed concern that the 
international community would fail Nepal if it were to stand 
quiet in the face of continued Maoist abuses and violations 

of peace process commitments. The Ambassador stressed the 
important responsibility the international community had to 

the Nepali people as external witnesses to their transition 

to peace and democracy. While the decisions that would set 
the course for Nepal\'s future lay squarely in the hands of 
Nepal\'s leaders, the international community had a key role 

to play in holding the parties accountable for their actions. 


Where are the Monitors? 


6. (C) UNMIN Chief Martin opined that one reason why no one 
was speaking out about violations of peace commitments was 
the parties\' failure to set up monitoring mechanisms 

delineated in the November peace agreements. The National 
Monitoring Coordination Committee (NMCC) was dissolved 
following the signing of the Comprehensive Peace Agreement, 
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but no high-level monitoring body had been established in its 
place. The National Human Rights Commission meanwhile had 
languished because of political wrangling over nominations of 
commissioners. Martin said he had been urging the GON to 
re-energize monitoring efforts but had not received much 
response. He lamented that the parties had not demanded an 
UNMIN role in monitoring and so it was not properly staffed 

to fulfill that function. This left OHCHR and domestic human 
rights groups with the daunting task. 


Peace Process Adrift 


7. (C) All the participants agreed that the peace process 

was adrift; the parties were focused on their own interests 

at the expense of moving the process forward. Martin 
bemoaned the growing complexity of negotiations. It was hard 
enough with two sides - the Maoists and the Seven Party 
Alliance - now with the agitating marginalized groups in 
Nepal\'s southern Terai, there was a third group. The Danish 
Ambassador pointed to the lack of vision by political party 
leadership on a way forward, and therefore their preference 

to do nothing. With civil society increasingly politicized, 

he said, there was also no one to serve in a watchdog role. 

All agreed that an election date had to be set to put 

pressure on the parties to complete necessary pre-election 
tasks and to re-energize the peace process. (Note: It was 
announced later on May 31 that the parties had agreed to hold 
the election before mid-November. End note.) 


Determining the Maoist Endgame 


8. (C) A/S Lowenkron asked the group if the Maoists were 
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pursuing their vision and ideology (total control of the 

state) by other means (multi-party democracy) or whether 

their participation in the peace process really represented a 
change in their behavior. Martin answered that it was 
important to look at internal party strategizing and the 

decisions taken at Maoist Central Committee meetings over the 
past years. He referred to the party schism that developed 

in 2003/2004 between Maoist leader Pushpa Dahal (aka 
Prachanda) and Maoist second-in-command Baburam Bhattarai 
over tactics to move the Maoist agenda forward. Bhattarai 
believed then that multi-party democracy represented the best 
option for pursuing Maoist aims while Prachanda and other 
party members rejected this route as pollution of the purist 
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Maoist revolutionary agenda. The Ambassador interjected that 
the King, in the end, had enabled negotiation between the 
Maoists and the political parties. The Maoists, as agile 
strategists, had recognized that, through a loose association 
with the parties, they could defeat the King. The internal 
Maoist party debate, the Ambassador worried, was really one 
of hardliner versus more hardliner; internal discussions 
fundamentally reflected a tactical debate over the best 

routes to control the state, as opposed to discussion of 
whether to become a mainstream political party. 


Land Reform on Maoist Agenda 


9. (C) Sundh commented that, in her early discussions with 
the Maoists prior to her arrival as OHCHR chief, she had 
perceived the Maoist ideology to be similar to the European 
social democratic parties of the 1970s. She highlighted the 
Maoists\' land reform agenda as a legitimate and concrete 
issue that needed attention. The Ambassador agreed that land 
reform was crucial, but that the Maoist approach, which 
included seizing land for Maoist party and People\'s 

Liberation Army members, did not represent a democratic way 
forward. UNMIN Chief Martin raised the lack of attention the 
peace agreement paid to restoring local governance 
arrangements, which would be crucial for ensuring legitimate 
procedures for land return. 


Maoists Will Have to Deliver; GON, Too 


10. (C) Sundh said the Maoists leaders were beginning to 
face opposition among their own rank-and-file, many of whom 
felt their leadership had not delivered on its promises. The 
Danish Ambassador highlighted that, if Maoist cadre began to 
feel their leaders had become too bourgeois, reaping monetary 
and lifestyle benefits from their participation in a 

multi-party democracy and losing their revolutionary fervor, 
further splintering of the party and emergence of alternative 
leaders were likely to occur. Sundh and the Danish 
Ambassador also emphasized that the GON was not living up to 
its peace process commitments and had not restored public 
confidence in state institutions. 


OHCHR Says Security Conditions Have Improved 


11. (C) Sundh stated that OHCHR believed that security 

conditions in Nepal had improved since the Maoists entered 
the Interim Government. Sundh said, for example, 20 of 22 
internally displaced person (IDP) issues had been solved in 
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far western Kalikot district and that tne Maoists had shut 

down a Maoist labor factory in eastern Nepal. The Ambassador 
challenged Sundh\'s rosy picture, referring to the spike in 

YCL activity and reporting he had received of continuing 
violence, intimidation, and extortion countrywide by the 

Maoists. 


UNMIN\'s Mandate Limited 


12. (C) A/S Lowenkron asked the UNMIN Chief how the U.S. 
could continue its support for UNMIN efforts in Nepal and 
whether an extension of UNMIN\'s one-year mandate (which began 
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in January 2007) would be necessary. Martin told A/S 
Lowenkron that a possible extension was awaiting the 
announcement of an election date. The arms management 
timeline, Martin said, was more ambiguous. Martin stressed 
that India\'s, and to a lesser extent China\'s, policy was to 
limit the scope of the UN\'s mandate in Nepal, and he was not 
clear how they would react to an extension request. 


Comment 


13. (C) We are deeply troubled that the Office of the High 
Commissioner for Human Rights in Nepal (OHCHR) continues to 
shy away from reporting on daily violence, intimidation, 
recruitment, and extortion committed by the Maoists under 
whatever guise. We fear it is failing in its important 

mission as a neutral monitor and champion of human rights 
protection. And not us alone: The German Ambassador has 
spoken frankly about OHCHR\'s failure to hold the Maoists 
accountable. We recognize that the Government of Nepal 
(GON), as the official guarantor of citizen rights, must be 

held accountable for human rights protection and past 

security force abuses must be punished. That said, ignoring 
the ongoing human rights abuses against Nepali citizens by 
the Young Communist League and related Maoist groups is 
grossly irresponsible. This is particularly true as the 

Maoists have now entered the interim government. Without 
both a monitoring body tasked to ensure parties\' adherence to 
peace agreement commitments and a fully empowered National 
Human Rights Commission, OHCHR\'s role in addressing the 
deteriorating human rights situation in Nepal is even more 
crucial. 

MORIARTY 
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E.O. 12958: N/A 

TAGS: PREL, PTER, UNSC, SY, LE 

SUBJECT: SECURITY COUNCIL ADOPTS RESOLUTION 1757 ON LEBANON 
TRIBUNAL 


1. (U) THE UN SECURITY COUNCIL VOTED 10-0-5 ON MAY 30 TO 
ADOPT RESOLUTION 1757, WHICH DECIDES UNDER THE COUNCIL\'S 
CHAPTER VII AUTHORITY TO BRING INTO EFFECT THE SPECIAL 
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TRIBUNAL FOR LEBANON. RUSSIA, CHINA, QATAR, SOUTH AFRICA, 

AND INDONESIA ABSTAINED FROM VOTING. THE U.S., FRANCE, UK, 
BELGIUM, SLOVAKIA, AND ITALY CO-SPONSORED THE RESOLUTION AND 
CONGO, GHANA, PERU, AND PANAMA ALSO VOTED IN FAVOR. DURING 
THE MEETING, CO-SPONSOR PERMREPS JOINED AMBASSADOR KHALILZAD 
IN WELCOMING THE ADOPTION OF THE RESOLUTION AS A MEANS TO 
PREVENT IMPUNITY FOR POLITICAL ASSASSINATIONS AND DETER 
FUTURE VIOLENCE IN LEBANON. THOSE DELEGATIONS THAT ABSTAINED 
REAFFIRMED SUPPORT FOR THE PURSUIT OF JUSTICE IN THE 
ASSASSINATION OF FORMER LEBANESE PRIME MINISTER RAFIQ HARIRI, 
BUT OBJECTED TO THE USE OF CHAPTER VII IN RESOLUTION 1757 AND 
TO THE \"INTERFERENCE\" OF THE COUNCIL IN LEBANON\'S INTERNAL 
PARLIAMENTARY RATIFICATION PROCESS. ALTHOUGH PERU VOTED IN 
FAVOR OF THE RESOLUTION, THE PERUVIAN PERMREP CAUTIONED THAT 
BRINGING THE BILATERAL AGREEMENT BETWEEN THE UN AND THE GOL 
INTO EFFECT \"SHOULD NOT CONSTITUTE A PRECEDENT BEYOND THIS 
PARTICULAR CASE.\" ACTING LEBANESE FOREIGN MINISTER TARIQ 
MITRI THANKED THOSE DELEGATIONS THAT SUPPORTED RESOLUTION 
1757 AS WELL AS THOSE THAT ABSTAINED FOR ALLOWING THE 
TRIBUNAL TO BECOME A REALITY. HE URGED THE LEBANESE PEOPLE 
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TO SEIZE ESTABLISHMENT OF THE TRIBUNAL AS AN OPPORTUNITY TO 
ACHIEVE NATIONAL RECONCILIATION. 


2. (U) THE FULL TRANSCRIPT OF THE MAY 30 SECURITY COUNCIL 
MEETING ON THE ADOPTION OF RESOLUTION 1757 CAN BE FOUND ON 
THE UN WEBSITE BY FOLLOWING LINKS FOR PEACE & SECURITY, THE 
SECURITY COUNCIL, AND MEETINGS. THE DIRECT LINK FOR THE PDF 
TRANSCRIPT OF THE MEETING IS 

KHALILZAD 
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E.O. 12958: DECL: 06/04/2017 
TAGS: PGOV, KPKO, ASEC, CG 
SUBJECT: TENSIONS HIGH, RUMORS RAMPANT IN SOUTH KIVU 


REF: A. KINSHASA 582 
B. KINSHASA 545 
Classified By: PolOff CBrown, reasons 1.4 b/d. 


1. (SBU) Summary: Tensions are high in South Kivu province 
following warnings from leading political and religious 

figures warning of alleged foreign plots to launch a \"new 
war\" in the region. The recent arrests of purported foreign 
nationals in the province has added to a growing chorus of 
rumors and conspiracy theories about \"infiltrations\" of 
fighters from neighboring countries. MONUC officials state, 
however, that such reports are unfounded. The continuing 
standoff with dissident Banyamulenge soldiers in the High 
Plateau region of Minembwe, attacks by Rasta militiamen, and 
long-standing ethnic distrust have all contributed to 
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tensions about security, often fueled by a propensity for 
rumors to prevail over hard evidence. End summary. 


2. (SBU) Fears about security have increased in South Kivu in 

the past weeks as unfounded and unsubstantiated rumors of the 
infiltration of foreign fighters and the possibility of a 

renewed conflict spread throughout the province. Recent 
statements by provincial leaders, including the governor and 

the Catholic archbishop, have sparked small student 
demonstrations and growing fears among the population. MONUC 
officials in South Kivu say the situation is tense and at a 

crucial point that could lead to wider violence if the rumors 

are not clearly refuted by provincial and national leaders. 


3. (SBU) South Kivu Governor Celestin Cibalonza (a member of 
the pro-Kabila PPRD party) alleged in a Bukavu press 
conference May 27 that three Burundian nationals recently 
arrested by provincial authorities claimed they had been 
recruited in Bujumbura to fight for a group of Banyamulenge 
dissident soldiers in the Minembwe region. According to 
Cibalonza, the detainees further claimed numerous others from 
Burundi had infiltrated the DRC to join the dissidents, and 

had already positioned themselves in the provincial capital 

of Bukavu. The governor claimed these statements were proof 
of a plan to launch another war in South Kivu. 


4. (C) In a May 21 meeting with PolOff in Bukavu, however, 
Cibalonza said the three presumed Burundians were apparently 
duped into joining the dissidents. During interrogation by 
military authorities, Cibalonza said the detainees claimed 

they were recruited by unknown persons in Bujumbura to 
participate in a regional sports competition in Uvira. Once 

they arrived in the DRC, they were reportedly forced by armed 
men to join dissident Banyamulenge forces led by Colonel 
Venant Bisogo and Major Michel Rukunda. MONUC officials in 
Uvira said the three escaped their captors, fled to the local 
UNHCR refugee camp to seek repatriation, and were 
subsequently arrested by police before being handed over to 
the military. 


5. (C) Shortly after Cibalonza\'s public statements, Monsignor 
Francis-Xavier Maroy, the Catholic Archbishop of Bukavu and 
an influential voice in the province, released May 28 a 

letter he had earlier given to the French Ambassador. Maroy 
stated the people of South Kivu were living under a 

\"psychosis of war\" and that the elements for a new war have 
been prepared by various actors. The Archbishop claimed there 
had been a \"massive and systematic\" infiltration of foreign 
fighters into the province from Rwanda. Maroy cited as his 
\"proof\" the allegations Cibalonza had made the day before. He 
further alleged that ex-ANC commanders were placed in nearly 
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all positions of authority within the province\'s military 
command structure. Maroy claimed the situation is similar to 
that in the late 1990s before the Rwandan invasion of eastern 
DRC. (Comment: Maroy is well-known for his virulent 
anti-Tutsi views, and these comments further reflect that 
outlook. End comment.) 


6. (C) Student leaders held a series of small marches in 
Bukavu June 1 to demand stronger measures be taken by the 
government and military authorities to prevent the so-called 
infiltrations. Protesters also demonstrated at MONUC 

facilities, blaming the peacekeeping operation for \"not doing 
enough\" to stop the violence. On May 31, police forces 
conducted a raid on a tobacco factory warehouse, arresting 23 
individuals alleged to be Rwandan. According to MONUC 
officials in Bukavu, one of those arrested was Jean-Pierre 
Mazambi Wilondja, the former Mobutu-era Congolese ambassador 
to Burundi who later joined Azarias Ruberwa\'s RCD party. 
Appointed South Kivu vice-governor in 2002, he is alleged to 
have collaborated with Colonel Jules Mutebusi during the 2004 
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attack on Bukavu. Mazabi returned to the provincial capital 
last year during the presidential election to campaign for 
Ruberwa, but soon left the area due to security concerns. 


7. (C) Governor Cibalonza, in addition to FARDC Regional 
Military Commander General Sylvain Tshikwej, claimed 
\"Rwandans\" are behind the current security problems at 
separate meetings in Bukavu with PolOff on May 22 and 23. 
Tshikwej added that Bisogo and Rukunda are actively 
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recruiting, and using \"agents\" in Rwanda and Burundi to 
infiltrate additional forces into the High Plateau. 
Munyamulenge FARDC General Patrick Masunzu, a Kabila ally, 
said he believes the dissidents are recruiting in advance of 

a future \"invasion\" from neighboring countries. Uvira 
Territory Administrator Daniel Eloko said May 24 the borders 
in the southern part of the province, particularly in the 

Ruzizi plain area, are porous, and the dissidents exploit 

this weakness to bring in troops and weapons. None of these 
officials, however, provided evidence to back their claims. 


8. (C) MONUC officials in South Kivu recently investigated 
allegations of infiltrations and report there is no credible 
evidence to support the claims. MONUC-Uvira Head of Office 
Alessandra Trabattoni told PolOff June 1 the claims made by 
Cibalonza and Maroy in particular appear to be \"without 
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foundation.\" Trabattoni said local Congolese security and 
intelligence officials refute the stories as well, adding 

that the statements are likely being made for \"political 
reasons.\" She said police and FARDC officials have no 
evidence of their own to substantiate reports of 

infiltrations. Trabattoni and other MONUC officials had told 
PolOff during his May 21-29 trip there was evidence of one or 
two individuals crossing illegally, but no \"massive\" 
movements into the DRC. 


9. (C) Other factors have contributed to heightened security 
concerns in South Kivu, including an attack by Rasta 

militiamen May 26 not far from Bukavu (ref A). In addition, 

the Banyamulenge dissidents still refuse to integrate, 

instead demanding the \"mixage\" option being implemented in 
North Kivu (ref B). The dissidents\' ongoing rebellion further 
contributes to anti-Banyamulenge sentiment in the region, 
adding to fears of supposed Rwandan plans to invade the DRC. 


10. (C) Comment: While South Kivu is generally stable, the 
statements by Cibalonza and Maroy could risk upsetting what 
is always a delicate balance in the province. The current 
situation is another example of the always-active South Kivu 
rumor mill spinning into overdrive. However, with an 
increasingly troublesome situation evolving in North Kivu, 
claims of imminent war -- fueled by rumor, political 
manipulation, and ethnic animosity -- can only make matters 
worse. Though MONUC\'s investigations demonstrate the 
allegations of infiltrations to be false, many in the 

province seem to believe more in conspiracies than evidence. 
End comment. 
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SUBJECT: MONTENEGRO MARKS ONE YEAR OF INDEPENDENCE (C-RE7-00522) 
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) 06 BELGRADE 1646 
C) 06 BELGRADE 1858 
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F: 
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SENSITIVE BUT UNCLASSIFIED - PLEASE HANDLE ACCORDINGLY. 


1. (SBU) SUMMARY: ON MAY 21 MONTENEGRO MARKED THE FIRST 
ANNIVERSARY OF INDEPENDENCE. MANY HAVE DESCRIBED MONTENEGRO AS A 
SOUTH EUROPEAN SUCCESS STORY, REFERRING TO THE PEACEFUL 
RESOLUTION OF THE INDEPENDENCE QUESTION AND THE VISIBLE PROGRESS 
THE COUNTRY HAS ACHIEVED ON ECONOMIC DEVELOPMENT AND 
EURO-ATLANTIC INTEGRATION. HOWEVER, MANY PROBLEMS FROM THE PAST 
REMAIN. MONTENEGRO CONTINUES TO BE A LARGELY DIVIDED SOCIETY -- 

THE GAPS BETWEEN RICH AND POOR, AS WELL AS BETWEEN THE NORTHERN, 
AND SOUTHERN PARTS OF THE COUNTRY HAVE GROWN. SHOULD MONTENEGRO 
REALLY WISH TO SEIZE ITS EURO-ATLANTIC FUTURE IT WILL NEED TO 
ACCELERATE PROGRESS TOWARD THE FULL DEMOCRATIZATION OF SOCIETY, 
AND IMPLEMENTATION OF RULE OF LAW THROUGH MORE PROFESSIONAL AND 
EFFICIENT INSTITUTIONS. END SUMMARY 


MODEST CELEBRATION OF INDEPENDENCE 
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2. (U) MONTENEGRO PROCLAIMED INDEPENDENCE ON JUNE 3, 2006, 
FOLLOWING A REFERENDUM HELD ON MAY 21, IN WHICH 55.5% SUPPORTED 
INDEPENDENCE AND 44.5% VOTED AGAINST, WITH AN 86% TURNOUT. ON 
MAY 21, 2007, MONTENEGRO MARKED THE FIRST ANNIVERSARY OF THE 
REFERENDUM, BUT CELEBRATIONS WERE MINIMAL AND SUBDUED. AT THE 
CENTRAL CELEBRATION ON MAY 20 IN CETINJE, PRESIDENT FILIP 
VUJANOVIC SAID THE STRATEGIC AIM OF MONTENEGRO WAS FASTER 
INCLUSION INTO EURO-ATLANTIC INSTITUTIONS - FULL MEMBERSHIP IN 
NATO AND EU. PARLIAMENT SPEAKER RANKO KRIVOKAPIC LAID A WREATH 
AT THE MAUSOLEUM ON MOUNT LOVCEN, THE GRAVE OF THE FAMOUS 
MONTENEGRIN WRITER PRINCE PETAR II PETROVIC-NJEGOS (1813-51), A 
SYMBOL OF MONTENEGRIN INDEPENDENCE. MOST OPPOSITION FIGURES 
STAYED AWAY FROM THE TWO EVENTS. THERE WERE NO 
GOVERNMENT-ORGANIZED EVENTS IN THE CAPITAL, PODGORICA, ALTHOUGH 
THERE WAS A WELL-ATTENDED CONCERT THAT EVENING. 


MEMBERSHIP IN MAJOR INTERGOVERNMENTAL ORGANIZATIONS 


4. (U) INDEPENDENCE HAS BROUGHT VISIBLE RESULTS. MONTENEGRO HAS 
JOINED SEVERAL RELEVANT INTERNATIONAL ORGANIZATIONS: THE UN 
(JUNE 28, 2006), THE OSCE (JUNE 26, 2006), THE COUNCIL OF EUROPE 

(MAY 11, 2007), NATO\S PFP (NOVEMBER 28, 2006), THE WORLD BANK 

AND THE IMF (JANUARY 18, 2007, AND JANUARY 28, 2007, 

RESPECTFULLY). ON MARCH 15, 2007 A STABILIZATION AND ASSOCIATION 
AGREEMENT (SAA) BETWEEN MONTENEGRO AND THE EU WAS INITIALED. THE 
SAA WILL PROBABLY BE FORMALLY SIGNED IN OCTOBER. MONTENEGRO HAS 
ALSO INITIALED AGREEMENTS ON VISA FACILITATION AND READMISSION 
WITH THE EU, AND HAS SIGNED THE CENTRAL EUROPE FREE TRADE ZONE 
AGREEMENT (CEFTA), WHICH SHOULD ENTER INTO FORCE IN JULY 2007. 


EMBASSIES OPEN IN THE COUNTRY; MONTENEGRO OPENS EMBASSIES 


5. (U) BESIDES THE U.S., THE FOLLOWING COUNTRIES HAVE OPENED 
EMBASSIES IN MONTENEGRO: AUSTRIA, BULGARIA, CHINA, FRANCE, 
GERMANY, GREECE, CROATIA, HUNGARY, ITALY, MACEDONIA, ROMANIA, 
RUSSIA, SLOVENIA, THE UK AND ALBANIA. MONTENEGRO TO DATE HAS 
BEEN FORMALLY RECOGNIZED BY 103 COUNTRIES AND HAS FORMALLY 
ESTABLISHED DIPLOMATIC RELATIONS WITH 80 COUNTRIES. 
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6. (U) MONTENEGRO\'S AMBASSADOR TO THE U.S. IS IN PLACE AND 
MONTENEGRIN EMBASSIES HAVE OPENED IN SERBIA, CROATIA, MACEDONIA, 
FRANCE, THE UK, ITALY, THE VATICAN, BOSNIA AND HERZEGOVINA, AND 
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SLOVENIA. IT HAS ALSO OPENED PERMANENT MISSIONS TO THE UN, EU 
AND OSCE. MONTENEGRO\'S AMBASSADOR TO NATO (BRUSSELS) IS TO 
ASSUME HIS POSITION SOON, AND A MILITARY LIAISON TO NATO-SHAPE 
(MONS) HAS BEEN ANNOUNCED. IN ITS JUNE 3, 2006, DECLARATION OF 
INDEPENDENCE, MONTENEGRO STATED THAT IT ACCEPTED ALL RELEVANT 
INTERNATIONAL OBLIGATIONS OF THE FORMER STATE UNION. 


POLITICS AS USUAL 


7. (U) AS REQUIRED, A PARLIAMENTARY ELECTION WAS HELD SEPTEMBER 
10, 2006, AT THE END OF THE 2002 PARLIAMENTS MANDATE. THE 

ELECTION WAS GENERALLY IN ACCORDANCE WITH INTERNATIONAL 
STANDARDS AND SAW NO SHIFT IN POWER, WITH THE DEMOCRATIC PARTY 
OF SOCIALISTS (DPS) AND SOCIAL DEMOCRATIC PARTY (SDP) HOLDING ON 
TO POWER WITH 41 OF 81 SEATS. EVEN WITH NO PARTY BOYCOTTING THE 
VOTE, TURNOUT WAS \"ONLY\" 70 PERCENT, BELOW PAST ELECTIONS. THE 
REAL SURPRISE CAME A MONTH AFTER THE VOTE, WHEN MILO DJUKANOVIC 
STEPPED BACK FROM OFFICE AFTER 17 YEARS AS EITHER PRIME MINISTER 
OR PRESIDENT. (REF A, B) THE NEW GOM, LED BY FORMER JUSTICE 
MINISTER STURANOVIC, HAS GENERALLY HEWED CLOSE TO THE LINE SET 
BY DJUKANOVIC, WHO WAS REELECTED AS PARTY LEADER OF THE DPS ON 
MAY 19, 2007. 


ECONOMIC PARAMETERS LOOK PROMISING 
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8. (SBU) THE FIRST YEAR OF INDEPENDENCE SAW BOOMS IN BOTH STOCK 
AND REAL ESTATE (PRICES DOUBLED AND TRIPLED IN BOTH MARKETS IN 
THE PAST TWELVE MONTHS), AN INCREASE OF FOREIGN INVESTMENTS TO 
EUROS 506 MILLION IN 2006 (COMPARED TO XXX IN 2005), AND A MORE 
PRONOUNCED AND NOTICEABLE DIVISION BETWEEN THE RICHER SOUTH 
(WHICH CONTINUES TO ATTRACT THE BULK OF FOREIGN INVESTMENT, 
PARTICULARLY REAL ESTATE SALES, AND TOURISM) AND THE POORER 
NORTH. 


9. (U) ACCORDING TO OFFICIAL DATA, INFLATION HAS BEEN KEPT AT 

THE LEVEL OF EUROPEAN UNION COUNTRIES, THE UNEMPLOYMENT RATE HAS 
BEEN REDUCED FROM 18 TO 13.87 PER CENT, AND THE AVERAGE MONTHLY 
SALARY ROSE 16 PERCENT IN THE LAST YEAR TO EUROS 326. REAL GDP 
GROWTH IN 2006 WAS 4.5 PERCENT. 


10. (U) INTHE TOURISM SECTOR, THE MILITARY SHIPYARD \"ARSENAL\" 

IN TIVAT WAS SOLD TO CANADIAN BUSINESSMAN PETER MONK; HE PLANS 
TO DEVELOP A FULL-SERVICE HARBOR FOR YACHTS AND MEGA-YACHTS. 
FURTHER DOWN THE COAST, THE ELITE HOLIDAY RESORTS SVETI STEFAN, 
MILOCER AND QUEEN\'S BEACH WERE LEASED TO SINGAPORE\'S AMAN 
RESORTS GROUP. 


REFORM OF MILITARY AND DEFENSE SYSTEM BEGINS FROM SCRATCH 


11. (U) FOLLOWING THE INVITATION TO JOIN THE PARTNERSHIP FOR 

PEACE, WHICH WAS EXTENDED IN NOVEMBER 2006 AT NATO\'S RIGA 

SUMMIT, MONTENEGRO HAS STARTED AN OVERALL REFORM OF ITS DEFENSE 
SYSTEM. THE SO-CALLED \"BRUSSELS\" GOVERNMENT (l.E., THE PRIMARY 
INTERNATIONAL GOAL OF THE GOM IS EU AND NATO) OF PM ZELJKO 
STURANOVIC HAS FOR THE FIRST TIME INMONTENEGROV\'S HISTORY 
ESTABLISHED A DEFENSE MINISTRY. IN OCTOBER 2006 U.S. DEFENSE 
SECRETARY RUMSFELD VISITED MONTENEGRO. THE STATE PARTNERSHIP 


SIPDIS 

PROGRAM BETWEEN MONTENEGRO AND THE STATE OF MAINE HAS BEEN 
ESTABLISHED. THE WARSHIPS USS ANZIO AND USS EMORY S. LAND 
VISITED MONTENEGRO IN OCTOBER 2006 AND MAY 2007; A FOUR-NATION 
NATO SQUADRON (INCLUDING THE USS ROOSEVELT) VISITED IN APRIL 
2007. 
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12. (SBU) THE GOM SEES MILITARY COOPERATION WITH THE USG AS ITS 
STRATEGIC GOAL, AND LOOKS FOR AMERICAN SUPPORT IN EQUIPPING AND 
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TRAINING MONTENEGROYS MILITARY STAFF. THE DEFENSE MINISTRY HAS 
ANNOUNCED THAT IT WILL SOON FORWARD BILLS ON THE MILITARY, ON 
DEFENSE, AND ON DEFENSE DOCTRINE TO THE PARLIAMENT FOR APPROVAL. 
THE GOVERNMENT HAS ALSO ANNOUNCED IT WILL START A NATO 
MEMBERSHIP AWARENESS CAMPAIGN. 


VARIOUS PERCEPTIONS OF THE RESULTS ACHIEVED 


13. (U) AFTER CONCLUDING A SOFA AND AN ARTICLE 98 AGREEMENT WITH 
THE USG AND A TRANSIT AGREEMENT WITH EUFOR, THE MONTENEGRIN 
LEADERSHIP WAS SUBJECT TO UNEXPECTEDLY HARSH CRITICISM FROM THE 
OPPOSITION. HOWEVER, NO NEGATIVE COMMENT WAS MADE ON 
MONTENEGRO\'S JOINING THE GLOBAL INITIATIVE FOR COMBATING NUCLEAR 
TERRORISM, JOINING THE PROLIFERATION SECURITY INITIATIVE, OR 
SIGNING A \"SECTION 505\" DEFENSE ARTICLE END-USE AGREEMENT -- ALL 
CONCLUDED AFTER THE SOFA/ARTICLE 98 AGREEMENTS. 


14. (U) THE RULING COALITION OF THE DEMOCRATIC PARTY OF 

SOCIALISTS (DPS) AND THE SOCIAL DEMOCRAT PARTY (SDP) HAS 

PROMISED THAT CITIZENS WILL SOON START TO FEEL CONCRETE BENEFITS 
FROM INDEPENDENCE, THROUGH THE COMPLETION OF PRIVATIZATION, 
INCREASED FOREIGN INVESTMENTS, AND FURTHER DEVELOPMENT OF 
TOURISM. HOWEVER, THE OPPOSITION HAS REMAINED SHARPLY CRITICAL 
OF THE GOVERNMENTS ACHIEVEMENTS. PRO-SERBIAN PARTIES (15 SEATS 

IN THE 81-MEMBER PARLIAMENT) ASSERT THAT THE DISSOLUTION OF THE 
STATE UNION WITH SERBIA HAS LED TO A CONTINUATION OF SMUGGLING 
AND CORRUPTION, AN INCREASE OF CRIME, AND FOREIGN DOMINATION OF 
THE COUNTRY. THE MOVEMENT FOR CHANGE (PZP, ELEVEN PARLIAMENTARY 
SEATS) HAS CRITICIZED ALLEGED GOVERNMENT CORRUPTION AND THE 
PRIVATIZATION PROCESS, STATING THAT \"MONTENEGRO HAS BEEN TURNED 
INTO A PRIVATE STATE.\" 


15. (SBU) THE ENERGY SECTOR HAS BECOME AN ISSUE WITHIN THE 
RULING COALITION. THE PRIVATIZATION OF THE THERMO POWER PLANT 
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AND THE COAL MINE OF PLJEVLJA HAS NOT BEEN COMPLETED. WHILE THE 
DPS REMAINS FIRMLY DETERMINED TO COMPLETE THE PRIVATIZATION OF 
THE TWO COMPANIES, A FACTION IN THE JUNIOR PARTNER SDP IS 
STRONGLY AGAINST THE PRIVATIZATION, PARTICULARLY IF THE SALE IS 

TO THE LEADING BIDDER, THE EN+ GROUP OWNED BY THE RUSSIAN TYCOON 
OLEG DERIPASKA (WHO BOUGHT KAP IN DECEMBER 2004 - KAP CONSUMES 
ABOUT 40% OF MONTENEGRO\'S ELECTRICITY). 


PENDING ISSUES 


16. (SBU) ONE YEAR AFTER INDEPENDENCE THE NEW CONSTITUTION HAS 
NOT YET BEEN ADOPTED. ABOUT 90 PERCENT OF THE TEXT HAS BEEN 
AGREED, AND LEGISLATION SPECIFYING PROCEDURES FOR ADOPTION OF 
THE NEW CONSTITUTION WAS APPROVED. CONTENTIOUS POINTS SUCH AS 
THE OFFICIAL LANGUAGE, RELIGION, AND THE SELECTION OF THE 
JUDICIARY ARE STILL UNRESOLVED. IF THE NEW CONSTITUTION IS NOT 
APPROVED BY A TWO-THIRDS MAJORITY IN PARLIAMENT (54 OF 81 SEATS; 
THE RULING COALITION HAS 41), A PUBLIC REFERENDUM MUST BE HELD. 
THE DESIGNATED PERIOD OF PUBLIC DEBATE ON THE NEW CONSTITUTION 
HAS JUST BEEN COMPLETED, BUT IT IS NOT CLEAR THAT THE \"DEBATE,\" 
WHICH WAS LACKADAISICAL AT BEST, RESOLVED ANY OF THE OUTSTANDING 
QUESTIONS. POST DOES NOT EXPECT A PARLIAMENTARY VOTE BEFORE THE 
EARLY FALL. 


COMMENT 


17. (SBU) UNTIL THE QUESTION WAS RESOLVED A YEAR AGO, THE ISSUE 
OF MONTENEGROS STATE STATUS OVERSHADOWED ALL OTHER TOPICS. 
CURRENTLY, INDEPENDENCE IS ACCEPTED BY ALMOST ALL, INCLUDING 
THOSE WHO HAD CAMPAIGNED AGAINST IT. IT IS NOW LITERALLY LAST 
YEAR\'S ISSUE. THE STRUGGLE FOR A BETTER ORGANIZED AND MORE 
PROSPEROUS MONTENEGRO IS FINALLY STARTING. THE GENERAL PUBLIC\'S 
PERCEPTION IS THAT THINGS HAVE NOT CHANGED MUCH SINCE 
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INDEPENDENGE; THEY ARE NEITHER BETTER NOR WORSE. MONTENEGRO HAS 
GAINED ITS INTERNATIONAL POLITICAL IDENTITY, BUT PEOPLE HAVE YET 

TO PERCEIVE AN IMPROVEMENT IN THEIR PERSONAL LIVING STANDARDS. 

THE CHALLENGE FOR MONTENEGRO\'S LEADERSHIP IS TO TRANSFORM A 
STRONG MACROECONOMIC BASE AND THE RIGHT TO MAKE ITS OWN 
DECISIONS INTO BALANCED MICROECONOMIC GROWTH, PUTTING MONTENEGRO 
INTO THE MAINSTREAM AND LEAVING ITS BACKWATER STATUS BEHIND. 

END COMMENT. 

FERRILL 
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E.O. 12958: DECL: 06/04/2017 

TAGS: PREL, MARR, NATO, KU 

SUBJECT: NATO VISITS LAY GROUNDWORK FOR EXPANDED 
COOPERATION WITH KUWAIT 


Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d) 


1. (C) On June 2, the Polish Embassy, the NATO Contact Point 
Embassy in Kuwait, briefed resident NATO member embassies on 
recent NATO visits to Kuwait. From May 6-7, NATO officials 
conducted a workshop on Civil Emergency Planning and Crisis 
Management in Kuwait. The team emphasized radiological 
threats and evaluated Kuwait\'s crisis management system. 
Kuwait has skilled personnel, up-to-date technical equipment, 
and good cooperation with the IAEA in implementing standards 
and procedures, but convoluted chains of command undermine 
the GOK\'s ability to respond to a high intensity crisis. 

NATO offered to assist Kuwait in organizing a crisis exercise 
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to improve response capability. 


2. (C) From May 11-14, a NATO training assessment team 
presented a briefing on the NATO Training Cooperation 

Initiative (NTCI) to representatives of the Kuwaiti 

government involved in training, planning and execution. 

Kuwait faces a number of challenges in benefiting fully from 
NTCI: lack of language proficiency among field commanders; 
incongruence between the GOK\'s and NATO\'s budget and planning 
cycle; and limits on numbers of participants from Kuwait and 
other Istanbul Cooperation Initiative (ICI) countries. 

Kuwait is also reluctant to participate in any NATO security 
cooperation initiatives with Mediterranean Dialogue countries 
which would necessarily include Israel. On May 17, General 
Lance Smith, the NATO Supreme Allied Commander for 
Transformation and Commander of U.S. Joint Forces Command, 
visited Kuwait to secure support for NTCI. Kuwait expressed 
preliminary interest in sending a Liaison Officer to SHAPE HQ 

in Mons, Belgium. 


3. (C) On upcoming NATO activities in the region, the Polish 
Embassy reported that the NATO Public Diplomacy Division will 
hold a seminar in Bahrain June 5-6. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait's Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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DEPT FOR CA/EX - PAUL CANTRELL 

DEPT FOR CA/FPP PASS TO MELISSA LEDESMA-LEESE 
PASS TO KCC 

PASS TO INL/HSTC 

POSTS FOR FRAUD PREVENTION MANAGERS 


E.O. 12958: N/A 
TAGS: KFRD, CVIS, CPAS, CMGT, ASEC, KCRM, KE 
SUBJECT: FPU NAIROBI: FRAUD, FRAUD, EVERYWHERE 


1. Summary: Nairobi\'s Fraud Prevention Unit (FPU) sees a wide 
variety of NIV, IV, and ACS fraud on a daily basis. May 15, 2007 
proved to be an excellent example of the depth and breadth of fraud 
encountered over and beyond the normal workload, and is illustrative 
of a day in the life of our FPU section\'s lone investigation 

assistant. As such, Post believes that our current FPU staff of one 
full-time FSN is insufficient. Post requests that Washington fund a 
second full-time FSN grade 7 position to give us the resources to 
better pursue fraud. 


NIV - SPONSORSHIP FRAUD AND FAKE IDENTITIES 


2. In the first NIV case of the day, a prospective student returned 
with his sponsor at the request of the adjudicating officer, who 

felt in the first interview that his sponsorship somehow seemed 
\"funny.\" The student presented his sponsor who confirmed (per the 
applicant\'s assertions) that he was a clearing and forwarding agent. 
FPUVs investigation assistant first determined that the sponsor\'s 
national identification card was a forgery. After several focused 
questions, he also determined that the sponsor knew nothing about 
his purported business, and was not the owner of the bank statements 
provided. Post decided against arresting the mystery sponsor due to 
the workload inherent in taking the individual to the police 

station, swearing statements, and subsequent court cases. 


3. Later that morning, adjudicating officers encountered a number 

of fraudulent bank statements that were high quality scans printed 

on perforated bank paper to make them appear as if they were genuine 
statements. These bank statements, which appear to be from the same 
source, were examined and the fraud detection points were reviewed 

in real time with the adjudicators resulting in rapid refusals of 

several applicants. 


4. Subsequently, a student applicant produced a suspected 
fraudulent high school certificate which was confirmed by the 
investigations assistant as the applicant waited at the window. 
Since this was a new style of fraudulent document, the 
investigations assistant then shared his catch with other 
adjudicators, updating them on the new trend. 
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IV - HOW MANY PRINCIPAL APPLICANTS CAN A CASE HAVE? 


5. Before NIV adjudications began, one of our IV clerks met briefly 
with the FPU manager and investigations assistant to discuss fraud 
in a Diversity Visa (DV) case she had encountered. The IV clerk had 
fielded an odd request from a DV principal applicant, which led her 
to scrutinize a case. Working with the FPU investigations 

assistant, she pulled the case file and found that three persons 
were claiming to be the principal applicant in a DV case, and each 
claimed-principal applicant was attempting to add-on a different 
spouse, all of them coming from the same particularly fraud-prone 
applicant pool. All principals claim to have the same name and date 
of birth, but have supplied different pictures, suggesting that they 
are capable of gaining birth certificates and passports in the 

identity of their choosing. 


6. Later in the day, a DV applicant attempted to include a \"pop-up\" 
spouse to her case file. They chose to prove the relationship with 
pictures that were photo-subbed. Earlier in the day, the 
investigations assistant met with an informant regarding a DV fraud 
ring, providing detailed information to include phone numbers, 
address, and location of the ringleader\'s office. She described how 
the fraud ring changes the applicants\' addresses so they control all 
information that KCC sends the applicants regarding their applicant 
and interview. She went on to describe how the ring pays villagers 
to pose in \"relationship\" photographs in an attempt to build a 
fictitious history between the principal applicant and the person 

that the ring chooses as their spouse. 


7. In the afternoon, the investigations assistant carried-out a 
time-consuming and detailed Stokes interview to build evidence 
against a DV applicant and their added spouse. The \"ghost marriage\" 
fraud rings (as detailed in 06-04 Fraud Digest of July 2006) are now 
perpetuating more complicated fraud, to include, photo albums, 

shared bank accounts, and even pregnancies. 


ACS - REAL CHILD, FAKE DOCUMENTS 


8. Around midday, an ACS clerk encountered a Sudanese Amcit and his 
wife who were attempting to obtain a CRBA and passport for their 
newborn. Suspicions were raised, and the ACS clerk consulted FPU\'s 
investigation assistant who confirmed that the parents\' marriage 
certificate and child\'s birth certificate were forgeries. Thanks to 

the investigation assistant\'s quick work, the ACS section was able 

to turn away the parents and request that they seek original 

documents to support their child\'s application. Post will likely 

request DNA testing to confirm the maternal and paternal 

relationship to the applicant. 


Column 3 


ACTION REQUEST - NAIROBI NEEDS MORE FPU STAFF 


9. Action Request: Given the volume and variety of fraud that FPU 
encounters on a daily basis, Nairobi requests that Washington fund 
(potentially through DV-related funds) an additional FPU grade 7 
investigation assistant position at a cost of approximately $30,000, 
plus additional office-related costs of $9,000. Post has seen an 
increase in case volume and complexity in IV, NIV, and ACS; and with 
those increases a correlated increase in fraud trends. At this 

point, Post\'s previous stopgap of using FSNs from NIV to offer 
part-time assistance to the lone FPU investigations assistant is no 
longer tenable given the increases in NIV volumes year-over-year. 
Nairobi also urgently needs more FSN staffing for IV and ACS. 
However; given the escalating fraud environment, Post requests that 
Washington give priority to funding an additional FPU FSN position. 
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STATE FOR EB, NEA, IO, VCI, P, T 
AF/S FOR HTREGER 

ISN/RA FOR NEPHEW 

ISN/RA FOR MONGIELLO 


E.O. 12958: N/A 
TAGS: KNNP, EFIN, IR, UNSC, AORC, ETRD, TRGY, MZ 


SUBJECT: Mozambique: 60-Day Report to UN Security Council on UNSCR 
1747 


REF: State 073219 


On June 4 emboff delivered reftel talking points and the text of the 

U.S. 60-day report on UNSCR 1747 (Iran Santions) to Faruque Faquira, 
Head of the United Nations Department, Directorate of the 

International Conferences and Organizations at the Ministry of 

Foreign Affairs. Faquira provided no substantive response. 
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E.O. 12958: DECL: 06/14/2007 
TAGS: PGOV, CVIS, TU 
SUBJECT: ZEYNEL ERDEM DISCUSSES GULENIST SCHOOLS 


REF: ISTANBUL 353 
Classified By: CONSUL GENERAL DEBORAH K JONES FOR REASON 1.5 (B) 


1. (C) Zeynel Erdem, a wealthy local businessman and 
self-described Vadvocate for AmericaW (please protect) used a 
May 31 appointment with CG to raise two cases of Fetullah 
Gulen (FG) adherents whoVd recently been barred from entering 
the United States. (See reftel for more detail on Gulen and 
the FG movement.) Describing his experience with the FG 
organization and the Gulen schools network, Erdem said he 
visited Gulen in Pennsylvania in mid-May and reported his 
health appeared to be good. Erdem is aware of the 
problematic nature of Fetullah Gulen\'s current visa 

situation, and told CG he believed the \"highest levels!" of 

the U.S. government were also aware of this case and that 
Gulen\'s immigration status would be given favorable 
consideration when a decision is ultimately made. 


2. (C) Erdem noted the FG organization operates 18 schools at 
the primary and secondary level in TurkeyYs Southeast, the 
region from which Erdem\'s family originates. His family 
foundation provides tens of thousands of dollars in financial 
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support on a regular basis to Gulen schools operating in that 
area. He explained that although he has always requested and 
received a makbuz (receipt) for payment, many donors do not 
and FG schools do not appear to routinely issue receipts to 
donors. FG schools typically solicit funds directly from 

local worthies. This may be supplemented by a central 
charitable giving mechanism. We cautioned that charity 
business practices, in particular accounting for incoming and 
outgoing financial donations, had come under great scrutiny 
in recent years. In order to avoid the perception of 
wrongdoing it would be wise for FG-affiliated charities to 
strengthen their business practices and make them more 
transparent. 


3. (C) Erdem did not describe himself as a FG \"follower\" per 
se (i.e. he does not view Fetullah Gulen as his religious 
leader) but believes that there are over 5 million FG 

followers in Turkey. The number of Turkish donors is several 
times higher in his estimation. FG followers are generally 
well-disposed to the United States and the USG, largely 
because Fetullah Gulen currently lives in the United States 
and the FG organization has been successful in establishing 
Vover 70\' schools there. If the USG were to deport or 
otherwise force Fetullah Gulen to depart the United States, 
this reservoir of good will would rapidly dry up, Erdem 
argued. 


4. (C) Erdem cautioned that he was not aware of the current 
state of the relationship between PM Erdogan and Fetullah 
Gulen but believed it was not close. Several years earlier 

he had attempted to broker a telephone conversation between 
the two, but was rebuffed by Gulen. In his opinion, FM Gul 
and former Interior Minster Abdulkadir Aksu have a much 
closer relationship with Gulen. 

JONES 
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DEPARTMENT FOR EUR/SE AND H 


Column 3 


E.O. 12958: DECL: 06/04/2017 

TAGS: PHUM, PREL, TU 

SUBJECT: CONGRESSIONAL STUDY GROUP ON TURKEY MEETINGS WITH 
RELIGIOUS MINORITY LEADERS 


REF: A. ISTANBUL 0234 
B. ISTANBUL 0061 
C. ADANA 0056 
D. ADANA 0047 
E. ISTANBUL 0349 


Classified By: CONSUL GENERAL DEBORAH K. JONES FOR REASON 1.5 (B) 


1. (SBU) Summary: Religious minority leaders from the 
Armenian Orthodox, Greek Orthodox and Jewish communities met 
separately May 30 with the Congressional Study Group on 
Turkey. Discussions at the Armenian and Ecumenical 
Patriarchates focused on the possible effect of a 
congressional Armenian genocide resolution (AGR) and on the 
two institutions\' differing visions for overcoming obstacles 

to train ecclesiastical staff. Ecumenical Patriarch 
Bartholomew | informed us community foundations had very 
recently been granted permission by the Istanbul Governor to 
proceed with board elections -- an important development 
regarding an issue flagged as a priority by the Patriarch in 
recent discussions (ref A). Jewish Community leadership 
stressed the correlation and negative impact of worsening 
U.S.-Turkish relations and rising xenophobia on the 
community. End summary. 


2. (C) Armenian Patriarch for Istanbul and all of Turkey 
Mesrob II spent much of the hour-long meeting with Study 
Group members reviewing the historical context of 1915 and 
associated congressional \"Armenian genocide\" draft 
resolutions. Asked whether the latter, if passed, would 
place at risk the lives of Turkish Armenians, Mesrob 
responded that to some extent the assassinations of Hrant 
Dink (ref B) and a priest in Trabzon and the more recent 
murders of Bible publishers in Malatya (ref C) were reactions 
to \"external pressures.\" These types of bills were 
unhelpful, he said, as was the lack of participation by 
Armenian officials in interfaith dialogue initiatives, such 

as a recent Turkish-Armenian conference in Dallas where none 
of the invited Armenian partners attended except for him. 
Mesrob believed this lack of receptiveness to dialogue 
stemmed from populist-minded individuals trying to \"satisfy 
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the masses...pumped with the idea of genocide, without any 
means to turn away from it.\" 


3. (C) Choosing his words carefully, Mesrob did not deny the 
magnitude of Armenian suffering (which he put at no fewer 
than 1.5 million victims) but noted that some Armenians, 
influenced by external forces and prompted by loaded sermons 
on the part of the then-Armenian Patriarch, had taken up arms 
against their Ottoman rulers. The Ottoman government 
responded by punishing all Armenians collectively and the 
community dwindled to 70,000 members, he said. Mesrob 
supported the Turkish government\'s proposal to establish a 
commission to study the events of 1915 but stressed that such 
a commission should include facilitative international 
observers as well as participation by insitutions such as 
Harvard and Oxford whose credibility was beyond dispute. 
Mesrob agreed that a congressional resolution calling for 

such an initiative would be useful. 


Clerical Training 


4. (C) In response to a question, Mesrob honestly noted that 
he and the Ecumenical Patriarchate have different views on 
how to resolve the challenge of training Orthodox clergy in 
Turkey. Mesrob has proposed opening a comparative theology 
department with sub-units for each of the religious minority 
communities in Turkey at an existing Istanbul-based 

university. The curriculum could be used to educate clergy 

as well as language teachers for minority community schools, 
he said. Mesrob suggested the government was open to this 
proposal but would not act until after elections. 


Secularism and Islam 


5. (C) Asked about Turkey\'s secularism and Islam\'s perceived 
growing influence, Mesrob observed that Turkey is not truly 
secular because it does not \"maintain equal distance from all 
religions,\" as is the case in the United States. Rather, 

Turkey favors Islam by funding mosques through the Diyanet, 
while not supporting other religions in like manner. 
Nevertheless, Mesrob downplayed assertions of an Islamic 
resurgence in Turkey, claiming these were exaggerated by the 
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ruling Justice and Development Party (AKP) during the 
upcoming parliamentary elections, because it is \"God-fearing\" 
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and has demonstrated an inclination to pursue reforms for 
minorities. Mesrob also expected the Turkish Armenian 
community -- currently unrepresented in parliament -- to gain 
one or two seats during the upcoming parliamentary elections. 


6. (C) Asked whether the Greek and Armenian Patriarchs had 
any common interests with respect to the unification of 
Cyprus, Mesrob said he\'d been invited recently to participate 
in an event intended to bring a group of Armenians living in 
the southern part of Cyprus to visit a monastery in the 
\"TRNC\" controlled part. He sought GOC advice on whether or 
not to participate, but never received a response. The 

Turkish Foreign Ministry, for its part, advised him not to 

go, cautioning the Greek authorities there could exploit the 
event to suggest monasteries were not being cared for in 
Northern Cyprus. While acknowledging the GOT\'s restoration 
of a 10th century Armenian church on an island in Lake Van 
earlier this year (ref D), Mesrob lamented there were some 
problems with the project as the GOT refused to put a cross 
on the church and had re-opened it as a museum. 


7. (C) His All Holiness Bartholomew expressed appreciation 
for ongoing USG interest in the affairs of the Ecumenical 
Patriarchate, noting he had recently received a letter from 
the U.S. House of Representatives Committee on Foreign 
Affairs expressing concern for the religious freedom of the 
Ecumenical Patriarchate. Reciting an oft-repeated list of 
grievances against the GOT (ref D), including the inability 

to re-open Halki Seminary, property disputes, lack of GOT 
recognition for the ecumenical title, lack of juridical 
personality, and the requirement for his successor to have 
Turkish citizenship, Bartholomew expressed hope the 
government would be able to take more concrete steps in favor 
of the rights of the religious minority communities after the 
July 22 elections. He noted the Istanbul Governor had, 
within the last few weeks, permitted Greek Orthodox 
foundations to hold elections to renew their Boards -- a 
critical step to avoid being declared \"void\" and, 
consequently, risk being confiscated (along with all 
associated property) by the government. 


The AGR 
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8. (C) Asked how an AGR would affect the Ecumenical 
Patriarchate, Bartholomew responded he could not foresee the 
Turkish reaction but said the question of how to characterize 

the events of 1915 was for the Turks and Armenians to answer. 
Though he could not express an official view, the Patriarch 
pointed out that in Anatolia there were once many Greeks and 
Armenians \"who are not here today.\" Describing the 
circumstances which led to the depletion of the Greek 

minority community in Turkey (now numbering approximately 
2000), Bartholomew recounted the \"population exchange\" of the 
1920s when 1.5 million Greeks in Turkey were \"exchanged\" for 
500 thousand Turks in Greece. The 1955 riots in which many 
Greek churches, businesses and homes were destroyed led to 
the departure of most of the remaining 120 thousand, he 
remarked. 


Clerical Training 


9. (C) In response to a query from the delegation, 
Bartholomew was dismissive of the Armenian proposal for 
religious minority clergy education, on which he\'d not been 
consulted. This proposal, in his view, failed to take into 
consideration Halki Seminary\'s unique mission to provide both 
theoretical and practical training to an all male student 

body of future ecclesiasts, who prayed twice a day and 

learned to conduct religious ceremonies. Bartholomew offered 
his oft-expressed view that it was in Turkey\'s interest to 

open the Seminary because the next generation of Church 
leaders will come from other institutions and will have 
developed a more narrow-minded attitude against Turkey and 
its EU accession aspirations. 


Interfaith Dialogue 
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10. (C) Long an advocate of interfaith dialogue, Bartholomew 
recounted the Patriarchate\'s leading role in convening ten 
official dialogues with Islam and six with Judaism in 

addition to inter-Christian initiatives such as the Papal 

visit to Turkey last November. Asked whether any imams spoke 
out for increased religious freedom in Turkey, His All 

Holiness pointed to Fetullah Gulen, now in the United States, 
and his followers, explaining they were also strong 

supporters of inter-faith dialogue. 
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The Jewish Community: Anti-Semitism and Anti-Americanism 


11. (C) The Study Group also met with the Turkish Jewish 
Community\'s Chief Rabbi Haleva and its secular leadership 
prior to a tour of the Neve Shalom synagogue. Rabbi Haleva 
asserted the Jewish community has had a \"peaceful, 
comfortable life for over 500 years in Turkey. Not quite as 
upbeat, the secular leadership lamented a trend in Turkey of 
increased xenophobia and anti-Semitism, particularly in the 
press. Community Deputy Vice President Sami Herman and 
foreign relations committee chairman Daniel Navaro attributed 
much of this change in attitude to the situation in Iraq and 

to nationalist conspiracy theories -- from all levels of 

society, claims Navaro -- suggesting the United States 
intends to undermine Turkey\'s territorial integrity. Navaro 
explained that such perceptions affect the community 
negatively, whereas the strong U.S.-Turkey alliance used to 
be a source of great comfort to the community. 


12. (C) Asked why the U.S. commitment to a unified Iraq has 
not proven reassuring to Turks, Navaro opined that many Turks 
believe the U.S. presence in Northern Iraq has facilitated 
increased PKK activity and that the U.S. has failed to live 

up to its responsibility to counter this activity. At the 

same time, the U.S. claims it has other priorities in 

Northern Iraq, he said. The result, warned Navaro, is that 
neither side understands each other and the situation gets 
worse by the day. 


13. (C) Responding to a question about whether Jewish 
community members felt accepted by their neighbors, Executive 
Vice President Lina Filiba claimed she felt no 

differentiation in her personal life, however the government 

had failed to show that minorities are equal citizens in 

Turkey. While the media generalizes and spreads conspiracy 
theories, the government remains silent added Herman. 


14. (C) Comment: The divergence of approaches and viewpoints 
amongst these various groups accurately reflects their 

attempts to make the best of Turkey\'s unique situation, in 

which an elected Islam-oriented government has proven more 
approachable or sympathetic, at least rhetorically, than an 
entrenched secularist bureaucracy. Uncertainties related to 

the upcoming elections undoubtedly have exacerbated their 
anxieties. 
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15. (C) Comment Continued: That the Greek Orthodox 
foundations have recently been permitted to proceed with 
board elections is a significant, positive development. 
Ecumenical Patriarch Bartholomew told the Ambassador in March 
that the Istanbul Governor had denied all but one request 
from foundations to hold elections. In a follow on meeting 

in April (ref E), the Consul General suggested to the 
Governor that any positive steps to resolve Ecumenical 
Patriarchate grievances at a time when Turkey\'s religious 
minorities were in the spotlight following the Malatya 
murders, would be favorably viewed. While one might have 
hoped for something a bit more dramatic than the granting of 
permission to hold foundation board elections, it is 
nonetheless a postive step and perhaps as much as can be 
hoped for in the current domestic political stew. End 
Comment. 


16. (U) Congressional Study Group members were unable to 
clear this message prior to their departure from Turkey. 
JONES 
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E.O. 12958: DECL: 06/06/2017 
TAGS: PK, PREL, PGOV 
SUBJECT: MQM FEELING WOUNDED 


REF: A. KARACHI 0401 
B. ISLAMABAD 02193 AND PREVIOUS 
Classified By: Charge d\'Affaires Peter Bodde, Reasons 1.4 (b), (d) 


1. (C) On June 1, Charge met with Minister of Ports and 
Shipping (and MQM member) Babar Khan Ghauri to discuss the 
May 11-13 violence in Karachi. Ghauri said the Karachi 
violence had \"killed\" the MQM\'s chances of gaining voters in 
Punjab province. The party was focusing on repairing its 
reputation in Karachi and Sindh. 


2. (C) According to Ghauri, police and Sindh Rangers were 
stationed at key \"buffer\" points in Karachi on May 12, 
anticipating clashes between opposition and MQM activists. 

At around 2:00 a.m., the officers abandoned their positions. 
(Note: The Rangers, like the Karachi police, might have been 
under local orders not to intervene (ref A). End Note.) 

Ghauri reported that on May 13, after a phone call with 
Governor of Sindh Ishrat-ul-Ebad, President Musharraf ordered 
police and rangers onto the streets in Karachi. Ghauri also 

said Musharraf asked PML-Q coalition partners to maintain a 
public posture that would not cause undue political damage to 
the MQM. Regarding whether MQM head Altaf Hussain played any 
part in planning the violence, Ghauri said \"No, absolutely 

not. We were trying to expand into Punjab; how would we have 
benefited from this?\" (Note: Reliable Embassy and Consulate 
Karachi contacts believe that at the very least Hussain 
suspected there would be violence on May 12 and supported the 
MQM counter-rally in any case. End Note.) 


3. (C) Comment: Ghauri confirmed what in-country MQM leader 
Faroog Sattar told us in a May 17 phone call (ref C): the 

events of May 11-13 in Karachi deeply wounded the MQM. 
Ghauri noted several times during the meeting that his 

party\'s leadership felt \"alone\" and that they were worried 

the PML-Q would abandon them. Indeed, a number of PML-Q 
contacts privately tell us they believe MQM was culpable for 

the events, and the PML-Q should distance itself from the MQM 
to prevent damage to its own reputation. Nevertheless, 
President Musharraf and some other government officials 
continue to blame the opposition and Chief Justice for the 

May 12 violence. Given that much of the public and media 
believe the MQM principally responsible for the violence, 
Musharraf\'s position could exacerbate his political problems. 
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End Comment. 
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E.O. 12958:N/A 

TAGS: PREL, PGOV, PREF, OAS, PM 

SUBJECT: PANAMA/OASGA: CODEL Meeks? Luncheon with OAS 
Representatives 


1. CODEL Meeks briefly touched upon OAS member nations? priorities 
while sharing the Congress members? desire to further invigorate U.S. 
engagement in the region. Congressman Meeks focused on the need to 
adequately support institutions like the OAS in furthering development 
and strengthening democracy, while Congresswoman Jackson Lee addressed 
the ongoing domestic immigration debate seeking input on its broader 
impact in the hemisphere. OAS representatives honed in on the need 

to engage Cuba within the framework of the OAS, address migration 
issues, assist in the reincorporation of deportees, and 

create jobs abroad to bring the benefits of democracy to the poorest 
sectors of society. They also sought to institutionalize congressional 
participation in future OAS General Assembly gatherings. End Summary. 


2. Participants ? Congress Members: Gregory Meeks (D-NY), Mike 
Honda (D- CA), Sheila Jackson Lee (D-TX), Mike McNulty (D-NY), Jean Schmidt 
(R-OH);OAS Secretary General Jose Miguel Insulza; First Vice President and 
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Foreign Minister of Panama Samuel Lewis; OAS member nation Ambassadors or 
representatives. 


3. In aluncheon co-hosted by OAS Secretary General Jose Miguel 
Insulza and Panamanian First Vice President and Foreign Minister Samuel 
Lewis, the CODEL shared their desire to engage foreign governments 

in shaping the pending immigration bill currently debated in Congress. 
Meeks began the session by stating, ?For far too long we have basically 
ignored our neighbors to the south.? 

He then committed to secure the necessary resources to support the 
OAS?s work in strengthening democracy and advancing social development, 
announcing that the Appropriations Committee would make sure the USG 
did not flat-line our contribution to the OAS budget. (Note: The USG 
currently contributes 59.47% of the general operating fund.) 


4. The Ambassador of Canada to the OAS pointedly inquired if the 

CODEL supported SYG Insulza?s proposal to reintegrate Cuba in the OAS 
fold. The delegation overwhelmingly confirmed their agreement with Insulza, 
with only Schmidt sharing that her constituents were opposed to engaging 

the Castro regime. USOAS Deputy PermRep Bob Manzanares, in his address, 
shared the desire of the USG to include a free and democratic Cuba in 

the OAS framework and pointed out that welcoming Cuba under the current 
circumstances would be contrary to the Inter-American Democratic Charter 
and principles of the OAS. 


5. Delegates shared their desire for assistance in reintegrating 
deportees a constructive members of society. They also expressed 
concern that healthcare workers and teachers, frequently trained at 
government expense, regularly transferred to jobs in the U.S. upon 
completing their training resulting in a scarcity of vital practitioners 

and educators. Nearly all speakers focused on the need to further 
economic and social development to extend the benefits of 

democracy with all social classes. By addressing this crucial issue, 

they stated, fewer individuals would seek to immigrate to the U.S. 

A consistent theme among speakers was the need for Congress to look 
at issues from a broader perspective. In order to completely address 
immigration issues, a multifaceted approach was needed both domestically 
and throughout the hemisphere. Several ambassadors expressed their 
desire to integrate congressional participation as a recurring event 
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in future General Assembly gatherings. 
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E.O. 12958: DECL: 06/04/2017 

TAGS: PGOV, PHUM, PREL, PINR, IN 

SUBJECT: SITREP: TRIBAL COMMUNITIES IN RAJASTHAN BATTLE FOR 
STATUS 


REF: A. NEW DELHI 2564 
B. NEW DELHI 2583 


Classified By: PolCouns Ted Osius for reasons 1.4 (B,D) 


1. (SBU) Summary: Tensions in Rajasthan between the Gujjar 

and Meena communities continued unabated on June 2, as Meenas 
staged counter-demonstrations against Gujjar protests. To 
maintain pressure on the government, Gujjar leaders brought 

their protests to the capital, calling a bandh (general 

strike) in New Delhi on June 4. On the same day, Rajasthan\'s 
Bharatiya Janata Party (BUP) Chief Minister (CM) Vasudhara 
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Raje and Gujjar community leader Col Kirori Singh Bhaisala 
are scheduled to hold talks aimed at breaking the impasse. 
All previous talks have broken down, as the BJP continues to 
express support for embattled CM Raje. At COB, media 
reported that a peace deal was in the offing. Post has 
updated a warden notice advising American citizens to avoid 
road and rail transit in Rajasthan which have been disrupted 
by demonstrators. End Summary. 


How to Change Status 


2. (SBU) Gujjars want the Rajasthan government to recommend 
to the Center government a change to their status from Other 
Backward Caste (OBC) to Scheduled Tribe (ST). It is then 
Parliament\'s job to consider the request and determine 

whether to amend the Constitution which defines the status of 
each community. The status of a community can vary from 

state to state; for example, Gujjars are STs in Himachal 

Pradesh and Jammu & Kashmir, but not in any other state where 
they reside. 


Meena Community Organizing 


3. (SBU) On June 2, the Meena community --the only 
constitutionally recognized ST group in Rajasthan -- took to 
the streets demanding that the Rajasthan government reject 
the Gujjar demand. Media reported that 50-60 thousand armed 
Meenas tried to enter the town of Daula, which serves as the 
nerve center for the Gujjar agitation, bent on driving the 
Gujjars out. Only the presence of large contingents of Army 
troops and paramilitary forces kept the two groups apart. 
Five were killed in the resulting Gujjar-Meena clashes, 
bringing the death toll to 25. Since Meenas outnumber 
Gujjars by at least two to one, there are growing concerns 
that Meenas could exact a heavy toll should security break 
down. 


Gujjars Respond: Transit Disrupted 


4. (SBU) On June 3, Gujjar political leaders, BJP President 
Rajnath Singh, and the Congress leadership spent a full day 

on talks in Delhi, which failed to resolve the increasingly 

tense situation. In another effort to break the impasse, 

Gujjar community leader Col Kirori Singh Bhaisala traveled to 
Jaipur on June 4 to meet with Rajasthan CM Vasundhara Raje. 
Determined to maintain political pressure, the Gujjars called 

a general stike in Delhi for June 4. RSO reported a massive 
number of Gujjar demonstrators closed numerous roads leading 
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into the capital and set vehicles on fire. 


AMCIT Concerns 


5. (SBU) Post issued a warden notice on May 30, advising 
American citizens to avoid traveling by road in Rajasthan. 

Since numerous highways throughout Rajasthan remain blocked 
and train transit is now increasingly being affected, Post 

issued another warden message on June 4 regarding rail 

transit. Post will continue to closely monitor the 
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situation. 


Political Stalemate 


6. (C) Gujjars, traditionally part of the Congress Party vote 

base, insist that BJP CM Raje made a campaign promise to them 
to change their status from OBC to ST, and that they switched 
their loyalties from Congress to BJP on the basis of that 

promise. While Gujjars are a politically significant 

community in Rajasthan, the Meenas, traditionally part of the 

BJP vote base, are a larger community with greater political 
sway. The BJP is now caught between the diametrically 
opposed demands from these two communities, both of which are 
detemined to come out on top. No matter which decisions the 
BJP government in Rajasthan takes, the aggrieved caste has 
promised to unleash a caste war against its rival. 


7. (c) Incensed by what they view as a broken BJP promise and 
heavy handed police action, which has so far resulted in 20 
Gujjar deaths, caste leaders are demanding CM Raje\'s 
resignation. The BJP leadership, fearful that action against 
Raje would make it look weak, continues to back her, for now. 
However, there is a growing consensus that the BUP may be 
forced to quietly push Raje aside after a decent interval. 

If a deal can be brokered between the warring castes, 

however, Raje\'s tenure could last a bit longer. 

MULFORD 
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E.O. 12958: DECL: 06/04/2017 
TAGS: ASEC, CASC, EPET, KDEM, NI, PGOV, PREL 
SUBJECT: SITREP 26: 3 AMCITS, 33 EXPATRIATES REMAIN HOSTAGE 
IN NIGER DELTA 
REF: A. LAGOS 415 
B. LAGOS 367 
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Classified By: Consul Alan B. C. Latimer for reasons 1.4 (B) and (D) 


1. (SBU) Summary: Approximately 36 expatriates are being 

held hostage in the Niger Delta, including three American 

citizens kidnapped May 25 off the shore of Bayelsa State. 

Since June 1, 12 expatriates, no American citizens, have been 
abducted in Rivers and Akwa lbom states. Twelve Indian 
nationals, one British national and one Lebanese national 

remain hostages. Two Chinese nationals kidnapped on March 17 
and two Indians kidnapped on June 2 were released on June 2 
and June 3, respectively. End Summary. 


2. (C) American citizens Bobbie Tyner, Shane McMorris, and 
Richard Moore, as well as four British nationals, one South 
African, one Filipino, and one Nigerian remain captive after 
being kidnapped off the shore of Bayelsa State on May 25. 
Hydrodive received a call from its South African employee on 
June 3 who confirmed all ten hostages were okay. Company 
representatives said the kidnappers have demanded naira 
500,000,000 (approximately USD 4 million). 


3. (U) On June 3, militants abducted six Russian nationals 

in Ikot Abasi, Akwa Ibom, where they were working for the 

Russian Aluminum Group (RUSSAL), which recently purchased the 
Aluminum Smelter Company of Nigeria (ALSCON). A Nigerian 
driver was killed during the attack. 


4. (SBU) Two Filipino nationals working for West Africa 

Offshore were kidnapped on June 2. Security sources report 

the individuals were abducted from Bush Bar in Onne, Eleme 
local government area (LGA) by unknown gunmen. Media reports 
suggest the Rivers Police received information \"the hoodlums 
were torturing some foreigners\" and subsequently, on June 3, 
raided the hideout. According to a human rights contact in 

the area, the clash occurred near Obio-Akpor LGA, Rivers. 

One of the abductors was killed during the skirmish while the 

two hostages were released. 
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Schlumberger/Rivers: 4 Expatriates Taken June 1 
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5. (SBU) A Dutch national, British national, Pakistani 

national, and French national working for Schlumberger remain 
hostages after being abducted at approximately 11:50 PM on 
June 1 in Port Harcourt, Rivers State (Ref A). 


6. (U) Ten Indian nationals, including two women and two 
children, who were kidnapped June 1 in Rivers State, remain 
hostages, as do two Indians kidnapped May 19 (Ref B). A 
Lebanese national kidnapped May 22, who was working for the 
Niger Cat construction company in Warri, Delta State, remains 
a hostage (Ref B). British national Jeff Treen, who was 
employed by Control Risks Group and kidnapped on May 5, 
remains a hostage (Ref B). 


7. (U) According to media reports, two Chinese nationals and 

one Nigerian employed by Nigeria LNG and kidnapped in Anambra 
State on March 17, were released from captivity on June 2. 
LATIMER 
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D. 06 CAIRO 6600 


Classified By: Counselor for Economic and Political Affairs 
Catherine Hill-Herndon, for reasons 1.4 (b) and (d). 


1. (C) Summary: Egypt\'s Political Parties Committee on May 24 
approved the registration of the Democratic Front Party 

(DFP), a new liberal group led by prominent intellectuals 

Osama Al Ghazali Harb and Yehya Al Gamal. The party\'s broad 
goals for the next six months are to build a \"nationwide 
institutional framework\" and to party-build, engaging in 

outreach to the Egyptian public. The DFP will not 

participate in Egypt\'s upcoming June 11 Shura Council 
elections, but plans to contest the spring 2008 local council 
elections, the next event on the electoral calendar. 

Meanwhile, DFP-affiliated parliamentarian Anwar Esmat Al 
Sadat was expelled from the People\'s Assembly on May 29, due 
to a recent questionable court ruling declaring him bankrupt. 

The DFP\'s approval is a positive step by the GOE towards 
bolstering the currently weak array of liberal opposition 

parties. The test of the government\'s intentions will come 

in terms of whether the DFP is given significant space to 

operate and party-build over the next several months. End 
summary. 


2. (C) The May 24 approval of the Democratic Front Party 
(DFP) marked the first time since October 2004, when Ayman 
Nour\'s Al Ghad Party was licensed, that the heavy-handed 
Political Parties Committee (PPC) has approved a new Egyptian 
political party. The decision contrasts markedly with the 
January ruling of Egypt\'s Supreme Administrative Court to 
deny the petitions of twelve aspiring political parties which 

were appealing the PPC\'s rejection of their applications (ref 

A). In a May 29 meeting, party founder Osama al-Ghazali Harb 
(Shura Council member, former NDP Policies Committee member, 
and editor-in-chief of \"International Politics,\" Egypt\'s 

\"Foreign Affairs\" equivalent) told poloff that he was 
\"surprised\" by the approval, and believed that the PPC\'s 
decision was in large part due to lucky timing: \"A week after 
Egypt becomes a member of the UN Human Rights Council, it 
would have looked very bad for the government to reject a new 
liberal party.\" (Note: Harb and Gamal first formally 

announced their intent to form a party in July 2006, as 

reported ref B. End note). 
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3. (C) Harb opined that the approval was also indicative of 

\"a realization among some in the Egyptian elite that, due to 
the increasing strength of the Muslim Brotherhood (MB), there 
must be players on the political stage other than simply the 
MB and the ruling party.\" Harb asserted that 1700 Egyptians 
signed the DFP\'s petition for registration (far more than the 
1000 signatures required by Egyptian law), and that the DFP\'s 
detailed platform was studied by the PPC for two weeks. He 
noted that the DFP\'s hearing before the PPC was \"serious and 
intense,\" involving a disagreement between him and Minister 
of Interior Habib Al Adly regarding the DFP\'s recommendation 
that State Security be disbanded. 


4. (C) Harb said that the DFP\'s leadership would meet on June 
22 to choose, \"by consensus,\" leadership for the party during 
\"this transitional period, which should last 6-12 months, 
following which the party membership will formally elect its 
leadership.\" He predicted that Yehya Al Gamal, due to his 
age (77 years old) and senior status as a former minister of 
Administrative Affairs under the Sadat administration, would 
be the transitional president of the party, and Harb would be 
the vice-president. Harb characterized the overall mission 

of the DFP as \"strengthening and revitalizing liberal 
democracy in Egypt,\" and noted that the party\'s five founding 
principles are: freedom, justice, citizenship, a civil state, 

and a strong Egyptian role in the Middle East. He noted his 
expectation that \"the regime will doubtless try to box us in, 

or in the worst-case scenario, eviscerate us as they have 
done with Al Ghad. But we have no alternative .... We must 
try this and see where it leads.\" 


5. (C) Harb said that the DFP\'s broad goals for the next six 
months are two-fold. The party will focus on building a 
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\"nationwide institutional framework, with branches from 
Alexandria to Aswan .... Our aim is to construct a true 
institution, that does not depend on one or two men in the 
leadership, but a party that is functional as an 

organization.\" Simultaneously, Harb plans to \"embark upon 
activities as a party, informing the public of our political 

and economic views.\" Harb asserted that he hopes to \"make 
the party a forum, to discuss in a free way, the problems of 
contemporary Egyptian society.\" The DFP will not participate 
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in Egypt\'s upcoming June 11 Shura Council elections, as the 
party was approved after the May 20 deadline for nominating 
candidates. Harb said that the DFP will \"enthusiastically\" 
contest the spring 2008 local council elections, the next 
event on Egypt\'s electoral calendar. He noted that the DFP 
also needs to concentrate on fund-raising activities over the 
next several months: \"Naguib Sawiris (Egyptian billionaire 
businessman) has given us 200,000 LE (roughly 35,000 USD), 
but that is not enough to build a party, so we will need to 
reach out to others. \" 


6. (C) When queried as to whether the U.S. can be helpful to 
the DFP, Harb said that \"the best thing the U.S. can do for 
us, and for all democrats in Egypt, is to provide public 
rhetorical support to our cause. Do not say Veverything is 
ok\' in Egypt, and overlook the regime\'s abuses. Speak up for 
democracy!\" Harb was also interested \"theoretically\" in the 
possibility of younger members of the party participating in 
off-shore training provided by NDI or IRI, but was concerned 
about drawing negative press attention. He noted that he 
would like to meet with NDI\'s country director for Egypt, and 
perhaps, \"a few months from now, in a transparent way\" 
attempt some training for youth affiliated with the DFP. 


MEANWHILE, DFP-AFFILIATED MP EXPELLED 
FROM PARLIAMENT 


7. (C) On May 29, acting upon a May 26 recommendation of the 
parliamentary Ethics Committee, the People\'s Assembly voted 
to strip Anwar Esmat Al Sadat (independent parliamentarian, 
and nephew of the former president) of his parliamentary 
seat, as a result of a recent court ruling declaring Sadat 
bankrupt, due to several bounced checks reportedly dating 
from 1993. Sadat, a first-term legislator representing a 
countryside district of Menufiyah province, who entered the 
People\'s Assembly after winning a seat in the 2005 
parliamentary elections, has been a close contact of the 
Embassy for the past year. Sadat filed a request to the 
People\'s Assembly on May 27, asking for a two-week delay in 
the vote on his expulsion, until a court hearing was held in 
which he could challenge the ruling on his alleged 

bankruptcy. SadatVs request was disregarded, and the vote 
went forward, with a final tally of 316 MP\'s (all NDP) voting 
for Sadat\'s expulsion, and 80 MP\'s (independent and Muslim 
Brotherhood parliamentarians) voting against it. Speaker 
Fathi Surour was quoted in Egyptian newspapers as stating 
that although he had received documentation showing that 
Sadat had repaid his debts, he could not overturn the 
expulsion. The MB\'s parliamentary bloc issued a statement 
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noting, \"This measure (against Sadat) is unjust, and taken 
with suspicious speed, without giving the MP the chance to 
get a court ruling that rehabilitates him.\" One MB MP, Hamdi 
Hassan, commented to reporters, that Sadat\'s experience is, 
\"part of settling scores with the political opposition inside 
parliament. When MP\'s speak in the Pharaonic Hall, one 
single question is in the air - whose turn is it next time?\" 


8. (C) Sadat decided a few months ago to join the Democratic 
Front Party (ref C), and Harb\'s May 26 announcement that 
Sadat would be the DFP\'s \"first MP\" was covered prominently 
in independent Egyptian newspapers. Harb noted that Sadat\'s 
expulsion is \"a blow to the party, as we were depending on 
him.\" According to Harb, the DFP is in negotiations with 

four other independent MP\'s, trying to convince them to join 
the party; however, \"Sadat\'s experience may give them pause.\" 
Nonetheless, Harb asserted that he did not view Sadat\'s 
affiliation with the DFP as the main cause of Sadat\'s 

expulsion from parliament, noting that \"there are many other 
reasons for Sadat\'s troubles.\" 


9. (C) Sadat, a vocal critic of the recent constitutional 
amendments process and subsequent changes to the Political 
Rights Law, has been a frequent commentator on Egyptian 
satellite TV programs over the past several months, 

criticizing the GOE\'s efforts at political reform. He has 

also been featured as a Speaker and panelist in several NGO 
workshops sponsored over the past several months, such as a 
recent IFES event at Cairo University on the new Supreme 


CAIRO 00001682 003 OF 003 


Electoral Commission. In late April, Sadat engaged in a 
verbal altercation with independent MP Mustafa Al Bakry (the 
vociferously anti-American editor of the sensationalist \"Al 
Osboa\" weekly newspaper), which climaxed with an on-air 
exchange of accusations of illicit financial deals and 

forgery, and Bakry asserting that the Sadat family has a 
\"business relationship with Israel.\" According to press 
reports, Bakry subsequently vowed to file a request with the 
Illicit Gains Authority, asking that it investigate Sadat\'s 
finances. 


10. (C) In an e-mail message sent to the Ambassador, poloff 
and other foreign diplomats in Cairo, Sadat highlighted the 
fast action to expel him from parliament, contrasted with the 
slow procedures utilized with NDP MP\'s facing similar 
disciplinary action. Sadat wrote, \"Hopefully there will be a 
chance soon to run for a new election, although | foresee 
that the general tendency of the government will not stop at 
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this stage of my expulsion, but that there is a possibility 

of the government escalating matters further by providing 
additional convictions, which will lead to my imprisonment 
with no rights.\" Sadat has been reported in the Egyptian 
press as saying that what has happened to him is \"a political 
decision aimed at liquidating the Sadat family.\" (Note: 
Sadat\'s brother Talaat, also a parliamentarian, was sentenced 
in October by a military court to on year of hard labor, 

after a series of media appearances in which he accused 
military leaders and then-vice president Hosni Mubarak of 
masterminding a \"conspiracy\" resulting in the assassination 
of President Sadat (ref D). End note). 


11. (C) The approval of the Democratic Front Party is welcome 
news, and a positive step by the GOE towards bolstering the 
currently weak array of liberal opposition parties. The test 

of the government\'s intentions will come in terms of whether 
the DFP is given significant space to operate and party-build 
over the next several months, or whether, as has been the 
experience of other opposition parties, the government will 
harass and intimidate new party members, not approve permits 
for party gatherings and demonstrations, and undertake other 
such discouraging measures. While the expulsion of Sadat 
from parliament does not appear to be a direct result of his 
membership in the DFP, it is nonetheless a clear signal to 
oppositionists, particularly MP\'s, of the government\'s power 
to exclude them from the political process. 

RICCIARDONE 
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COMPROMISE MOVES SLOWLY AHEAD 
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Classified By: Ambassador for reasons 1.4(a,b,d). 


1. (SBU) Summary. Actions by key political players June 1-2 
gave greater cause for optimism that the political compromise 
announced May 27 is being implemented, although public 
statements from Prime Minister Yanukovych and Speaker Moroz 
on June 3-4 suggested that progress may continue to be slow 
and with contentious moments. The Rada finally passed 
amendments to the parliamentary election law and the budget, 
the latter to finance elections, late June 1. In addition, 

the coalition and opposition agreed on a new composition of 
the Central Election Commission (CEC)--with the coalition 
nominating 8 and the opposition 7 commissioners. Yushchenko 
and Yanukovych also agreed on presidential representative in 
the Constitutional Court Volodymyr Shapoval as the new 
Chairman of the CEC. In addition, the President and PM came 
to an agreement over the contested Prosecutor General\'s 
Office (PGO), agreeing to reinstate Medvedko as PG, with 
Yushchenko\'s preferred candidate Shemchuk as the first deputy 
in charge of investigations. Our Ukraine and BYuT held party 
congresses on June 2 at which they voted to expel all MPs 
from the Rada, bringing the Rada one step closer to 
dissolution. It is now up to Moroz to announce the 
resignations and the CEC to confirm them. However, 
Yanukovych, Moroz, and Regions faction leader Bohatyreva 
commented on June 3-4 that the coalition would push for the 
Rada to continue working for another week, which seemed 
contrary to the May 27 deal. Late June 4, Speaker Moroz 
expressed doubt that the opposition had 150 \"valid\" 
resignations, noting that the Rada would stay in session 

until the situation was resolved. That said, advisers to 

both President and PM confirmed with Ambassador that 
everything was still on track for a September 30 election. 


2. (C) Comment. The most recent comments from Yanukovych, 
Moroz, and Bohatyreva are in line with the rhetoric that they 
have been using for weeks to spin out the political process. 
There are several legal hicccups remaining before the 
opposition MPs can truly resign from the Rada and make it 
inquorate, but if the political will is there, these 

obstables can be overcome. As the events of June 1 
demonstrated, the coalition can move forward quickly when it 
chooses to do so, rhetorical posturing aside. However, with 
September 30 still a long way off, we would not be surprised 
to see the coalition continue to fight to keep the Rada in 
session through June prior to the traditional July-August 
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break. End summary and comment. 


Rada Finally Passes Needed Bills... 


3. (SBU) After stalling for much of the last week, the Rada 

held a June 1 evening session in which they passed amendments 
to the election law and to the budget, allowing financing for 
elections, as well as seating a new CEC (below). The final 
version of the election law included provisions banning 
absentee ballots and re-introducing a 50 percent voter 

turnout requirement, both of which have raised some eyebrows 
(reftel). It also prevents parties from cancelling their 

party lists after an election--a clause intended to stop 

factions from resigning from the Rada in the future as BYuT 
and OU are doing to provide the legal pretext for new 

elections (See below for details). 


...But Not Ready to go Quietly into the Night 


4. (SBU) However, after the June 4 Consultative Council--the 
Rada leadership\'s weekly Monday meeting--Moroz and faction 
coordinator Bohatyreva announced that the Rada would continue 
to work this week, echoing comments made by PM Yanukovych in 
Odesa June 3. (Note: Yushchenko\'s most recent decree 
extended the authorized window for the Rada to work only 
though June 1. End note.) They announced that the Rada would 
examine 30 bills submitted by the Cabinet and two by the 
President. In addition, they claimed that the opposition had 

to prove that their resignations letters were legitimate and 
submitted in accordance with established procedures. Ata 

June 4 press conference, Moroz went further, questioning 
whether the opposition had registerd 150 \"valid\" resignations 
with the Rada Secretariat. Moroz claimed that the Rada would 
stay in session this issue was resolved \"legally.\" When 

asked for comment, OU staffer Svitlana Gumeniuk told us that 
Moroz was merely posturing; the only real action remaining 
would be by the CEC, not the Rada. OU expected CEC action 
within a week; its MPs would attend Rada sessions until the 

final decision was taken. 


5. (C) Privately, foreign policy advisers for the two Viktors 
seemed more positive that the process remained on track. 
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Yushchenko adviser Chaliy told Ambassador that he was more 


relaxed than he had been in weeks and that the presidential 
team was comfortable with where the political compromise had 
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ended up. PM adviser Gryshchenko told Ambassador that 
everyone was a little uncomfortable with the compromise, but 
that was a good place to be. Gryshchenko also added that the 
election cycle would not start in full until 60 days prior to 

the vote--specifying a start date of July 29 for a September 

30 election--but that smart people would start preparations 
earlier (note: we fully expect Regions and BYuT to be the 
most organized political campaigners, as they were in 2006). 


CEC Gets Reconstituted 


6. (C) The Rada also voted June 1 on a new slate of CEC 
commissioners--after the previous CEC failed to work for much 
of the past two months amidst an organized coalition 

\"sick-out\" and charges of politicization on both sides. The 

new composition is split 8-7 between coalition and opposition 
nominees. The new CEC has eight holdover commissioners from 
the previous CEC and one former commissioner who served 
through 2004 (and was removed in the previous CEC makeover). 
The new Chairman is Volodymyr Shapoval, who most recently 
argued Yushchenko\'s case in the Constitutional Court. His 
deputy, Zhana Usenko-Cherna, was originally named to the CEC 
by pro-Kuchma party United Ukraine, but was put forward this 
time by the opposition; the new Secretary is Tetyana Lukash, 
sister of Yanukovych legal eagle and Deputy Minister of the 
Cabinet of Ministers Olena Lukash. A USAID implementing 
partner who works on election issues commented that with six 
\"newbies\" on the CEC, including Chair and the secretary, the 
CEC could face a steep learning curve in the run-up to the 
expected September 30 elections. He also said that although 

it was too early to say what roles various commissioners 

would play, the positioning of Lukash as Secretary was 
significant, and gave Yanukovych a direct advocate in the CEC 
leadership. 


Opposition Resignations Moving Forward 


7. (SBU) After the Rada finished its June 1 votes, OU and 
BYuT presented Deputy Speaker Martynyuk, who was presiding, 
with 66 OU and 103 BYuT resignations, for a total of 169 
resignations (151 were needed to prevent a quorum). On June 
2, the two blocs held congresses where they voted to 
terminate the mandates of all their MPs. (Note. 

Interestingly, BYuT announced that a total of 129 of its MPs 
resigned; but in fact, only 103 did so. Another 26 were 
expelled for violating faction discipline. OU did not 

address the issue of MP\'s who refused to resign. End note.) 
The resignations must now be announced from the Rada 
rostrum--which Moroz said he would do June 5 if all the 


Column 3 
resignations were \"valid\"--and approved by the CEC. 


8. (C) Comment. Despite the progress, both factions have hit 
legal hurdles in the resignation process. Part ofthe 
resignation plan called for the CEC to cancel the two blocs\' 
2006 election lists, so that the newly emptied seats could 

not be backfilled. However, the old CEC ruled that it could 
not cancel OUVs party list without agreement from OU 
constituent Party of Industrialists and Entrepreneurs of 
Ukraine (PIEU), headed by current Economy Minister Kinakh. 
Agreement from PIEU/Kinakh--who have so far refused to 
cooperate--to cancel the list would be a political signal 

that the coalition was serious about moving to new elections; 
it hasn\'t happened. Separately, a lawsuit filed by a 
low-ranking member (No. 282) of the BYuT list who says he has 
the right to be an MP, has slowed the cancellation of the 
BYuT list as well. It remains to be seen how the new CEC 
will deal with these challenges. Both factions may be able 

to avoid this legal snafu by simply continuing to have MPs 
resign until the party lists are exhausted, but that would 

slow the process down considerably, require the Rada to stay 
in session until the process is complete, and continues to 
raise some fears that along the way the coalition would 
succeed in buying enough of these transitory MPs to keep the 
Rada from being dissolved. End comment. 


PGO Spat Seems Resolved Too (For Now) 


10. (C) Another June 1 step in the political compromise was 

the resolution over the contested PGO. As Tymoshenko 
previewed May 30, Yushchenko and Yanukovych agreed to 
reinstate previous PG Medvedko as PG and leave Yushchenko\'s 
acting PG Shemchuk in as First Deputy PG, leaving Piskun once 
again out of the job. What remains to be seen is how the 

\"broad coalition\" will work inside the increasingly 
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disfunctional PGO. Shemchuk has already announced that he 
plans to reopen several high-profile cases closed in January 
by Medvedko: the April 2005 death of former Interior Minister 
Kravchenko--a two gun shot wound to the head ruled a 
suicide--and charges of embezzlement and abuse of office 
against former Sumy governor Shcherban. Shemchuk also 
announced new investigations into the charges that 
Constitutional Court Judge Stanik accepted bribes and the 
role of Interior Minister Tsushko for the use of force at the 
PGO on May 24. 


Column 3 
Opposition Election Bloc Seems Dead, Lutsenko Hits Resistance 


11. (SBU) In pre-election developments, People\'s Self-Defense 
Movement (PSD) leader Yuriy Lutsenko announced that talks 
were over between OU, his group, and Rukh-Pravtisiya (Union 
of Rightist Forces) to form a \"megabloc\" for the upcoming 
elections. In particular, he said that the three elements 

had been unable to agree on how to distribute and rank spots 
on a joint list and that the others rejected his suggestion 

to change the bloc\'s name to the Union of Democratic Forces, 
because, in his words, the brand Our Ukraine had been 
discredited. (Note. On the other hand, OU faction leader 
Kyrylenko told the press that the talks were continuing and 
\"95 percent\" agreed. End Note.) 


12. (SBU) Lutsenko had quietly restarted his regional rallies 
in May, which he had suspended in April during the political 
crisis and negotiations with OU. Ata June 3 rally in 
Mykolayiv, a southern province which went strongly \"blue\" in 
2004 and 2006, Lutsenko ran into counter-protests by far 
left-wing parties when approximately 30 representatives of 
the Communists and Nataliya Vitrenko\'s Progressive Socialists 
tried to block his press conference and provoked a clash with 
his supporters. In addition, PSD was denied access to a 

local Russian Drama Theater, where it had scheduled a press 
event, and one local TV station canceled its interview with 
Our Ukraine MP Katerynchuk, a Lutsenko ally, despite a prior 
agreement to air the interview. 


13. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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SUBJECT: MOROCCO: PRESS CONFERENCE PREEMPTED, ISLAMIST JCO 
ISSUES MANIFESTO 


REF: RABAT 396 AND PREVIOUS 


Classified by A/Polcouns lan McCary for reasons 1.4 (b) and 


(d). 


1. (C) Summary: A May 23 Moroccan security force operation 
preempted a press conference scheduled by the Justice and 
Charity Organization (JCO), the large Islamist political 
organization which rejects the legitimacy of the monarchy. 
Though prevented from conducting their media event, the JCO 
issued a five page manifesto slamming the GOM for its 
\"campaign of repression against the group and claiming for 
itself the moral high ground and support of the Moroccan 
people. While the manifesto does not appear to depart from 
longstanding positions, it constitutes an instructive sampler 

of the JCO\'s rhetoric and summation of its grievances. The 
fact that the document was issued in French suggests that the 
target audience were domestic elites and international 
observers. End summary. 


2. (C) An attempt by the Justice and Charity Organization 
(JCO) to stage a press conference on the premises of the 
Moroccan Bar Association on May 23 was preempted by GOM 
security forces. As observed by an Embassy FSN who visited 
the site that afternoon, at least 10 police vehicles and 

dozens of personnel in riot gear set up a cordon to seal off 

all approaches to the Bar Association in downtown Rabat, 
preventing vehicles and pedestrians from approaching. No 
arrests were reported. 


3. (C) The JCO (in Arabic, Al-Adl Wal Ihsane, which now bills 
itself in English as the \"Justice and Spirituality 

Organization\" - reftel), is a dissident Islamist organization 

with a substantial membership (up to 200,000 according to the 
estimate of a prominent European academic) viewed by the GOM 
as a major political adversary. Unlike the Islamist Justice 

and Development Party (PUD), which holds 42 seats in the 
directly-elected lower house of parliament and is positioned 

to expand significantly in the September elections, the JCO 
does not recognize the legitimacy of the Moroccan monarchy 
and eschews participation in electoral politics absent a 
comprehensive overhaul of the constitution. 


4. (C) The press event was to have marked the \"first 
anniversary" of a GOM crackdown launched in the spring of 
2006 in response to the JCO\'s \"open house\" series - an 
outreach and recruitment drive. Though prevented from 
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conducting the press conference on May 23, JCO spokesman 
Fathallah Arsalane and aides distributed to reporters a 1300 
word statement which attacks the GOM for its \"campaign of 
repression\" against the group, claims it holds the moral high 
ground over the GOM, asserts extensive support from the 
Moroccan public, and reconfirms its commitment to peacefully 
pursue comprehensive political change. The fact thatthe 
document was issued in French suggests that the target 
audience are domestic elites and international observers. An 
unofficial Embassy translation of the full text is repeated 
below: 


BEGIN TEXT 


In the name of God, the merciful and the compassionate, and 
prayers are upon the Prophet Mohammed, his family, and his 
companions. 


Last year, on this same day, the regime started another 
episode of its campaign of oppression against Al Adl Wal 
Ihsane (Justice and Spirituality). One whole year has passed 
since the beginning of this repressive campaign taking aim at 
the leaders of the association as well as its members and its 
sympathizers, and not sparing any area or any category of 
people. 


One year of persecutions and violations against this 
association\'s meetings, its activities, its members, assets, 
possessions and their homes. One year of arrests and 
arbitrary lawsuits in order to bring Al Adi Wal Ihsane to its 
knees. 


Then, what is the assessment of this campaign today? Have the 
authorities been successful in their endeavor? 


They were irritated by the increasing (public) support for 
our Campaign, our positions and the participation of a great 
number of people in our activities; as they were annoyed by 
our solidarity and the qualities of our association. Then, 
they arrayed their entire arsenal to stop our progress and 
put barriers to our growing influence in the country, both in 
the cities and in the countryside. They thus tried to isolate 
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us, separate us, disparage us, using all dishonorable means. 


However, today, one year after the beginning of this 
campaign, one cannot but notice the fiasco that the regime 
added to this long series of the recorded failures at all 
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levels. As for us, this campaign did not succeed in lowering 
our will, or make us move back. 


Then why did this campaign fail? 


We will never stop saying and repeating that this campaign is 
not the first and will certainly not be the last one. The 
blockade imposed on our association goes back to its 
creation, and even before: since Mr. Abdessalam Yassin had 
addressed to the King Hassan Il, in 1974, his letter entitled 
\"Islam or the Flood.\" Since this fateful date, we have never 
stopped being victimized by the governing elite\'s absurdity 
and repression (arbitrary arrests, torture, assembled 
lawsuits, deprivation of the elementary rights(). Today, and 
after more than three decades, any observer can draw up his 
own assessment. 


Thanks to God, Justice and Spirituality, which was a seed 
sown in blessed soil, has become an enormous tree, its roots 
are well anchored in the ground and its branches are 
producing good fruits. As for the governing elite, it has 
reaped only disorientation and a bad reputation. 


We also ask the question: why this blockade? 


At the beginning of its campaign, the governing elite tried 

to reduce its confrontation with Al Adl Wal Ihsane to a 
purely legal dimension, in order to hide the political 

reasons for its offensive strategy. But very quickly they 

lost patience and resorted to unfair actions: kidnappings, 
torture, death threats, calumny( They set their henchmen on 
a great number of brothers and sisters to bribe them, 
intimidate them, threaten them( 


The question cannot thus be reduced to only a matter of 
private or public meetings, of constructions not in 

conformity with the rules of town planning, nor of other 

false pretexts. 

The truth that must be acknowledged is that we are besieged 
because we have principles, concrete positions, and opinions 
which do not please the authorities. Because we reject 
compromises and we set against the arbitrary decisions and 
the bad management of public affairs. We refuse any 
bargaining relating to our principles and the interests of 

the Moroccan people, as we abstain from participating in a 
bad game whose failure is obvious. 


We are besieged because we have refused to support those who 
play with people\'s interests, to subject ourselves to 

summations which would have transformed us into a herd that 
only suffers without action and obeys without discussion. We 
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have refused to conclude agreements with the governing elite 
in contempt of our nation\'s interests. 


The siege has not succeeded in isolating us from the nation 
because we are with the nation, carrying its desires, 
expressing its sufferings and its hopes. For this reason (the 
public) is eager to come and attend our meetings. 


The siege has not succeeded in sowing discord among us 
because what brings us together is so big, so deep, so solid, 
and so powerful that neither the whip, nor the denigration 
campaigns, will win through. 


The siege did not succeed in sullying our reputation because 
our working method is clear. From the very beginning we 
proclaimed the three NOs: No to violence, No to 
clandestineness, No to dependence on foreign countries. 


The siege failed because there are honorable people and 
conscious people that still live in our country that the 
governing elite did not succeed in manipulating, and who do 
not stop giving their support for the right and equity. 


The Justice and Spirituality Organization has chosen the 
peaceful and public action. In 1983, it presented its 
formation application in accordance with the administrative 
procedures in force and on the other hand received a receipt 
which enabled it thereafter to have a legal recognition which 
is being reinforced from day to day (See appendices). 


The group also chose not to retort to violence because it 
does not believe in reactions and it endeavors to avoid 
upheavals in the country which would lead to chaos. We are 
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deeply concerned with the country\'s stability and the safety 
of its citizens. 


This is why we will remain a quiet force, a peaceful call, a 
spiritual and political refuge. We will not allow ourselves 
to be led astray in a violence which would satisfy the 
governing elite. 


This does not absolutely mean that we will agree to negotiate 
our rights in spite of all the threats and promises. Our 
religious faith will remain firm and unshakable despite all 
plots and obstacles. 


Noble audience, 
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We do not want to be exhaustive. Our hope is that this 
conference enables us to communicate with you on all that 
relates to our association and the current critical 

situation. We would have liked as well that our meetings are 
more numerous, taking into consideration the crucial role 
played by the media and the need to communicate directly with 
them, in order to help the journalists to achieve their 

sensitive task, which consists in clarifying the public 

opinion and updating the whole truth. 


We take this opportunity to thank all the noble conscious 
people - human rights militants, legal practitioners, and 
politicians - who support us directly or indirectly as well 

as the media which speak about us with objectivity and refuse 
to misrepresent our points of view. Our objective is not to 

ask you to be our spokesman, but our wish is that every 
journalist becomes aware of the range of the written or 
pronounced word. 


After May 11th, 2007, the number of the prosecuted people 
reaches 725, distributed in the majority of Moroccan courts 

in 159 cases. That of the incarcerating punishment reached 
108 months of prison or suspended sentence, the sum of fines 
reaches 5 million dirham, 6 houses were closed with seals 
without any legal procedure (See the Al Adl Wal Ihsane,s 
committee\'s Human Rights Report). 


Such a heavy assessment does confirm the intentions of the 
governing elite which carries out the most violent of its 
campaigns against a voice which is opposed to it, using all 

its resources, spending with extravagance the money of the 
people which, in theory was to be assigned to the effort of 
the country\'s development, overriding all its slogans which 
praise the respect of human rights and public freedoms. That 
confirms the whole fiasco of this repressive endeavor and the 
panic of its silent partners. 


The violations worsen the total failure of the public affairs 
management and accelerate the ruin that our country saw on 
all levels, under a despotic regime which monopolizes the 
power and the wealth and cultivates a cover policy. 


We would like to thank Moroccan Bar Association that welcomed 
us in their headquarters, thus allowing us to communicate 
with you. 


END TEXT 
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Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSR 
DE RUEHSK #0466 1551317 

ZNY CCCCC ZZH 

R 041317Z JUN 07 

FM AMEMBASSY MINSK 

TO RUEHC/SECSTATE WASHDC 6102 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE 
RUEHVEN/USMISSION USOSCE 1588 

RUEHBS/USEU BRUSSELS 

RHMFISS/HQ USEUCOM VAIHINGEN GE 

RUFOADA/JAC MOLESWORTH RAF MOLESWORTH UK""CONFIDENTIA L MINSK 000466 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/04/2017 

TAGS: PGOV, PHUM, PREL, BO 

SUBJECT: LIDA AUTHORITIES ALLOW NON-PARTY AFFILIATED 
OPPOSITION ACTIVITIES 


REF: MINSK 457 
Classified By: Ambassador Karen Stewart for reason 1.4 (d). 


Summary 


1. (C) Opposition and civil society activists in Lida are 
permitted to conduct most activities without hindrance and 
sometimes in cooperation with the local authorities so long 
as they refrain from organizing such events in their capacity 
as political party activists. The local Belarusian National 
Front Head told Deputy Pol/Econ Chief that he attempts to 
have a dialogue with the local officials and that overall 
relations between civil society activists and the local 
government are good. After thanking the U.S. for its support 
of detained youth activists, he also called for closer ties 

to Europe and more open borders to the West. End summary. 


Lida Authorities Leave Non-Party Affiliated Activists Alone 


2. (C) Local Belarusian National Front (BNF) Head in the 


Column 3 

western city of Lida Stanislav Sudnik told Deputy Pol/Econ 

Chief and Poloff that party activists in Lida are able to 

hold events and work on issues important to the opposition 
between elections so long as they conduct their activities as 

civil society activists, rather than as political actors. 

For example, the Lida authorities allowed Sudnik to organize 

a march in remembrance of the Chernobyl disaster when he 
arranged it in his capacity of head of the local chapter of 

the NGO Belarusian Language Association and not as head of 
the local BNF. In addition, the Lida branch of the 

Protestant New Life Church commented to Deputy Pol/Econ Chief 
that despite difficulties in renting a building for their 

church, they had not been visited or harassed by the 

authorities. Even the Malady Front youth activists have not 
experienced much harassment, according to Sudnik, although he 
added that most are refraining from being overtly active 

before the end of the academ 

ic year in order to receive their diplomas. 


3. (C) Sudnik commented that the overall relations between 

the local government and opposition and civil society 

activists were good. As one of the co-founders of the local 
NGO Printing Press Organization, Sudnik worked with the GOB 
to find an appropriate hall to host an event. Although the 

hall he originally requested was unavailable, the GOB offered 
two other options. He noted that his goal was to have a 
dialogue, not a stand-off, with the authorities. 


Closer Ties with the West is the Way to Change 


4. (C) Sudnik, as well as local Belarusian Social Democratic 
Party \"Gramada\" Head Ales Sudar, opined that economic or 
social crises will not result in an explosive revolution by 

the people or demands for regime change in Belarus. Instead, 
Sudnik called for increased ties with Europe and more open 
borders to bring about democratic change in the country. He 
acknowledged the strong U.S. support for democratic efforts 
in Belarus and thanked us for the role that we played in 
minimizing the sentences for the Malady Front activists 
(reftel). 


Comment 


5. (C) It appears that the local authorities in Lida are more 
forgiving of the activities of opposition and unregistered 

civil society activists than in many other minor Belarusian 
cities so long as they are not overtly political. Even our 
treatment from the authorities was more evenhanded; our 
contacts later told us that the local media\'s coverage of our 
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visit was neutral, which is an improvement when compared to 
the negative coverage that we regularly receive on national 
weekly news programs. We will examine the level of GOB 
scrutiny and harassment in other smaller regional towns to 
determine the extent to which these towns could serve as more 
fertile places to focus our support for opposition activists\' 
democratic efforts. 

Stewart 
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OO RUEHWEB 

DE RUEHTC #1050 1551320 

ZNR UUUUU ZZH 

O 041320Z JUN 07 

FM AMEMBASSY THE HAGUE 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9350 
INFO RUCNNSG/NUCLEAR SUPPLIERS GROUP PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 

RUEKJCS/CJCS WASHDC PRIORITY 

RUEKJCS/DIA WASHDC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY 
RUEKJCS/SECDEF WASHDC PRIORITY 
RUEHUNV/USMISSION UNVIE VIENNA PRIORITY 0130 


SIPDIS 


SIPDIS 
SENSITIVE 


STATE FOR ISN/RA, EUR/UBI 


E.O. 12958: N/A 
TAGS: KNNP, MNUG, IR, NL 
SUBJECT: NETHERLANDS/NSG: IRAN EXPORT DENIAL INFORMATION 


REF: THE HAGUE 984 


1. (SBU) Per reftel, the GONL provided the following 
information regarding the one export denial to Iran currently 

in force in the Netherlands. The GONL provided this 
information in preparation for the open-ended seminar in 
national capacities to discuss implementation of UNSCRs 1737 
and 1747 during the week of June 4, 2007 in Vienna. 


2. (SBU) Begin text: 


Destination: Islamic Republic of Iran 

End-User Name: Parto Turbine Blade Engine and MFG. CO. 
End-User Address: Fardis, 3167643597 Karaj 

Cosignee Name: Parto Turbine Blade Engine and MFG. CO. 
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Cosignee Address Country: Islamic Republic of Iran 
Cosignee Address Information: Fardis, 3167643597 Karaj 
Item Description: Double chamber vacuum induction melting 
furnace 

Item End Use: Casting of Ni-Base alloys with stationary gas 
turbine production 

Item Category EU: 2B226 

Item Category NSG: N-1B4 


End text. 


3. (SBU) The Dutch will not have experts from The Hague 
attend the meeting. GONL officials reiterated that the above 
information should only be released to the IAEA Technical 
Secretariat and the UNSCR Iran Sanctions Committee. 


SIPDIS 
GALLAGHER 
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PP RUEHWEB 

DE RUEHBUL #1859/01 1551321 

ZNR UUUUU ZZH(CCY TITLE ADOC9BCBF MSI5534-536) 
P 041321Z JUN 07 

FM AMEMBASSY KABUL 

TO SECSTATE WASHDC PRIORITY 8488 


SIPDIS 

SIPDIS 

DEPT FOR SCA/RA (JBRENNIG), SCA/A, DRL, INL/CNPR 
CORRECTEDCOPY-TITLE 


E.O. 12958 N/A 

TAGS: PHUM, SNAR, PINR, PTER, AF 

SUBJECT: LEAHY VETTING REQUEST: MOI IMET Candidates for NIU Training 
1. This is an action request - see paragraph 2. 


2. In order to comply with Leahy human rights vetting requirements, 
this cable forwards the names and biodata of 50 Afghan Ministry of 
Interior (MOI) officers to be trained for the Narcotics 

Investigative Unit, Counter-Narcotics Police of Afghanistan. Post 

has made a good faith effort to ensure that the individuals with one 
name actually only have one name. Post has reviewed the information 
available on these individuals and has found no derogatory 
information. Post requests Department\'s review of these candidates 
and response by June 27, 2007. 
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3. Following is biographical data: 


1. Name: Wali Mohmood 

Father\'s Name: Nesar Ahmad Sadeq 
DOB: 1981 

POB: Helmand 

Ethnicity: Pashtun 

Rank: Second Lieutenant 


2. Name: Ahmad Khamel 
Father\'s Name: Ghulam Dastger 
DOB: 1978 

POB: Ghazni 

Ethnicity: Tajik 

Rank: Second Lieutenant 


3. Name: Naifullah 

Father\'s Name: Abdul Samad 
DOB: 1987 

POB: Baghlan 

Ethnicity: Tajik 

Rank: Second Lieutenant 


4. Name: Homayoun 
Father\'s Name: Por Dil 
DOB: 1982 

POB: Panjshir 

Ethnicity: Tajik 

Rank: Second Lieutenant 


5. Name: Said Jawad 

Father\'s Name: Said Shah Khawja 
DOB: 1983 

POB: Baghlan 

Ethnicity: Tajik 

Rank: Second Lieutenant 


6. Name: Hakimullah 
Father\'s Name: Khas Dar 
DOB: Ghazni 

POB: 1984 

Ethnicity: Pashtun 

Rank: Second Lieutenant 


7. Name: Zemari 

Father\'s Name: Fath Mohammad 
DOB: 1978 

POB: Kapisa 

Ethnicity: Tajik 

Rank: Second Lieutenant 
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8. Name: Attaullah 

Father\'s Name: Mohammad Zia 
DOB: 1983 

POB: Badakhshan 

Ethnicity: Tajik 

Rank: Second Lieutenant 


9. Name: Mohammad Fahim 
Father\'s Name: Mohammad Nazar 
DOB: 1983 

POB: Parwan 

Ethnicity: Pashtun 

Rank: Second Lieutenant 


10. Name: Attiqullah 
Father\'s Name: Asadullah 
DOB: 1978 

POB: Khost 

Ethnicity: Pashtun 

Rank: Second Lieutenant 


11. Name: Habibullah 
Father\'s Name: Sher Ahmad 
DOB: 1982 

POB: Laghman 

Ethnicity: Pashtun 

Rank: Second Lieutenant 

12. Name: Aemal 

Father\'s Name: Mohammad Sabeel 
DOB: 1978 

POB: Khost 

Ethnicity: Pashtun 

Rank: Second Lieutenant 


13. Name: Mohammad Naem 
Father\'s Name: Ali Khan 
DOB: 1978 

POB: Ghowr 

Ethnicity: Pashtun 

Rank: Second Lieutenant 


14. Name: Zemari 

Father\'s Name: Lala Mohammad 
DOB: 1980 

POB: Farah 

Ethnicity: Pashtun 

Rank: Second Lieutenant 


15. Name: Hafizullah 
Father\'s Name: Payenda Mohammad 
DOB: 1982 
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POB: Badakhshan 
Ethnicity: Tajik 

Rank: Second Lieutenant 


16. Name: Shamsullah 
Father\'s Name: Bahauddin 
DOB: 1983 

POB: Laghman 

Ethnicity: Pashtun 

Rank: Second Lieutenant 


17. Name: Hazrat Nabi 
Father\'s Name: Bahauddin 
DOB: 1983 

POB: Kabul 

Ethnicity: Tajik 

Rank: Second Lieutenant 


18. Name: Said Ahmad 
Father\'s Name: Said Kamal 
DOB: 1981 

POB: Konar 

Ethnicity: Pashtun 

Rank: Second Lieutenant 


19. Name: Yar Mohammad 
Father's Name: Noor Mohammad 
DOB: 1981 

POB: Logar 

Ethnicity: Pashutn 

Rank: Second Lieutenant 


20. Name: Sharifullah 

Father\'s Name: Safar Mohammad 
DOB: 1982 

POB: Takhar 

Ethnicity: Tajik 

Rank: Second Lieutenant 


21. Name: Khir Mohammad 
Father\'s Name: Raz Mohammad 
DOB: 1978 

POB: Kabul 

Ethnicity: Arab 

Rank: Second Lieutenant 


22. Name: Ajmal 

Father\'s Name: Ramazan 
DOB: 1984 

POB: Nangarhar 
Ethnicity: Pashtun 
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Rank: Second Lieutenant 


23. Name: Ghulam Farooq 
Father\'s Name: Ghulam Haider 
DOB: 1978 

POB: Herat 

Ethnicity: Pashtun 

Rank: Second Lieutenant 


24. Name: Wahedullah 
Father\'s Name: Abdul Manan 
DOB: 1979 

POB: Wardak 

Ethnicity: Pashtun 

Rank: Second Lieutenant 

25. Name: Dawamudin 
Father\'s Name: Mohammad Din 
DOB: 1978 

POB: Logar 

Ethnicity: Tajik 

Rank: Second Lieutenant 


26. Name: Ghulam Rabbani 
Father\'s Name: Ghulam Nabi 
DOB: 1982 

POB: Nangarhar 

Ethnicity: Tajik 

Rank: Second Lieutenant 


27. Name: Farhad 

Father's Name: Mohammad Naem 
DOB: 1982 

POB: Wardak 

Ethnicity: Pashtun 

Rank: Second Lieutenant 


28. Name: Hezbullah 
Father\'s Name: Habibullah 
DOB: 1984 

POB: Kabul 

Ethnicity: Tajik 

Rank: Second Lieutenant 


29. Name: Faiz Mohammad 
Father\'s Name: Gul Mohammad 
DOB: 1982 

POB: Takhar 

Ethnicity: Pashtun 

Rank: Second Lieutenant 


30. Name: Gul Alam 
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Father\'s Name: Mohammad Azam 
DOB: 1982 

POB: Baghlan 

Ethnicity: Tajik 

Rank: Second Lieutenant 


31. Name: Mohammad Hashim 
Father\'s Name: Ghulam Rasul 
DOB: 1985 

POB: Farah 

Ethnicity: Tajik 

Rank: Second Lieutenant 


32. Name: Abni Emen 

Father\'s Name: Mohammad Yaqoub 
DOB: 1980 

POB: Baghlan 

Ethnicity: Tajik 

Rank: Second Lieutenant 


33. Name: Nesar Ahmad 
Father\'s Name: Said Ahmad 
DOB: 1979 

POB: Parwan 

Ethnicity: Tajik 

Rank: Second Lieutenant 


34. Name: Saifullah 
Father\'s Name: Aminullah 
DOB: 1981 

POB: Kapisa 

Ethnicity: Tajik 

Rank: Second Lieutenant 


35. Name: Abdul Wais 
Father\'s Name: Abdul Raouf 
DOB: 1978 

POB: Parwan 

Ethnicity: Tajik 

Rank: Second Lieutenant 


36. Name: Tooryali 

Father\'s Name: Abdul Hakim 
DOB: 1980 

POB: Sar-e-Pol 

Ethnicity: Tajik 

Rank: Second Lieutenant 


37. Name: Elyas 
Father\'s Name: Abdul Gheyas 
DOB: 1985 
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POB: Panjsher 

Ethnicity: Tajik 

Rank: Second Lieutenant 

38. Name: Mohammad Sabeer 
Father\'s Name: Mohammad Naem 
DOB: 1985 

POB: Kabul 

Ethnicity: Pashtun 

Rank: Second Lieutenant 


39. Name: Attiqullah 
Father\'s Name: Showkat Ali 
DOB: 1984 

POB: Ghazni 

Ethnicity: Hazara 

Rank: Second Lieutenant 


40. Name: Mohammad Aalem 
Father\'s Name: Homayoun 
DOB: 1982 

POB: Herat 

Ethnicity: Tajik 

Rank: Second Lieutenant 


41. Name: Khan Agha 
Father\'s Name: Abdul Rahman 
DOB: 1982 

POB: Helmand 

Ethnicity: Pashtun 

Rank: Second Lieutenant 


42. Name: Azizullah 
Father's Name: Ahmadullah 
DOB: 1982 

POB: Kunduz 

Ethnicity: Tajik 

Rank: Second Lieutenant 


43. Name: Hashmatullah 
Father\'s Name: Showkatullah 
DOB: 1982 

POB: Logar 

Ethnicity: Pashtun 

Rank: Second Lieutenant 


44. Name: Samiullah 
Father\'s Name: Sardar Khan 
DOB: 1982 

POB: Nangarhar 

Ethnicity: Pashtun 

Rank: Second Lieutenant 
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45. Name: Fawad 
Father\'s Name: Zemari 
DOB: 1985 

POB: Kabul 

Ethnicity: Tajik 

Rank: Second Lieutenant 


46. Name: Nagibullah 

Father\'s Name: Mohammad Taaib 
DOB: 1984 

POB: Kapisa 

Ethnicity: Tajik 

Rank: Second Lieutenant 


47. Name: Mera Jan 

Father\'s Name: Ghulam Dastger 
DOB: 1981 

POB: Parwan 

Ethnicity: Tajik 

Rank: Second Lieutenant 


48. Name: Mohammad Aalem 
Father\'s Name: Mohammad Omar 
DOB: 1958 

POB: Logar 

Ethnicity: Tajik 

Rank: Second Lieutenant 


49. Name: Jabbar Khel 
Father\'s Name: Sher Wali 
DOB: 1983 

POB: Kunar 

Ethnicity: Pashtun 

Rank: Second Lieutenant 


50. Name: Ahmad Fared 
Father\'s Name: Ali Khan 
DOB: 1981 

POB: Wardak 

Ethnicity: Pashtun 

Rank: Second Lieutenant 
WOOD 
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INFO RUCNCIS/CIS COLLECTIVE 
RUEHBJ/AMEMBASSY BEIJING 2189 
RUEHLM/AMEMBASSY COLOMBO 0275 
RUEHKA/AMEMBASSY DHAKA 0287 
RUEHIL/AMEMBASSY ISLAMABAD 0781 
RUEHBUL/AMEMBASSY KABUL 0596 
RUEHKT/AMEMBASSY KATHMANDU 0282 
RUEHNE/AMEMBASSY NEW DELHI 0450 
RHEFDIA/DIA WASHDC 

RUEKJCS/OSD WASHDC 

RUEAIIA/CIA WASHDC 

RHEHNSC/NSC WASHDC 

RUEKJCS/SECDEF WASHDC 
RUEKJCS/JOINT STAFF WASHDC 
RUEHGV/USMISSION GENEVA 0630 
RUEHVEN/USMISSION USOSCE 2596 
RUCNDT/USMISSION USUN NEW YORK 1975 
RUEHNO/USMISSION USNATO BRUSSELS BE 
RUEHBS/USEU BRUSSELS 
RUEHLMC/MILLENNIUM CHALLENGE CORP 
RUMICEA/USCENTCOM INTEL CEN MACDILL AFB FL","C ONFIDENTIAL SECTION 01 OF 03 Bl 


SIPDIS 
SIPDIS 
DEPT FOR SCA/CEN 


E.O. 12958: DECL: 06/04/2017 

TAGS: PGOV, PREL, KG 

SUBJECT: KYRGYZ PROTEST AGAINST BASE, AS LAWMAKERS SEEK 
EMBASSY SUPPORT 


REF: A. BISHKEK 665 
B. BISHKEK 632 
C. BISHKEK 614 
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Classified By: Amb. Marie L. Yovanovitch, Reason 1.4 (b) and (d). 


1. (U) This cable contains an action request. Please see 
paragraph 8. 


2. (C) SUMMARY: On June 2, 35-40 demonstrators gathered in 
front of the Embassy to protest Manas Airbase\'s continued 
presence in Kyrgyzstan. Led by the Movement for the 
Withdrawal of the U.S. Air Force Base,\" the demonstrators 
called for the immediate removal of the base and promised to 
gather 300,000 signatures to initiate a public referendum on 
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he base. On June 1, tne Ambassador met separately with MPs 
Iskhak Masaliyev and Melis Eshimkanov to discuss the base. 
Masaliyev said he continued to oppose the base Won 
principle,\" but doubted there were enough votes in parliament 
to adopt his suggestion that the base agreement be cancelled. 
He said parliamentarians would be reluctant to forgo the 
lucrative contracts associated with the base or to go against 
other Coalition members. Eshimkanov, who now supports the 
base, asked for additional points to use in any subsequent 
parliamentary hearings on the base. We believe that it would 
be useful if Coalition partners could help impress upon the 
Kyrgyz the shared concerns about security in Afghanistan and 
the continuing need to maintain the base. In addition, 

helping the Kyrgyz compete for contracts in Afghanistan 
through a contracting seminar would also boost support for 
the base. END SUMMARY. 


BASE PROTEST: CALM, BUT DETERMINED 


3. (SBU) On Saturday, June 2, 35-40 demonstrators gathered 
for about an hour in front of the U.S. Embassy in Bishkek to 
call for the Manas Airbase\'s immediate removal. Organized by 
the \"Movement for the Withdrawal of the U.S Air Force Base,\" 
the pro-government Liberal Progressive Party, the Communist 
Party of Kyrgyzstan, and the Party of Communists of 
Kyrgyzstan, the protestors chanted Yankee go home," held 
banners that read \"No to the Airbase,\" and listed their 
base-related demands. In addition to calling for the base\'s 
removal, the protestors demanded the extradition of Airman 
Hatfield, an environmental survey of the area surrounding the 
base, an investigation into all other base-related incidents, 

and revision of the agreement to remove all immunities 
currently afforded to military personnel at Manas. The head 

of the \"Movement,\" Alexander Tiperov, promised to gather 
300,000 signatures to initiate a public referendum on the 
base\'s continued presence. 


MP MASALIYEV: PRINCIPLES AFFECTING POSITION 


4. (C) The Ambassador met with pro-government MP Iskhak 
Masaliyev June 1 to discuss his position on the base, and to 
confirm his participation in a USG-sponsored trip to 
Afghanistan June 13-14 (ref A). Masaliyev, who spoke out 
against the base during parliamentary committee hearing on 
May 23 (ref C), thought that additional hearings on the base 
were likely, but would probably have to wait until Parliament 
reconvenes in the fall, due to the heavy workload until 
parliament recesses at the end of June. He said that it was 
unlikely that his suggestions that the base agreement be 
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cancelled would be accepted by the parliamentarians. He 
cited lucrative contracts, the coalition nature of the base, 
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as well as Russia\'s recent SOFA agreement with NATO as 
reasons the deputies would, in the end, support the base. 
Masaliyev said he had counted up the votes, and there were 
not enough for his view to prevail. 


5. (C) Masaliyev, the head of the Party of Communists of 
Kyrgyzstan, said that his opposition to the base was 
determined by his responsibilities to his party and his 
constituents. He said his party believed that the base was 
not beneficial for Kyrgyzstan, despite the economic 
advantages. He said he understood the base\'s economic and 
political worth to Kyrgyzstan, but the series of base-related 
incidents, including Alexander Ivanov\'s death, (unspecified) 
road accidents, and ecological concerns, had fueled 
conservative opinion against the base. He welcomed the 
chance to join other Kyrgyz officials on a trip to 

Afghanistan to get a first-hand view of the security 

situation, and he backed the suggestion that the Ambassador 
speak with members of Masaliyev\'s party to address their 
concerns about the base. He noted that the Kyrgyz White 
House has been relatively silent on this issue, as has 

Russia, implying that such silence made it harder for him to 
speak out in support of the base. 


MP ESHIMKANOV: HELP ME HELP YOU 


6. (C) In a separate meeting June 1, MP Melis Eshimkanov, who 
had just accepted an appointment as Kyrgyz Ambassador to 
Switzerland, told the Ambassador 1 that he understood the 
base was important to Kyrgyzstan\'s security and economy. 
Contrary to MP Masaliyev\'s earlier prediction, Eshimkanov 
believed base hearings could resume in parliament as early as 
June 4 or 5. (Comment: We believe this is highly unlikely. 
End Comment.) Presenting himself as pro-American and 
pro-base, the mercurial Eshimkanov asked for additional 
talking points to use in subsequent parliamentary hearings on 
the base. The Ambassador said that she is always available 
to field any questions he may have about the base. 
Eshimkanov said that he relayed these views to President 
Bakiyev, who agreed that the base serves Kyrgyzstan\'s 
interests. Eshimkanov claimed he told Bakiyev that if Manas 
Airbase goes, Russia\'s base in Kant would also need to go -- 
to which he said Bakiyev agreed. Eshimkanov said Bakiyev 
blessed Eshimkanov\'s initiative to defend the base. 
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(Comment: We believe that it is likely that the 
ever-opportunistic Eshimkanov was probably told to defend the 
base now that he is on the President\'s team. End Comment.) 


COMMENT 


7.(C) The anti-base protest June 2 atthe embassy concluded 
without incident. The event drew only 35-40 supporters, but 
the organizers have vowed to stage additional demonstrations, 
including at the Manas Air Base June 4 when Defense Secretary 
Gates will be in town. It seems that Chief of Staff Medet 
Sadyrkulov\'s \"pep talk\" to key actors in government and 
parliament, following the May 23 parliamentary committee 
session (ref B), may be paying dividends, as Masaliyev, who 
has consistently opposed the base, appeared to be softening 
his position. Likewise, Eshimkanov, who had been extremely 
critical of Base and American handling of the Metzger case, 

the collision, and the shooting incident, has all of a sudden 
become our staunch defender. We believe that the June 13-14 
trip to Afghanistan for Kyrgyz officials and additional tours 

of the base for all parliamentarians at the end of June will 

help impress upon the Kyrgyz the shared concerns about 
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security in Afghanistan and the continuing need to maintain 
the base. END COMMENT. 


8. (C) ACTION REQUEST: Post seeks Department\'s assistance in 
persuading Coalition partner to engage with the Kyrgyz to 

make the case about the shared interests in security and 

stability in Afghanistan and the continuing need to maintain 

Manas Air Base. Post also seeks the Department\'s assistance 

in arranging for USG contracting specialists to come to 

conduct a seminar for Kyrgyz businesses to help them to 

compete for contracts in Afghanistan. Both actions would 

help boost support for the base. 

YOVANOVITCH 
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(U) Following deteriorating security conditions in Tawila and the 
surrounding area of El Fasher locality, North Darfur, the two 
remaining relief agencies engaged in health programs withdrew staff 
and closed operations in mid May. While the International Committee 
of the Red Cross (ICRC) continues to provide health services using 
mobile health units, USAID staff note the potential for a worsening 
humanitarian situation and population movements towards El Fasher 
town for additional services. The recent withdrawal of relief 
organizations from the Tawila area has the potential to jeopardize 
humanitarian achievements to date and further strain limited 
resources for communities in the El Fasher area. Non-governmental 
organizations (NGOs) have asked that the UN Office for the 
Coordination of Humanitarian Affairs (OCHA) provide a part-time 
presence in Tawila in order to better understand local dynamics and 
provide a buffer for the humanitarian community in the event of a 
return of NGO staff. End summary. 


1. (U) Maintaining a humanitarian presence in Tawila is crucial to 
preventing a deterioration of the humanitarian situation and the 
potential movement of internally displaced persons (IDPs) to nearby 


Column 3 

El Fasher. In May 2007, a sustained and worsening trend of 
carjackings and attacks on relief agencies and staff members led the 
UN to classify Tawila as the most dangerous area in Darfur. 


2. (U) Securing safe access for humanitarian operations in Tawila is 
hampered by the presence of four of the major armed factions in 
Darfur, including the Sudan Liberation Army (SLA) factions under 

Minni Minawi (SLA/Minawi), Abdul Wahid (SLA/Wahid), and Abdul Shafi 
(SLA/Shafi), the National Redemption Front (NRF), as well as the 
Sudanese Armed Forces (SAF). In addition, increased banditry, 
targeted attacks against humanitarian workers and assets, and 
confusion among aid agencies over which commanders to negotiate 
with, have created an unstable and unsafe operating environment for 
humanitarian agencies. 


3. (U) Following the signature of the Darfur Peace Agreement (DPA) 
in May 2006, a significant split among SLA leadership led to 

factional clashes in Tawila and surrounding villages. Currently, 
SLA/Minawi controls Tawila town while most of the surrounding 
villages are controlled by field commanders loyal to SLA/Wahid. The 
Sudanese government controls the area surrounding the Tawila police 
force base. 


4. (U) In August 2006, the last two humanitarian agencies in Tawila, 
USAID partner Relief International (RI) and Save the Children/Sweden 
(SC/Sweden), relocated staff and suspended activities following the 
carjacking at gunpoint of two RI vehicles from inside the NGO 
compound. In October 2006, OCHA advocated for a return to Tawila 
area. Several organizations, including RI, SC/Sweden, and the 
German NGO Partner Aid International (PAI), resumed activities in 
January and February 2007. 


5. (U) Between late April and early May 2007, the last two NGOs 
providing health services in Tawila ceased all operations and 
withdrew from the area following multiple carjackings and attacks on 
staff members. Although the International Committee of the Red 
Cross (ICRC) will continue to provide basic medical services through 
mobile health clinics, the lack of a sustained presence in Tawila 
jeopardizes previous gains in humanitarian indicators and could lead 
to a deterioration in conditions for residents and IDPs. 


6. (U) On April 25, armed men abducted and severely beat an RI 
vaccination team in Dabaneyra village, located in rural Tawila. Ri 

had operated in the Tawila area since March 2005, and maintained 
relationships with local leaders, health committees, and armed 
opposition groups to build support for relief activities and secure 

safe passage for humanitarian staff. However, the growing number of 
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armed groups active in the area made it increasingly difficult to 
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sustain operations. Within the past 13 months, assailants 

threatened or attacked RI health and nutrition staff 11 times and 

stole four RI vehicles. The NGO suspended operations for safety and 
security reasons on at least four occasions. Following the recent 
attack, RI officially closed operations in Tawila. 


7. (U) On May 14, armed assailants carjacked two PAI vehicles in two 
separate incidents in the Tawila area. The first incident occurred 
between Khanzan Tunjur and Tarni during a medical assistance trip. 
The second carjacking took place in the PAI medical facility, where 
the carjackers shot and injured a PAI national staff member. The 
two attacks left PAI without a means of communicating and without 
vehicles needed to run mobile health clinics in the Tawila area. As 
a result, PAI has ceased health activities in Tawila. ICRC remains 
the only organization providing health services in the region 

through mobile health units. The UN World Food Program plans to 
continue food aid distribution in Tawila via the Sudanese Red 
Crescent. 


8. (U) Without improvements in the security environment which may 
ultimately lead to the return of relief agencies to Tawila, 

displaced populations in Tawila risk going without adequate services 
and may seek services in nearby El Fasher. The result would be a 
strain on already limited resources in El Fasher, may possibly 
require the creation of a new camp to support new arrivals in El 
Fasher, and will further complicate humanitarian service delivery. 


9. (U) NGOs have requested OCHA to establish a part-time presence in 
the Tawila area. Possible benefits of an OCHA presence include 
improved understanding of the dynamic security situation in Tawila 

and nearby villages through regular communication with local leaders 
and armed opposition groups. In the event of a renewed NGO presence 
in Tawila, OCHA would be well positioned to serve as a buffer for 

the humanitarian community, potentially resulting in fewer security 
incidents against aid workers. 
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E.O. 12958 N/A 
TAGS: ASEC, ATRN, EAIR, CASC, SL 
SUBJECT: PARAMOUNT HELICOPTER CRASHES KILLING TOGOLESE MINISTER 


SUMMARY 


1. On the evening of June 3, a helicopter operated by Paramount 
Airlines crashed while attempting to land at Lungi International 
Airport killing a reported 21 people, including Togo\'s Minister of 
Sport. News reports state most victims were members of a Togolese 
delegation attending a soccer match between Sierra Leone and Togo. 
There has been no official response from the Sierra Leone Civil 
Aviation Authority in the Ministry of Transportation and 
Communications. Initial reports state there were no American 
citizens aboard. Post is reviewing travel options to Lungi Airport 

as a contingency if all helicopter services are grounded. Post will 
issue a warden message if there are changes to Post\'s travel policy 
based on safety considerations. END SUMMARY. 


TOGOLESE MINISTER KILLED IN CRASH 


2. At approximately 2030 hrs on June 3, an Mi-8 helicopter operated 

by Paramount Airlines crashed while attempting to land at Lungi 
International Airport. Witnesses say the helicopter was on approach 

to the airport when sparks were seen coming from the engine. The 
engine then caught fire, and the helicopter crashed. News reports 

state all 21 passengers were killed. There were reportedly no 

American citizens aboard the flight. Among those killed included 
Togolese Minister of Sports Atipe Kwako. Two Paramount crew members 
were killed but the co-pilot reportedly survived by leaping from the 
aircraft as it crashed. He is in critical condition. The flight had 

been chartered to shuttle members of a Togolese delegation attending 

a soccer match between Sierra Leone and Togo from Freetown over the 
harbor to the airport. 


3. Sources state there will be no interruption in flight operations 
at Lungi International Airport in the foreseeable future. The 
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British have encouraged the GOSL to convene a meeting on June 6 to 
discuss air emergency procedures. Post will also inquire about the 
procedures for a crash investigation. 


PARAMOUNT WAS PREVIOUSLY GROUNDED FOR NEAR MISSES 


4. This crash follows two incidents in January involving Paramount 
helicopters that led to the GOSL grounding Paramount from mid 
January to March 1. During the first incident at Lungi International 
Airport on January 4, one of Paramount\'s helicopters had an engine 
fire and the second incident on January 12 involved an aborted 
take-off after two unsuccessful lift-off attempts at the Aberdeen 
helipad in Freetown. The GOSL grounded Paramount as a result of 
increased concern about the safety of helicopter operations and 
ParamountVs failure to meet required safety standards. (NOTE: During 
both incidents, there were no reported injuries, and no American 
Embassy personnel were aboard. END NOTE.) 


5. Paramount Airlines operates a fleet of three Russian-built Mi-8 
transport helicopters, two of which had been operational. The 
helicopters are flown by Russian and Ukrainian pilots. Paramount 
also operates fixed-wing planes that are registered in Conakry, 
Guinea. Paramount has flown for over ten years in Sierra Leone 
shuttling passengers over the harbor between Freetown and the Lungi 
International Airport charging USD 50 for the approximately 
eight-minute flight. Paramount\'s personnel and equipment have been 
decimated by this crash and a recent car crash that claimed the 

lives of three Paramount staff. 


POST TO INVESTIGATE REOPENING OFFICE IN LUNGI 


6. Post will weigh establishing an office at Lungi Airport to 

facilitate shuttling Embassy staff and official USG visitors between 
the airport and Freetown. However, providing this additional service 
will add considerable strain to the Embassy\'s limited resources. 


COMMENT 


7. Helicopters are one of the few reasonably reliable options 
available for transport to Lungi Airport. This crash raises similar 
safety concerns about the remaining helicopter service, UTAir, which 
began service in March. It is unknown whether the GOSL will ground 
all helicopter services. If UTAir is grounded, the remaining options 
for transport to Lungi are either a 4-6 hour car ride over 

unimproved roads or transport by ferry, which is equally unsafe. The 
hovercraft remains out of operation, but may resume soon. A new 
German helicopter service, Helog, is about to launch an airport 
shuttle using a Puma AS 330J and an Mi-17. Both the ferry and car 
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ride are problematic and will add considerable time to travel 
schedules. The ferry, typically a 45-minute crossing, can take up to 
four hours due to an unreliable and erratic schedule, frequent 
mechanical failures, and overloading. The ferry terminal is also 
situated in the eastern part of Freetown that often experiences 
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serious traffic congestion. END COMMENT 
HULL 
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E.O. 12958: DECL: 06/05/2027 
TAGS: ECON, EFIN, ETRD, PA, PGOV, PINR, PREL 
SUBJECT: PARAGUAY A RELUCTANT PARTICIPANT IN BANCO DEL SUR 


Classified By: Classified By: CHARGE Michael J. Fitzpatrick for reasons 
1.4 (b) and (d). 


1. (C) Vice Minister of Economy Jorge von Horoch told econoff 
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that Paraguay agreed to join Banco del Sur at a meeting of 
Finance Ministers in Asuncion on May 22, along with 
Venezuela, Brazil, Argentina, Ecuador and Bolivia. Technical 
discussions will continue in Buenos Aires on June 1. Von 
Horoch downplayed Paraguay,s interest in the bank, but said 
the government felt it had little choice but to go along with 

its neighbors. Von Horoch said Paraguay and Brazil have 
found much common ground in the talks with both countries 
sharing the goal of a self-sustaining and professionally run 
Banco del Sur as insulated as possible from political 
manipulation by Chavez or other member countries. Capital 
contributions have not been defined, although von Horoch did 
not think this would pose an insurmountable obstacle, even 
though Paraguay will not use its reserves and would only be 
able contribute $10 or $20 million from regular budget funds. 
Paraguay,s Central Bank shares von Horoch,s lack of 
enthusiasm, but President Duarte,s public comments in 
support of Banco del Sur make clear that Paraguay, unlike 
Uruguay, will be a founding member. END SUMMARY. 


2. (C) Econoff discussed Paraguay,s position on the proposed 
Banco del Sur with Vice Minister of Economy Jorge von Horoch 
on May 29. Von Horoch is a member of the GOP, s interagency 
working group on Banco del Sur, which includes 
representatives from the Ministry of Finance, the Ministry of 
Foreign Affairs, the Central Bank, and Paraguay,s 

second-tier state-owned development bank (AFD). He will 
participate in the technical level discussions to take place 

in Buenos Aires on June 1 where participants will address 
outstanding issues in advance of the projected signing of 

what von Horoch characterized as a &founders, document8 at 
the end of June. The signing could take place in Asuncion at 
the Mercosur Summit, although von Horoch said that Venezuelan 
President Hugo Chavez is pushing for a signing in Venezuela. 


3. (C) Paraguay,s Finance Minister, Ernst Bergen, signed the 
&Asuncion Declaration8 on May 22 approving the creation of 
Banco del Sur after a meeting of a number of the region,s 
Finance Ministers in Asuncion. Venezuela, Brazil, Ecuador, 
Argentina and Bolivia also signed the document. Uruguay,s 
Minister of Finance participated in the meeting, but did not 
sign the document. According to Von Horoch, Uruguay did not 
participate in prior meetings and is maintaining the position 
(privately and now publicly) that it will not be a founding 
member of the Bank, citing not enough time to fully study the 
proposal before the expected end-June signing. Von Horoch 
admitted that Uruguay is clearly taking a wait-and-see 
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attitude and may join in the future if the Bank turns out to 
be a serious development bank and not a political tool of 
Venezuela. 


4. (C) Von Horoch told econoff that Paraguay is &not excited 
at all8 about the project, but feels that it has no choice 

but to go along given the support from Brazil and Argentina. 
He pointed to Paraguay,s landlocked status and resulting 
reliance on Brazil and Argentina as markets and for access to 
markets further afield as having a major impact on 
Paraguay,s foreign policy, including with respect to Banco 

del Sur. He cited as an example Argentina,s reaction when 
an outbreak of Foot and Mouth disease caused Chile to 
temporarily ban Argentine imports. Paraguay was free to 
continue exporting, but Argentine customs inspectors began 
causing long delays in processing Paraguayan trucks on their 
way to Chile. Similar examples from both Argentina and 
Brazil leave Paraguay painfully aware of its vulnerability to 
commercial reprisals from its neighbors. As a result, von 
Horoch said Paraguay must tread lightly with its regional 
partners. 


5. (C) Nevertheless, the GOP is wary of Chavez,s intentions 
and does not want to see the Bank become an instrument for 
political influence and largess. Paraguay also doesn,t 

really need a new source of development funds ) domestic 
debt is relatively low and the established development banks 
provide more than enough development funding. Paraguay,s 
problem is domestic, with the opposition-controlled Congress 
refusing to approve many of the loans offered by the IDB and 
World Bank. Paraguay would like to see a professional bank 
operating objectively with self-sustaining lending 

operations. Von Horoch cited the example of the European 
Union,s European Investment Bank as a model for a regional 
bank that supports integration efforts. 


6. (C) Von Horoch said that while Paraguay and Brazil are not 
coordinating their views, both have been quick to find common 
ground at the meetings as they work to limit the possibility 

that Banco del Sur could become a foreign policy tool for 
Venezuela. Von Horoch said that Paraguay has achieved the 
adoption of two important points: one vote per country, and 
membership open to all South American countries, although he 
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doubts Chile, Peru or Colombia would join. Paraguay and 
Brazil also supported the current vision of Banco del Sur as 
a development bank without an IMF-like monetary crisis 
support role. Von Horoch characterized relations between 
Venezuela and Brazil in the process as a &silent struggle,8 
with Brazil working towards a goal similar to that of 
Paraguay: namely a Banco del Sur as insulated as possible 
from political manipulation by Chavez or other member 
countries. Paraguay wants the bank to be self-sustaining and 
managed professionally. 


7. (C) The amount and modality of each country,s 
contribution of capital to the new bank has not yet been 
defined. However, one vote per country would usually imply 
equal capital contributions. Brazilian Minister of Economy 
Guido Mantega expressed that sentiment in statements to the 
press after the May 22 meetings in Asuncion. Von Horoch told 
econoff that Paraguay is both opposed to using its reserves 
and unable to do so under current law, which requires 
reserves to be deposited in AAA-rated, liquid assets. 

Several proposals have been discussed, although none have 
been put on paper. One proposal involved summing GDP, 
exports and reserves and subtracting debt, each term with 
some pre-determined coefficient, to determine a country,s 
obligation. Von Horoch said that since Paraguay would have 
to contribute out of current resources, the maximum 
contribution would be far less than $50 million. 


8. (C) Despite these problems, von Horoch didn,t think that 
capital contributions would pose a significant obstacle. He 
said that Venezuela and Argentina have both informally 
suggested that they might deposit up to ten percent of their 
respective reserves in Banco del Sur ) an amount that could 
reach $6 billion ) as initial working capital. Those 

resources could help the bank begin to operate. Options for 
the founding countries include creating an under-capitalized 
bank or granting countries like Paraguay generous long-term 
horizons to fully fund their capital obligations. 


9. (C) Post,s Resident Banking Advisor from Treasury,s 
Office of Technical Assistance has heard similarly 
pessimistic views about Banco del Sur from members of the 
Central Bank,s Board of Directors. They view the bank as 
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largely unnecessary and likely to be inefficient and 

politically influenced. The Treasury Advisor, who has 
previous World Bank experience, told Econoff that in his 
personal view, Banco del Sur will probably end up with a 
bloated bureaucracy making long-terms loans on projects with 
very low returns. Von Horoch,s strong characterization that 
Paraguay has little choice but to go along with Brazil and 
Argentina is true to a point, but President Duarte has been 
clear in his public statements that he supports Banco del Sur. 
FITZPATRICK 
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E.O. 12958: DECL: 01/11/2017 

TAGS: PREL, PINR, SNAR, PGOV, BR 

SUBJECT: BRAZIL: INL A/S PATTERSON'S MEETING WITH 

INSTITUTIONAL SECURITY MINISTER FELIX 

Classified By: POLITICAL COUNSELOR DENNIS HEARNE. REASONS: 1.4 (B)(D). 


1.(C). Summary. INL Assistant Secretary Patterson and 
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Ambassador Sobel, accompanied by DCM, Embassy Regional 
Affairs Chief, and PolCounselor, met on 14 May with General 
Jorge Armando Felix, chief of the ministerial-level Office of 
Institutional Security (GSI) in Brazil\'s Presidency. Felix 

was accompanied by Paulo Uchoa, head of Brazil\'s National 
Anti-Drug Secretariat (SENAD) and other senior officials. 
Discussion focused on the threat posed to Brazil and the 
region by Bolivia\'s expanding coca production, and the 
violent organized crime gangs that threaten civil order in 

Rio and Sao Paulo. Felix provided detailed analysis of both 
problems. He enthusiastically welcomed A/S Patterson and 
Ambassador Sobel\'s proposals for Brazil to send a team to 
study new U.S.-Mexico initiatives in cooperation in law 
enforcement, and for reinvigorating the U.S.-Brazil law 
enforcement working group. He also welcomed expanding 
intelligence cooperation and appeared supportive of possible 
Brazilian naval contribution at JIATF in Key West. Details 
are provided below. End summary. 


2. (C) Felix, a retired army general, combines within his 

office functions analogous in the U.S. system to the Director 
of National Intelligence and the White House ONDCP. He 
oversees Brazil\'s civilian intelligence service (ABIN), as 

well as the national drug prevention program (SENAD), and his 
office houses an interagency crisis management and strategic 
research nucleus, the only center of its kind in the GOB. He 
opened the meeting with warm welcoming remarks and 
expressions of his interest in continuing and expanding 
intelligence cooperation with the United States, which he 
characterized as \"already excellent.\" The meeting then 
moved to specific discussion of key threat issues confronting 
Brazil. 


BOLIVIAN COCAINE AND BRAZIL 


3. (C) General Felix said Brazil had, for many years, viewed 
itself as primarily a corridor country for narcotics outbound 

to other countries. The brutal reality of violent, 

drug-driven crime in Brazil\'s cities has shattered that 
outlook, Felix said, and huge quantities of cocaine and other 
drugs appear in large and small Brazilian communities 
throughout the country. In that context, Brazil is viewing 
developments in Bolivia with growing alarm. \"We are clearly 
the target" for the low-grade coca based narcotics produced 
in Bolivia, which are flooding Brazilian cities, with 
\"devastating\" social consequences, he said. The GOB has 
attempted various \"indirect channels\" as well as policy 
suggestions (e.g., crop substitution) with the Bolivians to 
address Brazilian concerns about increasing coca production, 
but the Bolivians always fall back on the \"traditional crop\" 
argument, which shuts down further discussion, Felix said. 
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SENAD Director Uchoa, who chaired the most recent OAS CICADE 
meeting, added that Bolivia remained intransigently committed 

to this position and seems to eschew alternative development 
proposals, despite the vociferous appeals and complaints of 

almost all of the countries represented at the meeting. 


4. (C) A/S Patterson said the USG continues also to watch 
with deep concern the increase in coca production over the 
past year in Bolivia, and noted statistics that supported the 
perception that much of the narcotics produced were heading 
to Brazil. Hence Bolivia poses a threat most immediately to 
its neighbors, but the U.S. is also deeply concerned that 
Colombian and Mexican cartels may move into Bolivia, as they 
flee pressures in their countries and seek Bolivia\'s more 
inviting environment. A/S Patterson also outlined mounting 
USG concern that Venezuela -- which once had rigorous 
counter-narcotics enforcement -- has now become a virtual 
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open house for narcotics trafficking, with the U.S. 

estimating that 90 percent of the drugs transiting Venezuela 
are bound for the United States. Ambassador Sobel added that 
possible FARC-Venezuelan collaboration, as well as the 
increase in trans-Venezuela trafficking activities should be 

a concern of all nations in region, along with the increase 

in Bolivian coca production. Ambassador Sobel and A/S 
Patterson both stressed the importance of Brazil's government 
speaking out forcefully about these concerns, since U.S. 
influence over Bolivia is limited. Ambassador Sobel noted as 
an example that Felix\'s recent testimony on Bolivian 

narcotics before Brazil\'s congress had received wide 

attention in Bolivia, pointing up the influence of Brazilian 

views. 


ORGANIZED CRIMINAL VIOLENCE 


5. (C) A/S Patterson indicated the USG\'s interest in 
cooperating with Brazil in its efforts to combat the large 

and violent organized crime groups that terrorize some 
Brazilian cities, especially Rio and Sao Paulo, and she asked 
Felix for his views. Felix observed that the main organized 
crime gangs -- the PCC in Sao Paulo and Red Command in Rio -- 
are not structured on a traditional \"mafia\" paradigm seen in 
the U.S. and elsewhere. Rather, the groups are more diffuse, 
and operate in a cellular structure that works on three 

levels -- small-time criminals, their suppliers (drugs, guns) 
and the commanders -- but in a loose and non-linear fashion. 
This can make penetrating and combating the groups difficult, 
Felix said. 
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6. (C) Narcotics, as well as extortion rackets and robbery, 
fund the gangs but various factors -- beyond the evident 
issue of wide-spread poverty -- contribute to their growth in 
Brazilian society, Felix said. Brazil\'s prison system is 
\"fragile and flawed,\" with over-crowding, poor facilities 

and insufficient control. Moreover, the experience of 

military dictatorship in Brazil had led the society in the 

early years of democratic rule to place, at times, a high 
value on liberties and rights of prisoners, at the expense of 
the prime mission of prisons -- protecting society from 
criminals, Felix opined. Constitutional and legal guarantees 
permitting prison conditions in which gang leaders can openly 
recruit cadres, intimidate guards and officials, and command 
major criminal operations outside the prison walls have to be 
re-assessed and changed, he said. Brazil\'s police are 
another part of the problem, Felix said. Lacking sufficient 
pay, training and resources in many states -- and with the 
quality of the forces varying vastly depending on states\' 
wealth and commitment to order -- they are often ineffective 
and vulnerable to corruption and intimidation. Insufficient 
government force in \'ungoverned spaces!" and lack of public 
engagement in combating crime are other challenges, Felix 
added. 


7. (C) Felix said the recent request from Rio\'s governor for 
federal assistance -- including use of the Brazilian army -- 

to deal with Rio\'s rampant violent crime offers an 
opportunity to try to construct a model for federal 
intervention in intense crime scenarios that, if successful, 
can have broader application. The GSI, the federal Public 
Safety Secretariat (SENASP), Federal Police and Brazilian 
defense ministry are all involved in an effort to develop 

this model, Felix said. A/S Patterson asked about use of the 
Brazilian military in law enforcement missions, and Felix 
explained that there are legal and constitutional issues, but 
the army can perform public order missions. The developing 
federal-state approach in Rio will likely feature army troops 
taking over \"visibility\" and routine public order missions 
from state police, freeing the police to devote more 
personnel and resources to \"chasing the bandits,\" Felix 
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explained. In a chilling observation, Felix opined that 

there is some reluctance in the GOB to fully committing the 
army to the law enforcement fight, \"because the army is our 
last resort, and if it fails, what do we do then?\" 

Information sharing among law enforcement agencies and the 
military also needs to be improved and streamlined, he said. 
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8. (C) A/S Patterson compared the Brazilian crime crisis with 
Mexico\'s experience, and steps that the GOM is taking to 
enhance police effectiveness and curb intense violence, 
especially in border areas. The U.S. is working with the GOM 
in innovative new ways to support this effort, A/S Patterson 
and Ambassador Sobel asked Felix whether Brazil would be 
interested in studying Mexico\'s plans, and offered to 

facilitate such a project. Felix responded very positively, 

and said he would put together an appropriate experts group 
for the project, and then be prepared to discuss it further 

with the USG and GOM. (Note: Emboffs learned subsequently 
that Felix\'s office has already contacted the Mexican Embassy 
to follow up on this proposal bilaterally. End note.) 


9. (C) Ambassador Sobel also offered to work with the GOB to 
re-invigorate the bilateral law enforcement working group, 
focusing it on contemporary crisis issues and more robust 
cooperative programs, and to discuss further the possibility 

of increased Brazilian navy participation at JIATF in Key 

West. Felix responded enthusiastically to both proposals, 

and indicated his availability for further engagement. 


10. (U) This message was cleared by A/S Patterson. 
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SUBJECT: WESTERN HEMISPHERE: VENEZUELA, CLOSING OF RCTV, CHAVEZ\'S 
REGIONAL AND INTERNATIONAL INFLUENCE; SAO PAULO 
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1. \"Geopolitical Presages\" 


Editorialist Aldo Pereira remarked in liberal, largest national 
circulation daily Folha de S. Paulo (6/4): "Hugo Chvez bought USD 
4.5 billion in weapons over the past two years.... He has justified 

such spending as a precaution against a possible VasymmetricalW war 
against the U.S. The U.S. power may be unable to combat insurgencies 
(Vietnam, Iraq, Lebanon, Somalia), but it is lethal in conventional 
war.... A coordinated U.S. action would pulverize the conventional 
equipment and installations of Venezuela in hours. Therefore, the 
naval and aerial military apparatus that Chvez is mounting is aimed 

at rivals of another category, like Colombia, for example. The 
Venezuelan military program is creating in South American 
geopolitics a troublesome, volatile, contradictory and enigmatic 
landscape marked by an already initiated arms race.... Chvez and 
Morales have reached power through constitutional means. But so did 
Hitler. History advises watching carefully the mutual fascination of 
charismatic leaders and their nations. \'Bolivarian\' fantasies can 

led to caudillo-type totalitarianism and interventionism in the 
Havana-Caracas-La Paz axis.... Budgetary limitations have forced the 
Brazilian Army to recruit fewer soldiers. There are no resources for 
arms, ammunition and training. How then can we guard the extensive 
borders with Venezuela, Bolivia and other South American nations? 
Or protect interests such as those of the 400,000 Brazilians living 

in the Bolivian region where Chvez has promised to build military 
bases? VIf you wish peace, prepare yourself for war Roman 
strategist Flavius Vegetius Renatus wrote in the 4th Century." 


2.WNothing Stops Hugo Chvez\" 


Influential, national circulation daily O Estado de S. Paulo (6/2) 
editorialized: Nothing seems to diminish Colonel Hugo Chvez\'s 
furor in his course towards the installation of a declared 
dictatorship in Venezuela.... Chvez is manipulating the 
demonstrations against restrictions to freedom of expression in his 
favor.... But Chvez\'s rapid march towards an open dictatorship is 
beginning to frighten Venezuelans. Public opinion sectors opposing 
him and his methods, which were silent and tired after two years of 
strikes and street demonstrations, have resumed their activity... 
University students are leading the protests.... Actions against 
freedom of expression have also mobilized artists and intellectuals 
who had watched the implantation of the \'21st Century socialism\' 
from a comfortable distance.... Now, even pro-Chvez congressmen 
have protested against the attempts against freedom of 
expression.... Venezuela is a signatory of the OAS Inter American 
Democratic Chart and is also subject to the conditions of Mercosul\'s 
Democratic Clause. This makes attacks against democracy in 
Venezuela a problem for all hemispheric nations. Therefore, the 
nations of the region may act with all legitimacy to diplomatically 
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dissuade Colonel Hugo Chvez from completing his totalitarian 
project, and, if they do not succeed, to isolate his regime from the 
hemispheric community.\" 

McMullen 
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E.O. 12958: N/A 
TAGS: ETRD, PREL, MZ 


SUBJECT: AGOA Forum - Mozambican Delegation 
REF: State 00070565 


On May 23 Mozambique\'s Minister of Industry and Commerce, Antonio 
Fernando, informed USTR that he will be unable to attend the Sixth 
AGOA Forum in Accra, Ghana. He appointed Ms. Ana Maria Raquel 
Alberto, Permanent Secretary at the Ministry of Industry and 
Commerce, to attend in his place and head the Mozambican delegation. 
The remaining delegation members are: Ambassador Armando A. 
Panguene, Embassy of the Republic of Mozambique USA; Mr. Luis 
Eduardo Sitoe, Commercial Counselor, Embassy of the Republic of 
Mozambique USA; and Mr. Joao Macaringue, CEO, Export Promotion 
Institute. 


Dudley 
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E.O. 12958: DECL: 06/04/2017 

TAGS: PREL, PTER, PK 

SUBJECT: IMAM OF THE KAABA CONDEMNS THE RED MOSQUE\'S 
LEADERSHIP 


REF: A. ISLAMABAD 2334 
B. ISLAMABAD 2270 
C. ISLAMABAD 1846 
D. ISLAMABAD 1688 
E. ISLAMABAD 1647 


Classified By: Charge d\'Affaires Peter W. Bodde, reasons 1.4 (b), (d) 


1.(C) Background: Reftels describe the situation at 

Islamabad\'s Red Mosque, where two imams have for several 
months been encouraging male and female madrassah students to 
engage in vigilante justice. The situation at the women\'s 
madrassah, which is located in the heart of Islamabad and is 

home to between 2,000 and 3,000 girls and women, has gained 
particularly profuse media attention. Reftels are being 
retransmitted to addressees not previously on distribution. 


Column 3 
End Background. 


2. (C) On June 2, the Imam of the Kaaba Shaikh Abdur Rehman 
al-Sudais publicly appealed to the Red Mosque administration 

to cease illegal tactics. The remarks were made in Islamabad 
during the Imam\'s six-day tour of Pakistan. (Note: The Imam 

is the prayer leader at the holiest site in Islam, the Kaaba. 

End Note.) 


2. (C) The Imam stressed that Islam does not allow mosques to 
be used for grandstanding. He characterized the Red Mosque\'s 
activities as leading to chaos and anarchy. The Imam stressed 
that the Red Mosque leadership should peacefully resolve 
grievances with the government, with city officials, and with 
religious scholars. He also condemned the Red Mosque brigade 
for using women and children in its actions. 


3. (C) Both in his public statements and his well-attended 
Friday khutba (sermon) at Islamabad\'s huge Faisal Mosque, 
Shaikh al-Sudais called on the Muslim world to unite in 
eschewing extremism, sectarianism, and violence. He 
emphasized the Islamic principles of brotherhood, compassion, 
and consideration for others. 


4. (C) In response, the Red Mosque leadership invited the 
Imam to visit their mosque and see their \"realities\". They 
claimed the government had misled him about their activities. 
Red Mosque leader Maulana Abdul Aziz also declared that the 
Imam was Amir-ul-Mumineen (leader of the faithful) and should 
replace President Musharraf. Shaikh al-Sudais did not visit 

the Red Mosque or meet with its leaders. 


5. (C) Comment: President Musharraf and his advisors have 

a long-term strategy of turning public opinion against the 

Red Mosque\'s leaders and thus putting pressure on the Mosque 
to reform. The Imam-e-Kaaba\'s comments about the mosque 
appear to be part of Musharraf's plan to pressure the mosque 

to reform. Indeed, we note that Pakistan Muslim League 
President Chaudhray Hussain Shujaat, the architect of the Red 
Mosque strategy, served as the Imam\'s host for much of the 
visit. End Comment 


BODDE 
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E.O. 12958: DECL: 06/04/2017 
TAGS: PK, PREL, PGOV, ASEC, PHUM 
SUBJECT: CHIEF JUSTICE RALLY IN ABBOTTABAD DRAWS LARGE CROWD 


Classified By: CDA Peter Bodde, For Reasons 1.4 (b),(d) 


1. (SBU) Chief Justice Iftikhar Chaudhry addressed a large 
crowd of lawyers and political activists on June 2 in 

Abbottabad, about 120 miles Northeast of Peshawar in the 
Northwest Frontier Province. Reports of crowd numbers ranged 
from 15,000 to 25,000, and media contacts stated it took the 
Chief Justice over fourteen hours to reach Abbottabad from 
Islamabad. (Note: The Chief Justice\'s party stopped several 
times to meet with supporters along the way. End Note.) The 
Pakistan Peoples Party, the Pakistan Muslim League-Nawaz, the 
Awami National Party, and the Tehrik-i-Insaf were in 
attendance; each party reportedly set up receiving areas for 
members and potential recruits. As always, the Jamaat-Islami 
party was the best organized. 


2. (C) Comment: Abbottabad is a garrison city and home to 
Pakistan\'s military academy. That the Government allowed the 
rally to proceed - and even provided security support - 

indicates that a predicted clampdown on freedom of assembly 
has not materialized. The Abbottabad rally distinguished 

itself from recent Chief Justice demonstrations for two 

reasons: It was better attended, and it was not broadcast 


Column 3 

live on cable television across Pakistan. The rally\'s 

attendance numbers confirm that the anti-government movement, 
though far from unified, is not slowing down. Post is 

closely following reports of the Government\'s decision to ban 

live broadcasting of the rally. 


BODDE 
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E.O. 12958: DECL: 06/04/2017 

TAGS: PREL, OEXC, SCUL, KHLS, KPAO, CMGT, CVIS, MU 

SUBJECT: OMAN CONSIDERS PUBLISHING WARNING ON STUDY IN THE 
U.S. 


Classified By: Ambassador Gary A. Grappo for Reasons 1.4 (b, d) 


1. (C) Minister Responsible for Foreign Affairs Yusef bin 
Alawi told the Ambassador during a June 2 meeting that the 
government is considering publishing an announcement in local 
media warning Omanis of the possibility of detention by U.S. 
law enforcement authorities if they choose to study in the 
U.S. Citing the cases of two Omani students in the U.S. who 
were arrested and allegedly mistreated for simply not 
maintaining sufficient credit hours to be considered 

full-time students, bin Alawi said that he could not 

encourage Omanis to study in the U.S. \"in the current 
climate.\" (Note: In both cases referred to by bin Alawi, 

the Omani students reportedly fell below the required number 
of credit hours by dropping a university course from their 
schedules. Both claimed that they were in the process of 
adding a different course, but were arrested before they 
could complete their registration. End Note.) 


2. (C) The Ambassador countered that the cases of these two 
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students, while regrettable, were isolated events and not 
representative of the experiences of the vast majority of 

Omani and other foreign students in the U.S. He added that 
the U.S. had worked hard to streamline the visa issuance 
process for students, and that other countries in the region, 
such as Saudi Arabia, were attempting to expand the number of 
their nationals attending schools in the U.S. Bin Alawi, 
however, seemed unmoved by these arguments. 


3. (C) Comment: Publication by the government of a warning 
to Omanis considering studying in the U.S. would likely deal 

a tremendous blow to our efforts to promote educational 
opportunities at American schools. The fact that just two 
cases of alleged abuse of Omani students by U.S. authorities 
could prompt such a move illustrates the resonance of these 
types of stories and the importance of treating all foreign 
students, even those who may unwittingly break the rules, in 
a reasonable and appropriate manner. Post will try to 
dissuade the Omani government from issuing such a warning, 
including by conducting pre-departure briefings for students 
at the Ministry of Higher Education and elsewhere. 
Nevertheless, the issue of the treatment of Omani students in 
the U.S. will likely continue to be a sore spot for Oman and 

a potential obstacle to post\'s goal of restoring F-visa 
issuance to pre-9/11 levels. End Comment. 

GRAPPO 
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SUBJECT: AUSTRIAN MEDIA HIGHLIGHTS: June 04, 2007 


Fischer: Conclude Eurofigher Case by Summer 


1. Austrian President Heinz Fischer is urging that by summer, the 
entire complex matter surrounding the Eurofighter purchase for 
Austria\'s military, including the parliamentary investigative 
committee looking into the circumstances of the deal, be concluded. 
In an interview with an Austrian daily, Fischer, who is also 
commander-in-chief of the Austrian armed forces, emphasized that he 
would \"very much prefer for the matter to yield concrete results by 
summer.\" Discussing the controversy over the Eurofighter purchase, 
Austrian President Heinz Fischer stressed in an interview with 
mass-circulation daily Kurier on June 3: YI swore in the cabinet, to 
support its members and work well with them. This is also entirely 
the case when it comes to the Defense Minister, who is certainly 
dealing with an extremely difficult task at the moment. | do not 

doubt his full commitment to the Austrian army and to the country, 
and | have complete faith in him.\" The dispute over the Eurofighter 
deal is \"indeed, a complex and controversial issue, and | truly hope 
we will get some clear results in the entire matter by summer." 


Interview with Ambassador McCaw 


2. An Austrian tabloid published an interview in its weekend issue 

with US Ambassador to Austria Susan McCaw. The Ambassador talked 
about the Marshall Plan, its 60th anniversary on June 5, about what 
the Marshall Plan has accomplished and about her view of why it is 
significant for the United States: \"For us, it was an investment in 
security and stability.\" Mass-circulation tabloid Kronen Zeitung on 
June 3 published an interview with US Ambassador to Austria Susan 
McCaw, who said she was \"impressed about how many areas and aspects 
of the Austrian economy are the results of the European Recovery 
Program.\" Austria, the Ambassador underscored, \"is the only country 
that still has funds from the Marshall Plan.\" When the Marshall plan 
was set up in 1947, \"the United States primarily wanted to offer 
Europe a helping hand; also in order to keep it together. For us, it 

was an investment in our common stability and security. The [ERP] 
money was one of the foundation stones of the EU, and it is great to 
see the results.\" The Ambassador is not convinced some kind of 
\"Marshall Plan for Africa, or for Iraq,\" would necessarily work: 

\"The key word in post-WWII Europe was \'reconstruction.\' The 
knowledge and expertise was still there, and things just needed to 

be fixed. In Africa, on the other hand, we are looking at 

construction, not reconstruction.\" Meanwhile, \"Iraq needs to be 

given economic assistance. | was in northern Iraq in January with an 
Austrian business delegation, and | saw what economic support can 
accomplish. The entire region was quiet and stable, and all of Iraq 
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could eventually become as stable.\" She believes that \"Americans and 
Europeans could invest more capital and expertise in both Iraq and 
Afghanistan. It is our responsibility.\" Today, Ambassador McCaw 
suggested, \"Europeans and Americans should cooperate to try and 
support other, less fortunate countries.\" She argued that \"if 

there\'s stability and hope in as many countries as possible, we will 

all benefit from more security in the long run.\" 


60 Years: Marshall Plan Anniversary 


3. A mass-circulation daily reported on the 60th anniversary of the 
Marshall Plan, the \"biggest reconstruction project in history.\" 

Austria received about one billion US dollars from the American 
assistance program, which was set up to help rebuild Europe after 
WWII According to mass-circulation daily Kurier, the Marshall plan\'s 
economic success was enormous: By the official end of the Marshall 
Plan program in 1953, the 16 ERP countries\' economic performances 
were better than before WWII. The speech suggesting the launch of an 
assistance program for Europe held by Secretary of State George 
Marshall in 1947 was \"short and to the point,\" and it was \"a 
12-minute speech that changed the world,\" the Kurier says. The 
European Recovery Program (ERP) was based on a \"simple but 
enormously effective concept: The United States sent financial and 
economic assistance and goods to Europe, which in return deposited 
the equivalent of the assistance received in a counterpart account, 
with which new projects were financed.\" The ERP partners also 
needed to commit themselves to stabilizing their currencies and to 
balance their budgets. The Marshall Plan\'s success was 
unprecedented, and indirectly, it is effective in Austria to this 

day. 


Austria Releases the Former Kazakh Envoy 


4. Austrian police have released on bail Rakhat Aliyev, the former 
Kazakh envoy to Austria. Aliyev, the son-in-law of Kazakhstan\'s 
President Nursultan Nazarbayev, is wanted on kidnapping charges in 
his country. He must stay in Austria while the authorities consider 
Kazakhstan\'s extradition request. The controversial businessman is 
married to the eldest daughter of Kazakh President Nazarbayev, and 
was sacked as Kazakh Ambassador to Austria last week amid a family 
feud. In an interview with an Austrian magazine, Aliyev said his 

life would be in danger if he were sent back to Kazakhstan. ORF TV\'s 
prime time news Zeit im Bild | reported on Sunday. 
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Kissinger in Vienna 


5. Former US Secretary of State Henry Kissinger is visiting Vienna 
today. Although his trip is primarily a private visit, Kissinger is 
expected to meet with Austrian government representatives, including 
Chancellor Alfred Gusenbauer and Foreign Minister Ursula Plassnik, 
on Monday, according to ORF online news. 


US Missile Defense: Putin Threatens Europe 


6. Russian President Vladimir Putin\'s latest threats create the 
impression he may want to bring back the Cold War, Austrian media 
suggest. In the dispute over US plans for a missile defense shield 
based in some Eastern European countries, Putin warned that Russia 
would target missiles at central Europe, should the US go through 
with its plans. The strategy appears to be working: For the first 

time, Washington has signaled its willingness to compromise on 
missile defense, said ORF online news. 


G-8 Summit to Address Climate Change 


7. Ahead of a G-8 summit of industrialized nations in Germany, at 
which global warming is expected to be a major issue, China unveiled 
its first-ever plans to tackle the problem. Beijing, one of the 

world\'s biggest polluters, stressed it is not prepared to sacrifice 
economic development in the process, however. German Chancellor 
Angela Merkel meanwhile said she believes the United States could be 
brought into the UN process to combat climate change at the summit. 
Merkel also condemned the violence that broke out on Saturday in the 
city of Rostock, which left more than 1,000 people injured, 

including over 400 police. Reporting on the up-coming G-8 summit, 
liberal daily Der Standard suggests that on the issue of climate 
change, the Europeans are adopting a tough stance towards the US. 
German Chancellor Angela Merkel, who is hosting the summit at 
Heiligendamm, does not want to agree to any \"shabby compromises\" 
with US President George Bush. At the G-8 meeting, Germany is 
expected to propose binding environmental protection measures aimed 
at limiting the rise in global temperatures until 2050 to two 

degrees Celsius. 

Meanwhile in an interview with mass-circulation provincial daily 

Kleine Zeitung, California governor Arnold Schwarzenegger\'s energy 
advisor, W. Michael Hanemann, suggested that regarding climate 
protection, the \"Bush administration\'s view is different from that 

of other parts [of the US].\" California \"is confident that the 

problems can be solved, but across the US there\'s the concern that 
the fight against climate change will weaken the economy. This is an 
exaggerated and overly pessimistic view. The most important tool to 
reduce greenhouse gas emissions is technological progress.\" 
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US President Visits Europe 


7. US President George Bush will visit the Czech Republic today, 
where the United States wants to build a radar base aimed at 
deflecting attacks from rogue states such as Iran. It is going to be 

a \"tricky\" European trip for President Bush, given Russia\'s 
opposition to the US defense plans, Austrian media suggest. The US 
President is going to Germany later this week to attend the G-8 
summit there, said ORF radio early morning news Morgenjournal. 


Democrat Hopefuls Clash over Iraq 


8. The war in Iraq has divided Democratic presidential hopefuls 

during a debate televised across the United States. Exchanges among 
the eight candidates, including frontrunners Hillary Clinton, Barack 
Obama and John Edwards, brought repeated calls for America to 
withdraw from Iraq. There were also clashes over whether President 
George W. Bush had made the US safer from terrorism since 9/11 ORF 
radio early morning news Morgenjournal reported. 
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E.O. 12958: DECL: 06/04/2017 
TAGS: KCFE, NATO, PARM, PREL, TU 
SUBJECT: TURKEY ON RUSSIAVS CFE CONCERNS AND HLTF 


REF: STATE 75293 


Classified By: Pol-Mil Counselor Carl Siebentritt for reasons 1.4 (b,d) 


1. (C) We shared reftel points with MFA Deputy Director 
General for Arms Control and Disarmament Ahmet Muhtar Gun on 
June 1. Gun subsequently called us in on June 4 to provide 
MFA feedback in advance of the HLTF meeting. Gun reported 
that the Russians had circulated a second, more focused paper 
in Vienna proposing elements of a concluding document for the 
Vienna conference. For the MFA, Gun said, the second Russian 
paper is a \'non-starter.\" Turkey\'s principal redline is any 
attempt to change or eliminate the CFE flank regime. The 
Russian paper mentions the flank issue in three places in a 
manner Turkey finds \"outrageous.\" 


2. (C) Turkey will press for a strong, unified allied 

position at the HLTF to head off divisive Russian tactics. 

The allies must be direct and frank with Russia on what can 
and cannot be done. The CFE regime must be preserved at all 
costs. At the same time, Gun stated, allies must be ready to 
discuss any areas in which Russia could be accommodated 
without harming core treaty interests. When asked about the 
Istanbul Commitments, Gun said the Germans had put forth a 
roadmap for reviewing those commitments with the Russians and 
offering faster allied ratification of the Adapted Treaty as 

the Russians fulfill the ICs. Gun saw value in such a tactic 

but agreed it should be discussed further among allies 
beforehand. 


3. (C) Gun said his delegation will propose the following at 
the HLTF: 


-- allies may wish to consider circulating a paper to counter 
the Russian one; 


-- allies need to agree on the elements of a unified 
position, then press those points in public. Turkey is not 
opposed to a joint declaration, but at a minimum allies 
should come up with agreed building block points for the 
public. 


-- Hungary, Romania, Bulgaria and Poland, which are 
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specifically named in the Russian paper, should take the 
floor and explain their positions. The rest of the allies 
should show strong support, including referring to positions 
already taken by the Baltic allies. 


-- Finally, if Russia goes through with its threat to 
withdraw from CFE, allies should be prepared to follow-up 
rapidly and constantly with each other. 


4. (C) Gun said Turkey will also be consulting with Germany. 

He welcomed any additional U.S. thinking on CFE in advance of 
the HLTF meeting and requested consultations with DAS Karin 
Look on the margins. The Turkish delegation will arrive in 
Brussels early in the afternoon of June 6. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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DEPARTMENT FOR H 


E.O. 12958: N/A 

TAGS: PREL, PGOV, PTER, MOPS, IZ, TU 

SUBJECT: CODEL NELSON AND CONGRESSIONAL STUDY GROUP ON 
TURKEY WITH TURKISH PARLIAMENTARY SPEAKER ARINC 


1. (SBU) SUMMARY: Turkish Parliamentary Speaker Bulent Arinc 
met May 28 with Codel Nelson and the Congressional Study 
Group on Turkey. Arinc focused his remarks on the solid, 
longstanding bilateral relationship between the U.S. and 

Turkey as well as Turkish concerns about the situation in 

Iraq and the presence of the terrorist PKK in northern Iraq. 
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Arinc warned that the Turkish public supports taking direct 
military action against the PKK presence in Iraq if the U.S. 
and GOI fail to do so and that Turkey \"could not be held 
accountable\" if forced to take action to defend itself. END 
SUMMARY 


2. (U) During the hour-long joint meeting, Speaker Arinc told 
Codel Nelson and the Congressional Study Group that Turkey 
places a high value on the bilateral relationship and the 

many official U.S. delegations it receives. Arinc urged the 
U.S. to be V'honest!" in its relationship with Turkey but he 
praised the long-standing friendship and cooperation between 
the two countries, starting in the 1950s in Korea and 
extending to the Balkans, Afghanistan and the Middle East, 
and expressed the hope this cooperation would continue. 
Arinc emphasized to his visitors that Turkey is amodern and 
peaceful country, despite the current political crisis and 
regional problems. 


3. (U) Representative Whitfield said the United States also 
values its friendship with Turkey and noted that Members of 
Congress and the United States government are committed to 
strengthening relations between our two countries. He 
acknowledged the challenges that continued violence and 
political instability in Iraq and lack of progress toward a 
settlement in Cyprus continue to pose to Turkey as the July 
22 election nears. Whitfield also expressed support for 
Turkey\'s bid to join the European Union and offered to help 
however possible in that effort. Senator Nelson called his 
delegation\'s trip a symbol of the esteem and value we place 
on the bilateral relationship, and said the purpose of their 
visit was to gain a better understanding of mutual views and 
differences on world events, including Iraq. 


4. (U) Arinc said the GOT believes ethnic differences and 
religions should be respected in a democracy, and expressed 
the hope that developments in Iraq would not threaten the 
long-term stability of Turkey. However, he added Turks are 
watching great loss of life in Iraq, including those of U.S. 
troops, and are concerned about increasing divisions within 
Iraq. Arinc noted Turkey believes that a referendum in 

Kirkuk would be damaging to the entire region. Acknowledging 
that the debate over U.S. involvement in Iraq continues in 
Congress, he said that the U.S. should have confidence in 
Turkey. It shares Iraq\'s geography and history. It 
understands Iraq and knows the way toward a peaceful 
democracy. Turkey is a reliable ally and should not be 
exchanged. 


5. (SBU) Arinc said Turkey is especially sensitive to PKK 
terror and to its own territorial integrity. The U.S. has 
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not implemented its promises on the PKK and this impacts 
domestic politics in Turkey. Referring to the recent 

terrorist attack in Ankara as well as to Turkish troops 

killed fighting the PKK, Arinc said that an action plan 

should be implemented to counter the threat and lamented the 
lack of concrete results produced by the TU-US-IZ trilateral 
process after eight months. Developments in Iraq, he went 
on, upset the Turkish people and this gives rise to 
anti-American sentiment in Turkey. Arinc, however, 
emphasized that there is no general, systematic 
anti-Americanism in Turkey. Regarding a cross-border 
military operation to attack PKK camps, Arinc said a majority 
of Turks are in agreement about it. He knows U.S. concerns, 
but said Parliament is ready for the authorization. He said 
Turkey \"should not be held accountable\" for such a decision, 
since it is losing soldiers right now. 


6. (SBU) Rep. Whitfield responded that some in Congress 
share Turkey\'s concern about the U.S. military unwillingness 
to take on the PKK. Senator Nelson expressed appreciation 
for Turkish support in Afghanistan. He understood Turkey\'s 
frustration with being asked to hold back on going into 

northern Iraq. Nelson also conveyed sympathy for the recent 
terrorist attack in Ankara and noted that fifty U.S. soldiers 

from his own state of Nebraska had died in Iraq. However, 
Sen. Nelson urged that any GOT action against the PKK in Iraq 
be based on a common plan with the U.S. 


7. (U) Codel Nelson and the Congressional Study Group on 
Turkey have cleared this message. 


ANKARA 00001371 002 OF 002 
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SUBJECT: CONGRESSIONAL STUDY GROUP ON TURKEY, CODEL NELSON 
WITH PRIME MINISTER ERDOGAN: IRAQI STABILITY PARAMOUNT 


1. (SBU) Summary. PM Erdogan and FM Gul met May 28 with 
Codel Nelson and the Congressional Study Group on Turkey. An 
unusually upbeat Erdogan focused on the solid footing of the 
US-Turkish strategic relationship and Turkey\'s efforts to 
contribute to regional peace and stability, including in 
Afghanistan and Lebanon. A unified, stable Iraq was 

essential; it would be disastrous for the region if coalition 

forces left without setting a specific timetable. Turkey 

also remained between a rock and hard place on the PKK as 
civilians and soldiers continued to die. End summary. 


2. (U) In an hour long joint meeting May 28, PM Erdogan told 
Codel Nelson and the Congressional Study Group on Turkey that 
US-Turkish relations are in good shape. Occasional bumps in 
the road can be worked through. Parliamentary and 
Congressional visits are a key element of the relationship. 

Based on common values, they enrich our dialogue and provide 
a sound footing to deal with military, political and economic 
challenges. 


3. (U) Erdogan commended Senator Lott for having nominated a 
Turkish-American from Mississippi to serve on the US Southern 
District Court - an important first. He pointed to the large 
numbers of Turkish students studying in the US as another 
driver in relations. The PM also thanked the Congressional 
Study Group on Turkey for meeting the day before with the 
\"TRNC Ambassador\" to Turkey, noting the group\'s travel two 
years ago to northern Cyprus as having created an opening 

that others could follow and fostering an atmosphere more 
conducive to moving toward a final settlement. 


4. (SBU) With respect to our common war on terrorism, the PM 
referred to the terrorist PKK\'s ability to shelter in 

northern Iraq, which he described as a source of serious 
discomfort to the Turks. The May 22 suicide bombing in a 
crowded marketplace in the heart of Ankara could have, he 
stressed, had considerably graver consequences. In addition, 
Turkey continues to lose many soldiers to mines and IEDs. 
While FM Gul and Secretary Rice talked frequently and contact 
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with the Ambassador was good as well, Turkey would like to 
achieve results as soon as possible. 


5. (SBU) As this drags on, the Turkish people are slowly 
losing confidence in America. If there is a rise in 
anti-Americanism, this is its source. Citing a Turkish 
proverb, he said, \"Friends tell friends the bitter truth.\" 


6. (U) With respect to Iraq, there was room for increased 
US-Turkish cooperation. For Turkey, Iraqi territorial 
integrity and political unity are key. Should coalition 
forces pull out precipitously, it would be a disaster for the 
entire region. A timeline for withdrawal might, however, 
give Iraqis the sense that they need to take charge. 
Unfortunately, substantial ethnic violence continues. The 
GOT regularly tells all Iraqis that violence is not the way 
out, the PM emphasized, reviewing Turkey\'s efforts to 
convince Sunni leaders to participate in the Iraqi elections. 
Failure in Iraq is not an option; the USG must attain its 
goals, and it must start to achieve success soon. Otherwise, 
as losses increases, so will hopelessness and despair. 


7. (U) Regarding Kirkuk\'s final status, Erdogan stated that 
Kirkuk belongs to all Iraqis, not to a specific ethnic 

component. It represents a microcosm of what is happening in 
the rest of Iraq. Were it to go to one ethnic group, it 

would be like a bomb, ready to explode. 


8. (U) In Afghanistan, Erdogan focused on Turkish 
contributions: the Turks have twice commanded ISAF and 
recently assumed control over Kabul central regional command. 
They also run a PRT in Wardak province. He cited serious 
contributions to rebuilding efforts, including hospitals that 

have already cared for over 650,000 patients and schools for 
45,000, mostly dedicated to girls\ education. Recently, 
President Karzai had asked the GOT to open two more girls\' 
schools in Kandahar, which the GOT would do. 


9. (U) Elsewhere in the region, Lebanon\'s stability was 
essential. The GOT had already sent to parliament the 
extension of Turkey\'s participation in UNIFIL, in order to 
prevent any gap in Turkey\'s commitment there. (NB: 
Parliament on May 29 approved a one-year extension until 
August 31, 2008, but it was a bruising fight, with the 
secular CHP opposition accusing the GOT of aligning itself 
with Israel.) Turkey, working with the US, could also 
contribute to solving the ongoing Arab-Israeli conflict. 


10. (U) On Syria, the PM referred to his recent travel with 
the Turkish Fenerbahce soccer team to open a new stadium in 
Aleppo, which occurred at the same time as Speaker Pelosi and 
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Representative Lantos were in Damascus to see President Asad. 
This was, he said, a useful opening. 


11. (U) On the possibility of a congressional Armenian 
genocide resolution (AGR), the PM said that he viewed this as 
the realm of historians, archaeologists and legal experts. 

It was the job of governments and parliaments to move forward 
and provide the basis for prosperity. The PM added that he 
had proposed a way forward on historical issues to Armenian 
President Kocharian but had received no response. It 
appeared to him that Armenia had economic reasons for wanting 
to engage, judging by the 40,000 plus Armenians living and 
working illegally in Turkey, and to whom Turkish authorities 
were turning a blind eye. 


12. (U) The PM was grateful as well for continued US support 
for Turkey\'s EU aspirations, a process the Arab world 
followed closely. Turkey\'s relations with Israel, combined 
with those with the US, provided a solid contribution to 

peace in the region. Turkey and the US were also engaged in 
a joint fight against trafficking in persons, narcotics and 

arms, all key for the region. Efforts to improve peace and 
security in the region included economic security in the form 
of gas and oil. Here, Turkey was working to help develop a 
new project to bring energy from the Caucasus and Central 
Asia to western markets. On Kosovo, the PM regretted that 
movement had been delayed and hoped it would move forward 
soon. 


13. (U) Senator Nelson, speaking on behalf of his Codel, 
thanked the PM for Turkey\'s leadership on regional security 
issues, including in Afghanistan and Iraq. He agreed that 

the issue of Kirkuk could not be neglected, and recognized 
the challenges Turkey faces with the PKK. The Senator noted 
that when he visited Iraq three weeks ago, he told PM Maliki 
that the American commitment was not open-ended. He 
previewed for Maliki the timeline, with benchmarks, later 
passed in the House, on which a continuing American presence 
would be based, and made it clear the GOI must seek peace 
with ShiVa and Sunni politicians rather than resolve its 

issues by military means. Nelson agreed that a divided Iraq 
was in no one\'s interest except perhaps that of the 

terrorists. He expressed condolences for the Ankara bombing 
and Turkey\'s recent loss of soldiers in Sirnak province. As 

a Senator, one of his more difficult duties was to call 

families in Nebraska who had lost soldiers in Iraq; that 
number now stood at 50. 


14. (U) Congressman Whitfield, on behalf of the Congressional 
Study Group on Turkey, acknowledged the host of difficult 
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issues the PM and FM face daily. Among those issues, he 
listed their fight against the PKK, combined with the fact 

that the USG has asked them not to enter Iraq; the EU\'s 
decision to admit Cyprus despite the \"no\" vote on the Annan 
plan and the EU\'s concurrent request that Turkey open its 
ports to Greek Cypriot shipping; and the potential impact of 
an AGR. He thanked the PM for sending delegations of Turkish 
MPs to Washington to help explain Turkish thinking and 
sensitivities on the issues and judged their effort as 

helpful. 


15. (U) Codel Nelson and the Congressional Study Group on 
Turkey have cleared this message. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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SUBJECT: AMBASSADOR BRIEFS PM ON BOSNIA MEETINGS IN 
WASHINGTON 
REF: A. 06 ZAGREB 1423 

B. 06 ZAGREB 1439 
Classified By: DCM Greg T. Delawie, for reasons 1.4 (b) and (d) 
1. (C) Drawing on points provided by EUR/SCE, Ambassador and 
DCM briefed PM Ivo Sanader and MFA State Secretary Hidajet 
Biscevic June 1 about the meetings held in Washington the 
week of May 21 between State Department officials and 
Bosnia-Herzegovina politicians Milorad Dodik and Haris 


Silajdzic. 


2. (C) The Ambassador added that we would appreciate 
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Sanader\'s continued engagement with all parties in BiH, and 
his encouraging them to keep working for police reform and 
constitutional reform. 


3. (C) Sanader was grateful, and said he understood. He 
appreciated that the meeting was more a target of opportunity 
than a planned negotiation, which was fine. He did lay down 

a marker that it would be important to include the BiH Croats 

in any real discussion of police reform and constitutional 

reform. He noted that he is continuing to work on the BiH 

Croats in order to encourage a merger of the HDZ and HDZ-1990 
parties. He asked that we keep HDZ-1990\'s Ljubic involved as 
well as HDZ\'s Covic. 


4. (C) Sanader noted that U/S Burns had told him earlier 

that week that he had spoken with Cardinal McCarrick; Sanader 
hopes McCarrick can work with Puljic to keep him involved in 
the reform process. 


5. (C) Sanader said it was up to the BiH Croats to react to 
the proposals we had put on the table, so he would not do so. 
He thought that both Croat parties could accept police 
reform, but said he believed they were still divided on 

entity voting. He felt that dissolution was a minor issue. 

He also asked us to keep in mind the constitutional 
amendments he had proposed to us last fall (reftel). 


6. (C) Sanader concluded this topic by noting that U/S Burns 
had encouraged him to stay involved in BiH\'s future. 
BRADTKE 
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TAGS: AMGT, ASEC, KCIP, KU, OTRA, PREL, PTER, ENRG, 

COUNTRY CLEARANCE 

SUBJECT: KUWAIT COUNTRY CLEARANCE GRANTED FOR CEIP TEAM: 
AVERILL, MALOY, GARDNER, AND GRANT JUNE 11-15 


REF: SECSTATE 76236 


1. (SBU) Embassy Kuwait welcomes and hereby grants country 
clearance for S/CT Senior Coordinator Bruce A. Averill, 

DS/ATA officer Kevin A. Maloy, Sandia National Laboratory 
employee Byron H. Gardner, and USCG CAPT Donald C. Grant to 
travelto Kuwait June 11-15 to discuss Critical Energy 
Infrastructure Protection issues with government officials 

and national oil company representatives. 


2. (U) This clearance is not/not valid for entry into Iraq; 
you must apply for Iraq clearance through Embassy Baghdad. 


3. (U) Embassy Point of Contact: Steve Conlon, Economic 
officer. Cell Phone: 965-942-3897. Fax: 965-259-1051. 
Email: conlonsm@state.gov 


4. (U) Lodging: Four single rooms have been reserved at 
the Hilton resort for the nights of June 11-14, 2007; 
confirmation numbers are 205095 (Averill), 205096 (Grant), 
205097 (Maloy), and 205098 (Gardner). The hotel phone number 
is (965) 225-6222 and the fax number is (965) 225-6292. The 
single room rate at the hotel is approximately USD 230 plus 
15% service charge per night, which includes breakfast. The 
hotel accepts major credit cards and is within the per diem 
rate. The daily per diem rate for Kuwait is USD 291.00 for 
lodging, plus a meal and incidental expense (M&IE) allowance 
of USD 105.00 for a total of USD 396.00. 


5. (U) Following is post\'s standard guidance for visitors 
to Kuwait: 


a. Entry Requirements: Kuwait now issues single-entry 
visas to American citizens on arrival, upon presentation of a 
valid passport. There is a processing fee of three (3) 

Kuwaiti Dinar (KD 3.000, approximately USD 10.50) for each 
visa issued. The fee may be paid either in KD or USD. Post 
strongly advises travelers to carry some documentation on the 
purpose of their visit. Passengers arriving on other than 
commercial flights should anticipate extra delays, because 
immigration services are not available on the military side 

of the airfield and passports have to be carried to a 

different location at the airport for processing. Airport 

visas are valid for 90 days after arrival; anyone staying 
beyond this period must obtain an extension, which should be 
requested 2 weeks prior to visa expiration. Anyone departing 
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Kuwait who has overstayed the visa will be charged a fine of 
KD 10.00 (USD 35.00) per day at the airport. All travelers 
planning to visit Iraq should make sure that they obtain the 
required exit/entry stamps for each transit through Kuwait, 
and be aware that they will need to obtain a new Kuwaiti visa 
upon return, even after a day trip to Baghdad. Failure to do 
so can result in heavy fines. If possible, travelers should 

try to obtain a multiple-entry visa before arriving in Kuwait. 


b. Visitors are reminded that the importation of 
alcohol, pork products, personal firearms, and any 
suggestive/pornographic materials (videotapes, magazines or 
books) is strictly prohibited by Kuwaiti law. Kuwait is 
still clearing mines and munitions. Visitors must remain on 
major paved roads when traveling in Kuwait. Travel north of 
Jahra toward the lraqi-Kuwaiti border is not authorized 
without approval from the embassy and an appropriate escort. 


c. Embassy Kuwait\'s normal workweek is Saturday through 
Wednesday. Office hours are 8:00 a.m. to 4:30 p.m. The time 
difference with the East Coast of the United States is EST 
plus 8 hours. The Embassy switchboard number is (965) 
259-1001, and the IVG number is 4950000. The after hours 
number which rings at Marine Guard post one is (965) 
538-2098. The mission duty officer can be reached through 
the embassy switchboard, Post One, or by cell phone at (965) 
967-7265. The embassy pouch address is 6200 Kuwait Place, 
Dulles, VA 20189-6200. 


d. Threat Assessment: Kuwait is a high-threat post and 
the military threatcon is currently Charlie. We have 
increased security precautions at official U.S. installations 
in Kuwait and recommend that all Americans in Kuwait remain 
alert to their surroundings and review their personal 
security practices. 


e. Health Advisory for Kuwait: April through October is 
the hot season in Kuwait. Temperatures reach 120-140F in 
summer. Caution should be taken to prevent dehydration and 
heat exhaustion by 1) drinking plenty of fluids and 2) 


staying indoors, especially during peak temperature hours of 
12:00-15:00. Low humidity coupled with high temperatures 
creates excessive moisture loss from evaporation. It is 
necessary to drink 2-4 quarts of water daily to prevent 
dehydration. Visitors in November through March can expect 
cold winds and at times heavy rains. Light winter clothing is 
suitable for Kuwait during these months. At this time 
allergies and colds are more common. Persons traveling to 
the area are advised to have over-the-counter medications, 
such as Tylenol, Ibuprofen, cold and cough medications with 
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them for self-treatment. 


f. Money: Credit cards are widely accepted in hotels, 
restaurants and other establishments throughout Kuwait and 
ATM machines are also readily available. For travelers on 
official orders, the Commercial Bank of Kuwait can provide 
accommodation services (cashing a personal check drawn on a 
U.S. bank into local currency) up to a maximum of USD 300.00 
per day from noon to 2:00pm, Saturday through Wednesday. At 
the current rate of exchange, one Kuwaiti Dinar (KD) is 
equivalent to approximately USD 3.50. 


g. CAA Access: Visitors who need unescorted access into 
secure areas of the mission must slug cables to the attention 
of the RSO, and include the level of their clearance. The 
cable should include the visitor\'s Social Security Number, 
and the name of the agency granting the clearance. Cables 
should include the ASEC tag to ensure distribution to the RSO 
office and the Marine Security guard at post one. 


h. Computer and Electronics usage: Sensitive military 
information has been discovered recently on business center 
computers at local hotels in Kuwait City. All U.S. 

Government personnel and contractors must remember that it is 


their responsibility to observe good computer and information 
security practices. Information processed on computers in 
hotel business centers, through email correspondence or 
document creation, is highly exploitable. Public computers 
located in hotel business centers, internet cafes, airport 
lounges, etc. should never be used to process, store or 
disseminate sensitive information. Compromise of sensitive 
government or military information can result in serious 
damage to national security. Compromises of sensitive 
personal data can result in significant personal and 

financial hardship. Random checks are conducted by Embassy 
personnel on public PC\'s. Breaches in COMPUSEC will result 
in the violator receiving security infractions and/or 

security violations. Inter-agency security standards 

prohibit the introduction or use of non-USG owned computer 
hardware and software at all USG diplomatic facilities. Cell 
phones, palm pilots, radios and other convenience electronics 
are prohibited in all secure areas of the mission. 


i. Photography: Tourist photography is encouraged in 
Kuwait. However, it is strictly forbidden to photograph 
public buildings, economic infrastructure, or military and 
other security-related facilities and personnel. 

Confiscation of film and camera and even arrest may result 
from doing so. A good rule of thumb: If there is any doubt 
as to whether a photograph should be taken, don\'t take it. 
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j. Action Request: Each visitor, regardless of length 
of stay, must bring or forward fiscal data to pay for direct 
costs of the visit. Each agency, organization, or visiting 
delegation will be charged for the actual costs attributed to 
their visit. Direct charge costs include, but are not limited 
to: American and LES staff overtime (e.g., expeditor, 
accommodation exchange, representational event support), 
field travel, lodging and meals and incidental expenses 
(M&IE) by embassy employees, vehicle rentals, long-distance 
telephone calls, equipment rentals, office supplies and all 
other costs that are directly attributable to the visit. If 
fiscal data on visitor\'s travel authorization is to be used 
for this purpose, this information must be spelled out in the 
travel orders and sufficient funding must be provided to meet 
these expenses. In addition, for TDYers over thirty (30) 
days, there will be a charge for ICASS support services. If 
your sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign an ICASS Memorandum of 
Understanding (MOU) for ICASS support services upon arrival. 
The agency should provide post with written communication, 
generated by the traveler\'s headquarters, that confirms the 
agency will pay ICASS charges for the TDYer, provide the 
agency ICASS billing code for the TDY support to be provided, 
and authorize the traveler to sign the ICASS invoice 
generated by the TDY module. When travel is urgent, TDYers 


should bring this document with them to ensure there are no 
interruptions in the provision of services. Post will not 
provide any services to a TDYer staying in excess of 30 days 
without having received this documentation prior to day 31 of 
the TDY. 


k. Visit Kuwait\'s unclassified intranet website at 
http://kuwait.state.gov. 


6. (U) This cable was last updated on October 30, 2006. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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Column 3 

DE RUEHAK #1373/01 1551401 

ZNR UUUUU ZZH 

P 041401Z JUN 07 

FM AMEMBASSY ANKARA 

TO RUEHC/SECSTATE WASHDC PRIORITY 2396 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY 
RHMFIUU/39ABG INCIRLIK AB TU PRIORITY 
RHMFIUU/425ABS IZMIR TU//CC// PRIORITY 

RHMFISS/HQ USCENTCOM MACDILL AFB FL PRIORITY 
RHMFIUU/HQ USEUCOM VAIHINGEN GE PRIORITY 
RUEKJCS/JOINT STAFF WASHDC//J-3/J-5// PRIORITY 
RUEKJCS/SECDEF WASHDC//USDP:PDUSDP/ISA:EUR/ISA:NESA/DSCA// PRIORITY","UNCLAS SECT 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: OVIP, PGOV, PREL, MARR, TU 

SUBJECT: CODELS NELSON AND WHITFIELD MEETING WITH D/CHOD 
GEN SAYGUN 


1. (SBU) Summary: Deputy Chief of Defense General Ergin 
Saygun briefed Codels Nelson and Whitfield on May 28 on 
Turkey\'s contributions to regional peace and stability. He 
complained that some European nations were seeking to 
re-define trans-Atlantic security at NATO\'s expense. He 
described the situation in lraq as the greatest security 

challenge and \"the executive summary of the Middle East.\" 
Partition of Iraq would be a disaster, he stressed; the 

coalition should seek to make all parties to the conflict 

there \"equally happy or unhappy.\" He criticized creation of 

a de facto Kurdish state and accused Iraq Kurd leader Barzani 
of supporting PKK terrorism. He said Turkey cooperates with 
Iran on border security against the PKK but will support the 
international community\'s efforts to prevent Iran from 
developing a nuclear weapon. Syria needs a \"helping hand\" to 
separate Basher from hard line Baathists in his government 

and Iran\'s embrace. He reaffirmed Turkish support for Israel, 
with which Turkey shares common regional challenges. Saygun 
said Congressional passage of an Armenian genocide resolution 
would hurt Turkey. End Summary. 


2. (SBU) Using a powerpoint presentation, Saygun highlighted 
Turkish contributions to NATO missions in Afghanistan and the 
Balkans, its support to UNIFIL, and its assistance to 
humanitarian missions in Africa. He underlined Turkey\'s 
troop contributions to the NATO Reaction Force (NRF), 
including its leadership of NRF 8. He described threats to 


Column 3 

NATO from some European countries who are seeking to 
re-define trans-Atlantic security, mentioning France\'s 
objections to NATO\'s engagement out of area. He complained 
that Turkey feels as if it must defend NATO against some of 

its own members. He noted, however, that NATO has not 
identified the PKK as a terrorist organization, although the 

EU has. 


3. (SBU) Saygun described the situation in Iraq as the 
pre-eminent security challenge in the region. Iraq is the 
\"executive summary of the Middle East,\" he asserted, 
lamenting the sectarian divisions plaguing the region. the 
Baghdad government appears unable to foster reconciliation. 
Saygun evinced little hope that the situation in Iraq could 

be brought under control. Partition, however, would be a 
disaster. He criticized Iraqi Kurds for seeking a separate 
state in northern Iraq, prohibiting the Iraqi flag and 
promoting their own institutions. He highlighted the status 
of Kirkuk as an issue of major concern for Turkey. While 
120,000 Kurds were displaced from Kirkuk by Saddam, now 
400,000 were being resettled in the area with the intention 
of making it a Kurdish city. Meanwhile, the ShiVa are 
expanding their influence from Tajikistan to the Gulf ina 
ShiVa \"arc,\" Saygun warned. 


4. (SBU) Senator Lott thanked Turkey for its leadership in 
NATO and asked if Turkey could do more in Iraq. Saygun said 
that Turkish facilities are available for the recalibration 

and refurbishment of U.S. equipment from Iran, with a 
potentially large cost savings to the U.S. government. 


5. (SBU) Saygun complained that PKK terrorists were operating 
in northern Iraq with impunity, despite Turkey-lraq treaties 
from 1926 and 1946 whereby both sides pledge to address 
security problems on either side of the common border. He 
expressed appreciation for U.S. help, said U.S. envoy General 
(retired) Ralston had done a \"fantastic job,\" and hoped for 
success in a slow, painstaking process of combating PKK 
terror. Saygun asserted that the PKK is responsible for 80 
percent of drugs going into Paris neighborhoods and controls 
the distribution of 40 percent of Europe\'s heroin. The PKK 

is also deeply involved in the smuggling of weapons and 
people. 


6. (SBU) Turkey has enjoyed a peaceful border with Iran for 
centuries and Turkish authorities are cooperating with 

Iranian counterparts on border security against a common PKK 
threat, Saygun explained. At the same time, Turkey does not 
want Iran to have a nuclear weapon and will participate in 

the international community\'s efforts to prevent this. While 
Turkey is skeptical that economic sanctions will work, the 
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GOT will do whatever it can without harming its relations in 

the region, Saygun said. Asked what Turkey would recommend 
in the absence of diplomatic success, Saygun said trade and 
travel sanctions were of limited usefulness. If Tehran wants 

to develop a bomb, it will, Saygun concluded, and Turkey will 
have to evaluate the political implications. 
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7. (SBU) Saygun asserted that the largest number of 

terrorists entering Iraq are being funneled through Syria. 

While Basher al-Assad is less violent than his father, he is 

still influenced by old Baathist stalwarts. It will take 

time for Syria to integrate with the West. In Saygun\'s view, 
Basher needs a \"helping hand\" to keep out of Iran\'s embrace. 


8. (SBU) Turning to the Caucasus, Saygun said that Turkey 
invites Armenian officers to NATO PfP activities and reported 
that he had sat with his Armenian counterpart ata NATO 
meeting in Istanbul. Turkey tolerates the presence of 40 
thousand or more illegal Armenian \"guest workers.\" Saygun 
told the Codels that Turks had also suffered much from 
Armenians. If the Congress passes an Armenian genocide 
resolution, Turkey will be deeply hurt. 


9. (SBU) NATO must be successful in Afghanistan, Saygun 
stated, noting that Turkey had donated 155 mm howitzers to 
the Afghan National Army. Conditions on the ground remain 
difficult, however, and Afghanistan requires extensive 
reconstruction support. 


10. (SBU) Discussing energy security, Saygun said Russian 
President Putin\'s intentions are clear: Russia wants to 
control every drop of oil going to the West. 


11. (SBU) Saygun said Turkish - U.S. relations had stood the 
test of time. Since the end of the Cold War, however, there 
have been divergent interests. In Saygun\'s view, the U.S. is 
far too big to share identical interests with smaller 

countries; this is natural and we are not expected to agree 
on everything. Saygun denied that there is an organized 
anti-American \"campaign\" in Turkey. 


12. (SBU) Asked about Turkey-Israel relations, Saygun 
described a close security and defense industrial 
relationship. He said that, as the only democracies in the 
region, Turkey and Israel share acommon fate and common 
challenges. 


Column 3 
13. (U) Codel Nelson and the Congressional Study Group on 
Turkey have cleared this message. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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RUCNOSG/ORGANIZATION FOR SECURITY COOPERATION IN EUROPE 
RUESDT/DTRA-OSES DARMSTADT GE 

RHMFISS/CDR USEUCOM VAIHINGEN GE 

RHMFISS/CDR USCENTCOM MACDILL AFB FL","C ONFIDENTIAL SECTION 01 OF 02 USNATO 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 01/12/2017 
TAGS: PREL, PARM, NATO, OSCE, KCFE 
SUBJECT: CFE: VCC AND VCC EXPERTS\' MEETINGS, MAY 16, 2007 


REF: A. STATE 65803 
B. AC/319-A(2007)0005 AND 0006 
C. AC/319-N(2007)0019 
D. AC/319-N(2007)0018 
E. AC/319-N(2007)0017 
F. AC/319-N(2007)0014(CFE) 


Classified By: Acting POLAD Scott Reid, for reasons 1.4 (b/d). 
1.(C) SUMMARY: At the May 16 VCC and VCC experts\' meetings: 


a. The U.S. announced an upcoming Vienna Document inspection 
in Sweden during the time a Swedish exercise below Vienna 
Document thresholds will be conducted; 


b. Experts agreed to attempt to hold a NATO Vienna Document 
course in Central Asia; 


c. The U.S. obtained its goals for a one-year trial period 
for NATO internal coordination of Vienna Document 
inspections, and a revised paper will be circulated for 
further discussion and decision at the July 17 VCC; 
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d. A new draft agenda for the 2007 VCC Seminar in October was 
circulated and will be discussed at the July 17 VCC meeting; 


e. During reports on conducted CFE inspections, the U.S. 
reported on its inspection at Kovrov in Russia the week of 23 
April; 


f. The U.S. points in reference A regarding documenting 
ambiguities and the definition of an inspection site were 
generally accepted with a request that the U.S. provide its 
precise language to the staff; 


g. U.S. points in reference to the start ofthe Residual 
Level Period, updates of the list of inspectors, and 
notification of new equipment were accepted by Allies; 


h. The next VCC and experts\' meeting to address the above 
issues will be held on July 17. END SUMMARY. 


2. (C) Allies announced the following upcoming Vienna 
Document inspections: 


-- Bulgaria in Macedonia in week 27; 

-- France in Cyprus 25-28 June; 

-- Germany in Armenia in week 25; and 

-- Hungary in Serbia 3-6 July by a bilateral agreement. 


3. (C) Problems reported by allies during Vienna Document 
inspection visits: 


a. Germany reported that during a 16-21 February inspection 

in the Nakhichivan area of Azerbaijan, the Azerbaijanis 

declared a special security zone with limited access along 

the Armenian border, and the Germans requested a common NATO 
approach to this without any real response (COMMENT: the U.S. 
has not experienced this problem before); 


b. During week 13, a Swedish inspection was refused by 
Uzbekistan with no reason given; and 


c. A Canadian inspection in Tajikistan, that had been 
originally denied with no reason given, was allowed to 
proceed on 23-25 April after senior-level diplomatic pressure 
was brought to bear. 


4. (SBU) Follow-up to Seminar for Central Asian Republics: 
The experts and the VCC agreed that the NATO School\'s Vienna 
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Document course should be conducted in Central Asia in early 
2008, probably in Turkmenistan. A lead nation is being 
sought. 


5. (C) Coordination of Vienna Document activities with 
non-Allies: After distribution and presentation of a U.S. 
analysis regarding Vienna Document inspections from 2002 
through 2006 (reference A), experts accepted the idea of an 
internal NATO full coordination of Vienna Document 
inspections for 2008 on atrial basis. The discussion by 
Allies revealed uncertainties whether a program similar to 
CFE-paired inspections should be initiated with selected 
partners during this trial (some Allies were concerned that 
in the CFE Pairing process, partners automatically get their 
inspection plans accepted). Germany agreed to the trial 
idea, but reiterated that it thought that the next step 
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should be coordination with non-NATO partners in Vienna 
because \"the Cold War is over.\" COMMENT: this is reminiscent 
of a similar German push for coordinating CFE inspections at 
thirty that was rejected during the development of NATO 
positions for the adapted CFE Treaty. The staff will prepare 

a new food-for-thought paper on the subject, to be discussed 

at the July 17 VCC and experts\' meetings. 


6. (SBU) Voluntary CSBM on Military Exercises Below VD 99 
Thresholds: Nothing was reported, however, during discussion 
of coordination of Vienna Document activities with 

non-Allies, the U.S. representative suggested that 
consideration be given to encouraging nations making such 
notifications to include a voluntary extra Vienna Document 
inspection quota. 


7. (SBU) Exchange of information on Open Skies: Several 
Allies reported on recent Open Skies missions. Poland noted 
that during a Polish Open Skies mission in April over Belarus 
and Russia, the Russian escorts were hostile and abusive 
about Poland\'s joining NATO. 


8. (SBU) Training: The staff reported that permission has 
been given for South Korea to participate in the logistics 
course. 


9. (SBU) Preparations for the 2007 VCC Seminar: The staff 
circulated a draft two-day agenda which includes all of the 
topics (see reference D) approved under silence. This 
subject will also be on the July 17 VCC agenda. 
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10. (SBU) Paired Inspections: The staff announced that no 
one had yet responded concerning the Georgian request for 
paired inspections in September. This topic will also be 
revisited on July 17. 


11. (SBU) Documenting Ambiguities, use of GPS during 
inspections, and definition of inspection site: The staff 
announced that use of GPS had been approved under silence 
procedure. After the U.S. representative responded per 
guidance on the use of digital cameras, the staff requested 
that the U.S. provide specific language for the previously 
circulated paper on this issue. Similarly, after the U.S. 
representative executed guidance regarding the paper on the 
definition of an inspected site, the staff requested specific 
U.S. language. 


12. (U) POET issues: The staff announced that, if silence 
was not broken by May 24, the latest POET paper would be 
forwarded to Vienna for use by the JCG-T. 


13. (U) Information exchange issues: After the U.S. 
representative, per guidance, addressed past JCG-agreed texts 
on both dates for update lists of inspectors and transport 

crew members and the start date of the residual level period, 
Allies agreed that these resolved the issues raised by one 

Ally on these topics. 
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TO RUEHC/SECSTATE WASHDC IMMEDIATE 2398 
INFO RUEHTA/AMEMBASSY ASTANA PRIORITY 0014 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/04/2017 

TAGS: PTER, KGIC, KNNP, PREL, CY, TU 

SUBJECT: GLOBAL INITIATIVE TO COMBAT NUCLEAR TERRORISM: 
TURKEY HOLDS FIRM 


Column 3 
REF: A. STATE 75225 


B. ANKARA 1233 
Classified By: DCM Nancy McEldowney for reasons 1.4 (b,d). 


1. (C) We pressed ref a points June 4 with MFA Deputy 
Director General for Arms Control Ahmet Muhtar Gun, urging 
Turkey to consider sending a higher level delegation to the 

Gl meeting in Astana and stressing our efforts to ensure all 
partners understand the Gl is not an appropriate forum for 
airing political differences. Gun promised to consider our 
request, but noted that Undersecretary Apakan had made the 
Turkish position very clear and we should expect no change in 
Turkey\'s decision to reduce its level of participation (ref 

b). 


2. (C) Comment: We believe further pressure on the MFA to 
change its stance will not be productive. With parliamentary 
elections seven weeks away and significant civil-military 
tensions, GOT concessions are unlikely. The GOT is pursuing 
a similarly unbending line on the NATO/EU relations, where 
Turkish concerns also relate to Cyprus. On the positive 

side, we understand that ten Turkish police officers are 

still slated to attend the U.S.-sponsored nuclear 
non-proliferation workshop in Miami, suggesting that other 
GOT agencies value the chance to participate in Gl workplan 
activities. Officials have also emphasized with us that 

Turkey continues to take its international non-proliferation 
commitments and responsibilities very seriously. End Comment 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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SIPDIS 


SIPDIS 


Column 3 

E.O. 12958: DECL: 06/04/2017 

TAGS: PREL, ETRD, PGOV, ASEC, BA, OFFICIALS, BILAT 

SUBJECT: PRIME MINISTER AND AMBASSADOR DISCUSS ECONOMIC AND 
SECURITY RELATIONS 


REF: MANAMA 0504 


Classified By: Ambassador William T. Monroe for reasons 1.4 (b) and (d) 


1. (C) Prime Minister Shaikh Khalifa bin Salman Al Khalifa 
told the Ambassador June 3 that he had been pleased to meet 
with the delegation from the U.S.-Bahrain Business Council 
(USBBC) on May 29 (reftel). He said it was important for 
visitors from the United States to meet with senior Bahraini 
leaders. \"If they don\'t talk to us, they could have the 

wrong impression of Bahrain, \" he said. (Note: His mention 
of the \"wrong impression\" could have been a reference to a 
CNN news item that ran June 1 reporting on poverty and 
sectarian tensions in Bahrain. The CNN program generated 
some angry editorial comment in two pro-government papers for 
its alleged focus on the negative side of Bahrain.) The 
Ambassador replied that the USBBC visit had been the first 
trade mission to Bahrain since the signing of the 

U.S.-Bahrain Free Trade Agreement, and that members of the 
delegation had developed leads and contacts. He noted that 
bilateral trade had increased 50% in 2006, and it was up 
another 50% in the first three months of this year compared 
with the same period a year earlier. 


2. (C) The PM lamented the security situation in Lebanon, 
rhetorically asking, \"Where did Fatah Al Islam come from?\" 

He thanked the United States for standing by and supporting 

the Lebanese government and PM Siniora, and commented that 
U.S.-Bahraini security relations were strong. The Ambassador 
noted that our two governments would soon sign an MOU 
covering security cooperation. The PM said Bahrain could 

learn a lot from the U.S. in the security area, particularly 

on surveillance and security management and administration. 


3. (C) The PM said the Cabinet earlier that day had 

discussed inflation and government subsidies. He emphasized 
the importance of the local press getting the story right. 

In response to the Ambassador\'s question, the PM agreed that 
the Bahraini government could improve its press relations by 
appointing a spokesperson, but it would have to be the right 
individual. He is not happy with what is covered in the 

press, which he said ignores achievements and plans for the 
future and instead focuses on the negative. 


Column 3 
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Visit Embassy Manamals Classified Website: 
http://www.state.sgov.gov/p/nea/manama/ 
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INFO RUEKJCS/SECDEF WASHDG//USDP:PDUSDP/ISA:EUR/ISA:NESA/DSCA// 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/04/2017 

TAGS: MARR, MOPS, TU, IZ 

SUBJECT: TURKISH MILITARY INTELLIGENCE CHIEF DISMISSES US 
F-16 OVERFLIGHT INCIDENT 


REF: ANKARA 1300 


Classified By: Political-Military Counselor Carl Siebentritt, reasons 1 
.4 (b) and (d). 


1. (C) GEN Aslan Guner, Chief of the Turkish General Staff 
(TGS) Intelligence branch (J-2) informed us on June 1 that 
TGS is not upset about the May 24 incident in which a US F-16 
crossed over into Turkish airspace for several minutes, 

stating that the Turkish media had overblown the situation. 
Given TGS access to the Coalition Air Tasking Order (ATO) of 
US flights near Turkish airspace, he said, the military was 
aware of the flight in advance and understood its purpose. 
That said, according to Guner, Deputy Chief of Staff (DCHOD) 
GEN Ergin Saygun has initiated a program of putting every air 
overflight violation on the TGS website, including those by 

US aircraft. 


2. (C) In contrast to press reports, Guner said that TGS did 
not contact the media about the US violation but rather 


Column 3 

posted it in a routine manner on their website on May 25. 
(Note: The May 24 airspace violation by a US F-16 was one of 
33 violations listed on the TGS site on May 25, joining 31 
airspace violations by Greek aircraft and one by Syria. End 
Note.) The press, which regularly checks the TGS site 
according to Guner, ran with the story and TGS was unable to 
contain it. 


3. (C) We responded that, while private assurances to the US 
about the flight are welcome, they do not go far enough. We 
urged that Chief of Staff Buyukanit or DCHOD Saygun put an 
end to the press speculation over the flight by publicly 

stating their understanding that the violation was accidental 
and of no significance. Guner agreed to pass this request to 
Saygun, who was at the Istanbul War College hosting a TGS 
security symposium. Subsequently on June 1, Turkish Air 
Forces Commander, Gen. Faruk Comert told assembled press 
representatives that the media had needlessly inflated a 
minor issue that was not a problem for TGS. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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SIPDIS 

SIPDIS 

E.O. 12958: DECL: 06/03/2017 

TAGS: PGOV, PREL, IZ 

SUBJECT: ISCI POLITICAL COMMITTEE DIALOGUE FOCUSES ON 
CAUSES OF VIOLENCE IN THE SOUTH 

REF: BAGHDAD 1672 AND PREVIOUS 


Classified By: Acting Political Counselor Robert Gilchrist for reasons 
1.4 (b) and (d). 


Column 3 


1. (C) The conversation in the third meeting of the 

ISCI-U.S. political committee focused on causes of violence 
in lraq\'s central and southern provinces and how to encourage 
moderates. While recognizing violence in ShiVa-majority 
areas as a problem, ISCI participants urged the U.S. to focus 
on al-Qaeda and the Baathists as the most pressing security 
challenges. In the center and south, they argued for a 
combination of picking strong leaders for the Iraqi security 
forces; expanding the Najaf governance model (led by ISCI); 
and supporting the marja\'iya. The DCM urged ISCI to play a 
more active and public role as a moderating influence in the 
center and south. End summary. 


2. (C) The meeting took place on May 29. Vice President 

Adel Abdel Mehdi and ISCI parliamentarians Humam Hamoudi and 
Jalal al-Din al-Saghir participated from the ISCI side. The 

U.S. side included the DCM, Legal Advisor, Regional Affairs 
Officer, PolOff, and Staff Assistant. 


3. (C) The DCM opened the session by noting U.S. concern 
with the recent violence in Basrah, Diwaniya, Dhi Qar, and 
elsewhere in the ShiVa-majority central and southern 
governorates. He noted that the U.S. does not have all the 
tools to address the causes of this violence and that the 
U.S. looked to ISCI to provide a moderating influence. The 
issue of violence in the south, the DCM continued, was also 
closely related to several topics Abdel Mehdi had proposed, 
including federalism and lraq\'s neighbors. 


4. (C) Abdel Mehdi noted that the long history of violence 

and oppression in Iraq had conditioned Iraqis to learn the 
ways of violence. Developing moderation, he argued, required 
strong leaders and support for them. Abdel Mehdi noted 
parenthetically that the U.S. had initially \"punished\" ISCI 

in lraq because of its ties to Iran. \"We told you you cannot 
combat extremism by making moderates weak.\" Abdel Mehdi said 
that to deal with extremists \"you have to open a political 
dialogue and at the same time be decisive with all those 
outside the law.\" He argued that particular attention be 

paid to al-Qaeda and the Baathists, as these groups presented 
challenges that could not be solved by the political process. 


Column 3 

5. (C) Hamoudi offered two pieces of advice for preventing 
extremism in Iraq. First, he argued for \"moral and practical 
support\" for the ShiVa marja\'iya in Najaf. The long 

education and training necessary before a ShiVa cleric could 
pronounce fatwas, Hamoudi argued, made the marjaViya a force 
for moderation that even someone like Muqtada al-Sadr had to 
respect, at least on the surface. He suggested undercutting 
ShiVa extremism by emphasizing Muqtada al-Sadr\'s 
subordination to the marja\'iya. Second, he argued that the 
U.S. should be careful about giving \"contradictory messages\" 
to extremists. On the one hand the U.S. called extremists 
\"terrorists\" and fought them, Hamoudi continued, but the U.S. 
then made the mistake of calling the same people \"the 
resistance\" and trying to respond to their political demands, 
e.g. on de-Baathification. Thus, the U.S. gave extremists a 
further incentive to use violence, Hamoudi argued. He closed 
by criticizing the Baghdad Security Plan for giving a similar 
message because \"you do not see U.S. troops in the areas 
where the violence is coming from.\" 


6. (C) Noting ironically that he was considered an extremist 
by many, al-Saghir said that the ShiVa population, poor and 
undeveloped as it was, unfortunately offered fertile ground 

for extremists to exploit. ISCI, he said, presented its 
moderate side but also recognized the need to \"enter into the 
environment\" of the extremists in order to learn how to deal 
with them better. Moderate Iraqi leaders needed to create an 
alternative to extremism, al-Saghir argued. He pointed to 
ISCl-led Najaf governorate as a place that offered such an 
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alternative. He urged support for Najaf so that it can 
become a model for getting results ) to show how moderation 
can be successful. 


7. (C) The DCM thanked Abdel Mehdi, Hamoudi, and al-Saghir 
for their presentations, saying that the U.S. agreed the door 
had to be left open for political dialogue while at the same 

time giving a consistent message that there is no room to use 
violence to solve political problems. He urged ISCI to play 

a more public role in bringing groups into the political 

process and stressed the importance of continuing work on 
improving rule of law institutions. PolOff noted that U.S. 
officials indicated their deep respect for the marjaVia in 

Najaf in public and private settings and welcomed concrete 
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suggestions from ISCI for making this support practical as 
well as moral. PolOff also noted the contrast between 
Diwaniya, also an ISCl-led province, and Najaf, and suggested 
that ISCI leadership develop ideas for improving the 

situation in Diwaniya. 


8. (C) Abdel Mehdi concluded that a general problem in the 
south was soft security. Security responsibility, he 

claimed, \"has been given to weak individuals.\" He argued for 
a better selection process for ISF leaders in the south, 
suggesting that the model by which the Iraqi Special 
Operations Forces (ISOF) was built should be replicated on a 
larger scale. 

CROCKER 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PREL, ETRD, AU-1, UN, SU, GH 
SUBJECT: GHANA ON SUDAN SANCTIONS 


REF: STATE 073696 


1. (SBU) On May 30, Polchief discussed reftel points on 
Sudan sanctions with the MFA\'s Supervising Director for 
Africa and the African Union, Mr. C.N.A. Kotey. Kotey 

replied that Ghana would have no problem supporting the U.S. 
on these sanctions, adding that the Foreign Minister would 
support even stronger sanctions, given the GOG\'s frustration 
with the lack of progress in Sudan. Post subsequently sent 
the relevant talking points and background information as a 
diplomatic note. 

BRIDGEWATER 
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E.O. 12958: DECL: 06/03/2017 
TAGS: PGOV, PBTS, KDEM, IZ 
SUBJECT: NINEWA\'S IIP: MORE DEMOCRACY PLEASE! 
REF: A. (A) 06 BAGHDAD 04017 
B. (B) BAGHDAD 00559 


Classified By: Ninewa PRT Team Leader James Knight: 1.4 (B) and (D). 


This is a Ninewa Provincial Reconstruction Team 
(PRT) message. 


1. (C) Ninewa\'s Iraqi Islamic Party (IIP) continues 
to press for early provincial elections prior to 
referenda scheduled under the Iraqi Constitution\'s 
Article 140 process to resolve disputed territories, 
especially as violence in Ninewa directed against 
the Kurdistan Regional Government (KRG) expansion 
agenda takes a quantum leap. The IIP also 
emphasizes the importance of local recruitment for 
Iraqi security forces (ISF), especially the Iraqi 
Army. Coalition maneuver commanders of Multi- 
National Division North (MND-N) concur on the 
importance of local ISF recruitment. 


2. (C) Ata March 12 meeting at IIP\'s Ninewa 
headquarters, IIP Chair for Ninewa Dr. Mohammad 
Shakir insisted to IPAOs Holtsnider and Polacheck 
that a recent car-bombing attack against the IIP was 
carried out by al-Qaeda because of the IIP\'s 
participation in the provincial political process. 

He asserted that the national Kurdish-ShiVa 
coalition is actively delaying provincial elections 

until after the upcoming Article 140 referenda to 
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allow the Kurd-dominated provincial government to 
facilitate the KRG expansion agenda. He underlined 
the need for provincial elections as soon as 
possible. 


3. (C) Dr. Mohammad expressed great concern that 
the KRG Article 140 effort will quote flood the 
streets with blood unquote. He reassured IPAO 
Polacheck that his party is making every effort to 
maintain social calm. Dr. Mohammad added that he 
maintains regular contact with Kurdish political 
parties to help control these emergent tensions. 


4. (C) At our PRT\'s request Dr. Mohammad hosted a 
meeting between Sunni Arab religious leaders and the 
PRT Team Leader at IIP headquarters 17 April. All 
insisted on the urgency of immediate provincial 
elections. The imams present decried low Sunni Arab 
representation in provincial and District 

governments, although recognizing the Sunni Arab 
error in boycotting the January 2005 provincial 
elections. Dr. Mohammad concluded the meeting by 
underscoring the danger these imams and scholars had 
braved -- especially from al-Qaeda -- meeting with 
PRT representatives. 


5. (C) Ata working lunch hosted on April 22 with 
MND-N DCG BG Wiercinski joined by PRT 
representatives, Dr. Mohammad and his party 
leadership reviewed IIP priorities for Ninewa: 
stabilize Mosul, expel al-Qaeda, and hold provincial 
elections. After these essential steps were 
concluded, resolution of disputed territories could 
be pursued through a free, fair, and transparent 
process. During this meeting Dr. Mohammad 
underscored that all Ninewa provincial institutions 
must be more representative of Ninewa\'s 
demographics. 


6. (C) Dr. Mohammad emphasized that said insurgents 
use the inflammatory statements of Kurdish officials 
about KRG expansion as propaganda and to paint the 
IIP as treacherous for maintaining contact with 

Kurdish parties. He noted Kurdish insistence that 

the USG supports an independent Kurdistan. Team 
Leader Knight assured Dr. Mohammad that the U.S. 
supports a unified Iraq. 
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7. (C) Dr. Mohammad maintained these themes at two 
more meetings coordinated by our PRT with ranking 
Coalition representatives. At a 3 May meetings at 
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PRT offices for MND-N CG MG Mixon and at a 13 May 
meeting for Multi-National Force Iraq Strategic 

Plans and Assessment Deputy BG Baverstock and 
Embassy Baghdad Political Officer Monz, Dr. Mohammad 
repeatedly raised the urgency of local 

representation in Iraqi security forces -- but IIP\'s 

public relations officer insisted that quote there 

can be no security until provincial elections 

unquote. 


8. (C) Ninewa\'s provincial government and its 
Council are effective institutions, but the de facto 
exclusion of representatives of the province\'s Sunni 
Arab majority must be rectified. That majority is 
eager to contest for power through the ballot box. 
However, while those elections are hostage to the 
Article 140 process, both the Sunni Arab commitment 
to the democratic process and the credibility of the 
Article 140 process itself are at risk. Dr. 

Mohammad speaks credibly for Ninewa\'s moderate Sunni 
Arab majority as well as other ethnic groups feeling 
under threat from the KRG expansion agenda. His 
rising concern that elections continue to be 

postponed in favor of the Article 140 process 

reflects broad sentiment in Ninewa. END COMMENT. 
CROCKER 
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E.O. 12958: DECL: 06/03/2017 
TAGS: EPET, ECON, PGOV, SY, TU, IZ 
SUBJECT: NINEWAYS FUEL CRISIS -- EASED BUT STILL SEVERE 


REF: A. (A) BAGHDAD 00775 
B. (B) ANKARA 01034 
Classified By: Ninewa PRT Team Leader James Knight: 1.4 (B) and (D) 


This is a Ninewa Provincial Reconstruction Team 
(PRT) message. 


1. (C) The Manager of the Northern Oil Distribution 
Company, Mohammed al-Zibari, reports that up to 40 
per cent of Ninewa\'s fuel needs are now being met by 
fuel deliveries from Bayji refinery. New fuel 

contracts with Syria and Turkey are pending; renewed 
deliveries from those countries are required to meet 
Ninewa\'s needs fully, at least through the medium 
term. Per al-Zibari, fuel contracts with Turkish 
companies are still awaiting Minister of Oil 

signatures in Baghdad. End summary. 


2. (C) Team Leader Knight, joined by other Ninewa 
PRT members and 4-1 HBCT representatives. met al- 
Zibari at his Dahuk offices 15 May to review fuel 
supply and distribution issues in Ninewa, especially 
current fuel deliveries from Bayji refinery relative 

to normal Ninewa demand. Al-Zibari noted that fuel 
deliveries for Ninewa had risen from approximately 
10-12 per cent of normal demand in March to 30-40 
per cent in May, owing to improved security 
conditions at Bayji refinery and new contracts and 
security arrangements for fuel trucks making 
deliveries to Mosul. 


3. (C) When asked by Team Leader Knight to clarify 
current arrangements for contracting with fuel truck 
companies, al-Zibari explained that at this point 

both he and the relevant Governor sign contracts 
with truck transportation companies selected by the 
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Governor. Payments are made from Ministry of Oil 
accounts maintained by his office (the Northern Oil 
Distribution Company) upon presentation of invoices 
by contractors after deliveries to fuel distribution 
centers are made. 


4. (C) Al-Zibari affirmed that renewed fuel imports 
from Turkey and Syria are necessary to meet Ninewa 
demand fully. He confirmed that arrears owed to 
Turkish companies have now been paid. New contracts 
for fuel imports from Turkey have been prepared, but 
are still awaiting signature by the Minister of Oil. 
Similarly, al-Zibari\'s proposal to sell Bayji\'s 

large stock of heavy fuel oil (HFO) at a substantial 
discount has not been acted upon. (Note: 48 per 
cent of Bayji\'s refined product is HFO; moving the 
accumulated stock from Bayji is essential to 
maintaining normal fuel production levels there. 

End note.) 


5. (C) Al-Zibari believes that ongoing suspension 

of fuel deliveries from Syria is the result of a 

political decision made in Damascus; he believes the 
refusal of Syrian fuel truck drivers to enter Iraq 

is because of that decision rather than security 
conditions in western Ninewa. When asked about the 
status of fuel exports to Syria from the Ayn Zalah 
field (Tal\'Afar District), al-Zibari confirmed that 

up to 14,000 barrels per day are pumped to Syria via 
the Sufayah pumping station. This flow has been 
maintained since 2003. Al-Zibari believes that 
electricity is in fact imported from Syria in return 

for Ayn Zalah\'s oil, but that this power does not 
enter the national electricity grid and therefore is 

not reflected in Ministry of Electricity or Mosul\'s 
Directorate-General for Electrical Distribution 
records. 


6. (C) Al-Zibari\'s account of lack of progress on 
new fuel contracts with Turkey corroborates Embassy 
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Ankara reporting on Iraq\'s State Oil Marketing 
Organization (SOMO) negotiations in Turkey 16-18 
April (reftel B). Al-Zibari\'s clarification of 

current modalities for fuel delivery contracts for 

Bayji refinery -- especially the role of provincial 
governors -- also appears correct given reports from 
Ninewa\'s Governor and other parties engaged in fuel 
deliveries from the refinery. However, we have been 
unable to confirm his assertion that electrical 

imports from Syria continue. We will seek to 

clarify this matter with our partner maneuver 
commands. 


7. (C) Comment continued: While the Coalition 
effort to expedite Bayji Refinery operations and 

fuel deliveries to Ninewa (and other northern 
provinces) have taken the edge off Ninewa\'s energy 
crisis, fuel supplies remain insufficient for normal 
economic activity -- especially for Ninewa\'s 
factories and farms. Inaction at the Ministry of 

Oil again appears to be the major factor maintaining 
this crisis -- in this instance by sitting on 

pending contracts with Turkish fuel suppliers and 
failing to pursue fuel imports from Syria. End 
comment. 

CROCKER 
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DEPARTMENT FOR EUR/WE 
DEPARTMENT FOR PM/DTCP AND PM/DTC 
PARIS FOR NASA EUROPEAN OFFICE - DMILLER 


E.O. 12958: DECL: 06/01/2017 

TAGS: ETTC, KOMC, PARM, IT 

SUBJECT: ITALIAN SPACE AGENCY\'S AGILE LAUNCH: RATIONALE FOR 
DISREGARDING U.S. EXPORT CONTROL REGULATIONS 
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REF: A. ROME 1168 


B. STATE 71981 

C. ROME 860 

D. ROME 310 

E. 2006 ROME 1585 


Classified By: Ecmin Thomas L. Delare for reasons 1.4 (b) and (d) 
1. (U) This is an action request. Please see paragraph 13. 


2. (C) Summary. Separate discussions at the Ministry of 
Foreign Affairs, Ministry of Universities and Research, and 

the Italian Space Agency (ASI) indicate that the decision to 
proceed with the launch of ASI\'s AGILE satellite from India, 
despite USG export control concerns and allegedly contrary 
advice from both ministries, was made at ASI. 

Newly-installed ASI President Giovanni Bignami denied any 
wrong-doing, however, and provided copies of documents that 
he claimed show State Department approval of the re-export to 
India of a satellite component included in the U.S. Munitions 

List (USML). These documents were previously seen by us and 
do not, in themselves, provide authorization. Bignami 
conceded that the authorization was possibly ambiguous, but 
claimed the decision to launch was an appropriate response to 
a bureaucratic error on the U.S. side and lack of formal 

written communication from Washington. Bignami expressed his 
hope that the legal status of the USML item\'s re-export to 

and launch from India can be clarified, removing any barriers 

to cooperation between ASI and NASA. Bignami would also like 
to clear the air prior to the June 18-24 Paris Air Show, at 

which he will meet NASA Administrator Michael Griffin. 
Embassy concurs with utility of clarifying the legal status 

of the USML export as an appropriate first step to securing a 
serious review of GOI treatment of controlled items, 

including by \"autonomous agencies\" of the Italian Government. 
End summary. 


All Roads Lead To ASI 


3. (C) In meetings with officials at the Ministry of Foreign 

Affairs (MFA) (reported ref B) and Ministry of Universities 

and Research (MUR) on May 29 and 30, MFA and MUR officials 
outlined internal GOI deliberations in the weeks leading up 

to the April 23 launch of ASI\'s AGILE research satellite from 
Sriharikota, India. Both Giovanni Manfredi, the MFA official 
responsible for Space and Science and Technology Cooperation, 
and Domenico Giorgi, Diplomatic Advisor to the Minister of 
Universities and Research, stressed that because ASI is an 
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independent agency, it \"has the power to implement any 
activity,\" and does not report directly to either the MFA or 
MUR. Giorgi went so far as to say that \"even in the presence 
of written instructions, ASI can decide to act differently -- 
even in international relations.\" Both also noted that 
bureaucratic control over ASI was complicated in the period 
immediately prior to the launch because ASI did not have a 
President or Board of Directors, and was being administered 
bya 

n \"External Commissioner.\" 


4. (C) Manfredi and Giorgi said USG concerns regarding the 
launch of the AGILE satellite from India and the re-export to 
India of the USML-controlled reaction wheel assembly were 
discussed at interagency meetings in the weeks prior to 
AGILE\'s launch. Manfredi cited meetings between the Italian 
Embassy in Washington and State Department officials, 
including one at the Ambassadorial level, and a April 10 
meeting at the MFA, attended by the Ecmin and Science 
Counselor, at which MFA, MUR, and ASI representatives 
discussed USG concerns regarding AGILE\'s Indian launch and 
the related U.S. export license, as examples of the MFA 

efforts to ensure USG views were taken into consideration 

prior to AGILE\'s April 23 launch. In separate meetings, both 
Manfredi and Giorgi emphasized that the final decision to 
launch AGILE was ASIVs, and that it was within ASIVs power as 
an independent agency to go forward with the launch despite 
advice from the MFA and MUR to the contrary. 


5. (C) Both Manfredi and Giorgi underscored that ASI acted 
based on assurances from Goodrich (the U.S. exporter) and GOI 
attorneys that all of the papers regarding the re-export of 

the reaction wheel assembly were in order, and noted that 
copies of the relevant papers were provided to the Embassy at 
the April 10 meeting. Ecmin responded that Embassy Rome and 
Department officials had told ASI, the MFA, the Italian 

Embassy in Washington, and representatives of Carlo Gavazzi 
Space (AGILE\'s manufacturer) of USG concerns over the 


re-export to India of the reaction wheel assembly and that 

the Embassy had requested the papers provided at the April 10 
meeting over a year earlier. These subsequent meetings and 
expression of USG concerns should have overridden any 
assurances based on previous paperwork. Ecmin also noted 
that the provision of documents on April 10 was too little, 

too late. AGILE was already in India, in apparent violation 

of U.S. export control regulations, and only two weeks away 
from launch when 

the GOI provided the USG with copies of the papers upon which 
ASI based its decision to go ahead with AGILE\'s launch. 
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6. (C) At the conclusion of his meetings at the MFA and 
MUR, Ecmin noted that ASI, an independent GOI agency, had 
disregarded repeated USG expressions of concern over the 
re-export of a USML-controlled item to India and possible 
violations of U.S. export control regulations. Regardless of 
ASI\V's ability to act autonomously and the MFA and MURVs lack 
of oversight over ASI, ASI\'s apparent indifference to USG 
concerns calls into question the GOI\'s ability to live up to 
commitments the GOI makes when it receives sensitive goods 
and services controlled by U.S. export regulations. Both 
Manfredi and Giorgi said they understand the USG concerns, 
but reiterated that the decision to launch was ASI\'s. 

Manfredi ended the meeting by expressing hope that 
repercussions from this case will not have negative 
consequences for other areas of USG-GOl cooperation. 


ASI: "THE BUCK STOPS HERE" 


7. (C) Ecmin delivered ref B demarche to ASI\'s 
newly-installed President, Giovanni Bignami, on May 31. 
Bignami, who took office on April 26, three days after 
AGILE\'s launch, said that \"| am ASI\'s President and have full 
responsibility for this situation.\" He elaborated that \"I 

know exactly what I\'m talking about -- we have all of the 
answers,\" and concluded that \"the buck stops here.\" After 
delivery of ref B points, Bignami turned over copies of 
documents which he said justified ASI\'s decision to proceed 
with AGILE\'s launch despite USG objections and statements of 
concern. A description of these papers, which were also 
provided to the Embassy during the April 10 meeting at the 
MFA, follows: 


-- A letter dated June 17, 2004 from Goodrich Optical and 
Space Systems to PM/DTC. The letter\'s subject is \"DSP-5 
Application, Request for Permanent Export to Italy of 
Unclassified Defense Articles (Reaction Wheel Assembly) for 


SIPDIS 

AGILE Satellite Program.\" The letter specifies that AGILE\'s 
launch \"company/vehicle/site/date\" have been changed from 
those in the original license application, and lists the 

original, approved, Technical Assistance Agreement (TAA) as 
number TA 1177-03. The letter identifies AGILE\'s new launch 
site as \"Sriharikota - India,\" and states that AGILE will be 
launched by \"Antrix\" using a \"PSLV.\" This letter bears the 
reference number \"04BEUAP0068.\" 


-- A permanent export license, number 931427, issued by 
PM/DTC on June 24, 2004, for the export of a reaction wheel 
assembly. The destination country (item three) is listed as 


Column 3 

Italy; the applicant is identified as Goodrich Corp.; the 

foreign end use (item 14) is listed as ASI (Italian Space 
Agency), Rome, Italy; the foreign consignee (item 16) is 

listed as Carlo Gavazzi Space, Milan, Italy. The number 
\"04BEUAP0068\" is printed below item 20 (Specific Purpose). 
Item 20 identifies the reaction wheel assembly as \"Part of 
Attitude Ctrl Sys for AGILE Satellite Program (Reference Case 
TA-1177-03).\" 


-- An invoice from Goodrich Optical Space Systems dated 
February 1, 2005, for the reaction wheel assembly. The 
consignee is listed as Carlo Gavazzi Space, Milan, Italy. 

The invoice references \"State Department License 931427\" and 
states that \"these commodities are authorized by the U.S. 
Government for export only to Italy for use by the parties 

named on Department of State Export License 931427 (Carlo 
Gavazzi Space and Italian Space Agency) and to the launch 

site in India.\" 


Scanned copies of these documents will be sent to the 
Department (EUR/WE, PM/DTC, and PM/DTCP) via classified 
e-mail. 


8. (C) Bignami asserted that these documents show that ASI 
acted within its rights in re-exporting the reaction wheel 
assembly to India and in launching AGILE using an Indian PSLV 


rocket. According to Bignami, Goodrich\'s June 17, 2005, 
letter notified the Department of ASI\'s intent to launch 

AGILE from India. (Note. ASI had previously planned to 
launch the rocket from Kazakhstan, but switched launch sites 
to India for cost reasons. End note.) According to Bignami, 
PM/DTC\'s inclusion of the Goodrich letter\'s reference number 
in PM/DTC\'s June 24, 2004, license shows PM/DTC received 
Goodrich\'s June 17 letter and was aware of ASI\'s plans to 
launch AGILE from India. Bignami argued that inclusion of 
the reference number of the June 17 letter in the June 24 
export license acknowledges receipt of the letter and 
notification that AGILE will be launched from India. 

Finally, according to Bignami, issuance of the license 

signified approval of ASI\'s decision to switch launch sites 
from Kazakhstan to India. 


9. (C) Ecmin thanked Bignami for his explanation, but added 
that part of the problem we have faced in bringing clarity to 

the export licenses related to AGILE is the lack of a timely 
response to our year-old requests for documents from ASI and 
Carlo Gavazzi Space. Goodrich\'s June 17, 2004, letter would 
have much more useful if it had been provided to the USG 
prior to April 10, 2007, two weeks before AGILE\'s launch. 
Ecmin also noted that it is highly unlikely the Department 
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would be able to issue a license for the export of a 

sensitive USML-controlled item to India only a week after 
receiving notice of a change in launch site, and that India 

is not named anywhere on the June 24, 2004, export license. 
While we did not raise the issue with Bignami, it is also 

worth noting that the copy of the Goodrich letter provided by 
the GOI does not indicate when it was received by PM/DTC. 
Additionally, it is not clear to us that the reference number 

on the letter is unique to the June 17 letter, it may refer 

to all correspondence between Goodrich and PM/DTC related to 
the license for the reaction wheel assembly. If that is the 
case, the reference number included on the June 24 license 
may have been copied from an earlier letter from Goodrich 
related to the same export. 


10. (C) Moving beyond the significance of the documents 
presented by Bignami, Ecmin pointed out the larger problem of 
ASI\'s disregard of USG concerns over the re-export of the 
reaction wheel assembly to India. These concerns were made 
known to the GOI on numerous occasions in Rome and 
Washington, and appeared to have been disregarded in the 
weeks leading up to AGILE\'s launch. Bignami responded that 
although ASI was aware of the USG concerns, it never received 
anything in writing telling ASI not to move forward with 

AGILE\'s export to India and its subsequent launch. In the 
absence of a written document explicitly revoking the export 
license, Bignami said he considered the export license and 
assurances from Goodrich and Agile that everything was in 
order sufficient for ASI to proceed with AGILE\'s launch. In 

fact, he observed that ASI believed USG concerns to be based 
on a bureaucratic error made by the Department, and hence, 
inconsequential. Ecmin responded that conveying USG concerns 
to the Italian Ambassador in Washington should have sufficed 
to bring the launch process to a stop. 


11. (C) Bignami ended the meeting by noting that, as a 
practical matter, once Carlo Gavazzi Space finished AGILE\'s 
assembly, the satellite was sealed, and there was no way to 
gain access to the reaction wheel assembly without unsealing 
the satellite and taking it apart. Additionally, he said 

that when the sealed satellite reached India, it was 

monitored at all times by ASI personnel prior to being placed 
inside the PSLV\'s faring and launched into space. 


12. (C) Comment. This case is disturbing on several levels. 
First, we are stunned by the MFA and MUR\'s seeming inability 
to force ASI, an Italian government agency, to abide by 
technology transfer control agreements entered into by the 
GOI, and Bignami\'s assertion that ASI was correct to act on 
assurances provided by Goodrich and Carlo Gavazzi Space in 
proceeding with AGILE\'s launch from India. ASI\'s cavalier 
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attitude towards U.S. export control regulations and its 
dismissal of repeated USG statements of concern over a 
lengthy period of time concerning the re-export of the 
reaction wheel assembly to India is also disturbing. Our 
experience with the AGILE case points to the need for 
high-level USG-GOI export control consultations, first 
proposed ref D, to bring U.S. and Italian export control 
officials together and to ensure that GOI officials 
understand their obligations under technology transfer 
agreements entered into between the U.S. and Italy. End 
comment. 


13. (U) Action request. Post requests Department\'s 
assistance in responding quickly and definitively to ASI\'s 
assertion that it had the export licenses necessary to 
re-export the reaction wheel assembly to India. End action 
requested. 

Spogli 
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SUBJECT: ITALY IPR: POSSIBLE BREAKTHROUGH IN GOI SUPPORT 
FOR IPR PROTECTION 
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REF: A. ROME 290 
B. 06 ROME 3243 
C. 06 ROME 3205 
D. 06 SECSTATE 182554 


ROME 00001217 001.2 OF 002 


1. SUMMARY AND INTRO: On May 31, Economic Development 
Minister Bersani hosted Ambassador Spogli for a joint public 
presentation on Intellectual Property Rights (IPR). Bersani 

and the Ambassador emphasized the necessity of effective IPR 
protection to stimulate growth and innovation in 
knowledge-based societies such as Italy and the United 

States. Both called for more effective enforcement of 

Italy\'s IPR laws. This was the first occasion that a senior 
official from the current government has publicly called for 

and supported improved IPR protection in Italy, a major 
objective of Mission Italy. We hope this event will mark a 
turning point in our efforts to advocate stronger IPR 

protection and will provide momentum to our other IPR 
initiatives. END SUMMARY AND INTRO. 


2. Bersani and the Ambassador spoke in the Ministry\'s Grand 
Salon to approximately one hundred and fifty attendees from 
the government, business, labor movement, law enforcement, 
and the media. In addition to statements by the two 
principals, four parties with particular interest in IPR also 
offered brief remarks: Italy\'s High Commissioner Against 
Counterfeiting, a representative of Italian industry 

association Confindustria, a labor union official, and the 
Rector (President) of Roma Ill University. Minister Bersani 
also presented an award for innovation to an Italian 

university student who, quite appropriately for the day\'s 

topic, had designed software for screening patent 
applications for commercially applicable ideas. 


3. In his remarks, Ambassador Spogli noted that Italy\'s 
economy is struggling to keep pace with those of other major 
developed nations\', and that notwithstanding a solid 
partnership, trade and investment between Italy and the 
United States are not as strong as they could be. He 
suggested that greater support for innovation, and in turn, 
greater support for IPR as a spur to innovation, could 
strengthen Italy\'s economy. 


4. The Ambassador identified a lack of acceptance in Italy 
that IPR are an essential element for economic growth. He 
also stressed that while Italy has good IPR protection laws, 
they are not well enforced. In particular, he urged the 
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magistracy to pay more attention to piracy as a serious crime 
that requires tough sentencing. In his conclusion, the 
Ambassador restated his conviction that innovation is in the 
DNA of all Italians, and reiterated his and the Mission\'s 
support for Italian efforts to reinforce IPR. 


5. Atypically, Minister Bersani diverged from his prepared 
remarks to respond directly to Ambassador Spogli. Bersani 
stated that Italy is growing increasingly aware that piracy 

and counterfeiting threaten Italian industry. He observed 
that, while economic and technological innovation are 
essential, Italy still relies on traditional industrial 

production for 23 percent of its GDP. Thus, protecting 
trademarked \"Made in Italy\" products and other types of IPR 
is crucial. He agreed with Ambassador Spogli that Italy must 
use innovation to keep its economy competitive. 


6. Bersani commented that creative and innovative 
\"chromosomes\" (in reference to the Ambassador\'s comment on 
Italian DNA) are no longer sufficient. he stated that it is 

now necessary to create the conditions for IPR to become a 
key national asset, by building a culture of respect for IPR 

and reinforcing Italy\'s IPR laws. To effect this, Bersani 

called on industry, unions, and consumers to work with law 
enforcement. Bersani also agreed with the Ambassador on the 
need for retargeting university research from pure research 

to more commercially applicable ends, with the consequent 
need to focus on the protection of the rights resulting from 
research. 
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7. Bersani highlighted Italy\'s continued commitment to 
international collaboration on IPR in ongoing discussions 
with the French and Chinese governments, in international 
fora such as the EU and G-8, and in Italy\'s continuing 
interest in the Anti Counterfeiting Treaty Agreement (ACTA) 
(see reftels). He noted further that Italy has opened 14 
\"IPR desks\" around the world to assist Italian companies in 
protecting their rights abroad. 


8. As noted, four short comments followed the two main 
presentations. Italy\'s High Commissioner Against 
Counterfeiting called for better coordination and 

consolidation of IPR protection activities. These efforts 

are currently divided among 17 GOI agencies. A representative 
of Italian industry association Confindustria noted that IPR 
protection is so important for Italian business that it must 
become an EU priority. A labor union official confirmed the 
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unions\' recognition of piracy\'s impact on the job market. 
The Rector (President) of Roma Ill University agreed that 
universities must make research more marketable, and 
underscored the need to work more closely with the private 
sector. Finally, all seconded the call for greater awareness 
of the value of IPR in Italy. 


9. COMMENT: Minister Bersani is one of the most important 
\"economic\" figures in the government and has contributed some 
of its most effective reform proposals. Post had identified 

an absence of high level political commitment to IPR 
protection as a significant problem in securing wider 
bureaucratic support for stronger IPR enforcement. For that 
reason, Bersani\'s unequivocal support for IPR awareness and 
better implementation of legislation hitting at 

counterfeiting and illicit sales is extremely welcome. Post 
sees Bersani\'s participation in this event, and his comments 
there, as a public endorsement of strong IPR protection. 
Further, Post believes that his informal style throughout the 
program, in which he deviated significantly from a prepared 
script in which he responded directly to Ambassador Spogli\'s 
presentation, signals a high level of personal interest in 

and commitment to IPR. We hope this will mark a breakthrough 
in our efforts to advocate improved IPR enforcement in Italy. 
Post will continue to cultivate Bersani and his ministry as 
partners in improving Italy\'s IPR protection record. END 
COMMENT. 

Spogli 
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SUBJECT: POLES OPPOSE RUSSIAN AGENDA FOR CFE EXTRAORDINARY 
CONFERENCE 


REF: SECSTATE 75293 
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Classified By: Polcouns Mary T. Curtin for reasons 1.4 (b) and (d). 


1. (C) In response to reftel demarche by poloff, Polish MFA\'s 
expert on the Conventional Armed Forces in Europe (CFE) 
treaty, Mieczyslaw Kozinski, labeled Russia\'s agenda \"a 
non-starter,\" and called for \"NATO solidarity\" to oppose 
Russian goals for the 12-15 June Extraordinary Conference 
under the CFE. Kozinski further stressed that Poland shared 
U.S. reactions to Russian concerns as explained in reftel. 


2. (C) Kozinski drew his understanding of Russia\'s agenda 
from the draft document e-mailed to him and others by Mr. 
Mikhail Ulyanov, Head of the Russian Delegation. According 
to Kozinski, the draft titled, \"Main Provisions of the Final 
Document of the Extraordinary Conference of the State Parties 
to the Treaty of Conventional Armed Forces in Europe,\" 
elaborated the Adapted-CFE obligations of every party except 
Russia and was thus not an appropriate basis for discussion. 
He said the Polish government had not yet developed a 
detailed response, but, as might be expected, Kozinski said 
Poland would call for united NATO opposition to check the 
Russians. 

ASHE 
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E.O. 12958: DECL: 06/04/2017 
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SUBJECT: ESTONIA\'S CYBER ATTACKS: WORLD\'S FIRST VIRTUAL 
ATTACK AGAINST NATION STATE 


REF: A) TALLINN 276 B) TALLINN 280 C) TALLINN 347 D) 
LEE-GOLDSTEIN EMAIL 05/11/07 


Classified By: Ambassador S. Dave Phillips for reasons 1.4 (b) & (d) 


1.(S) Summary. Since April 27, Estonia has been the 
victim of the world\'s first coordinated cyber attacks 
against a nation state and its political and economic 
infrastructure. The sensational nature of the story, 
combined with the highly technical details of the subject 
matter, has led to a good deal of misinformation in the 
public domain. Although GOE and international analysis 
is ongoing, these attacks have highlighted the 
vulnerability of both government and private sector 
internet infrastructure to attacks of this nature. For 
over a month, government, banking, media, and other 
Estonian websites, servers, and routers came under a 
barrage of cyber attacks. Defense against the attacks 
was extremely expensive for both GOE and the private 
sector. GOE and private cyber defense experts cite the 
nature and sophistication of the attacks as proof of 
Russian government complicity in the attacks. End 
Summary. 


Virtual Shots Heard Round the World 


2. (C) Cyber attacks against Estonian websites began on 
April 27. They came in the wake of rioting in Tallinn 
triggered by the Government of Estonia\'s (GOE) 
preparations for relocating the so called \"Bronze 

Soldier", a Soviet-era World War Il monument (Refs A and 
B). The attacks initially targeted GOE websites 

including those of the Estonian President, Prime 

Minister, Ministry of Foreign Affairs (MFA), Ministry of 
Justice (MOJ), and Parliament, among others. According 
to Hillar Aarelaid, Head of Estonia\'s Computer Emergency 
Response Team (CERT), the initial attacks were 
technically unsophisticated and \"seemed more like a cyber 
riot than a cyber war.\" However, all our Estonian 
interlocutors clearly recognized these attacks as 

political in nature. Russian-language internet chat 

forums held discussions exhorting people to attack 
Estonian sites and supplied downloadable software tools 

to carry out the attacks. According to CERT, these 

initial attacks were limited to spam (a barrage of 
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unsolicited emails) and cyber vandalism (e.g., Prime 
Minister Andrus Ansip\'s photo was defaced on the Estonian 
Reform Party\'s website) and appeared to be nothing more 
than a virtual mob reaction to the Bronze Soldier issue. 
Estonian media and press commentators were quick to 
accuse Moscow of being responsible, interpreting these 
attacks as part of Russian retribution for moving the 

Bronze Soldier (Ref C). 


3. (S) However, on April 30, a broader range of cyber 
attacks -- from simple spam postings to coordinated DDoS 
(Distributed Denial-of-Service) attacks -- began against 
GOE sites. (Note. A DDoS attack is when a flood of 
bogus queries are made to a specific server or network of 
computers in order to over-saturate the target and 
prevent access by legitimate users. End Note.) For 
example, the Presidential website, which normally has a 2 
million Mbps (megabits per second) capacity, was flooded 
with nearly 200 million Mbps of traffic. While none of 

the technology involved in the attacks was new, tactics 
and tools routinely shifted to prevent Estonian 

authorities from blocking the attacks. One of the most 
pernicious tools in these attacks was \"bots.\" (Note. 

Bots are computers and/or servers under the control of a 
third party. End Note.) These bot attacks came from 
ISPs (internet service providers) around the world (e.g., 
the United States, Canada, Russia, Turkey, Germany, 
Belgium, Egypt, Vietnam, etc.). Attacks routinely came 
from one set of bots, subsided and then resumed again 
using another set of bots with different ISPs. According 
to Aarelaid, the attacks ranged from a single minute to 
many hours in length. The longest attacks lasted over 
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ten hours and unleashed a crushing 90 million Mbps of 

traffic on targeted endpoints. According to Mihkel 

Tammet, MOD Director for Communications and IT, the GOE\'s 
assessment was that a small but unknown number of 
individuals were behind these more sophisticated cyber 
attacks, which quickly dwarfed the traffic volume of the 

initial cyber rioters. 


4. (S) On May 3, the cyber attacks expanded beyond GOE 
sites and servers to private sites. Hansabank and SEB, 
Estonia\'s two largest banks, faced the most significant 
problems. Swedish-owned Hansabank and SEB account for 
almost 75% of all online banking in Estonia. (Note: 
Approximately 90% of all money transfers and bill 

payments in Estonia are done online. End Note.) 
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Hansabank was well prepared with powerful servers, 
alternate sites to mirror content (thus making it more 
difficult for DDoS attacks), and the ability to 

reallocate access lines from foreign to domestic 
customers. However, even though Hansabank\'s site 
remained online, Jaan Priisalu, Head of Hansabank\'s IT 
Risk Management Group, estimated that it came at a cost - 
- at least 10 million Euros ($13.4 million). Hansabank 

also had to temporarily block access to its site by all 
foreign ISPs so that there was enough broadband capacity 
for its domestic clients. However, Hansabank was able to 
create alternate access mechanisms for its largest 

foreign customers. Correcting much of the press coverage 
in the early days of the attacks, Priisalu said that 

while the cyber attacks against Hansabank and SEB were a 
challenge, there was no serious danger of Estonia\'s 
banking sector being shut down. 


5. (S) This second wave of cyber attacks also hit the 
websites of Postimees, Estonia\'s paper of record, and 
Eesti Paevaleht, a leading Estonian-language daily, which 
over two-thirds of Estonians regularly visit for their 
news. \"Imagine if you can the psychological effect,\" 
Aarelaid asked us, \"when an Estonian tries to pay his 
bills but can\'t or get the news online but can\'t.\" As 
one of the most wired countries on the planet, GOE 
interlocutors viewed the evolution of the attacks as a 
frightening threat to key economic and societal 
infrastructure. 


6. (S) The attacks reached their apex on May 9, the 
Russian anniversary of the end of World War Il. To cope 
with the rising volume of attacks, the GOE increased its 
broadband capacity from two Gbps (Gigabites per second) 
to eight Gbps. Hansabank, SEB, Postimees, and others 
also added servers to increase broadband capacity. A 
EUCOM cyber defense expert described it as a \"cyber arms 
race\" where the Estonians repeatedly increased their 
broadband capacity to match the increasing volume of 
cyber attacks (Ref D). Aivo Jurgenson, IT Security 
Manager for Elion, Estonia\'s main Telecommunication and 
Internet provider, told us that Elion increased the 
\"broadband pipe\" for both government and private clients 
at a frantic pace to keep up with the attacks. Jurgenson 
told us that one GOE ministry increased its original 

server capacity of 30 Mbps to 1 Gbps (1 Gbps equals 1000 
Mbps). Jurgenson said that this defensive response by 
the GOE and the private sector was ultimately successful, 
but it was extremely expensive. 


7. (S) The number of attacks steadily declined after May 
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9 and 10, allowing GOE and private sites to reduce their 
broadband capacity. However, on May 15, there was an 
unexpected spike in attacks that focused on Hansabank and 
SEB. In two separate and coordinated 15 minute attacks, 
these two sites were hit with over 400 bot attacks 
(roughly half the number of bot attacks recorded on May 
10) from multiple ISPs. The attacks temporarily crashed 
SEB\'s site for 30 minutes. Since the May 15 spike, the 
number of attacks has declined and is now hovering 
slightly above pre-April 27 numbers. 


No Smoking Gun 
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8. (S) On May 2, Foreign Minister Urmas Paet released a 
statement that the MFA had proof that some of the attacks 
originated from GOR ISPs. The Estonian and international 
press carried Paet\'s claim, but CERT interlocutors 
distanced themselves from the accusation. Aarelaid 
privately said to us that no \"smoking gun\" incriminating 
Moscow has turned up and likely won\'t. The use of bots, 
proxies, and spoofing tactics makes it extremely 

difficult to determine with any certainty the origin of 

the attacks. Press reports suggested that a million 
computers were involved in the attacks. However, 
Aarelaid admitted that due to Estonia\'s poor monitoring 
capability, CERT could only speculate on the number of 
computers and servers attacking Estonia, and had even 
less specific information on the origins of the attacks. 
(Note. Aarelaid said that the one million figure used by 
the press and the GOE was from a quote to the press taken 
out of context in which he tried to explain how he could 
only speculate a number ranging from a 1000 to a million 
computers. End Note.) 


9. (S) The GOE believes it has enough circumstantial 
evidence to link Moscow with the attacks. As President 
lives told the Ambassador, renting the large number of 
bots used in these attacks is an expensive business. 
Moreover, as Aarelaid repeatedly asked us in 
conversations, \"Who benefits from these attacks?\" He 
speculated that the probing nature of the attacks on 
specific government and strategic private sector targets 
through the use of anonymous proxies fit the modus 
operandi of the Putin regime testing a new \"weapon.\" 
Tammet told us that the GOE now feels that their original 
assessment of a \"cyber riot" may have been incorrect. 
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\"Looking at the patterns of the attacks, it is clear that 
there was a small, core of individuals who intended to 
launch their attack on May 9,\" Tammet explained, \"but 
when the MOD announced its plans to move the Bronze 
Soldier on April 27, they moved up their plans to try to 

link the attacks with the monument\'s removal.\" Estonian 
analysis of these later sophisticated attacks and 
organization through Russian-language internet forums has 
led them to believe that the key individuals tried to 
disguise their initial attacks as a cyber riot. \"You 

don\'t expect spontaneous, populist cyber attacks to have 
a pre-determined list of targets and precise dates and 
times for coordinated attacks,\" said Tammet. 


10. (S) GOE interlocutors expressed their frustration 

that their requests for information from the GOR or 

action on Russian-based ISP attacks were not answered or 
acted upon. Aarelaid complained that cooperation with 
Russia\'s CERT was almost nonexistent. Even at the height 
of the Bronze Soldier controversy, GOE interlocutors who 
regularly work with their Russian counterparts (e.g., law 
enforcement, customs and tax, border guards, etc.) tell 

us that working level cooperation was positive. In 
comparison, the lack of responsiveness by the GOR and 
Russian CERT personnel only diminished Russia\'s claims of 
innocence in the eyes of the Estonians. 


11. (S) On May 29, Konstantin Koloskokov, Commissar of 
the pro-Kremlin youth group Nashi in Transnistria, 
claimed responsibility for some of the early cyber 

attacks. While not discounting the possibility of his 
involvement, Aarelaid noted that some of the attacks were 
extremely sophisticated; beyond the technical abilities 

of an amateur. To illustrate the point, Jurgenson and 
Aarelaid described an attack that used a mysterious data 
packet to crash a GOE and Elion router so quickly that 
the Estonians are still uncertain how it was done. 

Aarelaid described in detail a number of additional 

attacks using different tools and techniques and targets 
to argue that an organized group with deep financial 
backing was the likeliest culprit. \"Koloskokov is window 
dressing,\" said Jurgenson, \"a convenient set-up by the 
real perpetrators.\" 
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USMISSION USUN NEW YORK 


STATE FOR IO-RHS, DRL-MLA, L-HRR 


E.O. 12958: N/A 

TAGS: PHUM, UNHRC-1 

SUBJECT: Amine Mohammad Al-Bakry, detainee - #40 in Geneva 2006 
Communications Log 


1. Mission has received a communication from Leila Zerrougui, 
Chairperson-Rapporteur for the Working Group on Arbitrary Detention 
regarding the case of Amine Mohammad Al-Bakry, a Yemeni citizen, 
detained at the US Air Force Base of Baghram, Afghanistan. Letter 
dated 11 December 2006 referenced in the communication was 
transmitted to the Department by Geneva 03120 dated 12/14/2006. 


This communication has been sent via e-mail to IO-RHS and is number 
40 on the Geneva 2006 Communications Log. 


2. Begin text of letter: 

Dear Mr. Ambassador, 

The Commission on Human Rights, by its resolution 2003/31 entitled 
\"Question of arbitrary detention\", decided to renew, for a 

three-year period, the mandate of the Working Group on Arbitrary 
Detention and invited the Working Group in discharging its mandate, 
to continue to seek and gather information from Governments and 
intergovernmental and nongovernmental organizations, as well as from 
the individuals concerned, their families or their legal 

representatives. The Human Rights Council assumed the mandate by its 
decision 1/102 of 30 June 2006. 


| wish to refer to the letter dated 11 December 2006 addressed to 
you concerning a case of alleged arbitrary detention which was 
reported to have occurred in the United States Air Force Base of 
Baghram, Afghanistan. 


The Working Group decided, taking into consideration all the 

pertinent information at its disposal to adopt, on 11 May 2007, its 
Opinion No. 11/2007 (Afghanistan and United States of America) (copy 
attached). This Opinion will be reproduced in the report which the 
Working Group will present to the Human Rights Council. 

Accept, dear Mr. Ambassador, the assurances of my highest 
consideration. 

Leila Zerrougui, Chairperson-Rapporteur, Working Group on Arbitrary 
Detention. 

End text of letter. 


Begin text of attachment. 
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OPINION No. 11/2007 (Afghanistan and United States of America) 


Communication addressed to the Government on 11 December 2006 
Concerning: Mr. Amine Mohammad Al-Bakry 


The States are Parties to the International Covenant on Civil and 
Political Rights 


1. The Working Group on Arbitrary Detention was established by 
resolution 1991/42 of the Commission on Human Rights. The mandate of 
the Working Group was clarified by resolution 1997/50, and extended 

by resolution 2003/31. It was assumed by the Human Rights Council 
through its decision 1/102 of 30 June 2006, Acting in accordance 

with its methods of work, the Working Group forwarded the 
above-mentioned communication to the two Governments concerned. 


2 The Working Group regrets that neither the Government of 
Afghanistan nor the Government of the United States of America have 
replied. 


3. The Working Group regards deprivation of liberty as arbitrary in 
the following cases: 


|. When it manifestly cannot be justified on any legal basis (such 
as continued detention after the sentence has been served or despite 
an applicable amnesty act (category |); 


Il. When the deprivation of liberty is the result of a judgment or 
sentence for the exercise of the rights and freedoms proclaimed hi 
articles 7, 13, 14, 18, 19, 20 and 21 of the Universal Declaration 
of Human Rights and also, in respect of States parties, in articles 
12,18,19,21,22,25,26 and 27 of the International Covenant on Civil 
and Political Rights (category Il); 


III. When the complete or partial non-observance of the 
international standards relating to a fair trial set forth in the 
Universal Declaration of Human Rights and in the relevant 
international instruments accepted by the States concerned is of 
such gravity as to confer on the deprivation of liberty,or whatever 
kind, an arbitrary character (category Ill). 


4. According to the source, Mr. Amine Mohammad Al-Bakry, born on 29 
December 1968, of Yemeni nationality, residing at Old Airport Road 

in the city of Al Medinah, Saudi Arabia, is the director of a 

private company specialized in the import and export of diamonds and 
precious stones, The company is owned by Mr. Djamel Ahmed Khalifa, 
husband of a sister of Osama ben Laden. 


5. The source reports that Mr. Al-Bakry was abducted on 28 December 
2002 in Thailand, during a business trip to Bangkok, allegedly by 
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agents of the intelligence services of the United States or of 

Thailand. During the whole year 2003, his whereabouts were unknown. 
The Thai authorities confirmed to Mr. Al-Bakry\'s relatives that he 

had entered Thailand\'s territory but denied knowing his whereabouts. 

In January 2004, Mr. Al-Bakry\'s relatives received a letter from him 
through the International Committee of the Red Cross (ICRC), informing 
them that he was kept in detention at the United States Air Force Base 
of Baghram near Kabul, Afghanistan. 


6. The source states that Mr. Al-Bakry was detained due to his 
commercial connections with Mr. Khalifa. Mr. Khalifa himself was 
arrested in San Francisco, United States of America, and, after four 
months in detention, expelled to Jordan. In Jordan he was detained 
during two months without charges or trial. He is back in Saudi 
Arabia in freedom. The source considers that Mr. Khalifa was 
detained due to his family connection with Osama ben Laden. 


7. The source alleges that Mr. Al-Bakry has been detained for (at 

the time of submission of the communication) more than 41 months in 
the military base of Baghram without any charge laid against him. No 
trial date has been set. Furthermore, he has been refused access to 
defense lawyers and the only visits he may receive are those from 
representatives of the ICRC. Mr. Al-Bakry is not able to challenge 

the lawfulness of his detention or to appear before a competent, 
independent and impartial judicial authority. 


8. According to the source, States are obliged to apply the norms of 

the International Covenant on Civil and Political Rights to all 

persons under their jurisdiction. The International Covenant thus 

applies in all territories under the effective control of the Afghan 

and the US Governments and to all persons under their jurisdiction. 

The United States has not temporarily derogated from of its 

obligations under the International Covenant on Civil and Political 

Rights in conformity with Article 4 of the Covenant and with General 
Comment No. 31 (2004) of the Human Rights Committee (CCPR/C/2l/Rcev. 
/Add.13, para.10). 


9. The source argues that Mr. Al-Bakry has been denied the right to 
a fair trial recognized by Articles 105 and 106 of the Third Geneva 
Convention and Article 75 of its Additional Protocol |. Both 
Governments deny prisoner of war status to the persons detained at 
Baghram military base. Consequently, international human rights law 
should be applied. The source adds that the right to a fair trial is 
inalienable and constitutes a guarantee necessary to the effective 
enjoyment of all human rights and the preservation of legality in a 
democratic society. 


IL 

10. The Working Group would have welcomed the cooperation of the two 
Governments concerned. In the absence of any reply from them, the 
Working Group considers that the allegations of the source have not 
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been disputed. 


II. 

11. The Working Group notes that Mr. Al-Bakry was deprived of his 
freedom in Thailand. There is no indication that the circumstances 
under which he was arrested in any way involved an armed conflict 
which could trigger the applicability of international humanitarian 
law. In this context, the Working Group recalls that it has 
previously noted \"that the global struggle against international 
terrorism does not, as such, constitute an aimed conflict for the 
purposes of the applicability of international humanitarian law\" 
(footnote 1). As stated also by the International Committee of the 
Red Cross: \"When armed violence is used outside the context of an 
armed conflict in the legal sense or when a person suspected of 
terrorist activities is not detained in connection with any armed 
conflict, humanitarian law does not apply. Instead, domestic laws, 
as well as international criminal law and human rights govern, [...] 
The designation \'global war on terror does not extend the 
applicability of humanitarian law to all events included in this 
notion, but only to those which involve armed conflict.\" (footnote 
2). The rules of international law governing Mr. Al-Bakry\'s 
detention are therefore to be found in international human rights 
law, in particular in the International Covenant on Civil and 

Political Rights, to which both the United States of America and 
Afghanistan are parties (as well as, it might be added, Thailand). 


12. Article 9 of the Covenant provides in paragraph 1 that 
\"[e]lveryone has the right to liberty and security of person. No one 
shall be subjected to arbitrary arrest or detention. No one shall be 
deprived of his liberty except on such grounds and in accordance 
with such procedure as are established by law.\" Paragraph 4 of 
Article 9 enshrines the right to judicial review of the legality of 
detention. It reads: \"Anyone who is deprived of his liberty by 
arrest or detention shall be entitled to take proceedings before a 
court, in order that that court may decide without delay on the 
lawfulness of his detention and order his release if the detention 
is not lawful.\" 


13. Mr. Al-Bakry was secretly arrested by unidentified agents 
probably belonging to United States information services, or to 

their Thai counterparts acting on instructions from the US services, 
in Bangkok, where - according to the undisputed account of the 
source - he was carrying out his habitual business. Nobody, not even 
his close family, was informed of this detention. 


Footnote 1: Situation of detainees at Guantanamo Bay, Report of the 
Chairperson-Rapporteur of the Working Group on Arbitrary Detention, 
Leila Zerrougui; the Special Rapporteur on the independence of 
judges and lawyers, Leandro Despouy; the Special Rapporteur on 
torture and other cruel, inhuman or degrading treatment or 
punishment, Manfred Nowak; the Special Rapporteur on freedom of 
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religion or belief, Asma Jahangir; and the Special Rapporteur on the 
right of everyone to the enjoyment of the highest attainable 

standard of physical and mental health, Paul Hunt, E/CN.4/2006/120, 
paragraph 9 and note 20. 


Footnote 2: Official Statement of the International Committee of the 
Red Cross (ICRC) dated 21 July 2005 regarding \"The relevance of IHL 
in the context of terrorism\" (available at http://www.icrc.org 
/web/eng/siteengO.nsf/html/ 

terrorism-ihl-210705?OpenDocumemt) 


In January 2004, his family learned - only through the International 
Committee of the Red Cross - that he has been detained since a date 
unknown at the Baghram US Airbase in Afghanistan. Except for ICRC 
visits and the possibility to transmit letters through them, he is 

held there completely incommunicado. He has not been informed of any 
charges raised against him. He has not had any possibility to 
challenge the lawfulness of his situation before a judicial 

authority, as Article 9(4) ICCPR requires for all cases of 

detention, whether criminal charges are raised in judicial 

proceedings or detention remains administrative. No lawyer has been 
able to visit him. Accordingly, the deprivation of liberty suffered 

by Mr. Al-Bakry since December 2002, i.e. for the last 

four-and-a-half years, is in violation of Article 9 ICCPR, 

paragraphs 1 and 4, which are the applicable provisions of 
international law, and constitutes a very serious form of \"arbitrary 
detention\" and an extremely grave violation of his human rights. 


14. This arbitrary detention is directly perpetrated by the United 
States of America, who are therefore responsible for it. The Working 
Group notes, however, that at least since January 2004 Mr. Al-Bakry 
has been detained on Afghan soil. All the information in the public 
domain and available to the Working Group indicates that the 
Government of Afghanistan is well aware of the fact that the United 
States Government is holding detainees in situations such as Mr. 
Al-Bakry\'s at Baghram Air Base, a military base the US runs with the 
consent of the Government of Afghanistan since the end of the 
international armed conflict at the end of the year 2001. The 
Government of Afghanistan has not informed the Working Group of any 
measures taken to address this matter. The Working Group recalls 
that under Article 2 of the Covenant, each State Party assumes not 
only the obligation not to actively engage in violations, but also 

Y"... to ensure to all individuals within its territory and subject 

to its jurisdiction the rights recognized in the present 
Covenant\"(Footnote 3). This obligation is incompatible with the 
acceptance of situations of year-long arbitrary detention of 
individuals on one\'s territory by a foreign power. The Working Group 
can therefore only conclude that Afghanistan also bears 
responsibility for the arbitrary detention of Mr. Al-Bakry. 


(Footnote 3) The Working Group recalls that the Human Rights 
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Committee has clarified that \"States Parties are required by article 
2, paragraph 1, to respect and to ensure the Covenant rights to all 
persons who may be within their territory and to all persons subject 
to their jurisdiction.\" (General Comment No. 31, CCPR/C/2 l/Rev. 1 
/Add. 13, paragraph 10). 


15. The Working Group notes that the role of the authorities of 
Thailand in the transfer of Mr. Al-Bakry to US custody is not clear. 

In any event, Mr. Al-Bakry having been only briefly in the custody 

of the Thai authorities - if at all - and this detention having 

occurred more than four years ago, the Working Group did not 
consider it necessary to bring the communication to the attention of 
the Government of Thailand and to seek its observations. The Working 
Group notes, however, that in its most recent report (A/HRC/4/40) it 
called attention with great concern to the question of irregular 
extraditions referred to as \"extraordinary renditions\", of which Mr. 
Al-Barkry\'s case would appear to be an example. In this respect, the 
Working Group reiterates that \"[t]he practice of \"renditions\", i.e. 
the informal transfer of a person from the jurisdiction of one State 

to that of another on the basis of negotiations between 
administrative authorities of the two countries (often the 

intelligence services), without procedural safeguards is 

irremediably in conflict with the requirements of international law. 
When a Government eludes procedural safeguards, in particular the 
affected person\'s right to be heard, it cannot in good faith claim 

that it has taken reasonable steps to protect that person\'s human 
rights after removal, including the right not to be arbitrarily 

detained. As a consequence, it will share responsibility for ensuing 
arbitrary detention.\" (A/HRC/4/40, paragraph 50). 


16. In the light of the foregoing, the Working Group renders the 
following Opinion: 


The deprivation of liberty of Mr. Al-Bakry is arbitrary, being in 
contravention of articles 2 and 9 of the International Covenant on 

Civil and Political Rights and falls within category | of the 

applicable categories to the consideration of cases submitted to the 
Working Group. Both the Government of the United States of America 
and the Government of Afghanistan bear responsibility for the 
violation of his right to liberty. 


17. Consequent upon the Opinion rendered, the Working Group requests 
both Governments to take the necessary steps to remedy the 

situation, and to bring it into conformity with the standards and 

principles set forth in the Universal Declaration of Human Rights 

and the International Covenant on Civil and Political Rights. 

Adopted on 11 May 2007. 

End of text of attachment. 


Tichenor 


Column 3 
NNNN 


110768 

PP RUEHDIR 

DE RUEHC #6354/01 1551440 

ZNR UUUUU ZZH 

P 041431Z JUN 07 

FM SECSTATE WASHDC 

TO RUEHBY/AMEMBASSY CANBERRA PRIORITY 7816 
RUEHNE/AMEMBASSY NEW DELHI PRIORITY 1002 
RUEHOT/AMEMBASSY OTTAWA PRIORITY 5627 
RUEHUL/AMEMBASSY SEOUL PRIORITY 3434 
RUEHKO/AMEMBASSY TOKYO PRIORITY 8541 
RUEHWL/AMEMBASSY WELLINGTON PRIORITY 3736 
RUEHDIR/IRAN RPO DUBAI PRIORITY 0006","UNCLAS SECTION 01 OF 02 STATE 076354 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, PGOV, KDEM, KPAO, IR 

SUBJECT: SURVEYING FRIENDLY COUNTRIES ON THEIR IRAN CIVIL 
SOCIETY AND DEMOCRACY PROGRAMMING 


REF: STATE 2659 


1. (U) This is an action request; see paragraph 3. 


2. Begin Background. 


(U) Through its Freedom Agenda and diplomatic engagement with 
like-minded governments and NGOs, the Department is engaging 
in programs throughout Iran to promote civil society, respect 

for human rights, and freedom of information. Congress 
authorized $94.32 million in FYO6 to help fund various 
programming initiatives in Iran, a number which the 

Department expects to increase in future years. 


(U) The State Department\'s Fiscal Year 2006 (FY06) budget 
allocation for Iran consisted of $28.22 million from the 
regular FYO6 Foreign Operations Bill, plus an additional 
$66.1 million from the FYO6 Supplemental Budget, for a total 
of $94.32 million in 2006. 
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(U) The $28.22 million from the regular budget was allocated 
as follows: $17.62 million to the Broadcasting Board of 
Governors (BBG) for television and radio broadcasting into 
Iran; $500,000 for operational and internet outreach costs 

for the Department\'s expanded Iran operations; $100,000 for 
renewed people-to-people exchanges with Iran (see more 
information below on ECA programs); and a $10 million soft 
earmark (minimum spending threshold) for democracy 
programming in Iran. On this last item, the Department\'s 
actual democracy programming obligation was $11.15 million 
from the regular budget - $4.15 million from the Bureau of 
Democracy, Human Rights and Labor (DRL) plus $7 million from 
the Bureau of Near Eastern Affairs\' Middle East Partnership 
Initiative (MEPI). 


(U) The $66.1 million supplemental budget was allocated as 
follows: $27 million to NEA/MEPI for additional Iran 
democracy programs; $36.1 million to the BBG for expanded 
broadcasting via Radio Farda and Voice of America Persian 
Television; $5 million to the Bureau of Educational and 
Cultural Affairs (ECA) for cultural and educational 
exchanges; and $5 million to the Bureau of International 
Information Policy (IIP) for increased internet access and 
presence in Iran, including resources to expand the State 
Department\'s Persian website. 


(U) Paralleling but distinct from our democratization 

efforts, at President Bush,s direction, we have resumed 
people-to-people educational, cultural and professional 
exchanges with Iran. ECA is using the $5 million it received 
from the FY06 supplemental budget to re-engage the Iranian 
people. After a hiatus of more than a quarter century, our 
focus is to promote greater mutual understanding, and to 
provide Iranians with exposure to U.S. society, institutions 
and values. Exchanges began last year and included the 
successful visit of a group of Iranian medical professionals 
to the U.S. This year we have already had visits by a group 
of Iranian artists and a group of disaster relief specialists 
participate in these programs. Initially funded with 
supplemental monies, future educational and cultural 
exchanges with Iran will be supported through ECA,s annual 
appropriation. 


(U) Given the substantial Iran funding in the FY06 
Supplemental Budget, the State Department will not expend 
FY07 budget funds on Iran until FYO6 funds have been 
exhausted. We also expect an increase in Iran funding for 
democracy promotion programs in the FY08 budget, which is 
currently being negotiated. 


(U) The USG\'s Iran democracy programs aim to develop 
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democratic values, support human rights, build civil society, 
provide the Iranian people with access to unbiased 
information; and promote understanding of Western culture. 
Projects target influential democratic actors and groups, 
including labor, women, and students. Key goals for these 
programs include: expanding the reach of Radio Farda by 
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contracting for another radio transmitter to overcome Iranian 
jamming; expanding Voice of America Persian Television to 
operate 24 hours a day, 7 days a week; promoting competitive, 
independent, and professional television and radio content 
production; utilizing innovative technologies to communicate 
with the Iranian people for the development of innovative Web 
content (e.g. children\'s programming), use of SMS, and pod 
casting; providing communication tools for activists, 

including internet communication and training for 

journalists; helping Iranians conduct civic education 
campaigns that develop an understanding of rights and 
responsibilities under a democracy; supporting human rights 
defenders, rule of law, and justice programs; supporting 

civil society development and network building, including 
independent labor; and supporting efforts to document human 
rights abuses by the Iranian regime. 


(U) As is the case with our programs in other countries ruled 
by repressive regimes, the United States does not make public 
the identities of the Iranian democracy activists who elect 

to work with us. Our programs are open to all who are 
genuinely committed to a peaceful, democratic process in 

Iran. Grants are made on the basis of proposals (either 
solicited or unsolicited) to conduct projects within the 

areas described above. The USG supports well conceived 
programs, not particular groups. 


End Background. 


3. (SBU) Posts are requested to draw from the information on 
U.S. democratization efforts outlined above to explain U.S. 
activities in Iran and to solicit parallel information about 

host country democracy promotion efforts in Iran. This cable 
follows a similar Reftel demarche aimed at outlining EU 
efforts to promote democratic reform in Iran. 
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4. (SBU) Begin Objectives. 


-- Convey background information regarding US democratization 
efforts in Iran, emphasizing that our strategy is to maintain 

a consistent message on core democratic values while ensuring 
protection for the courageous Iranian men and women working 
to advance democratic reform in Iran. 


-- Request information about host country government and/or 
host country NGO activities in Iran, stressing that we should 
coordinate on specific areas of expertise to ensure that our 
collective efforts are complementary (not duplicative). If 
appropriate, identify possible areas for collaboration. 


-- Inquire about safety and security concerns for lranians 
and/or host country nationals working on democracy programs 
in lran. Has the Iranian government taken steps to impede 
host country activities in Iran? 


End Objectives. 


5. (SBU) POCs for this demarche request are NEA/IDP Dan Baldi 
(BaldiDP@state.sgov.gov) and NEA/IR Rob McInturff 
(McinturffRA@state.sgov.gov). Please note when responding 
that Iran-related reporting cables must use the SIPDIS 

caption and the IR country tag. 

RICE 
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REF: A. MOSCOW 2197 


B. HOGAN/RICHARDSON E-MAIL 5/25/07 
C. HOGAN/RICHARDSON E-MAIL 5/22/07 
D. HOGAN/RICHARDSON E-MAIL 5/18/07 
E. MESTETSKY/RICHARDSON E-MAIL 5/17/07 


Classified By: Charge D\'Affaires Daniel A. Russell. 
Reasons 1.4 (b and d). 


1. (U) This is an action request. See paragraph 7. 


2. (C) Embassy recommends Anton Filimonov, the 17-year-old 
son of murdered Belarusian journalist Veronika Cherkasova, 
for inclusion in the U.S. Refugee Admissions Program (USRAP). 

Filimonov fled Belarus on May 9 in fear of renewed police 
pressure to force him to confess to his mother\'s murder. 
Filimonov previously spent two and a half months in a Minsk 
jail following a conviction on a forgery charge during which 
investigators tried to force him to admit the murder. He was 
later released on bail. Filimonov\'s grandparents have 
asserted that the detention and ill treatment worsened his 
health and if he returns to Minsk he would die in custody. 
Filimonov has a heart defect and a displaced kidney that 
require medication, and Belarusian authorities previously 
refused to provide that medication when he was detained 
earlier. 


3. (C) Biographic information is follows: 
Name: Filimonov, Anton Dmitriyevich 
DPOB: 1 Oct 1989 Minsk, Belarus 

He does not have an international passport. 


4. (C) In 2004, Cherkasova, an outspoken critic of the 
Belarusian Government, was stabbed to death in her apartment 
in Minsk. As noted ref A, Filimonov and Vladimir Meleshko, 

her stepfather, were quickly named as suspects. Filimonov 
fled to Moscow in February 2005 and stayed until April, 
returning to Minsk when authorities announced he was not a 
suspect any longer because there was no evidence linking him 
to the crime. In December 2005, he was charged with currency 
forgery and held two and a half months in isolation while 
authorities reopened their investigation in Cherkasova\'s 

death. According to Amnesty International, Filimonov and two 
friends reproduced Belarusian bank notes on a home computer 
and attempted to use them to buy cigarettes from a street 
vendor. In April 2006, he was given a two-and-a-half year 
suspended sentence but he was required to report to 
authorities monthly. Amnesty International asserted that the 
forgery charges and detention were further attempts to 
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pressure him to either confess to the crime or implicate 
Meleshko. 


5. (C) In early May, in the courtyard of the family\'s 
apartment building, a teen-ager was stabbed. Fearing that 
the police would find reason to implicate Filimonov, and 
again resort to harsh interrogations and other psychological 
pressure, Meleshko brought him to Moscow and approached us. 
Meleshko was aware that Filimonov\'s leaving Belarus was a 
violation of his parole, but he has consistently said that he 
and Filimonov believe that authorities would not stop their 
persecution until Filimonov was dead. They believe that once 
authorities realize that Anton has fled, they will begin an 
active search for him, likely alerting Russian police and 
requesting extradition. Although Filimonov has a father in 
Moscow who sheltered the boy in 2005, he has offered no 
support to Filimonov since his latest arrival in Moscow, and 

it appears that he and Filimonov have no on-going 
relationship. 


6. (C) Filimonov has been interviewed by UNHCR (ref a), 
which has told us privately that the criminal conviction for 
forgery would make his resettlement difficult if not 
impossible in other resettlement countries, leaving 
resettlement to the U.S. as the best likely durable solution. 
UNHCR has agreed to provide the required best interests of 
the child determination 


7. (C) ACTION REQUEST: Filimonov, as a teenager, has not 
been involved in any activist or dissident activity. The 
prevailing belief among many human rights and free press 
organizations is that he became a convenient target for the 
authorities in trying to quickly solve his motherYs murder in 
order to deflect suspicion from the government. Amnesty 
International, the International Federation of Journalists, 

and the Committee to Protect Journalists have criticized the 
GOB for its treatment of him and its inability to solve 
Cherkasova\'s murder. In several conversations with Filimonov 
and Meleshko, and in consulting with Embassy Minsk and the 
Department (refs B, C, D, and E), we believe that Filimonov 
has a well-founded fear of future persecution should he 

return to Minsk and recommend him for referral to the USRAP. 
We request Department concurrence soonest. 

RUSSELL 
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SIPDIS 
SIPDIS 
STATE FOR AF/S 


E.O. 12958: N/A 
TAGS: ECON, EFIN, IBRD, MI 
SUBJECT: DEMARCHE DELIVERED - NEW WORLD BANK PRESIDENT 


REF: (A) STATE 73691 


1. Poloff met with Director of Political Affairs Paul 

Chiunguzeni on June 4, 2007 to discuss reftel talking points. 
Chiunguzeni thanked Poloff for the information regarding Mr. 
Zoellick\'s candidacy for the post, however could not comment on 
Malawi\'s intentions regarding the appointment. Any further 
information will be delivered septel. 


EASTHAM 
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PARIS FOR USOECD 


E.O. 12958: N/A 
TAGS: PREL, SENV, KCRM, TU 
SUBJECT: TURKEY HOSTS BSEC SUMMIT - USG ATTENDANCE? 


A) Ankara 804, B) State 40938 


1. (SBU) SUMMARY: Following up on Secretary Rice\'s March message 
to FM Gul promising participation by a senior State Department 
official in the June 25 BSEC Summit in Istanbul (ref B) is an 
important opportunity to emphasize USG support for BSEC and our 
bigger objective of encouraging economic and political growth and 
diversification in the Black Sea region. Turkey is working with us 

to reinvigorate the organization, including by holding a seminar on 
environmental pollution in the Black Sea. A visit to Turkey by a 
senior official would also be an opportunity to support the 
U.S.-Turkey relationship and shared interests during a testing time 
in other areas. End Summary. 


2. (SBU) The June 25 BSEC Summit in Istanbul will be the flagship 
activity of Turkey\'s BSEC Chairmanship that began May 1. In 
addition to formal meeting sessions, member country heads of state 
and observer country foreign ministers are invited to a luncheon 
hosted by PM Erdogan and dinner hosted by President Sezer. 


3. (SBU) There will also be multiple opportunities for bilateral 
meetings. The BSEC Secretariat and Turkish MFA have not yet 
confirmed other participation, but press reports say Russian 
President Putin, Greek Prime Minister Karamanlis, and Azeri 
President Aliyev will attend. Ankara-based Embassies confirmed 
attendance of Ukrainian President Yushchenko, Ukrainian Foreign 
Minister Yatseniuk, Bulgarian President Purvanov, and Bulgarian 
Foreign Minister Kalfin. We would expect high level participation 
from Georgia and Armenia, but no confirmations were available. 
Embassy will provide more specific information on attendance as it 
becomes available. 


4. (SBU) Participation by a senior Washington-based official would 
recognize the United States\' new observer status and our interest in 
contributing to revitalizing BSEC during Turkey\'s Chairmanship. 

This would boost this organization aimed at fostering economic 
linkages and cooperation in this challenging region. By helping 
Turkey build common ground during its chairmanship, we can help pull 
BSEC more together and towards the Atlantic community. It would 
also support the U.S.-proposed BSEC \"Environmental Protection for 
Economic Growth Symposium\" that will be held September 12-13 in 
Istanbul. 
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5. (SBU) Finally, visible U.S. support to BSEC would contribute to 
our bilateral agenda with Turkey by showing our support for its 
efforts to foster a more self-reliant region that is oriented to the 
west and less vulnerable to outside pressure. 


Wilson 
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STATE FOR P 

STATE FOR T 

STATE FOR TREASURY-TFI 


E.O. 12958: N/A 
TAGS: PGOV, KDEM, MI 
SUBJECT: DEMARCHE DELIVERED - US 60-DAY REPORT ON UNSCR 1747 


REF: (A) STATE 73219 


1. Poloff met with Director of Political Affairs Paul 

Chiunguzeni on June 4, 2007 to discuss reftel talking points. 
Chiunguzeni thanked Poloff for the USG 60-day report, and said it 
was discouraging that Iran had refused to halt their nuclear 

program. He made no commitments on submitting a Malawian report, 
but said he would pass the information along to his Minister. Any 
further information will be reported septel. 
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NEA/ELA 
NSC FOR MARCHESE 


E.O. 12958: DECL: 06/03/2016 

TAGS: PHUM, PREF, PREL, SY, IZ, JO 

SUBJECT: INITIAL SARG RESPONSE TO OUR DIRECT ACCESS 
NON-PAPER 


REF: A. DAMASCUS 472 

B. GENEVA 1018 
Classified By: CDA Michael H. Corbin for reasons 1.5 b/d 
1. (U) This is an action request. Please see paragraph 4. 


2. (C) On June 3, the Syrian MFA summoned the Charge to 
respond to our demarche delivered on May 17 (ref A) 

requesting a SARG response to the USG Iraq non-paper. Hussam 
A\ala, Deputy FM Faisal Mikdad\'s Office Director, told Charge 
that the SARG had reviewed the non-paper, which A/S Sauerbrey 
gave to D/FM Mikdad in Geneva (ref B). AVala said SARG 
officials are looking at how IOM would process U.S. refugee 
cases and he had been instructed to propose that processing 

at IOM should occur at the U.S. embassy in Damascus instead. 
Noting that he hoped the SARG understood how IOM worked, 
Charge told AVala that processing refugees for resettlement 

in the U.S. had long occured in IOM facilities in Syria and 
promised AVala a non-paper with the history of the program 

when AVala expressed his lack of understanding on how the 
program currently operated. Charge also commented that the 
embassy lacked the facilities to process Iraqi refugee cases 

and that doing so would carry serious security implications 

for our already vulnerable mission. A\ala suggested the 

process of deliberating was still underway and said he would 
revisit the issue in the MFA. 
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3. (C) Expressing his belief that the U.S. should be looking 

at the totality of the issue, AVala commented that donors 

like the EU, Japan, and others had recently provided the SARG 
with specifics on assistance they were currently providing 

and additional assistance they would be interested in 

providing to Iraqi refugees in Syria. AVala asked that the 

USG provide provide similar assistance information specific 

to Iraqi refugees in Syria. 


4. (U) Action request: In response to the Syrian MFA\'s 
request, post requests that PRM prepare a paper that 
specifies the assistance the USG is providing or 
contemplating providing to Iraqi refugees in Syria. 


5. (U) Working with IOM and PRM tdyVer, Gerry Cheyne, post 
quickly sent AVala an informal non-paper on how refugees are 
currently processed for resettlement in the U.S. We will 

email the non-paper to both PRM and NEA/ELA. 


6. (C) Comment. We do not think the SARG has decided how to 
tackle the lraqi refugee issue. We believe this initial 

response reflects the security services\' concerns but we 

still think the MFA wants to be flexible on the refugee 

issue. However, given the SARG\'s anger over the UNSC\'s 
recent establishment of the Hariri tribunal, the security 
services will continue to interfere. Our proposed strategy 

is to press the MFA to come up with a favorable response as 
soon as possible to allow IOM to conduct the direct access 
program in Syria. The best means to do this is to highlight 
the fact that the direct access program is a response to both 
Syrian and international requests for more assistance to 

Iraqi refugees here and that the program under IOM would be 
one small part in the larger international effort to assist 
refugees in line with the 1951 Convention on Refugees and 
subsequent protocols. Because of A\‘ala\'s unhelpful response 
to our request, Charge did not press him for specifics but 
proposes instead to give the SARG additional information that 
will help SARG decision-makers better shape their offer. In 
the end, the SARG senses the direct access program is very 
important to us and they may, therefore, either make it more 
difficult to establish or just say no. 

CORBIN 
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DEPARTMENT FOR EB/CIP/MA (GIBBS, JILLSON), EUR/RUS (GUHA) 
WHITE HOUSE FOR OSTP (RICHARD RUSSELL) 
BERLIN FOR ROBERT HAGEN 


E.O. 12958: N/A 
TAGS: ECPS, TSPA, RS 
SUBJECT: RUSSIA TO REVIEW ITU RADIOCOMMUNICATIONS PROPOSALS 


REF: STATE 063585 


1. (U) On May 31 we delivered REFTEL Agenda Proposals for the 2007 
World Radiocommunications Conference (WRC) to Victor Strelets, 
deputy head of the Department for State Programs, Infrastructure and 
Limited Resources of the Ministry for Information Technologies and 
Communications. Strelets is also Vice-Chairman of the ITU-R Study 
Group 8. 


2. (U) Strelets said the proposals would be referred for review to 
the interagency Preparatory Commission, which includes the Federal 
Space Agency Roskosmos. 


3. (SBU) Referring to the earlier email request from the OSTP for a 
meeting in Moscow to discuss WRC 2007, Strelets said the best time 
would be July due to vacations in August. We asked him to propose 
dates for the meeting, and we will forward any invitation when 
received. 


RUSSELL 
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Column 3 
NEA FOR FRONT OFFICE, NSC FOR ABRAMS/WATERS 


E.O. 12958: DECL: 06/04/2017 

TAGS: KWBG, PGOV, KPAL, IS, PTER 

SUBJECT: ABBAS APPOINTS JOINT FORCE COMMANDER TO IMPLEMENT 
\"MOI SECURITY PLAN\" 


REF: A. JERUSALEM 866 
B. JERUSALEM 785 
C. JERUSALEM 728 


Classified By: Acting Principal Officer Tom Duffy, for reasons 1.4 (b) 
and (d) 


1. (SBU) Summary. Palestinian security contacts and press 
report PA President Mahmud Abbas (Abu Mazen) and PM Ismayil 
Haniyah agreed June 2 to create a \"Joint Security Force,\" 
composed of Hamas \"Executive Force\" and Fatah \"Special Force\" 
personnel and led by retired National Security Forces (NSF) 
General SaVid Sagr Abu Fanunah. President\'s Office contacts 
report Haniyah and Abbas discussed several names for a new 
Interior Minister (Mol), but did not decide on a candidate. 

Rashid Abu Shbak remains internal security chief, but 

contacts report Abbas and Haniyah discussed removing him in 
recent Gaza City meetings. End Summary. 


Mol \"Joint Force\" Commander Appointed 


2. (SBU) Palestinian security contacts and press report 
President Abbas and PM Haniyah agreed June 2 to create a 
joint security force, composed of Hamas \"Executive Force\" and 
Fatah \"Special Force\" personnel. Haniyah\'s office told 
Palestinian newspapers that Abbas appointed retired NSF 
General SaVid Sagr Abu Fanunah to head the force, and that he 
will answer to Haniyah in the Prime Minister\'s capacity as 
acting Mol. (Note: Haniyah has been acting Mol since Hani 
al-Qawasmi resigned May 14. End note). Press quoted 
Egyptian GID security coordinator for Gaza, MG Burhan Hamad 
describing the joint security force\'s mandate as the 
implementation of the Mol security plan, promulgated by 

former Mol al-Qawasmi. 


No Agreement on New Interior 
Minister or Abu Shbak 


3. (SBU) President's Office contacts report Haniyah and 
Abbas discussed several names for a new Mol, but did not 
decide on a candidate. Gaza-based newspapers reported June 3 
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that Haniyah\'s spokesman Ghazi Hamad was being considered for 
the position, but Hamad and other Hamas officials denied 

these reports. 


4. (SBU) Mol Director-General for Internal Security Rashid 

Abu Shbak, whose resignation was rejected by President Abbas 
May 28, remains in office. According to President\'s Office 
contacts, however, Abbas and Haniyah discussed removing him 
in recent Gaza meetings. (Note: Abu Shbak\'s position as 

legal commander of the police, Preventive Security and civil 
defense has allowed Fatah to retain control over these 

forces, although Palestinian law puts them under Mol 

authority. Abu Shbak\'s effective command of these 
organizations has been a major Fatah-Hamas sticking point. 
End note). 


Comment 


5. (C) Palestinian media is reporting daily on Fatah-Hamas 
security cooperation intended to prop up the national unity 
government (NUG), but no current proposals seem likely to 
resolve the core issues, including command of the PASF and 
control over Mol directorates, that sparked the recent round 
of factional battles. Creation of this \"Joint Security 

Force,\" an ad hoc body of Fatah and Hamas militias, seems 
more a gesture of support to PM Haniyah than a serious 
attempt to implement al-Qawasami\'s security plan. The \"Joint 
Security Force\" combines the Hamas \"Executive Force\" and 
various Fatah-associated militias that are illegal and 

separate from the PASF, which are unlikely to coalesce into 
an effective security body. 


DUFFY 
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SIPDIS 


SIPDIS 
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E.O. 12958: DECL: 05/28/2017 

TAGS: MARR, MOPS, PREL, PGOV, EAID, HT6, HT11, LH 

SUBJECT: (C) LITHUANIAN DEFENSE MINISTER CONFIRMS DRAW-DOWN 
IN IRAQ 


Classified By: AMBASSADOR JOHN CLOUD FOR REASONS 
1.4 (B) AND (D) 


1. (C) SUMMARY: Ambassador Cloud reiterated the U.S. 
preference that the GOL leave a platoon of troops in Iraq to 
Lithuanian Defense Minister Juozas Olekas on May 28. Olekas 
said that, after deliberations with President Adamkus and FM 
Vaitiekunas, the GOL has decided to keep some staff officers 
and trainers, but not a platoon, in Iraq. Acknowledging that 

it fell short of U.S. expectations, Olekas attributed the 

decision to increasing parliamentary pressure, worsening 
public opinion about the war, and other military commitments. 
End Summary. 


IRAQ PRESENCE 


2. (C) On May 28, Ambassador Cloud and Defense Attache met 
with Lithuanian Minister of Defense Juozas Olekas. 
Ambassador Cloud said that we understand the difficulties 
presented by Danish and British troop reductions this summer 
and how that would create challenges for the logistical 

support of the Lithuanian platoon in Basrah. He emphasized 
the unified USG support for a Lithuanian platoon remaining in 
Iraq, including General Petraeus\'s strong preference for 
coherent combat formations to remain in Iraq. The Ambassador 
recalled that Acting DASD Debra Cagan conveyed this message 
during her visit to Vilnius two months ago, and DASD Dan Fata 
reinforced the message.. The unified USG position, the 
Ambassador concluded, is that Lithuania should keep a platoon 
in Iraq. 


3. (C) Olekas responded by saying that the Danish drawdown is 
only one reason for GOL reconsideration of the continuing 
Lithuanian presence in Iraq. Public opinion is becoming 
increasingly opposed to the war. Political pressure in the 
Seimas (parliament) has also become a factor. Lithuania 
continues to lead and fund a PRT in Afghanistan. Lithuania 

will deploy Special Operations Forces (SOF) to Southern 
Afghanistan this summer. The GOL would like to have stronger 
units consolidated in Afghanistan and Kosovo while continuing 
some presence in Iraq. The GOL is also considering an 
enhanced presence in Kosovo in a combined 
Polish-Lithuanian-Ukrainian battalion. 


4. (C) After much deliberation, Olekas continued, the 
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President, the Minister of Foreign Affairs, and he agreed 

that the best course of action is to keep some staff officers 
and trainers in Iraq. Olekas argued that this would be the 
best course of action in terms of maintaining long-term 
support in the Seimas for international operations. He hoped 
he would succeed in his new proposal to the Seimas to extend 
approval for international operations for three years, and 
asked for USG understanding. He said that he knew that the 
GOLVs intended course of action did not meet U.S. 
expectations, but he expressed the hope that it will enable 

the MOD to maintain political support for foreigndeployments 
while they also seek to increase Lithuanian defense spending. 


5. (C) Olekas added that the GOL still considers the United 
States to be a very important defense partner. He said that 
Lithuania will continue to work closely with the United 
States and will continue to pursue productive cooperation. 


6. (C) Ambassador Cloud assured Olekas that we remain friends 
and allies. Lithuania, as a sovereign state, will make its 

own decisions, but we want to be clear about the USG 

position. There is work that remains to be done in Iraq, and 

we need capable units from our coalition partners to see it 
through. 


KELLY 
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DEPT FOR EB/IFD, ALSO AF/E FOR BYODER 

E.O. 12958: N/A 

TAGS: ECON, EFIN, IBRD, TZ 

SUBJECT: TANZANIA WELCOMES ZOELLICK WORLD BANK NOMINATION 
REF: STATE 073691 


1. (SBU) Ramadhani Khijjah, Deputy Permanent Secretary in the 
Ministry of Finance, told Emboff that Tanzania welcomed the 
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nomination of Robert Zoellick to be President of the World 
Bank. Khijjah noted Tanzania\'s keen interest in the affairs 
of the World Bank, and the importance to Tanzania that the 
Bank move beyond current obstacles in order to continue 
pursuing its mission of promoting development. 


2. (SBU) Khijjah expressed approval of both a change in 
leadership at the World Bank in general, and of the 

nomination of Mr. Zoellick in particular. In response to 

Emboff highlighting Mr. Zoellick\'s credentials, Khijjah 
expressed appreciation for Mr. Zoellick\'s experience as a 
manager and a champion of development in Africa. He thanked 
Emboff for providing background information on Mr. Zoellick, 
and promised to relay the information to his superiors in the 
Ministry of Finance. 

MUSHINGI 
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SIPDIS 
SIPDIS 
DEPARTMENT ALSO FOR T SENIOR ADVISOR KATSAPIS 


E.O. 12958: N/A 

TAGS: PTER, KGIC, KNNP, PREL, RU 

SUBJECT: RUSSIAN POSITION ON EU AS OBSERVER IN GLOBAL 
INITIATIVE TO COMBAT NUCLEAR TERRORISM 


REF: STATE 75227 


1. (U) On June 4 we contacted Amelia Siderova, in the MFA\'s 
Department of Security and Disarmament Affairs (DVBR), and 
asked her to clarify (REFTEL) Russia\'s position on the 
potential participation of the European Union in the Global 
Initiative to Combat Nuclear Terrorism (GICNT). Siderova 
responded unequivocally that Russia\'s view remains unchanged 
from the agreement reached between U/S Joseph and Deputy 
Foreign Minister Kislyak in Ankara: the EU should be 
considered for observer status only after all 27 EU Member 
States have joined the GICNT. 

RUSSELL 
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SIPDIS 
SIPDIS 


DEPARTMENT FOR AF A/S FRAZER, AF S/E NATSIOS, AND AF/SPG 
NSC FOR PITTMAN AND SHORTLEY 
ADDIS ABABA ALSO FOR USAU 


E.O. 12958: DECL: 06/03/2012 

TAGS: PGOV, PREL, AU-1, UN, SU, ER 

SUBJECT: SPLM LEADERSHIP TO DEFINE TASKFORCE, SUPPORT 
ASMARA TALKS 


KHARTOUM 00000879 001.2 OF 002 


Classified By: CDA R. Powers, Reason: Sections 1.4 (b) and (d) 


1. (C) Discussions continue within the Sudan People\'s 
Liberation Movement (SPLM) on the structure and focus of its 
role in the Darfur political process. Meeting with AID 

Mission Director and Poloff on June 3, SPLM Secretary General 
Pagan Amun said that the party recognized that resolution of 
the Dafur conflict was essential prior to the 2009 elections, 
adding, \"if not, it will be the end of Sudan.\" However, Amun 
explained that the movement needed a clear set of objectives 
and targets for the proposed meeting in Southern Sudan and 
clear \"boundaries\" for the SPLM Taskforce for Darfur. Amun 
said that he had instructed Taskforce Chairman Clement Janda 
to present a proposal to the SPLM senior leadership, which 
would begin continuous engagement with the Taskforce to \"give 
it direction.\" He said that the National Congress Party 

(NCP) supported the SPLM\'s role in the process, viewing the 
SPLM \"as the least worst of all the devils that exist.\" 
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2. (C) The senior leadership of the SPLM maintains that its 
meeting in Southern Sudan would concentrate on preparing the 
Darfur Peace Agreement (DPA) non-signatories for 
negotiations. Such preparations would include a clear 
message that the basis for the political process must be the 
DPA. The SPLM would work with the non-signatory political 
leaders and field commanders to develop positions on the most 
critical issues, such as compensation and power sharing. 

\"The SPLM should not be a mediator,\" said Amun. \"It should 
be a facilitator." (Comment: Amun\'s view of the SPLM\'s role 
mirrors that of First Vice President Salva Kiir, Minister in 

the Office of the President of the Government of Southern 
Sudan Luka Biong Deng, and Minister of Cabinet Affairs Deng 
Alor. Though these proposals for the conference in Southern 
Sudan are more modest than those put forth by some SPLM 
Taskforce members--which include reconciliation between Arab 
and African tribes and workshops for Darfur civil society 
activists--the senior leadership\'s views will likely prevail. 

End comment.) 


3. (C) Amun emphasized that the regional actors in the Darfur 
conflict--particularly Eritrea--should be included in the 

political process. He explained that the regional actors 

have the most leverage on the rebel movements and are 
therefore the best suited to press for concessions. Agreeing 
that formal talks would make it difficult to attain consensus 
between the NCP and the non-signatories, Amun was receptive 
to the USG suggestion of a \"shuttle diplomacy\" approach led 
by the UN and AU. 


4. (C) In a meeting with Kiir later on June 3, the First Vice 
President was clear that he envisioned Eritrea convening 

final status talks in Asmara and that the SPLM meeting in 
Southern Sudan would prepare the Darfur movements for this 
event. According to Kiir, the Eritrean and Sudanese 
Governments had agreed that Asmara would lead formal talks 
after its success in concluding the Eastern Sudan Peace 
Agreement. Kiir rebuffed the suggestion that the idea of 
formal talks and a venue could be discussed at the meeting in 
Southern Sudan and was non-committal on the \"shuttle 
diplomacy\" approach. He recommended instead that the USG 
work to mend its bilateral relationship with Eritrea. 


5. (C) On June 4, a Sudan-based representative of UN Envoy 
Jan Eliasson called Poloff from Asmara to report that Eritrea 
had proposed a \"regional initiative\" involving Chad, Libya, 
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and Eritrea, which would culminate in final status talks in 
either Southern Sudan or Asmara. Though SPLM Taskforce 
Chairman Janda had just left Eritrea after a week of talks, 
Eritrean officials, including Yemane Gharaeeb, told the UN 
team that they were confused about the SPLM initiative and 
the goal of the SPLM meeting in Southern Sudan. Eritrea 
intended to focus its efforts on non-signatory leaders Sharif 
Harir, Khamis Abdullah, and Abdulla Yehya, who are all in 
Asmara. They dismissed Ahmed Abdul Shafi as having no 
popular support and did not mention Abdul Wahid al-Nur. The 
Eritreans said they had never received the UN/AU roadmap for 
the political process, but welcomed UN/AU cooperation on the 
regional initiative. (Note: Both Abdul Shafi and al-Nur 
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spent several months in Asmara in 2006 after the Eritrean 
Government refused to issue exit permits. UN officials said 
they presented Eritrea with the draft roadmap two weeks ago, 
and the Norwegian Government provided the same during State 
Minister of Foreign Affairs Raymond Johansen\'s visit to 
Asmara last week. End note.) 


6. (U) Tripoli minimize considered. 
POWERS 
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STATE FOR EUR/SCE - MBRYZA; EUR/NCE - AJENSEN 
STATE PASS USAID 


E.O. 12958: DECL: 06/04/2017 

TAGS: ECON, ENRG, EINV, RO 

SUBJECT: ROMANIA\'S DRAFT ENERGY STRATEGY - A MIXED BAG 
REF: A. 06 BUCHAREST 411 


B. 06 BUCHAREST 1653 


Column 3 
Classified By: Deputy Chief of Mission Mark Taplin for reasons 1.5 (b) 
and (d). 


SUMMARY 

1. (C) The Ministry of Economy and Finance released a draft 
of the national energy strategy for public comment on May 18. 
The draft strategy outlines the GOR\'s priorities in 

developing its energy profile (e.g. nuclear, thermal, hydro, 
renewable), privatizing remaining state-owned energy assets, 
and participating in international energy projects. While 

the strategy lays out a reasoned approach to increased energy 
independence and proscribes certain positive policy changes, 
particularly in the field of natural gas market regulation, 

the bulk of the strategy leaves much to be desired, and in 
some instances increases opportunities for corruption. Other 
aspects represent short-sighted political overtures to labor 

and other interest groups, such as calls to grant further 

debt relief to wasteful state-owned power generators and 
bundle inefficient thermal producers with low-cost hydro 
plants. Such items may face scrutiny from European 
Commission entities, including the Directorate General for 
Competition. Government insiders indicate that there was 

little inter-agency coordination of the document. Early 

public reaction has been largely negative. Minister of 
Economy and Finance Varujan Vosganian has pledged to meet 
with stakeholders to \"improve\" the document. END SUMMARY. 


2. (U) Like much of Europe, Romania faces continued depletion 
of its domestic oil and gas reserves. In addition, a large 
percentage of Romania,s current power infrastructure 

requires capital investment for upgrades or replacement, 
particularly in the coal-based production sector. Current 
estimates are that gas reserves face depletion by 2040 and 

oil reserves by 2070. Romania\'s draft energy strategy calls 
for increased emphasis on nuclear and hydro power, increased 
investment in renewable energy, and improved energy 
efficiency. The draft envisions an increase in the national 
share of nuclear to 15% and hydro to 30% in 2010. Romania 
relies on Russia for all gas imports, which currently 
approximate 40% of demand. Estimating that reliance on 
imported gas will increase to 53% in 2010, the draft strategy 
recognizes the need to diversify supply options, specifically 
mentioning the Nabucco pipeline project. 


INTERNATIONAL PRIORITIES 

3. (U) Romania\'s draft national energy strategy identifies 
several prominent international projects as national 

priorities. Included among these are the Nabucco natural gas 
pipeline and the Pan-European Oil Pipeline (PEOP). The 
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Nabucco pipeline would deliver Caspian Sea gas reserves to 
Central Europe via Turkey, Bulgaria, Romania, Hungary and 
Austria. PEOP would serve as a Bosporus bypass for Caspian 
and Central Asian oil, running from the port of Constanta in 
Romania to Trieste in Italy via Bulgaria, Hungary, Croatia 

and Slovenia. 


4.(C) The draft strategy also calls for completion of a 
feasibility study for an LNG terminal on the Black Sea coast. 
This project appears to be an extension of GOR discussions 
with Qatar to provide Qatari gas to the regional market. 
However, the project hinges on the ability of LNG tankers to 
traverse the Bosporus, a scenario complicated by required 
Turkish permission. Other projects include increased use of 
LPG to level consumption spikes and completing a high 
capacity electrical cable connection under the Black Sea to 
Turkey. 


APPROACH TO OIL AND GAS 

5. (U) The draft national energy strategy calls for 

application of more transparent market rules in the natural 

gas sector. This process was begun in April 2007 with the 
merger of the Natural Gas and the National Energy Regulatory 
Authorities. In theory, the gas sector will be subject to 
supervision and monitoring methods applied in the energy 
market. 


6. (U) However, the plan makes no mention of a price approach 
to domestically produced natural gas, currently maintained at 

well below import prices. The GOR has made prior commitments 
to both the European Commission and the International 

Monetary Fund to move to market-based pricing for domestic 
gas. The lack of a specific timeframe is at odds with this 
commitment. 
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7. (U) In a positive move, the strategy calls for 

transferring ownership of local oil and gas pipeline networks 
to the operators, reversing a decision taken in 2001 that has 
resulted in discontent among operators and their investors. 


STRATEGIC ENERGY ASSETS TO REMAIN STATE-OWNED 
8. (U) The draft strategy identifies certain state-owned 

energy assets as strategic, and not subject to privatization. 
These include Cernavoda nuclear power plant reactors one and 
two (future reactors may be developed as part of a 
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public-private partnership) and hydro power plants on the 
Danube (i.e. the Iron Gates complex) and two other major 
rivers (the Olt and Lotru). 


9. (C) The strategy also identifies state-owned natural gas 
producer Romgaz as strategic. While similar companies in the 
oil and gas sector such as Petrom/OMV have already been 
privatized, the GOR is hesitant to fully relinquish control 

over gas resources. Minister Vosganian envisions 
transforming the company into a state-owned regional player 
in the same mode as the Czech Republic\'s CEZ or a Gaz de 
France. However, as a GOR-controlled company, Romgaz is 
subject to political patronage positions, often resulting in 

poor management decisions. Certain GOR officials have 
expressed concerns over increased Russian presence on the 
domestic energy market and Gazprom has already raised its 
interest in acquiring the company. 


PRIVATIZATION PROGRESSING AT A SNAIL\'S PACE 

10. (C) While certain assets will remain state-owned, the 
draft energy strategy calls for privatizing major energy 
assets, including the Turceni, Rovinari and Craiova 

coal-fired thermal energy complexes, by the end of 2008. 
These three complexes and others have been subject to 
privatization discussions for several years now. European 
Commission pre-accession reports repeatedly called for the 
Romanian state to conclude the privatization process to allow 
for much needed capital investments. The state has remained 
hesitant to do so, in part due to the loss of cozy electrical 
energy contracts at low rates for politically-connected 
companies and for fear that private owners would drastically 
reduce employment. 


11. (C) Due to the heavy investments needed to bring the 
plants up to European environmental standards, legitimate 
international companies would be unlikely to pay more than a 
symbolic price for the state-owned assets on offer. However, 
in a touchy political environment, GOR officials worry that 
they will expose themselves to accusations of giving away the 
patrimony should the sales price be too low. This concern 
has been at the heart of delays, and may result in either a 
failed privatization process or privatizing to unhealthy 

entities. However, in the absence of significant private 
investment, the facilities could face closure for 
non-compliance with European environmental standards. 
Romania negotiated an extension on environmental standards to 
2013. 


DEBT FORGIVENESS OR INSOLVENCY? 


Column 3 

12. (C) Another concern outlined in the draft strategy is 
settlement of historic debts for the three energy complexes 
and for the heavily indebted coal and gas-based power plant 
operator Termoelectrica. In its plea to the EC, which must 
approve such state aid, the GOR claims that the alternatives 
for Termoelectrica are debt forgiveness or insolvency. While 
debt forgiveness may be a necessary condition for 
privatization, the GOR has yet to convincingly commit to this 
approach. Debt forgiveness without privatization would 
merely enable the cycle of continued inefficiencies and 
re-accumulation of debt. 


MINING-RELATED SOCIAL CONCERNS 

13. (U) The Jiu Valley in southwestern Romania is the source 
of coal for much of Romania\'s thermal production and a 
politically sensitive region. The draft strategy 

specifically addresses concerns that private investors would 
import cheaper coal to the disadvantage of the inefficient 
mining companies in the Jiu Valley, and suggests imposing a 
requirement to source coal domestically. Past mine closures 
have resulted in disruptive strikes, and even a miner\'s march 
on Bucharest in 1999 that resulted in street violence. The 
release of the draft energy strategy has already resulted in 
strikes in all three facilities involving over 15,000 

employees. 


THE DEVIL IN THE DETAILS 
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14. (C) Such political concerns have resulted in some 
problematic suggestions. The draft strategy suggests 
unnaturally bundling mining, thermal and hydro power plants 
into the state-owned hydropower producer Hidroelectrica. 

Such a move would result in hydropower subsidizing 

inefficient mining and thermal power generation most of the 
year. Mixing low-cost hydro and higher-cost thermal 
production would also further decrease market transparency by 
masking the actual cost of production in energy contracts and 
obscuring inefficiencies in the thermal sector. The World 

Bank and EC recommend relying on \"natural consolidation\" by 
bringing facilities to market individually. Market operators 
could purchase those facilities that fit most naturally into 

their production basket based on regional and cost criteria. 


15. (C) The draft strategy also identifies a need to secure 
power supply to energy intensive industrial consumers. Many 
such consumers already benefit from sweetheart arrangements. 
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The largest energy consumer in Romania, Russian-owned Alro 
Aluminum, secretly concluded a market-distorting, exclusive 
arrangement for low-cost hydropower until 2013. Western 
investors in regional power companies have called for an end 

to bilateral contracts concluded outside Romania\'s energy 
exchange. The strategy\'s language on guaranteeing large 
consumer\'s power supply appears to be a defense of the status 
quo. 


FUTURE INVESTMENTS IN NUCLEAR AND CLEAN COAL 
16. (C) The draft strategy calls for increased underground 

gas storage capacity through new sites in Northeast Romania 
(Margineni) and in areas adjacent to the Nabucco project. 
(Note: Gazprom expressed interest in the Margineni project, 
but has balked at financing start up costs.) The state also 
plans to construct two additional nuclear reactors at 
Cernavoda, and has already sought letters of interest. Such 

a move could potentially bring the share of nuclear-generated 
power to 30%, further increasing Romania\'s energy 
independence. Increased use of nuclear power would alleviate 
pressure on Romania\'s dated coal-based power generation and 
facilitate greater exports. However, the GOR has yet to 
determine the method by which it would provide co-financing 
and the terms of the public-private partnership. Several 
domestic firms, including Russian-owned Alro Aluminum, have 
expressed interest and are salivating at the idea of 

dedicated cheap energy. The GOR also plans public-private 
partnerships in a new clean coal-based power plant in Braila 
and in the five power plants that supply power and heat to 
Bucharest and its outskirts. Other areas generally 

identified for investment include biofuel, wind power, and 
small hydro facilities. 


GARBAGE IN, GARBAGE OUT 

17. (SBU) Initial response to the strategy has been critical, 

and reflects the sequestered nature in which it was 

developed. GOR contacts who should naturally have been 
involved in the process were not. There has been little 
consultation within the Ministry of Economy and Finance and 
among other relevant Ministries, let alone with political 

parties outside the governing coalition. A consultative 
commission established by the Prime Minister met only once, 
and was not involved at all in directing the project. Both 

labor and business groups have voiced serious complaints and 
the main opposition Social Democrat Party (PSD) has rejected 
much of the plan. However, the Ministry has announced only a 
brief comment period until May 25, well short of the 30-60 

day requirement under Romanian law. Minister of Economy and 
Finance Varujan Vosganian has pledged to meet with 
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stakeholders to discuss concerns. 


COMMENT 

18. (SBU) While containing many sound policy prescriptions, 
Romania\'s draft national energy strategy remains a flawed 
document, with political considerations playing a too central 
role in its final formulation. Elements of the strategy 

ignore market realities and pander to labor concerns in the 
dying coal-mining districts. Other elements, such as 
recommendations to bundle high- and low-cost energy 
production and dedicate secure power to large consumers, are 
non-transparent and open the door to corruption 
opportunities. Such policies amount to continued subsidies 
to Romania\'s energy-intensive dinosaur industries, the vast 
majority of which are owned by local oligarchic interests. 
Public reaction has been largely negative, necessitating 
likely further revisions. The document is largely a product 

of the governing National Liberal Party (PNL), raising 
serious questions about its staying power should there be a 
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change in government. If Romania wishes to play a role in 
Europe\'s energy strategy formulation, as it attests, the 
current draft strategy is not the best basis from which to 
work. 

TAUBMAN 
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Column 3 
Classified By: Ambassador Rodolphe M. Vallee for reasons 1.4(b) and (d) 


1. (U) Poloff and Air Attache delivered reftel points to 
Katarina Zakova, Deputy Director of Disarmament, OSCE and 
Counter-Terrorism at MFA. Zakova said Slovakia shares U.S. 
views on the points of Russian concern - except for point 
three (impact of U.S. deployments in Romania and Bulgaria) 
which Slovakia regards as a bilateral issue for the U.S. and 
Romania, and the U.S. and Bulgaria. Zakova said the most 
important thing will be for all of the NATO Allies to speak 

with one voice. She hoped that the U.S. will be prepared to 
discuss its positions in more detail at the High Level Task 
Force (HLTF) meeting on June 7 in Brussels. 


2. (C) Zakova said Slovakia will argue that Russia\'s fifth 

point of concern (failure of Visegrad-4 countries to comply 

with Istanbul commitments to adjust their territorial 

ceilings) is a non-issue since Slovakia is \"very far under 

the relevant treaty numbers\", is not rQuired by the treaty 

to announce any move from one group to another, and does not 
host foreign military forces. 


3. (SBU) Slovakia will send a six-person delegation to the 
Conference, led by Karol Mistrik, Director of Disarmament, 

OSCE and Counter-Terrorism. Zakova seemed surprised the U.S. 
delegation would be led by an Assistant Secretary and said 
Slovakia may consider sending a higher-Qnking delegation 
leader. 


VALLEE 
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REF: A. SOFIA 582 
B. SOFIA 643 


Classified By: DCM Alex Karagiannis, reasons 1.4 (b) & (d) 


1. (C) SUMMARY: In a decisive move aimed at curbing 
corruption and re-asserting his authority, Bulgarian Prime 
Minister Sergei Stanishev accepted June 2 the resignation of 
Economy and Energy Minister Roumen Ovcharov, whom he had 
previously sent on a forced leave due to his involvement in a 
high-profile corruption scandal (reftel). A day later, 

Stanishev took aim at his conservative opponents within the 
Socialist Party (BSP) and, in an unprecedented move, 
dismissed the entire BSP leadership while calling an 
extraordinary party congress for June 16. The PM also 
announced plans for structural changes in the government that 
would clip the wings of his powerful Interior Minister by 
bringing the domestic intelligence service (NSS) under the 
PM,s authority as part of a new National Security Agency. A 
second change would remove the lucrative forestry portfolio 

-- a major source of graft -- from the Ministry of 

Agriculture, which is controlled by Stanishev,s coalition 
partner, the predominantly-Turkish Movement for Rights and 
Freedoms. END SUMMARY 


STRONGMAN OVCHAROV LEAVES GOVERNMENT 


2. (C) One of the most influential figures in the government 
and the BSP, Ovcharov was forced to resign after becoming the 
center of a high-profile corruption scandal that rocked 
Bulgaria\'s establishment and contributed to the Socialists\' 
poor showing in the May 20 elections for European Parliament. 
\"This is how it is done in the European Union countries when 
there is suspicion and lack of trust,\" Stanishev told a news 
conference June 2. (Although critics had accused the Prime 
Minister of appearing weak and acting indecisively by putting 
Ovcharov on an initial leave of absence, a more generous 
interpretation is that Stanishev had been laying the 
groundwork for a more concerted change.) 


3. (C) Prosecutors are investigating Ovcharov for alleged 
obstruction of justice with regard to an ongoing corruption 
case concerning the Sofia heating utility firm. Stanishev 

also released Justice Minister Georgi Petkanov, a member of 
the third party in government, who tendered his resignation 
last week citing fatigue and poor health. (Petkanov appeared 
to be missing in action at this and his previous Interior 
ministry post. Widely reputed to be an alcoholic, he will 

not be missed in government.) 


Column 3 

4. (C) Stanishev did not stop with moving the two ministers 
out. In line with government\'s stated priority of 
strengthening the rule of law, Stanishev said he would submit 
legislation creating a new National Security Agency charged 
with fighting corruption and organized crime. The new body 
will consolidate existing structures currently operating 

under the Ministry of Interior, Defense Ministry and Finance 
Ministry. The PM did not reveal details, but the new agency 
is likely to include the domestic intelligence service and 
military counter-intelligence (a mix that may be an odd 
match), as well as the Financial Intelligence Agency that 
tackles money laundering and terrorist finance. The key 
issue here is control of the domestic intelligence service, 
now under another influential figure in the BSP, Minister of 
Interior Roumen Petkov (Ovcharov\'s principal rival). At 

first glance, the new agency would clip Interior\'s (and 
Petkov\'s) wings. It would also boost the PM\'s stature as he 
would oversee the new agency, creating at least a perception 
of symmetry since the external intelligence services report 
directly to the President. 


5. (C) The PM also proposed creation of a new Forests Agency. 
The move would sheer off a significant and lucrative piece 

of the current Ministry of Agriculture and Forests, the 
stronghold of the ethnic-Turkish Movement for Rights and 
Freedoms (MRF), a junior partner in the coalition. 

Stanishev\'s moves come just weeks ahead of the June 27 
European Commission report on Bulgaria\'s progress in the 
fight against corruption and reform of the judicial system. 

In short, Stanishev is cutting different operators down in 

size and influence. 


STANISHEV TO OVERHAUL PARTY LEADERSHIP 


6. (C) If that were not enough, in an unprecedented move that 
came as a Surprise to both BSP officials and the public, 
Stanishev asked for the resignations of all 20 members of the 
BSP Executive Bureau. He called a party congress for June 16 
to discuss the future policies of the party, currently 


SOFIA 00000678 002 OF 002 


divided by infighting among rival lobbies. Stanishev said 

the congress was needed to consolidate the party in the wake 
of its poor showing in the May 20 MEP elections and ahead of 
the more decisive local elections in the fall. \"We have to 
decide whether we gather under the BSP flag and work for the 
party\'s principles, or act as a holding company comprised of 
various lobbies,\" Stanishev told a dramatic party meeting 
June 3. Stanishev will also seek wider party backing for the 
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policies of the ideologically disparate three-party 

coalition, which have been unpopular with the Left wing of 
his party. Party insiders told us Stanishev will also use 

the congress to make some changes in the party\'s Supreme 
Council, a 183-member parliament-like body that will elect 
the new party leadership proposed by Stanishev after the 
congress. 


7. (C) COMMENT: Stanishev\'s move to dismiss the entire party 
leadership and call a party congress is a declaration of war 

by the young PM on the hard-liners who have sought to 
undermine him ever since he was elected party leader in 2001. 
One of Stanishev\'s confidants told us the congress will make 
or break the BSP leader -- he will either follow in the 

footsteps of former BSP PM Zhan Videnov, another young 
Socialist leader who was ousted by his own party comrades, or 
will finally assert his authority, putting an end to the 
widespread perception that more powerful figures can override 
him. Stanishev has moved more cautiously regarding changes 
in the government in order to maintain the stability of the 
three-party coalition. If he consolidates his position in 

the BSP, he will be in a much stronger position to take on 

his coalition partners, whose electoral support seems to have 
peaked (in the case of the MRF at around 15 percent) or is 
slumping (in the case of the center right NMSS) but whose 
continued support is essential if the coalition is to avoid 
premature elections. END COMMENT 

Beyrle 
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E.O. 12958: N/A 

TAGS: ELAB, ETRD, KTEX, PGOV, PINR, ECON, MX, CH 

SUBJECT: MEXICAN TEXTILE INDUSTRY LOSING JOBS TO CONTRABAND 
AND FOREIGN COMPETITION 


REF: (A) MEXICO 1678 (B) MEXICO 616 


1. SUMMARY: According to representatives ofthe Mexican 
Textile and Clothing Industries, as well as leaders of 

various Textile Workers Unions, their segment of tne economy 
has lost some 318,000 jobs since 2000, with another 500,000 
jobs currently at risk. Both the industry and the unions 
attribute this job loss to contraband products illegally 

entering Mexico and to what they describe as &unfair8 

foreign (read Chinese) competition. The textile industry and 
unions recognize that much of the contraband problem 
originates in Mexico, but they also claim the problem is 
compounded by textile goods that, after arriving in the U.S. 
from Asia, are relabeled as &made in America8 in order to 
receive preferential treatment under the terms of NAFTA 
instead of paying the proper import duties. Another element 
of the contraband problem was recently highlighted by 
Mexico,s President Calderon, who characterized the growth of 
contraband textile products as a further example of organized 
crime,s diversification into yet another area of Mexico,s 
economy. The Mexican textile industry and unions believe 
that USG support in stopping or reducing contraband products 
coming from the US would help save thousands of jobs. They 
are therefore asking for our help to address the problem and 
to spur greater action from the appropriate Mexican 
government agencies. END SUMMARY. 


TEXTILE INDUSTRY COMING APART AT THE SEAMS 


2. According to the president of Mexico,s National Chamber 
for the Textile Industry (CANAINTEX) and the head of one of 
the country,s larger textile workers unions, the country,s 
textile and clothing industries have been hemorrhaging jobs 
since 2000. Between the years 2000-2006 (or put differently, 
during the entire administration of Mexico,s former 
President, Vicente Fox) the country,s textile industry lost 
60,000 jobs while its clothing industry lost approximately 
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258,000 jobs. Not coincidentally, China acceded to the World 
Trade Organization (WTO) in 2001, and the global system of 
textile and apparel quotas was finally abolished at the end 

of 2004, events which contributed to a boom in China,s 

global textile and apparel exports. These 318,000 jobs were 
all registered with the Mexican Social Security Institute, 

which means these workers and their families were entitled to 
health care coverage and the workers themselves accrued 
pension benefits. In other words, these workers had stable, 
working class jobs that put them among the ranks of the solid 
Mexican middle class. There are currently some 500,000 jobs 
remaining in the textile and clothing industries but 
CANAINTEX and the unions believe all of them are at risk. 


3. The leaders of Mexico,s textile and clothing industries 
are not always in accord with the country,s various textile 
workers unions, but all three actors are in complete 
agreement over what they believe to be the reasons for this 
massive loss of market share and jobs. As the industry and 
the unions see it, the primary source of their problem is 
unfair foreign competition, principally from China. However, 
the unions and industry also see the problem of contraband, 
entering Mexico either directly or via the United States, as 

a secondary but equally frustrating element of their 
predicament 


&UNFAIR8 CHINESE COMPETITION 


4. Mexico,s textile and clothing industries, as well as its 
textile workers unions, see what they describe as unfair 
competition from China as the main element of all their woes. 
In recent months the textile and clothing businesses have 
used various public fora to invite senior GOM officials and 
the media to highlight the gravity of their situation. 

According to the president of CANAINTEX, Mexico,s textile 
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industry is not afraid of competition and, in fact, from 
2001-2006 it invested some USD 3 billion industry-wide in 
machinery and plant improvements to improve its ability to 
compete. However, as the CANAINTEX president states, these 
efforts have been undercut by &unfair Chinese competition8 

in two different ways. 


5. His first point is to stress that China is not a market 
economy and Mexican industries are therefore unable to 
compete on an equal basis. According to CANAINTEX, China: 
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provides its industries with numerous subsidies that are 
specifically prohibited by tne WTO (Note: Mexico has joined 
as a third party a U.S. case against Chinese subsidies); 
allows its numerous state-owned textile businesses to operate 
at a loss (something Mexican firms cannot do); and does not 
respect basic worker rights. 


6. This last point on worker rights was firmly stressed 

recently by senior members of CANAINTEX staff in a meeting of 
Embassy Mexico Econ Section officers. According to the 
CANAINTEX staffers, one of the most galling aspects of 
competing with China was the unfair advantage it has over 
Mexico by not respecting worker rights (or environmental 
standards). Mexico, the staffers said, has been obliged 

under NAFTA to comply with a high level of worker rights (and 
environment standards) that prevents its industries from 
reducing costs below a certain minimum level. Since these 
worker rights (and environmental standards) do not apply in 
China, that country will always be able to produce goods at a 
lower cost than Mexico. They also complained that China 
openly tolerates contraband and piracy (see paras 8-12). 
(Comment: Post,s Labor Counselor came away from the meeting 
with the CANAINTEX staffers with the impression that they 

felt the US should accept some portion of responsibility for 

the fact that Mexico now has to respect worker rights and 
comply with environmental standards.) 


7. Mexico has not been complacent about the surge of Asian 
imports. The GOM currently has in place a large number of 
anti-dumping duties against Chinese exports of textile and 
clothing. Under the terms of the bilateral agreement that 
Mexico hammered out with China in exchange for approving 
China,s accession to the WTO in 2001, China cannot challenge 
these duties before the WTO,s dispute resolution body until 
December of this year, even though most observers agree that 
the great majority of these cases are not consistent with WTO 
anti-dumping rules. In December, however, Mexico will either 
have to drop these duties or be prepared to face anticipated 
Chinese challenges (REF B). Mexican President Felipe 
Calderon has urged affected industries to provide the GOM 
with the necessary data to back up the current anti-dumping 
measures against Chinese imports or to justify new ones (REF 
A), but industry representatives say they will simply not be 

able to provide that kind of data between now and year,s 

end. How the GOM intends to handle this tricky balancing act 
between protecting an important domestic industry and 
complying with its international trade obligations remains to 

be seen, and will be reported septel. 


CONTRABAND: A GOM CUSTOMS AND LAW ENFORCEMENT PROBLEM 


Column 3 


8. According to CANAINTEX, the second form of unfair 
competition ) contraband imports ) completely circumvents 

the anti-dumping duties in effect against Chinese textile and 
apparel. During a frank discussion with post,s Labor 
Counselor, the president of CANAINTEX and the leader of one 
of the larger textile workers unions admitted that a large 

part of the contraband problem lies with the GOM,s Customs 
service and its failure to prevent the entry into Mexico of 
unauthorized textile goods. The CANAINTEX president and 
labor leader stated that they have repeatedly detailed the 
extent of the problem to the appropriate GOM officials, but 

the results have been far less than they had hope or been 
promised. (Note: Mexican Customs have seized large volumes 
of contraband Chinese imports, but such seizures probably 
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represent just the tip of the iceberg.) 


9. Another frustrating factor for them was the reluctance of 
Mexico,s elected politicians to control the country,s 

informal economy. The industry and union representatives 
stated that almost all of the contraband textile products 
entering Mexico end up on the informal economy. Mexico,s 
informal economy is estimated by the OECD to account for some 
43 percent of the country,s total workforce. Other studies 

peg the figure at 25 percent. Whatever the real figure, the 
informal sector provides a huge number of jobs for people who 
would otherwise be totally unemployed. Mexican politicians, 
the union and industry representatives stated, are afraid to 

do anything (like cracking down on contraband) that might 
endanger the jobs of persons who would otherwise be totally 
unemployed. Little thought is given to the long term 
consequences of having such a large portion of Mexico,s 
working population without health coverage or without the 
prospect of retirement benefits. (Comment: Contrary to these 
assertions, President Calderon has publicly committed his 
administration to combating the illegal economy.) 


10. On separate occasions union and industry 
representatives, and even Mexican President Felipe Calderon, 
have all touched on the law enforcement aspects of the 
contraband problem. The union and industry representative 
viewed this facet of the problem in terms of illegal goods 
entering the country to compete against legitimate domestic 
products, lost customs revenues, and a shockingly large 
number of questionable factories that receive contraband 
textile goods destined to supply Mexico,s informal economy. 
President Calderon recently stated at a Clothing industry 
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event he viewed the growing problem of contraband as proof 
that the country,s organized crimes groups were diversifying 
into other parts of the Mexican economy. 


CONTRABAND: A NAFTA PROBLEM 


11. While a large part of the contraband problem for 
Mexico,s textile industry and unions originates within the 
country,s borders, the representatives with whom post,s 
Labor Counselor interacts claim that there is also a 
significant US aspect to the dilemma. According to these 
interlocutors, unscrupulous individuals working on both sides 
of the border (not necessarily Chinese) legally import Asian 
textile products into Long Beach for transit to border cities 
like Laredo. Since the goods are bound for Mexico and will 
not enter the US market, they pay no US duties. Before they 
cross the border to Mexico, however, their labels of origin 
are changed to read &Made in USA8. These relabeled goods 
are then illegally exported to Mexico, where they receive 

little if any customs scrutiny and are falsely accorded 
duty-free NAFTA treatment. 


12. Post,s contacts are firmly convinced that the 

re-labeling of Asian made textile products is causing 
significant damage to their own ability to maintain jobs and 

an economically viable textile industry. CANAINTEX believes 
it can help identify and locate some of the actors/factories 

in the US that are re-labeling textile good that will 

ultimately enter Mexico as contraband. The CANAINTEX 
staffers who met with post,s Econ Section officers commented 
that many of the textile workers who have lost their jobs in 
Mexico have migrated to the US to work in what is left of the 
American textile industry. They implied it would not be 
unreasonable to assume that these displaced workers might 
even be doing some of the physical re-labeling of Asian made 
textile products. 


TEXTILE INDUSTRY AND UNIONS SEEK MORE GOM AND USG ASSISTANCE 


13. Post,s textile industry and union contacts have been 
working with GOM Customs officials on the problem of 
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contraband goods and with the Secretariat of the Economy for 


a coordinated GOM response to what they see as unfair Chinese 
competition. Despite the aforementioned seizures and high 
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anti-dumping tariffs, they remain disappointed by the GOM 
response. Some are now pinning their hopes on the 
possibility of the new trade remedy cases that President 
Calderon said he is willing to pursue, but the GOM has made 
it clear that it intends to utilize only WTO-consistent 
measures, which means that Mexican industry will have to 
provide substantial evidence to back up its claims. If the 
current anti-dumping tariffs are eliminated or shrink 
significantly, and no new ones follow in their footsteps, 

this would have the positive effect of reducing the incentive 
for importing contraband textiles and apparel, though 
predictably this prospect does not appeal to either the 
domestic industry or unions. 


14. CANAINTEX and the textile unions seem to accept that 
they must rely on the GOM to deal with both contraband and 
unfair competition. However, they believe the USG may also 
be able to help them with the former problem. The textile 
industry and unions believe that addressing the problem of 
contraband/re-labeled products entering Mexico from the 
United States would bring multiple benefits. First, it would 
help safeguard some of the 500,000 jobs they believe are now 
at risk. Next, it would show that effective government 

action is possible in this matter. Finally, although more 
implied than stated, CANAINTEX and the unions hope that 
effective action from the USG could spur a more active 
response from the GOM. 


COMMENT 


15. The complaints about Chinese competition from Mexico,s 
textile and apparel industries and workers are probably being 
echoed by domestic industries and workers in almost every 
corner of the globalized world economy. None of our 
interlocutors discussed inefficiencies in the Mexican 

industry or acknowledged any of the comparative advantages 
enjoyed by their Chinese competitors. Clearly, they would 
prefer government protectionist measures to cutting their own 
costs (or wages); let alone developing new higher value-added 
markets. This is not to say that all the charges of unfair 
Chinese trade practices are invalid, and insofar as the 
Mexican government believes it has credible grounds to sue 
China in the WTO, we believe it willdo so. Mexico, in fact 
has already demonstrated joined two US-initiated cases 
against China this year over Chinese industrial subsidies and 
failure to protect intellectual property rights. 


16. With regard to the problem of re-labeled contraband 
textile goods entering Mexico from the United States, we 
believe it would be in both countries, best interests to 
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tackle this phenomenon to the extent feasible given available 
enforcement resources. At the same time the scope of this 
problem could shrink significantly if/when Mexico removes 
some or all of its anti-dumping duties on Chinese textiles 
and apparel. Post has already been in touch (via e-mail) 
with the appropriate office in DHS and the Department of 
Labor on this matter and received an encouraging response. 
We hope that this message will help contribute to the 
dialogue began on this issue and serve as starting point for 
USG discussions on possible next steps. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity and the North American 
Partnership Blog at http://www.intelink.gov/communities/state/nap / 
BASSETT 
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E.O. 12958: N/A 
TAGS: PREL, PGOV, HR, POLITICAL PARTIES 
SUBJECT: MAIN OPPOSITION PARTY ELECTS YOUTHFUL NEW LEADER 


Sensitive But Unclassified. Please Handle Accordingly. 
Ref: Zagreb 00431 


1. (SBU) Summary and Comment. Zoran Milanovic is the new President 
ofthe Social Democratic Party of Croatia (SDP). A youthful 41 

years old, this former diplomat defeated acting party president and 
former defense minister Zeljka Antunovic in the second round of 
voting by 828 to 675 votes of delegates at the extraordinary party 
convention held on June 2. In the wake of the recent death of SDP\'s 
first and only president Ivica Racan on 29 April, Milanovic\'s 

victory signals the party\'s desire for change and for a fresh face 

as its leader. A young, educated urbanite, Milanovic brings with 

him significant knowledge on NATO and EU issues, and is favorably 
inclined towards both institutions. Following his victory, 

Milanovic reached out to his SDP colleagues and election 
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competitors, with whom he has close relations, and reconfirmed party 
unity in looking ahead to parliamentary elections later this year. 

Recent polls indicate an upswing in SDP support, and for now, 
Milanovic appears well-positioned in the party, the general public, 

and the media to capitalize on the excitement. Summary and Comment. 


2. (U) Atthe convention, Milanovic handily beat Milan Bandic, the 
powerful Mayor of Zagreb, and Tonino Picula, Mayor of Velika Gorica 
and former foreign minister, who dropped out of the race in the 

first round earlier in the day, leaving only Milanovic and the 

seasoned Antunovic in the final round. 


3. (U) Milanovic joined the SDP in 1999, much later than any of the 
other three aspirants to party presidency. Until 2003 he was with 

the Foreign Service where he rose to the position of assistant 

minister and focused on EU and NATO-related issues. However, he 
quit his job in diplomacy when his party lost elections in November 
2003 to become a member of the SDP executive board, the party\'s 
operational leadership. In preparation for parliamentary elections 
expected in November, the SDP designated Milanovic as its campaign 
coordinator for District Four that extends from the town of 

Virovitica to the City of Osijek. 


4. (U) As a new figure in Croatian politics, Milanovic immediately 
won the favor of the media and general public. There was some 
doubt, however, how he would do in an intra-party contest against 
three influential veterans. The convention on Saturday showed the 
party opted for changes, as if guessing what its late leader, Ivica 
Racan, meant in his farewell letter when he called upon the SDP \"to 
look for new strength.\" As soon as elected, Milanovic said there 
were \"no losers in the SDP\" since he counted on Antunovic, Bandic 
and Picula to be his \"closest associates.\" He reiterated his 
support for the SDP economic strategist, Ljubo Jurcic, as the 
party\'s candidate for Prime Minister. Appointment of campaign 
coordinators for electoral districts will be one of his immediate 
priorities, Milanovic said. 


5. (U) Milanovic made his first public appearance as SDP President 
the next day, at the Croatian People\'s Party (HNS) convention where 
he called the HNS \"a natural partner for the SDP.\" Later that day, 
Milanovic toned down his affection for the HNS, saying in a popular 
TV show that, as a junior partner, the HNS could not count on 

getting both the prime ministerial position and the foreign ministry 

in a future government (as HNS leaders had earlier demanded). HNS 
leaders Vesna Pusic and Radimir Cacic described Milanovic\'s election 
as SDP president as a good thing both for the SDP and Croatia as a 
whole. President Stjepan Mesic, too, viewed the election of 

Milanovic as \"a big opportunity for the SDP.\" Only the ruling HDZ 
called a press conference to say they did not care who the SDP 
president was. Its ad-hoc spokesman Gordan Jandrokovic said that 
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\"no SDP candidate has the necessary courage or ability\" to defeat 
the HDZ at parliamentary elections. The most recent polls give the 
SDP a three-to-four percent lead over the ruling HDZ. 

BRADTKE 
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E.O. 12958: DECL: 06/04/2017 

TAGS: PREL, PINR, PGOV, RS, LG 

SUBJECT: (S/NF) RUSSIAN AMBASSADOR CRITICAL OF RUSSIAN 
FOREIGN POLICY 


Classified By: Ambassador Catherine Todd Bailey. Reason: 1.4 (b and d) 


1. (S/NF) Ambassador Bailey met for 40 minutes on June 4 with 
Russian Ambassador Viktor Kaluzhny at his Embassy, joined 
only by interpreters. Kaluzhny seemed more fatigued than in 
previous meetings and admitted that he was tiring of his 
diplomatic posting. Kaluzhny, though, said several things 

that are worth noting, especially as they are critical of 

Russian policy or Russian officials: 


-- He felt that Putin was being influenced by unspecified 
\"third parties\" in taking a hard line on U.S. missile defense 
plans and other issues. He said that the President\'s 
invitation to Putin for a meeting at Kennebunkport was 
exactly the type of initiative needed to move Putin off his 
hard line and separate him for these \"third parties\" who take 
Putin in unhelpful directions. 


-- On Russian foreign policy overall, Kaluzhny admitted to 
having poor relations with Lavrov and said he thought Igor 
Ivanov had done a much better job of establishing \"a 
balanced\" foreign policy. 


-- Discussing Embassy Riga\'s upcoming energy forum and 
President Bush\'s May 31 address on climate change, Kaluzhny, 
a former Russian Minister of Fuels, said that the USG had a 
simpler process for crafting energy policy than does Russia, 
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where he said \"too many people\" are involved in policy 
formulation. 


2. (S/NF) Comment: Kaluzhny is usually very careful to stick 

to the Moscow party line, so his criticism of his own 
government is quite remarkable. We offer no analysis of what 
he said, simply that he was willing to say it. His departure 

from Riga has long been rumored, but other than his statement 
that he was tiring of the job, he did not offer any evidence 

that it was imminent. He told Ambassador Bailey that he 
keeps Moscow fully informed of their meetings, but we suspect 
he will only provide a limited readout of today\'s exchange. 
BAILEY 
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E.O. 12958: DECL: 06/04/2012 
TAGS: PREL, ETTC, ETRD, EUN, SU, LG 
SUBJECT: LATVIA STILL LOOKING AT SUDAN SANCTIONS 


REF: STATE 73693 
Classified By: Ambassador Catherine Todd Bailey. Reason: 1.4 (D) 


(C) A/DCM delivered reftel points June 1 to Signe Jansone, 
A/S level equivalent official responsible for Africa issues 

at the MFA. A/DCM stressed the need for action to make sure 
Sudan got the message. Jansone, noting US-EU differences 
over the use of the term \"genocide\", said that the EU was 
looking at this issue and it would be discussed at the next 
GAERC. She noted that Latvia had no real economic interests 
in Sudan. A/DCM agreed and underscored that this was exactly 
the kind of issue where Latvia could bring a perspective to 

the EU table of the morality of the issue, rather than 

reflecting corporate interests. Jansone made no firm 
commitment on a Latvian position, but seemed skeptical that 
Latvia could take on the bigger EU members over Darfur. 
BAILEY 
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E.O. 12958: N/A 

TAGS: PGOV, PHUM, PREL, SMIG, KWMN, KCRM, PA, MASS, MOPS 
SUBJECT: PARAGUAY POLITICAL AND ECONOMIC UPDATE MAY 26 - 
JUNE 1, 2007 


1. SUMMARY: 


-- TIP Consultant Quits Amid Threats 

-- Second Peacekeeping Force Deploys 

-- Director of Intellectual Property Leaving Post 
-- Civil Society Input for MCA 

-- Supporting Transparency in Local Leadership 
-- Support for Ethics Code Grows 

-- Court Backs Tax Compliance 


TIP CONSULTANT QUITS; THREATS TO FAMILY 
2. (SBU) Cynthia Bendlin, a TIP consultant for the 


International Organization for Migration (IOM), told PolOff 
May 30 that she received two cell phone calls, while in 
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Ciudad Del Este, from unknown persons threatening the lives 
of her, her husband and young children. Bendlin stated that 
the callers gave her detailed information about her family 

life in Asuncion which prompted her to contact the National 
Police, Prosecutor Teresa Martinez (Chief TIP Prosecutor) and 
PolOff. The callers also told her that she is no longer 
welcome in CDE for her work on TIP. On behalf of IOM, 
Bendlin travels around the country to speak with victims of 
TIP and present reports of their progress to IOM in Buenos 
Aires (the regional office). Bendlin was visibly distraught 

and disappointed over having to decide to stop working on 
TIP. An investigation is on-going. 


SECOND PEACEKEEPING FORCE DEPLOYS 


3. (U) Paraguay sent a second platoon-size contingent of 
Paraguayan peacekeepers deployed to Haiti May 29 as part of a 
Brazilian peacekeeping battalion. The contingent includes 31 
military personnel (6 officers and 25 noncommissioned 

officers). A Brazilian Air Force aircraft returned with 

Paragauy\'s first Haiti contingent which deployed December 
2006 and transported the new group on the same aircraft. 
(NOTE: Paraguay has approximately 100 military personnel 
participating in 8 UN PKO missions. END NOTE.) 


DIRECTOR OF INTELLECTUAL PROPERTY LEAVING POST 


4. (SBU) Astrid Weiler, who has been the Director of 
Intellectual Property since 2003, will soon leave her 

position and begin working for the Tax Administration as 
coordinator of formalization efforts in Ciudad del Este. 

Weiler has been a key interlocutor and the driving force 

behind the progress Paraguay has made in improving its IPR 
regime in recent years. She was the principal negotiator for 
the current MOU on IPR between the US and Paraguay and she 
instituted a registry system for blank optical media that 

helped law enforcement entities such as the INL-supported IPR 
investigative group known as UTE to uncover a number of cases 
of tax evasion against optical media importers. Weiler told 
Econoff that the move is motivated in part by a perceived 
drop-off in support for her efforts after both the Minister 

of Industry and Commerce and the Vice Minister of Industry, 
her immediate supervisor, were replaced in August 2006. 
Current Minister Ibanez and Vice Minister Ojeda are both 
considered more \"political\" than their predecessors. Vice 
Minister Ojeda has been less supportive than previous Vice 
Ministers and has put pressure on Weiler and UTE on behalf of 
CD and DVD importers. 


5. (SBU) Weiler told Econoff that the team with whom she will 
work in the Tax Administration is more serious and more 
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insulated from political pressures. The current Minister of 
Finance, Ernst Bergen, was the first Minster of Industry and 
Commerce under the current administration. The head of the 
Tax Adminisration, Andreas Neufeld, has been one of the 
administration,s strongest officials and has made 

significant improvements in the Tax Administration. Neufeld, 

a Mennonite, even agreed to take a polygraph examination as 
an example for his employees who had been asked to undergo 
the exams as part of the MCC Threshold Program which is 


supporting a tax criminal investigative unit. Neufeld 

passed. In a separate meeting with econoff on May 30, Vice 
Minister of Industry Ojeda said he wanted to leave Weiler,s 
position vacant and oversee the IPR function himself since he 
worries that a replacement for Weiler might undo the progress 
made to date. Even if he does seek a replacement, it will be 
difficult for the GOP to find a qualified individual willing 

to take on that position with a year left in the current 
administration. 


CIVIL SOCIETY INPUT FOR MCA 


6. (U) The Ambassador, USAID Director and Minister Walde 
awarded ten Paraguayan NGOs competitive sub-grants under 
Paraguay,s MCA Threshold Program directed at anti-corruption 
May 29. The NGOs, which included community, research, and 
youth organizations, universities, and the local chapter of 
Transparency International, will implement ten-month projects 
designed to complement and/or provide citizen oversight of 
GOP efforts under the Threshold program. The program is 
designed to combat impunity, enhance transparency, and 
improve accountability. The GOP,s execution of the MCA 
Threshold program is supported by a standing Citizens 
Advisory Council briefed regularly and candidly on program 
progress. 


SUPPORTING TRANSPARENCY IN LOCAL LEADERSHIP 


7. (U) The USAID Director joined Blas Lanzoni, the Mayor of 
Nemby (Paraguay,s fastest growing city) at the signing of an 
agreement for USAID-funded technical assistance and 
performance measurement system. Lanzoni, the head of the 
Liberal Party,s national mayors association, is generally 
known for a commitment to transparency and citizen service, 
and was re-elected last December for another term -- unusual 
for a municipality that had five mayors in the six years 
preceding Lanzoni,s first term. Nemby is the 40th 
municipality to be accepted for USAID local government 
assistance. 

SUPPORT FOR ETHICS CODE GROWS 
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8. (U) A wide array of key bar associations and leading civil 
society organizations signed on to an \"Integrity Pact,\" to 
increase public scrutiny of ethics in Paraguay,s opaque and 
still highly-politicized justice sector. The pact builds on 

a judiciary Ethics Code developed with USAID assistance and 
approved by Paraguay,s Supreme Court in 2006. Regional 
legal experts have cited the code as amodel and the most 
advanced in Latin America given its provision for enforcement 
bodies and mechanisms. Since its inception, Paraguay,s 
Ethics Tribunal has considered more than 30 cases and made 19 
disciplinary rulings, including reprimands of several 

standing ministers of the Supreme Court. 


COURT BACKS TAX COMPLIANCE 


9. (U) The Supreme Court approved this week the GOP,s plan 
to temporarily close businesses found not in compliance with 

tax code obligations. With assistance from the USAID-managed 
MCA Threshold program, the GOP,s Tax Service is putting in 
place an aggressive business tax compliance program. Recent 
simulated purchases and probing of business practices in 
Asuncion found more than two-thirds of \"tested\" businesses 
not issuing proper invoices. 


FITZPATRICK 
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E.O. 12958: N/A 
TAGS: EFIN, ETTC, KTFN, PTER, SP, EUN, PREL 


Column 3 
SUBJECT: TERRORISM FINANCE: SPAIN\'S RESPONSE ON MAHAMEDOU 
OULD SLAHI 


REF: SECSTATE 75096 


ECONOFF passed REFTEL points as requested to MFA\'s Deputy 
Director for Counterterrorism Miguel Enrique Garcia Herraiz. 
Garcia Herraiz indicated that MFA had no knowledge of the 
activities -- financial or otherwise -- concerning Mahamedou 

Ould Slahi. Garcia Herraiz has submitted a formal request to 

the Ministry of Economy and Treasury to receive any further 
potential information regarding this individual. Post will 

continue to follow up. 

AGUIRRE 
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E.O. 12958: DECL: 06/04/2017 
TAGS: PGOV, PREL, TU 
SUBJECT: TURKEY\'S CENTER-RIGHT: A HOUSE DIVIDED 
REF: A. 06 ANKARA 6626 
B. ISTANBUL 427 


Classified By: Political Counselor Janice G. Weiner, for Reasons 1.4 (b 
‚d) 


1. (C) SUMMARY AND COMMENT. The eagerly anticipated merger 
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of two center-right parties fizzled out over the weekend of 
June 2, running aground over mismanagement, mistrust, and 
massive egos. By bungling the merger, the two parties 
squandered the advantage they had to offer a viable 
alternative largely outside of Turkey\'s highly polarized 

political atmosphere. While all are trying to salvage 
something from the ashes, surveys present a dismal picture of 
a divided right doomed to another five years in political 

exile. END SUMMARY AND COMMENT. 


2. (C) Mehmet Agar\'s True Path Party (DYP) took the first 
step toward a merger with Erkan Mumcu\'s Motherland Party 
(ANAVATAN) at DYP\'s May 27 convention, when it adopted an 
historic name and new emblem derived from both parties\' 
symbols (ref A). Agar\'s newly minted Democrat Party (DP), 
symbolized by a map of Turkey superimposed by a white horse 
facing west, claims a heritage dating back to the original 
Democrat Party of the 1950s (ref B), which ended in ignominy 
with the 1960 coup and hanging of its leader, Prime Minister 
Adnan Menderes. A guest at the convention, Erkan Mumcu, 
described the rehabilitation of the DP moniker as the healing 
of a wound that had been bleeding for 47 years. Convention 
chairman Turan Arinc described it as a gift to the Turkish 
people, and Chairman Agar termed it the re-establishment of 
democracy cut short nearly half a century earlier. 


3. (C) DP laid the groundwork for the merger with ANAVATAN by 
authorizing its General Administrative Board to merge and 
increasing the number of board members. Prominent ANAVATAN 
members observed the proceedings. In his keynote speech, 
Agar knitted themes of Anatolian tradition and faith together 

with patriotic nationalism. He claimed that the Democrat 

Party would once again make Turkey a respected voice and not 
just an obedient tool. He described how the original DP had 
managed to rule the country in harmony, with its strong state 
tradition, desire to take part in the modern world, and 
implementation of democracy (with the supplemental factor of 
secularism). He distanced the new DP from the country\'s 
current polarized politics and claimed that when DP comes to 
power, he would put things under control \"in three months\" 

and end terrorism in a year. 


4. (U) Before ANAVATAN\'s June 2-3 convention, hints of a 
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serious problem emerged upon reports that former prime 
minister and Motherland party chairman Mesut Yilmaz sought to 
run for parliament from his stronghold Rize on the DP ticket. 

DP overtures to Yilmaz and his associates in ANAVATAN 
reportedly infuriated Mumcu, who convened a meeting of 
ANAVATAN\'s Central Decision Making and Administrative Board. 
Mumceu\'s assertion that Yilmaz is even less liked than 
terrorist Kurdistan Workers\' Party (PKK) leader Abdullah 
Ocalan sidetracked party debates about the wisdom of the 
merger. Party Disciplinary Board Chairman Orhan Sahin said 
Mumcu had violated party disciplinary rules; others 
criticized Mumcu for comparing their former leader to a 
terrorist. 


5. (U) After the board meeting, Mumcu complained to the media 
that DP had failed to set a date to make the merger official, 

and yet had asked ANAVATAN to close down. He noted that such 
a \"merger\" would be nothing but adherence to the DP. He 

aired his bitterness about Yilmaz and claimed, \"This is 

against the spirit of our agreement: namely, that DP should 

have a new composition.\" He noted that if ANAVATAN could not 
reach agreement with DP, \"both sides will wish each other 

good luck.\" 


ANKARA 00001381 002 OF 002 


6. (C) DP officials subsequently met with and assured 
ANAVATAN that any problems could be solved and claimed that, 
due to the election calendar, the convention and 

representation on the General Administrative Board (DPYs body 
authorized to make decisions about candidate lists) could be 
resolved after the elections. They also expressed unease 

about Mumcu communicating through the media. ANAVATAN asked 
for stronger assurances on the organizational questions and 
objected to DP\'s inclusion of Yilmaz and his cohort. Mumcu 
and Agar spoke with their own officials, but Agar was 

reportedly too angry to meet directly with Mumcu. 


7. (U) At the convention, a defensive Mumcu explained the 
reasons behind the crisis and said that \"no one should try to 
present Erkan Mumcu as the scapegoat.\" He reminded that 
without establishing the legal framework, DP urged ANAVATAN 
to close down and join them. 


8. (C) The center-right merger\'s collapse has prompted 
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numerous high-level resignations from ANAVATANVs old guard. 
ANAVATAN\'s Malatya provincial organization resigned as a 
whole in protest of Mumcu\'s remarks about Yilmaz. Edip 
Safter Gaydali, who has worked for unity on the right for 

years, told us he is furious and that \"nothing will happen 

now on the right.\" He blamed both sides for political 
mismanagement and said the basic issue was \"lack of 
confidence.\" Voters will not forgive the political 

leadership for their failure to unite, he predicted, adding, 

\"the center-right will not exist after the elections.\" 

Indeed, a poll widely published June 4 showed DP (combined 
with ANAVATAN) scraping by with just 10.1 percent; other 

polls are less optimistic. Instead, disgruntled voters may 

turn to the nominally center-left Republican People\'s Party 
(CHP) -- Gaydali\'s new political home since resigning from 
ANAVATAN on June 1. Meanwhile, DP\'s Mehmet Agar is 
consulting with populist Genc Party Chairman Cem Uzan. 
ANAVATAN is rumored to be considering joining forces with the 
Islamic right (either Felicity Party (SP) or Grand Unity 

Party (BBP)). Mesut Yilmaz resigned from ANAVATAN on Monday 
and may, in the end, run independently. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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REF: A. STATE 75293 
B. USOSCE 232 
C. BUCHAREST 628 


Classified By: POL Counsellor Ted Tanoue for reasons 1.4 (b) and (d) 


1. (C) Polmiloff discussed contents of ref a on June 1 with 
HLTF Rep and Director for Non-Proliferation, Arms Control, 
and Combating Terrorism, Mihaela Vasiu and with CFE action 
officer Dana Marca, and followed up on June 4 after they had 
an opportunity to consult with GOR inter-agency contacts. 
The view in the MFA is that the Russians intend to withdraw 
completely from CFE, or else Moscow would not have gone to 
the trouble of requesting an extraordinary conference to 
exchange well-known arguments and positions. Since the MFA 
knows that the Russian case is unfounded, it concluded that 
Russia wants to achieve some other objectives, like breaking 
the consensus on NATO,s common position on the Istanbul 
Commitments. 


2.(C) Our MFA interlocutors stressed that the CFE Treaty is 
the cornerstone for European security, especially for the 

former Warsaw Pact states. Russian complaints over the NATO 
Baltic state,s absence from the Treaty are not compelling, 

nor are they incidental to Russia,s reaction to the 

interface between NATO and CFE. On the other hand, because 
the Baltic countries are contiguous to Russia, Moscow 

actually has more options in dealing with them than in the 
greater Black Sea-Caucasus region. While the absence of the 
Baltic States from the CFE Treaty is more of an addendum, 
Russia appears to be reacting more assertively to the 

evolving U.S. presence in the former Warsaw Pact members 
within NATO, whether that includes Missile Defense (in Poland 
and Czech Republic) or JTF-East (in Romania and Bulgaria). 
The details are less important than the political context of 

how the relationship between the US and Russia has changed 
(Kosovo, Black Sea bases, ABM Treaty, frozen conflicts, etc.). 


3. (C) Our interlocutors also noted that continued adherence 

to the CFE Treaty impacts Russia,s military presence (and 

thus its leverage and interests) in Moldova and Georgia for 
example, and complicates Russia,s ability to pressure those 
states (possibly with an eye towards Ukraine) for greater 

political concessions, including on their aspirations for 

NATO membership. Moscow views the current Treaty as having 
apparently handcuffed Russian options in the southern flank 

to such an extent that Russia has calculated that no CFE 

treaty is preferable to fulfillment of the Istanbul 

commitments. Otherwise, the call for an extraordinary 
conference makes no sense, because Russia cannot expect now 
to get out of NATO any more concessions on implementing the 
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adapted CFE Treaty than it could have earlier. 


4. (C) Comment: Our MFA interlocutors concluded that the move 
to hold a CFE extraordinary conference can be viewed either 

as an attempt to break the NATO common position on Istanbul 
and/or clear a path for Russia to use intimidation and scare 
tactics to stop eastern expansion by NATO. In either case, 
Romania is concerned that the results of the extraordinary 
conference will benefit Russia,s interests over NATO\'s. 

They have argued that changing the calculus for the 
Extraordinary Conference is essential if Allies do not want 

to appear either weak or non-committed to the Common Position 
and the Istanbul Commitments, and that there can be no 
suggestion that NATO might bargain away Moldova or Georgia in 
exchange for continued Russian adherence to the CFE Treaty. 
Finally, while they acknowledge that Allies might discuss the 
possibility of holding a separate discussion with Russia to 
address the range of their security issues with NATO, this 

should not occur in the CFE framework. Their bottom line 
position is that CFE itself must remain sacrosanct. End 
Comment. 

TAUBMAN 
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DEPARTMENT FOR WHA/CEN AND WHA/AND 

E.O. 12958: DECL: 06/01/2017 
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SUBJECT: COSTA RICA: DEMARCHE ON IRAN-VENEZUELA RELATIONSHIP 


REF: A. STATE 61378 
B. SAN JOSE 406 


Classified By: ADCM Laurie Weitzenkorn per 1.4 (d). 


1. (C) On May 31st, PolCoun and PolOff met with Alejandro 
Solano, sub-director of the Foreign Policy Section of the 
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Ministry of Foreign Affairs (MFA) to discuss the growing 
Iranian-Venezuelan relationship (Ref a). Solano was receptive 
and expressed concerns, particularly in the area of the loose 
travel documents practice of Venezuela. Solano indicated 
that he would bring these concerns to the Ministry of Public 
Security and to the head of the Immigration Department. He 
further indicated that the GOCR would raise any issued that 
could impact Costa Rica in the proper forum, if needed. 
(COMMENT: We will raise the travel documents issue in a 
meeting with the Director of Immigration next week.) Solano 
also noted (as we have heard from GOCR officials in the past) 
that Costa Rica has virtually no ties -private or official- 

with lran. 


2. (C) Solano added that Venezuelan actions continued to 
concern the GOCR. On the RCTV closure, for example, the MFA 
had prepared points and a paper for President Oscar Arias, 

who pre-empted the staff work by issuing his own statement on 
May 30. Arias\'s statement expressed hope that Costa Rica 
could maintain good relations with Venezuela, but stressed 

that \"any time a media outlet is closed, it is a mortal wound 

for democracy.\" The President also cited the importance of 
\"plurality, freedom of expression and many media outlets\" as 
\"essential characteristics\" of a democracy. Based on the 
regional furor caused by Chavez\'s action against RCTV, Solano 
predicted that the issue would dominate debate at the Panama 
OASGA. Recalling Chavez\'s (as-yet unfulfilled) threat in 
February to close the ALUNASA aluminum plant in Esparza (ref 
b), Solano cautioned Costa Rica did not want to provoke 
Venezuelan backlash, specially with the CAFTA referendum 
scheduled for September. 


3. (C) COMMENT: The Arias administration continues to walk a 
fine line vis-a-vis Venezuela. The GOCR does not want to 

draw fire from Caracas (which might include additional 

support for the anti-CAFTA forces here), but Arias himself, 

to his credit in this instance, cannot remain silent in the 

face of what he sees (rightly) as an egregious attack on 

democracy. We expect the GOCR\'s behavior regarding Venezuela 
will continue to wobble between caution and criticism until 

after the referendum. 

LANGDALE 
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DAKAR PLS PASS ODC, DAO, AND RAO 


E.O. 12958: DECL: 06/04/2017 

TAGS: PINR, PGOV, PREL, SG, GA 

SUBJECT: THE GAMBIA: INFLUENCE OF SENEGALESE ENERGY 
MINISTER 


REF: A. BANJUL 283 AND PREVIOUS 
B. DAKAR 1144 (ALL NOTAL) 


Classified By: AMBASSADOR JOSEPH STAFFORD, REASON 1.4 (BAND D) 


GOS ENERGY MINISTER\'S INFLUENCE ON GAMBIAN POLICY 


2. (C) In a recent conversation with Ambassador, a long-time 
Embassy contact with high-level GOTG contacts raised the 
Senegalese/Gambian relationship, asserting that Senegalese 
Energy Minister Samuel Sarr was a notably influential figure 

in GOS policy toward The Gambia. Our source claimed to know 
Sarr well and said the latter\'s mother was Gambian. He 
recounted that, following the 1994 coup that brought 

President Yayha Jammeh to power, Sarr, then resident in Paris 
and running a consulting firm, assisted the military regime 

in obtaining economic assistance from the GOF. According to 
our source, Sarr was instrumental in the Gambians securing 
French assistance in upgrading The Gambia\'s water and 
electrical systems and in establishing a national television 
service. However, our source stated, Sarr and President 
Jammeh ended up falling out after problems arose in the 
French-supported utilities sector here, so that Sarr at 

present \"cannot be considered a friend of Jammeh\" in the GOS. 
As an example of what our source termed Sarr\'s unhelpfulness 
toward the GOTG, he asserted that Sarr had successfully 
lobbied Kuwaiti business magnate Mohamed Al-Kharafi to limit 
his investment projects in The Gambia and give priority to 
Senegal instead. 


COMMENT 


3.(C) We defer to Embassy Dakar regarding Sarr\'s role and 
influence in GOS policymaking, regarding The Gambia or 
otherwise. Nonetheless, we found our source\'s remarks 
noteworthy amidst the heightened Senegalese/Gambian tensions 
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at present (refs a and b). Our source portrayed Sarr as among 
GOS officials less inclined to be tolerant over Jammeh\'s 
provocative behavior in past months, e.g., on the Casamance 
dossier (ref a). As for our source\'s claim of Sarr luring 
Al-Kharafi to Senegal and away from The Gambia, our sense is 
that while Al-Kharafi has reduced somewhat his profile here 
over the past year or so, he nonetheless remains a key player 
inthe Gambian business community, as underscored by the 
recent inauguration near Banjul of an Al-Kharafi-owned 
Sheraton hotel built by his local construction firm. END 
COMMENT. 

STAFFORD 
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E.O. 12958: N/A 
TAGS: ELAB, EUN 
SUBJECT: EU-27 AND EURO ZONE UNEMPLOYMENT DOWN TO 7.1 PERCENT 


1. SUMMARY. The aggregate unemployment rate for both the EU-27 and 
the euro zone (the thirteen EU countries participating in the euro) 

were down to 7.1 percent in April 2007, according to data published 

by the EU Commission\'s Statistical Office (EUROSTAT) on June 1. END 
SUMMARY. 


2. With seasonal adjustment and compensation for differences in 
national statistical methods, the EU-27 unemployment rate stood at 
7.1 percent in April 2007, down from 7.2 percent in March 2007 
(revised downward from initial 7.3 percent estimate) and down from 
8.0 percent in April 2006. The unemployment rate for the euro zone 
also stood at 7.1 percent in April 2007, again down from 7.2 percent 
in March and from 8.0 percent in April 2006. 
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3. The lowest rates compiled from the EU-27 for April 2007 were 
recorded in the Netherlands (3.3 percent), Denmark (3.4 percent in 
March) and Ireland (4.0 percent). The highest rates were recorded 
in Poland (11.2 percent) and Slovakia (10.5 percent), though the 
unemployment rate in both countries continues its steady decline. 


4. EUROSTAT noted that twenty-two countries among the EU-27 
recorded a decrease in their unemployment rate over a year, four an 
increase and one recorded no change. The most significant decreases 
(April-to-April comparison) occurred in Estonia (from 6.3 percent to 

4.7 percent), Slovenia (from 6.4 percent to 4.8 percent), and 

Slovakia (from 13.8 percent to 10.5 percent). The highest relative 
increases were recorded in Hungary (from 7.3 percent to 8.2 percent) 
and Portugal (from 7.6 percent to 8.0 percent). 


5. Based on EUROSTAT estimates, male unemployment reached 6.3 
percent in April 2007 for the EU-27 and 5.9 percent for the euro 

zone, down by 1.0 percentage point in both areas when compared to 
April 2006. The female rate over the same period decreased to 8.2 
percent (minus 0.7 percentage point) for the EU-27 and to 8.6 

percent (minus 0.7 percentage point) for the euro zone. 


6. Unemployment rates among young people under 25 (April 2007 
estimates, unless otherwise noted) ranged from 5.9 percent in the 
Netherlands, 6.6 percent in Denmark (March 2007) and 7.6 percent in 
Ireland to 25.5 percent in Greece (fourth quarter of 2006), 23.0 
percent in Poland, and 22.0 percent in Slovakia. The rate for this 

age group in April 2007 was estimated at 16.1 percent for the EU-27 
and 15.7 percent for the euro zone, compared to 17.6 percent (minus 
1.5 percentage point) and 16.7 percent (minus 1.0 percentage point) 
respectively in April 2006. 


7. EUROSTAT estimated that 16.7 million were unemployed in the 
EU-27 in April 2007 (10.6 million in the euro zone). Following is 
the breakdown of unemployment rates in ascending order for the 
individual EU member states: 


(Seasonally-adjusted) 
(April 2007 unless otherwise indicated) 


Netherlands 3.3 

Denmark 3.4 (March 2007) 
Ireland 4.0 

Cyprus 4.4 

Austria 4.5 

Estonia 4.7 

Slovenia 4.8 

Luxembourg 4.9 

Lithuania 5.4 

UK 5.4 (February 2007) 
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Latvia 5.8 

Czech Republic 6.1 

Sweden 6.2 (provisional) 
Malta 6.4 

Italy 6.5 (fourth quarter 2006) 
Finland 6.6 

Germany 6.7 (provisional) 
Romania 7.2 

Bulgaria 7.5 

Belgium 7.6 

Portugal 8.0 

Spain 8.2 

Hungary 8.2 

Greece 8.6 (fourth quarter 2006) 
France 8.6 (see note below) 
Slovakia 10.5 

Poland 11.2 


Euro zone 7.1 
EU-27 7.1 


Note: Estimates for France are based on results of the Labor Force 
Survey that are provisional and may be subject to revision later 
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this year. 


8. The monthly rates and numbers of unemployed are estimated and 
based on data from the EU labor force survey. The estimated rates 
may differ from national unemployment rates due to differences in 
methods and definitions of unemployment. Unemployed people 
according to ILO criteria are those aged 15 and over who: 


-- Are without work; 
-- Are available to start work within the next two weeks; and 


-- Have actively sought employment at some time during the previous 
four weeks. 
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SIPDIS 
SIPDIS 
NEA FOR ABRAMS/SINGH/MARCHESE/HARDING 


E.O. 12958: DECL: 06/01/2027 

TAGS: PREL, KDEM, PGOV, LE, SY 

SUBJECT: HADDAD, AZOUR CONVINCED SYRIA WANTS RIAD SALAMEH 
AS LEBANONVS NEXT PRESIDENT 


REF: BEIRUT 789 
Classified By: Jeffrey Feltman, Ambassador, per 1.4 (b) and (d). 


SUMMARY 


1. (S) After shooing out their staff members and Embassy 
notetaker after a lengthy meeting on economic and financial 
matters (reftel), Minister of Finance Jihad Azour and 

Minister of Economy and Trade Sami Haddad told the Ambassador 
on 6/1 that they were deeply concerned about the \"charm 
offensive\" that Central Bank Governor Riad Salameh has 
initiated with the United States, France, and others. 

Salameh, they argued, is the banker version of Emile Lahoud, 
Lebanon\'s unabashedly pro-Syrian president, and has emerged 
as the favorite candidate of Syria and Hizballah to replace 
Lahoud in autumn elections. Like Lahoud\'s previous 
reputation as having saved the Lebanese army, Salameh is 
credited with saving Lebanon\'s financial sector. But, in 

fact, there are so many skeletons in Salameh\'s closet that 
Syria will easily control him. Syria\'s aim, Azour and Haddad 
argued, is to take Lebanon to a crossroads, by which chaos is 
ahead in one direction and a Riad Salameh presidency in the 
other. Speaking separately, Mohamad Chatah, senior advisor 
to PM Siniora, said that he, too, found Salameh 

untrustworthy. If Siniora would veto just one presidential 
candidate, Chatah said, it would be Salameh, for his role in 

a 2004 debt swap that allied him with Lahoud and in 
opposition to his long-term mentor Rafiq Hariri. But Chatah, 
while opposed to Salameh\'s presidential bid, did not believe 
that a Salameh presidency would be as disastrous as that 
described by Azour and Haddad. Chatah counted on Maronite 
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Patriarch Sfeir\'s known distaste for Salameh as reducing his 
chances to ascend to Baabda Palace. End summary. 


SALAMEH PROJECTS BLANDNESS 
TO AVOID VETO ON CANDIDACY 


2. (S) On 6/1, after the conclusion of a broader discussion 
(reftel), Minister of Finance Jihad Azour and Minister of 

Economy and Trade Sami Haddad met the Ambassador to talk 
politics for an additional 45 minutes. Interrupting and 

finishing each other\'s sentences as if they were an old 

married couple, the two economic ministers (who within the 
cabinet are the closest in spirit and relations to PM Fouad 
Siniora) wanted to sound the alarm about Central Bank of 
Lebanon (CBL) Governor Riad Salameh\'s presidential bid. They 
expressed particular concern about Salameh\'s recent trip to 
Washington, which Salameh had not announced in advance to his 
Lebanese colleagues. Azour and Haddad, referring to former 
French President Jacques Chirac\'s highlighting of Salameh\'s 
role during Paris III, argued that Salameh is on a \"charm 
offensive\" far and wide. Even if his discussions in 

Washington were technical in nature -- as the Ambassador 
argued -- Salameh\'s strategy is clear, Haddad said: to make 
sure that he is thought of favorably enough that no one would 
veto his candidacy. Salameh emphasizes his blandness to 
avoid being seen as objectionable to anyone, Haddad said. 


SALAMEH IS SYRIAYS CANDIDATE, 
AZOUR AND HADDAD ARGUE 


3. (S) Azour and Haddad stated their belief that Salameh is 
the actual presidential preference of Hizballah and Syria. 
While Syria and Hizballah will toy with Michel Aoun in order 
to divide the Christians, in the end Aoun will be deemed 
untrustworthy. Aoun will be traded away in favor of Salameh, 
and March 14 leaders will believe they got a victory by 
avoiding an Aoun presidency. In fact, they will have fallen 
into atrap. If March 14 leaders hesitate or resist going 

for Salameh, then Syria will destabilize the country to the 
point where Lebanese leaders find themselves at a crossroads: 
one direction leads to chaos, and the other to a Riad 
Salameh presidency. Faced with that choice, the parliament 
will elect Salameh. 


WHAT LAHOUD WAS TO THE ARMY, 
AZOUR IS TO FINANCIAL CIRCLES 


4. (S) While questioning their stark conclusions, the 
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Ambassador asked whether a Salameh presidency would really be 
so bad. After all, during the first half of 2005, when 

Lebanon had no effective cabinet in the aftermath of Rafiq 
Hariri\'s murder, Salameh had almost single-handedly prevented 
a financial meltdown. He has a very good reputation among 
bankers and business leaders that can be used to good effect, 
as was proven at Paris Ill. Azour and Haddad accused the 
Ambassador of having been seduced by Salameh\'s propaganda. 
Salameh is the financial sector equivalent of Emile Lahoud, 

they claimed. In 1998, Emile Lahoud was touted as the savior 

of the army, someone who had been able to bring back a 

unified force after the devastation of the civil war. He was 
elected ostensibly in his savior role. Now, Salameh is 

described as the savior of the banking and financial sector. 

Once he is in office, he will prove to be just as pro-Syrian 

as Lahoud. Maybe his words won\'t be as offensive as 
Lahoud\'s, but he will be a very safe choice for Syria. 


SYRIA\'S TOOL TO CONTROL 
SALAMEH: BLACKMAIL 


5. (S) Azour and Haddad claimed that Salameh has so many 
skeletons in his closet that the Syrians will be able to 
threaten blackmail to keep him on a very tight leash. 

Exhibit A is Bank al-Medina, with Salameh being the principal 
backer of the original cover-up. Then there is the 
questionable way the Central Bank is run, with far less 
transparency and many more questionable practices than 
Salameh\'s stellar reputation would have one believe. Just 
wait until the IMF, under the EPCA, figures out what is 

really going on in the CBL, Haddad warned. Salameh\'s 
continued excuses to avoid selling off inappropriate 
commercial assets (Middle East Airlines, Intra, etc.) is also 
suspicious. 


6. (S) Haddad (the more excitable of the two ministers) 
then launched into an attack on the good press Salameh 
receives from the pro-Syrian newspaper ad-Diyyar: the fact 
that ad-Diyyar loves Salameh \"should tell us something,\" 
Haddad said. What it tells us, he continued, is that the 
rumors are probably true that Salameh has given a credit line 
at the Casino du Liban (in which the Central Bank, through 
Intra, has a stake) to Charles Ayyoub, the gambling addict 
who heads ad-Diyyar, to assure good press. Salameh\'s 
personal life also gives the Syrians blackmail material, they 
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claimed, hinting that the much-rumored closeted homosexual 
relationship between Salameh and MEA Chairman Mohamed al-Hout 
is true and not Salameh\'s only extramarital dalliance. \"You 

know the story about Ramzi?\" Haddad asked, in reference to an 
oft-repeated (but uncomfirmable) rumor that the Syrian 

military authorities used to keep Salameh in line by phoning 

him and calling him \"Ramzi,\" the name of his male paramour 

and driver at the time. 


SALAMEH\'S DEBT SWAP: 
BETRAYAL OF HARIRI 


7. (S) The Ambassador noted that Rafiq Hariri\'s widow Nazek 
seems to like Salameh, which would seem to argue that he\'s 
not as pro-Syrian as Azour and Haddad suggest. Azour and 
Haddad admitted being mystified by the Widow Hariri\'s 
preference, given that Salameh (in Haddad\'s words) \"betrayed\" 
Hariri less than a year before his murder. The betrayal 
allegedly came in the form of a debt swap deal worked out 
behind Hariri\'s back between Salameh, Emile Lahoud, and 
Lebanon\'s commercial banks in spring 2004. Hariri, knowing 
that parliamentary elections were approaching at about the 
same time as some debt came due, wanted to demonstrate his 
financial magic in saving Lebanon from a financial crisis. 
(Separately, Marwan Hamadeh told us that Hariri also saw the 
maturities as a political tool to threaten against Lahoud\'s 
presidential extension.) Salameh basically beat Hariri at 

his own game through an early debt swap that he announced 
publicly. 


8. (C) In contrast to those who applaud Salameh\'s 2004 debt 
swap, Azour argued that the debt swap cost Lebanon millions 
in penalties for early pay offs and higher interest rates 

than those Hariri would have obtained through his personal 
touch. Haddad had an even darker interpretation: that the 
debt swaps, by removing the sword of maturities over Lebanon 
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in the first half of 2005, actually permitted the Syrians to 

kill Hariri in the knowledge that Lebanon\'s economy, linked 
to Syria\'s, would not collapse under the shock of the Hariri 
assassination. 


9. (S) The Ambassador noted that Azour and Haddad were in 
part reflecting the distaste PM Siniora has for Salameh. 

But, the Ambassador added, Siniora is most likely not going 

to be prime minister when a new president takes office. When 
the presidential elections trigger a new cabinet, Saad Hariri 
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is likely to take the premiership. So that means that the 

personal relationship between president and prime minister, 

so bad between Lahoud and Hariri and now between Lahoud and 
Siniora, might improve. Azour and Haddad agreed but 
suggested that Hariri\'s ambitions to become PM make it even 
more critical that Salameh not be permitted to ascend to 

Baabda: whereas Siniora, who has battled Salameh for years, 
might be able to check some of Salameh\'s worst proposals, the 
less experienced Hariri will be more easily tricked. 


SINIORA WOULD VETO SALAMEH -- 
AS WOULD PATRIARCH, CHATAH SAYS 


10. (S) On June 2, the Ambassador compared notes with 
Mohamad Chatah, Siniora\'s senior advisor. Like Azour and 
Haddad, Chatah was curious about Salameh\'s Washington 
excursion. Chatah said that he, too, hoped Salameh would not 
become president. \"Can you really trust him?\" he asked, 
talking about how he \"switched sides\" from Hariri to Lahoud. 
Chatah mused that, if Siniora were to be given a single veto 
over all presidential candidates, he would use it against 
Salameh because of the debt swap deal. But, Chatah 
concluded, if the choice is between chaos and Salameh, then 
it is certainly better to go for Salameh. \"He\'s bad, but 

he\'s not as bad as Lahoud,\" Chatah concluded. He also noted 
that it is commonly accepted that Maronite Patriarch Sfeir 
dislikes Salameh and could thus be expected to intervene to 
prevent a Salameh presidency. Chatah laughed that at least 
Siniora and Sfeir agree on one thing: no Salameh presidency. 


COMMENT 


11. (S) Whether or not it is truly due to a Syrian plot, we 

think Salameh\'s candidacy is indeed serious. The banking and 
business community already favors him, and he is frequently 
mentioned as a likely \"compromise\" candidate between March 14 
and March 8 political blocs. While Azour -- unlike the 

firebrand Haddad -- never veered from polite language 
appropriate for gentile grandmothers, there was more than a 
hint of viciousness in Azour and Haddad\'s attacks on the 
Governor. We note that they are hardly disinterested parties 
making neutral observations; they are partisans of Fouad 
Siniora, who despises Salameh for a lot of historic and 

personal reasons. Moreover, Azour has a relative -- Jean 
Obeid -- with presidential ambitions himself. Finally, Azour 

and Haddad no doubt harbor deep grudges against Salameh 
themselves. In dragging his feet on issues such as the 
privatization of MEA (\"what other Central Bank runs an 
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airline?\" Haddad asked in exasperation), Salameh has done 
more than probably any other single person to slow or even 
derail Azour and Haddad\'s reform agenda. (We note that 
Salameh\'s vow to sell 25 percent of MEA is most likely simply 
a ploy to avoid having to divest the entire airline, the 

route Azour, Haddad, and Siniora advocate.) 


12. (S) Salameh has indeed performed some miraculous 
financial engineering over the years that probably would 

raise the eyebrows of IMF monitors and other central bankers, 
but his measures had the virtue (some would say vice) of 
enabling Lebanon, so far, to defy financial gravity. And it 

is hardly fair to blame Salameh for collusion with the Syrian 
regime during the Syrian occupation of Lebanon, as most of 
our favorite March 14 leaders did exactly the same at the 

time (as Michel Aoun so delights in reminding us). Still, 

for all of his professional savvy, there is something 

inherently elusive and slippery about Salameh. As 
forthcoming as he postures himself in meetings, one always 
has the sense that he is keeping more back than he is 
sharing. If we are asked who do we trust more -- Siniora, 
Azour, and Haddad on the one side, or Salameh on the other -- 
we immediately side with the Siniora team. Even his 2005 
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renewal as Central Bank Governor has a whiff of illegitimacy: 
his term expired at the end of July that year, meaning that 

the cabinet that emerging from the 2005 democratic 

legislative elections had time to deal with the question. 

But then-PM Najib Mikati\'s cabinet rushed the renewal months 
in advance, leaving incoming PM Siniora with a fait accompli. 


13. (S) What concerns us the most are the allegations that 
appear to be credible that Salameh has continued to travel to 
Damascus. Supposedly, his modus operandi is to go to Europe 
or elsewhere in the region and then disappear for a few hours 
or a day, on private chartered plane to and from Syria; such 
travel is harder to detect than a direct trip from Beirut to 
Damascus. This seems to be true. In addition, UN Special 
Coordinator for Lebanon Geir Pedersen (please protect) has 
told us tha this Hizballah contacts speak glowingly of 

Salameh. All of this makes us very uncomfortable with the 
idea of a Salameh presidency. Lebanon could do worse -- as 
it is now, under Lahoud -- but we hope it does much better. 
We repeat here a line, perhaps apocryphal, attributed to the 
Patriarch: Since everyone says Salameh is doing such a great 
job at the Central Bank, why move him? 

FELTMAN 
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E.O. 12958: N/A 

TAGS: PGOV, PREF, OAS, PM 

SUBJECT: PANAMA/OASGA: CODEL MEEKS\' LUNCHEON WITH OAS 
REPRESENTATIVES 


1. CODEL Meeks briefly touched upon OAS member nations\' 
priorities while sharing the congress members\' desire to 
further invigorate U.S. engagement in the region. 
Congressman Meeks focused on the need to adequately support 
institutions like the OAS in furthering development and 
strengthening democracy, while Congresswoman Jackson Lee 
addressed the ongoing domestic immigration debate seeking 
input on its broader impact in the hemisphere. OAS 
representatives honed in on the need to engage Cuba within 
the framework of the OAS, address migration issues, assist in 
the reincorporation of deportees, and create jobs abroad to 
bring the benefits of democracy to the poorest sectors of 
society. They also sought to institutionalize congressional 
participation in future OAS General Assembly gatherings. End 
Summary 


2. Participants - Congress Members: Gregory Meeks (D-NY), 
Mike Honda (D-CA), Sheila Jackson Lee (D-TX), Mike McNulty 
(D-NY), Jean Schmidt (R-OH); OAS Secretary General Jose 
Miguel Insulza; First Vice President and Foreign Minister of 
Panama Samuel Lewis; OAS member nation Ambassadors or 
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representatives. 


3. In aluncheon co-hosted by OAS Secretary General Jose 
Miguel Insulza and Panamanian First Vice President and 
Foreign Minister Samuel Lewis, the CODEL shared their desire 
to engage foreign governments in shaping the pending 
immigration bill currently debated in Congress. Meeks began 
the session by stating, \"For far too long we have basically 
ignored our neighbors to the south.\" He then committed to 
secure the necessary resources to support the OAS\'s work in 
strengthening democracy and advancing social development, 
announcing that the Appropriations Committee would make sure 
the USG did not flat-line our contribution to the OAS budget. 
(Note: The USG currently contributes 59.47% of the general 
operating fund). 


4. The Ambassador of Canada to the OAS pointedly inquired if 
the CODEL supported SYG Insulza\'s proposal to reintegrate 
Cuba in the OAS fold. The delegation overwhelmingly 
confirmed their agreement with Insulza, with only Schmidt 
sharing that her constituents were opposed to engaging the 
Castro regime. USOAS Deputy PermRep Bob Manzanares, in his 
address, shared the desire of the USG to include a free and 
democratic Cuba in the OAS framework and pointed out that 
welcoming Cuba under the current circumstances would be 
contrary to the Inter-American Democratic Charter and 
principles of the OAS. 


5. Delegates shared their desire for assistance in 
reintegrating deportees as constructive members of society. 
They also expressed concern that healthcare workers and 
teachers, frequently trained at government expense, regularly 
transfer to jobs in the U.S. upon completing their training 
resulting in a scarcity of vital practitioners and educators. 
Nearly all speakers focused on the need to further economic 
and social development to extend the benefits of democracy 
with all social classes. By addressing this crucial issue, 

they stated, fewer individuals would seek to immigrate to the 
U.S. A consistent theme among speakers was the need for 
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Congress to look at issues from a broader perspective. In 
order to completely address immigration issues, a 
multifaceted approach was needed both domestically and 
throughout the hemisphere. Several ambassadors expressed 
their desire to integrate congressional participation as a 
recurring event in the future General Assembly gatherings. 
EATON 
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E.O. 12958: N/A 

TAGS: PREL, ECON, PGOV, ETRD, ENV, SOCI, PHUM, PM 
SUBJECT: PANAMA: CODEL MEEKS MEETS WITH PRESIDENT 
TORRRIJOS; JUNE 2, 2007, PRESIDENTIAL PALACE 


1. CODEL Meeks and Panamanian President Martin Torrijos 
discussed issues that would arise during the U.S. Congress\' 
debate on whether to approve the U.S.-Panama Trade Promotion 
Agreement (TPA) such as poverty reduction, tax collection, 
anti-discrimination laws, the Panama-Colombia relationship, 

equal rights issues, and wild dolphin preservation during 

their one-hour June 2 meeting at Panama\'s Presidential 

Palace. The CODEL Meeks consisted of Representatives Gregory 
Meeks (D-NY), Sheila Jackson-Lee (D-TX), Mike Honda (D-CA), 
and Mike McNulty (D-NY). 
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Poverty Reduction 


2. Responding to Rep. Meeks\' concerns about poverty 
reduction, Torrijos broadly reviewed his poverty reduction 
strategy. Torrijos commented on his efforts to increase 
English language training for Panamanian students, the recent 
approval of money transfers for families living in the most 
impoverished conditions, trade capacity building in Panama\'s 
rural areas to increase subsistence living, and road 
construction projects throughout the country. Addressing 

Rep. Meeks\' follow up question on providing economic growth 
opportunities to Panamal's rural areas, Torrijos said he had 
incorporated contractual provisions requiring the hiring of 

local communities in rural development projects. Torrijos 

also noted a $50 million program at the municipal level to 
ensure local participation and increase awareness of economic 
growth opportunities. 


3. Rep. Meeks asked Torrijos how his government was doing in 
collecting taxes. Torrijos commented Panama suffered from a 
5% budget deficit from insufficient tax collection when he 
entered office but last year the country had a surplus from 

his efforts to close tax loopholes. 


4. Torrijos addressed Rep. Jackson-Lee\'s concerns about 
anti-discrimination laws by telling her that he launched a 
presidential commission to focus on ways to eliminate 
discrimination. Torrijos said lack of opportunity existed in 
areas outside the city, but they are not a result of 
discrimination. Rep. Meeks urged Torrijos to appoint an 
Afro-Panamanian to a public position to increase the 
Afro-Panamanian profile of the country. Rep. Meeks also 
encouraged Torrijos to monitor the education standards of 
minorities. Torrijos said he was sensitive to equal rights 
issues and that he was already measuring a broad array of 
child development standards. He also shared that an 
Afro-Panamanian woman headed Panama\'s Supreme Court. 
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5. Answering Rep. Jackson-Lee\'s concerns about what steps 
Panama had taken to promote small and minority-owned 
businesses, Torrijos noted his trips to the U.S. to promote 
business interest in bidding on Panama\'s canal expansion 
projects. 


6. Responding to Rep. Meeks\' inquiry about Panama\'s 
relationship with Colombia, Torrijos noted the good 
relationship between the two countries. Torrijos noted that, 
in conjunction with Colombian President Alvaro Uribe, they 
created an anti-narcotics taskforce to help combat illegal 
narcotics trafficking between the two countries. 


7. Answering Rep. Meeks concerns about wild dolphin 
protection, Torrijos noted his past support of USG efforts to 
protect whales and reduce the adverse impact the whaling 
industry has on whale populations. 


8. This message was not cleared by CODEL Meeks. 
EATON 
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E.O. 12958: N/A 
TAGS: EMIN, EINV, ECON, PGOV, CG 


Column 3 
SUBJECT: DRC MINING EXTRACTS, #4 


REF: A. KINSHASA 579 
B. KINSHASA 187 


1. (U) Summary. The GDRC\'s mining contract review commission 
is expected to begin meeting the week of June 4. GDRC 

officials have announced investigations into London 

AIM-listed CAMEC and its purchase of shares in the George 
Forrest-associated Katanga Mining Company. Diamond mining 
parastatal MIBA has anew management board. DeBeers 
continues diamond exploration in the Kasai provinces. The 

U.N.\'s Office of Internal Oversight Services is investigating 
allegations that Pakistani peacekeepers engaged in gold and 
arms trafficking in Ituri in 2004-2005. End summary. 


GENERAL MINING SECTOR NEWS 


2. (U) The first formal meetings of the DRC\'s mining contract 
review commission are set to occur the week of June 4, 
although the commission does not yet have financing (reftel 
A). 


3. (U) Katanga Governor Moise Katumbi continues to restrict 
companies from exporting unprocessed ore from the province 
without a prior agreement permitting them to do so. 


4. (U) The World Bank is preparing to release its mining 
sector review, conducted earlier in 2007, as soon as mid-June. 


5. (U) The criminal case in Katanga province involving Anvil 
Mining (reftel B) resumed proceedings in May after military 
officials twice replaced the prosecutor. 


COPPER/COBALT 


6. (SBU) London AIM-listed CAMEC\'s purchase of 22 percent of 
the Toronto Stock Exchange shares of Katanga Mining Company 
for several hundred million dollars has drawn the attention 

of Congolese officials. Katanga Mining is the holding company 
for Kamoto Copper Company, a joint venture between George 
Forrest enterprises and Gecamines to develop a project in 
Kolwezi, Katanga. According to MONUC reports, the Katanga 
Provincial Assembly has formed a commission to investigate 

the legality of Katanga Mining\'s listing of shares, which 

some provincial deputies claim occurred without the 

permission or knowledge of Gecamines or provincial officials. 
Officials also allege that neither the provincial government 

nor Gecamines will receive any proceeds from Katanga Mining\'s 
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share sales. 


7. (SBU) The Vice Minister of Mines, Victor Kasongo, has 
announced a related investigation into CAMEC, publicly 

stating the GDRC\'s concerns about the company are based on 
alleged outstanding charges against its shareholder Billy 
Rautenbach, a former Gecamines CEO. Kasongo also said the 
GDRC suspects the transaction is a money laundering scheme. 
In a May 15 letter to Kasongo, CAMEC\'s attorneys denied 
Kasongo\'s claims and labeled them as defamatory. 


DIAMONDS 


8. (U) The Minister of Portfolio replaced the chief 

executives of the diamond mining parastatal, MIBA, on May 8, 
citing their inability to make the heavily-indebted company 
profitable. The Minister also announced measures to address 
demands of MIBA employees, including payment of salary 
arrears, thus ending the employees! strike. To pay salaries, 
MIBA borrowed from a commercial bank and used mining titles 
as collateral, sparking rumors that the bank - which does 
business with several diamond sector operators - was buying 
MIBA. 


9. (SBU) In early May a DeBeers Diamond Company manager in 
the DRC told EconOff its exploration efforts, ongoing for 

more than a year in the Kasai provinces, have uncovered 15-18 
Kimberlite pipes. However, the official did not say how many 
may yield marketable diamonds. DeBeers\' goal is to be 
operating two mines in the DRC by 2010. DeBeers entered into 
joint-venture agreements with MIBA and other partners in 

2005. 

GOLD 
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10. (U) International and local media have reported 
allegations that Pakistani peacekeepers in Orientale province 
trafficked gold and arms in 2004 and 2005. The troops are 
alleged to have illegally obtained gold from a concession in 
Mongbwalu, Ituri District and sold the gold, as well as arms, 
to Congolese militia groups. The U.N.\'s Office of Internal 
Oversight Services is investigating the allegations. 


URANIUM 
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11. (U) U.K. company Brinkley Mining continues to press the 
GDRC to grant its subsidiary, Brinkley Africa, uranium 
exploration rights in Katanga pursuant to a 2006 Memorandum 
of Understanding approved by the Ministers of Mines and 
Scientific Research. 

MEECE 
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E.O. 12958: N/A 

TAGS: EFIN, EMIN, ELAB, EAIR, ECON, PGOV, CG 

SUBJECT: DRC MAY MONTHLY ECONOMIC REVIEW 

REF: KINSHASA 579 

1. (U) Summary. 

- The GDRC has not yet promulgated a 2007 budget, though a draft 
budget of USD 2.137 billion is currently being debated in 


Parliament. 


- An IMF team is in Kinshasa to consult with the GDRC on its 
progress toward possible implementation of a new economic program. 


- The GDRC replaced the management team of MIBA (DRC\'s diamond 
mining parastatal), and its employees ended their strike. 


- Gecamines employees threatened to strike over salary and benefits. 
- The GDRC\'s review of 63 mining contracts is expected to begin in 
June. 


- Consumer prices rose by 1.26 percent in May, according to the 
IMF. The Congolese Franc (CF) appreciated by nearly ten percent. End 
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summary. 


Aviation 


2. (U) A small aircraft reportedly carrying minerals to Goma crashed 
May 17 in Walikale, North Kivu, and three persons on board died. 


Budget/Finance 


3. (U) The GDRC presented a draft 2007 USD 2.137 billion budget to 
the Parliament for debate and vote. 40 percent of revenues would 
come from external sources, with a funding gap of about USD 87 
million. 


4. (U) An IMF consultation team arrived in the DRC May 23 to review 
the GDRC\'s progress on the informal advisory program and determine 
the feasibility of beginning negotiations to implement a new 

economic reform program. 


5. (U) The DRC\'s Central Bank reserves rose from USD 162 million in 
April to about USD 190 million at the end of May. 


6. (U) The Minister of Finance Athanase Matenda led a GDRC 
delegation to Shanghai for the annual African Development Bank 
meeting held May 16-18. 


7. (U) Representatives from the DRC\'s 11 provinces met in Matadi, 
Bas-Congo to discuss decentralization. The group issued a statement 
recommending retention of 40 percent of the national revenue 
generated within each province. (Details to follow septel.) 


8. (U) Following recent swings in the exchange rate, an 
interministerial commission increased the price of gasoline on May 

11 from 510 Congolese Franc (CF) per USD to USD 580 CF/USD and 
reduced it to 550 CF/USD effective June 1. 


9. (U) South African-based Engen Petroleum Limited has announced the 
purchase of 60 percent of the shares of Shell DRC and 13 percent of 
SEP-Congo (DRC\'s petroleum import and distribution parastatal). 

Shell has retail and commercial operations in the DRC. Engen 

already has a presence in the DRC via a joint-venture with French 
company TotalFinaElf and the GDRC. The GDRC has not yet approved the 
transaction. 
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10. (U) Employees of MIBA (the DRC\'s diamond mining parastatal) in 
Mbuji-Mayi, Eastern Kasai suspended their strike after the Minister 

of Portfolio paid their April salaries and replaced the company\'s 

chief executives (septel). 


11. (U) Gecamines employees in Lubumbashi, Katanga went on strike 
briefly in May to demand payment of salary arrears and support for 
their schools and hospitals. 


12. (U) Employees of OFIDA (DRC\'s customs agency) negotiated at 
least a short-term resolution of their salary and bonus grievances, 
averting a strike. However, OFIDA (DRC\'s customs agency) staff in 
Katanga, who have also threatened to strike, have not received a 
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response to their complaints about remission of a portion of their 
pay bonuses to Kinshasa. 


Natural Resources 


13. (U) The GDRC\'s review of 63 joint-venture mining agreements has 
not yet begun (reftel). 


14. (U) A DRC association of industrial lumber producers publicly 
objected to Greenpeace\'s April 2007 report on the DRC\'s lumber 
industry. 


Trade and Investment 


15. (U) According to local media, a Chinese lumber company known as 
Shushang is discussing with DRC officials the possibility of 
supplying Mbandaka, Equateur province with electrical power. 


16. (U) British company Crown Agents is reportedly nearing an 
agreement with the GDRC to assist with customs reform. 


Consumer Inflation Rate 


17. (U) According to the IMF, May consumer prices increased by 1.26 
percent from April. 


Exchange Rate 


18. (U) The CF appreciated by more than nine percent against the USD 
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in May, beginning the month at an official exchange rate of 546 

CF/USD and ending the month at 495 CF/USD. The CF appreciated from 
an average of 530 CF/USD on May 1 to 480 CF/USD on May 31 on the 
Kinshasa parallel market. 
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E.O. 12958: N/A 

TAGS: ECON, EFIN, IBRD, AR 

SUBJECT: WORLD BANK DEMARCHE DELIVERED; ARGENTINA SUPPORTS 
ZOELLICK AS WORLD BANK PRESIDENT 


REF: STATE 73691 


1. (SBU) Ambassador delivered reftel points regarding Mr. 
Zoellick\'s candidacy and qualifications for the position of 

World Bank President in writing on May 30 to Economy Minister 
Felisa Miceli and Central Bank President Martin Redrado. 
Charge subsequently reiterated points and urged GoA support 
for Zoellick\'s nomination by telephone on May 31 to Redrado 
and June 4 to Miceli, 


2. (SBU) Minister Miceli, who represents Argentina on the 
World Bank\'s Board of Governors, told Charge June 4 that the 
GOA had already transmitted its support for Mr. Zoellick\'s 
candidacy through Argentina\'s Executive Director to the World 
Bank, Felix Alberto Camarasa, around May 30 or 31. Miceli 
welcomed Zoellick\'s candidacy, saying the GoA knew him well 
and worked closely with him during his time as USTR, which is 
why it was one of the first countries to express official 

support. She also mentioned that Mr. Zoellick stopped by 
Camarasa\'s office for a brief meeting on Friday, June 1. 


3. (SBU) Central Bank President Redrado, who serves as 
Argentina\'s Deputy Governor to the World Bank, told Charge 
May 31 that he strongly supported Mr. Zoellick\'s nomination. 
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He worked closely with Zoellick following the 2001/2002 
Argentine financial crisis, when he was Argentina\'s chief 
trade negotiator, and was confident of Zoellick\'s ability to 

do the job. Redrado agreed to work with Miceli and other GoA 
Ministries to develop a public statement of support. 
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DOJ FOR CARL ALEXANDRE 


E.O. 12958: N/A 
TAGS: PGOV, KDEM, KJUS, SR 
SUBJECT: Verdict in the Djindjic Case 


1. (SBU) Summary: The Special Court in Belgrade 
rendered its verdict in the case of the March 12, 2003 
assassination of former Prime Minister Zoran Djindjic, 
convicting all twelve defendants and sentencing them 
to harsh penalties by Serbian standards. Even though 
the verdict is subject to appeal (by both the defense 
and the prosecution), the successful adjudication of 
the most important organized crime case in Serbia is a 
positive harbinger of Serbia\'s capacity to 

successfully handle high profile cases. End Summary. 


2. (SBU) The Organized Crime Department of the 
Belgrade District Court, the so-called Special Court, 
convicted all defendants on several counts: 
conspiracy against the constitutional order and 
security of the state, the assassination of a high 

state official, and attempted murder (in an earlier 
unsuccessful assassination attempt against Djindjic). 
The defendants received stiff sentences for Serbia, 
ranging from 30-40 years of imprisonment, including 
the maximum 40 years sentence for organizer Milorad 
Ulemek, aka \"Legija\", and shooter Zvezdan Jovanovic. 
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Four sentences of 35 years were also handed down to 
accomplices Aleksandar Simovic, Ninoslav 
Konstantinovic (in absentia as he is at large), 

Vladimir Milisavljevic (at large), and Sretko Kalinic 
(atlarge). Five sentences of 30 years were handed 
down to Milos Simovic (at large), Milan Jurisic (at 
large), Dusan Krsmanovic, Branislav Bezarevic, and 
Zeljko Tojaga. Accomplice Sasa Pejakovic received the 
lightest sentence at 8 years. All defendants were 
sentenced for the most serious of the three charges 
against them as Serbia does not allow for consecutive 
sentencing. 


3. (SBU) Presiding Judge Nata Mesarovic, in her 
three-hour explanation of the verdict, stated on 
behalf of the three judge trial panel that this was a 
political assassination and a crime against the state, 
as the conspiracy was undertaken with the intent to 
endanger the constitutional order and security by 
committing crimes in order to gain influence over the 
highest state institutions. The verdict established 
that the joint criminal enterprise that planned and 
executed the murder of the Prime Minister, was 
composed of members of the Ministry of Interior\'s Unit 
for Special Operations (JSO or Red Berets) and the 
Zemun criminal gang. 


4. (SBU) The verdict established that the motivation 

of the shooter was the fear that JSO members would be 
extradited to the International Criminal Tribunal in 

The Hague and the unit would be disbanded, while the 
motivation of Legija and others was the fear that the 
state would crack down on organized crime, as it had 
started seriously investigating political murders 

ordered by the Slobodan Milosevic regime, as well as 
kidnapping and other crimes in which they were 
involved. 


5. (SBU) The legal explanation stated that the verdict 
is based on corroborating evidence, including: the 
confession of the shooter, Zvezdan Jovanovic; the 
confession of group member Dusko Krsmanovic (made both 
to police and during the court investigation, as well 

as in the closing argument); the testimonies of the 

four witness-collaborators, witnesses; and medical and 
ballistic forensic evidence. The Court found that 

there were only two shots, and not three, as some 
parties in the case claimed. The Court also provided a 
detailed explanation as to why it did not find the 
defendants\' defense credible. 
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6. (SBU) The Court refrained from addressing the 
broader political context of the murder - whether or 
not the group had support for the assassination of the 
Prime Minister from some political forces in the 
country (as has been alleged by Djindjic supporters 
and, more notably, by high profile and very reputable 
lawyers for the damaged side). In particular, the 
Court did not address the issue of a meeting between 
Head of State Security Rade Bulatovic, then-Minister 
of Justice Zoran Stojkovic, Minister of Interior 

Dragan Jocic, and Legija immediately after the latter 
surrendered to the authorities - a violation of 

criminal law and procedure - despite criticism from 
former Djindjic administration officials that the 
meeting was illegal and pointed to involvement by 
these officials in the assassination conspiracy. 
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7. (SBU) Comment: The rendering of the first 
instance judgment in this most important organized 
crime case is a big step for Serbia and restores some 
trust in its justice institutions and the Rule of Law. 
Conviction and severe penalties show that Serbian 
judiciary is capable and willing to combat organized 
crime, at least in the highest profile cases. Legija 
has already been convicted in the murder of former 
Serbian President Ivan Stambolic, for which he was 
also sentenced to 40 years. The Stambolic verdict is 
on its third and last appeal. We expect the defense 
to appeal the Djindjic conviction as well, meaning it 
will be some time before Legija has any convictions in 
full legal effect against him. Meanwhile, he remains 
in custody. Prosecutors, for their part, have also 
vowed to appeal the verdicts in the hopes of winning 
even harsher sentences for the remaining gang members. 
End Comment. 
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DEPT ALSO FOR WHA/BSC (KREAD) AND WHA/AND (MWELLS) 


E.O. 12958: DECL: 06/02/2017 

TAGS: PINR, VE, UY 

SUBJECT: (S/NF) VENEZUELAN FOREIGN AID TO URUGUAY 
(C-AL7-00733) 


REF: STATE 066324 


Classified By: Ambassador Frank E. Baxter 
for reasons 1.4 (B) and (D) 


1. (S/NF) Summary: This telegram responds to reftel request 
for information. Venezuelan assistance to Uruguay is 
growing, but is not yet great. It is also difficult to 

calculate, in part because Chavez\'s aid comes without the 
sort of invasive conditions that burden the programs of the 
World Bank, IMF, IDB and USAID. Much of Uruguay\'s oil debt 
with Venezuela is set up in a flexible trust fund 
(\"fideicomiso\") that can be used for barter and assistance. 
Chavez\'s actions in Uruguay are all about his public 
diplomacy, though there is considerable reality (cash) behind 
his rhetoric. Some BRV aid is targeted at specific groups 
such as the Presidency or the Communist-dominated labor 
unions and the Ministry of Social Development. Below, 
Washington analysts\' questions are repeated in upper case, 
and Embassy responses appear in lower case. End Summary. 


A. (S/NF) FROM THE VENEZUELAN STANDPOINT, HOW MUCH MONEY HAS 
CARACAS ACTUALLY DELIVERED TO RECIPIENT COUNTRIES IN RESPONSE 
TO CHAVEZ\'S PUBLIC AND PRIVATE COMMITMENTS TO THE RESPECTIVE 
GOVERNMENTS? 


-- The BRV and the GOU have signed some 78 agreements since 
the Frente Amplio took power in March 2005. Some of them are 
included in the list below (in Spanish) gathered from the 

GOU\'s Parliament website www.parlamento.gub.uy. 


Transporte Aereo. Convenio. Aprobacion; Hospital Clinicas. 
Acuerdo Cooperacion Mejora Edilicia Y Equipamiento. Protocolo 
Enmienda. Aprobacion; Aulas Escuelas Maldonado (Dpto). 
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Construccion Recursos Donados Por Venezuela; Cooperacion 
Ciencia Y Tecnologia E Industrias Basicas Y Mineria. 
Convenio. Aprobacion; Tecnologias Informacion. Industria 
Software. Equipamiento Informatico. Comunicaciones. 
Cooperacion. Convenio. Aprobacion; Cooperacion Salud Y 
Medicina. Convenio. Aprobacion; Buque Hidrografico Rou 22 
\"Oyarvide\". Salida Pais. Autorizacion; Programa Venesat 1. 
Convenio. Aprobacion; Desarrollo Social. Convenio. 
Aprobacion; Nueva Television Del Sur. Convenio. Aprobacion; 
Cooperacion Energetica De Caracas. Convenio. Aprobacion; 
Cooperacion Integral Energetica. Convenio. Aprobacion; 
Convenio Ampliacion Refineria La Teja (Ancap). Informes. 


-- Assigning dollar estimates to Venezuelan assistance to 
Uruguay greatly depends on criteria and the methodology used. 
One could make individual cases that it totals $100 million, 
$900 million or over $3 billion. This is partly because it is 
difficult to distinguish between Chavez\'s direct foreign aid 

and the amount of money he has spent on sweetheart deals. It 
also depends on the quid pro quo. For instance, the bailing 

out of an ailing parastatal may or may not make good business 
sense, but it invariably generates goodwill from the 
Communist-dominated labor unions and the people who would 
have otherwise lost their jobs. Examples follow below. 


Hospital de Clinicas - $17.5 million donation for a project 
that is underway to build a cancer treatment wing at a 
decrepit major public hospital. President Tabare Vazquez is a 
practicing oncologist. Project underway. 


Instituto Nacional de Cancer - $3 million donation to 
construct a building. President Vazquez laid the cornerstone 
at a ceremony in December 2006. Project underway. 


Pueblo Bolivar - $300,000 donation for various infrastructure 
improvements and small projects at a poor, nondescript town 
in Canelones Department that happens to bear the name of 
Chavez! hero, Simon Bolivar. Project underway. 


BANDES - $10 million; in March 2006, Bandes bought Uruguay\'s 
COFAC, a mainly rural financial institution that was on the 

brink of financial collapse. The purchase preserved 437 jobs 

at COFAC. In August 2006, Uruguay\'s Central Bank authorized 
Venezuela\'s BANDES to fully operate in Uruguay. In early 

2007, BANDES capitalized its Uruguayan operation with an 
additional $35 million. BANDES is working consumer credit 

lines, mortgages, and is studying the financing of sectors 

that export to Venezuela. 


SOL PETROLEO - $15 million; in 2007, PDVSA bought 46 percent 
of Petrolera Cono Sur (\"Sol Petroleo\"), a money-losing 
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company owned by Uruguay\'s state-owned oil monopoly (ANCAP). 
Sol Petroleo operates 150 gas stations in Argentina that will 

be supplied by PDVSA. The deal has significantly reduced 
ANCAP,s financial losses. 


CALNU - Venezuela loaned $7 million to state-owned CALNU for 
its sugar plant in Artigas Department to produce ethanol. The 
project is currently underway. None of the ethanol production 
will be available for export, even with the successful 
completion of the project, as CALNU will have no surpluses to 
export. Instead, the project will be mainly used to supply 
ethanol for ANCAP. (Note: A recent bill mandates that ANCAP 
mix five percent ethanol into its gasoline and two percent 
biodiesel into its diesel fuel. End Note.) The rest of the 
production will be used to pay Venezuela back on its loan 

with ethanol instead of cash. 


UTE - Venezuela paid $10 million to CONEX, an IT-consulting 
branch of the state-owned electrical company UTE, for a 
services contract in Venezuela. Seventy Uruguayan CONEX 
experts are currently working on contract in Venezuela. 


MIDOVER - Venezuela invested $800,000 in the ailing MIDOVER 
leather tannery, thereby preserving/creating some 70 jobs. 


ENVIDRIO - Venezuela invested $3.9 million into the failing 
glass company ENVIDRIO to produce a new line of glass 
receptacles. The GOU will pay Venezuela back by providing 
six knowledge transfer programs on bee keeping, 
concrete-block fabrication and cheese making/quality control. 
The investment reportedly preserved/created some 60 direct 
jobs and 300 indirect jobs. 


FUNSA - $300,000 invested into FUNSA, Uruguay\'s traditional 
rubber company that produces automobile tires will export 250 
tons of tires to Venezuela. Also has started producing rubber 
gloves. About six workers from FUNSA and ENVIDRIO are 
currently paying Venezuela back through knowledge-transfer 
programs. 


Ministry of Social Development (MIDES) - On March 21, 2007, 
MIDES signed 200 agreements with small firms working on a 
wide range of issues, 60 of which entail payments financed by 
MIDES, \"Ingreso Ciudadano\" and Venezuela. Financing is at 
the 1,000-2,000 dollar range, and according to MIDES, will 
generate 600 jobs. Venezuela has donated $2 million to the 
\"Fondo Opcion Productiva\" and \"Fondos de Iniciativas 
Locales.\" The Communist Minister of Social Development 
Marina Arismendi also reportedly manages a $3 million 
Venezuelan donation to the new \"Bolivar/Artigas Foundation\" 
aimed at promoting social projects and inter-cultural and 
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technical exchanges. 


TELESUR - Started transmitting in July 2005, in Uruguay 
transmits on two channels; Channel 5 and TV Libre. On Channel 
5, Saturdays and Sundays 2 hours each. On TV Libre one hour 
daily. Eleven hours total per week. Uruguay has a ten percent 
stake in TELESUR, paid for with content. 


B. (S/NF) IN REFERENCE TO THE \"VENEZUELA DOLLAR DIPLOMACY\" 
SPREADSHEET POSTED ON THE SIPRNET SITE FOR EMBASSY CARACAS 
(HTTP://WWW.STATE.SGOV.GOV/P/WHA/CARACAS), HOW MUCH MONEY HAS 
VENEZUELA ACTUALLY DELIVERED TO RECIPIENT COUNTRIES? DO 

THESE TOTALS DIFFER FROM WHAT VENEZUELA CLAIMS TO HAVE 
DELIVERED? 


-- We have referred to Embassy Caracas\' excellent spreadsheet 
posted on its SIPRNET site and note only a few discrepancies 
with our own data. For example, the $2.2 million aviation 
transaction (purchase of Pluna by VZ,s Conviasa) can be 

struck from the list because Pluna was finally bought by 
Leadgate, a consortium of U.S., German, Argentine and 
Uruguayan investors. Also we believe that two of the health 
projects cited may be one and the same: i.e. the totalis a 

$17.5 million donation to Hospital de Clinicas. 


-- We have also perused the BRV\'s government website at 
http://www.venezuela.gov.ve/, as well as various GOU sites, 
but have been unable to discover a centralized source of 
reliable statistics on Venezuelan foreign aid either promised 

or delivered. We expect that the Presidency and MFA track the 
data, but keep it under wraps. Most of our information was 
gathered from open news reports and private conversations. 


C. (S/NF) WHAT IS THE STATUS OF CARACAS\'S FOLLOW-THROUGH ON 
ENERGY DEALS, INCLUDING SHIPMENTS OF CRUDE AND REFINED 
PRODUCTS TO PETROCARIBE, AND PROMISES TO BUILD REFINERIES, 
PIPELINES, AND OTHER ENERGY INFRASTRUCTURE OUTSIDE OF (OR 
TRAVERSING IN SOME CASES) VENEZUELA? 


-- Embassy is not aware of any recent developments on PDVSA\'s 
proposal to invest $600 million in Uruguay\'s aging La Teja 

oil refinery that would allow it to process heavy crude oil. 

We understand that it remains a serious offer, however. 


OIL IMPORTS/1 - Uruguayan/Venezuelan bilateral trade peaked 
in 2001 at 197 million, largely due to Venezuelan oil sales 

worth 175 million. Uruguay\'s oil imports from Venezuela fell 

to 45 million in 2002 and were nil in 2003 and 2004, as 

Uruguay increased its purchases from Russia, Nigeria and 

Iran. In 2005 and 2006, imports from Venezuela boomed due to 
the resumption of oil imports that climbed from nil in 2004 
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to over 600 million in 2006. Venezuela is currently Uruguay\'s 
principal oil supplier providing 75 percent of total oil 

imports ($602 million out of the $802 million total). In 

2006, UY bought 10.4 million barrels of crude oil from 
Venezuela. Other suppliers are Iran, Nigeria and Equatorial 
Guinea, with $60 - $70 million each. Ninety-nine percent of 
Uruguay\'s imports from Venezuela consist of crude oil. 


OIL IMPORTS/2 - The oil agreement signed in March 2005 
enables Uruguay to make in-kind payments for up to 75 percent 
of its oil bill with Venezuela, and grants the remaining 25 
percent a fifteen-year term with a two-year grace period and 

a low 2 percent interest rate. If not paid with barter trade, 

the 75 percent portion can be paid in 90 days with a 2 

percent interest. ANCAP director Riet told Emboffs that after 
every two or three purchases from Venezuela, ANCAP makes a 
public call for prices. He also said that what makes it more 
attractive is the financing of the 25 percent. He brought two 
\'yellow lights\' to Emboff\'s attention; the need to preserve 
other suppliers and a growing indebtedness with Venezuela. 


JOINT PROSPECTING AND EXPLORATION IN THE ORINOCO BASIN - 
There is a MOU in effect between PDVSA, Argentina ENARSA and 
ANCAP that may lead to the creation of a company to exploit 

oil in a portion on the Orinoco basin. Thus far, things are 

still in the exploration stage, and the firm has not been 

created. Once launched, it would be 60 percent owned by 
Venezuela, 20 percent by ANCAP and 20 percent by Enarsa. 
There\'s no free lunch, however, as Uruguay would have to pay 
Venezuela royalties for the oil and adapt the La Teja 

refinery to work with heavy crude. ANCAP\'s president 

Martinez has stated that, according to initial estimates, the 

crude that ANCAP could get from the Orinoco would meet all of 
Uruguay\'s needs - UY could get 50,000 barrels per day and 

only consumes 43,000 bpd. ANCAP,s president Martinez expects 
to finish discussions by October 2007 and to create the 

company by November. If successful, over the mid-term, this 
operation could lead to a 10-20 percent reduction in the 

local price of fuels. Once adapted to distill heavy crude, 

ANCAP could also buy from Brazil. Brazil has also invited the 
GOU to joint exploration/production of Brazilian oil, which 

is lighter than Venezuela\'s. PDVSA and Banco de Fomento y 
Desarrollo Economico de Venezuela have offices in Montevideo. 


D. (S/NF) HOW MUCH HUMANITARIAN AND NON-MONETARY AID HAS 
CHAVEZ DELIVERED, IN TERMS OF TYPE AND ESTIMATED VALUE? 


If one narrowly defines humanitarian projects to mean only 
health ($17.5m $3m), education ($3m), social services ($3m) 
and aid to the town of Bolivar ($300k), the total we are 

aware of is $26.3 million. However, if one looks at 
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investments in failing enterprises, the figure is much 

higher. Embassy has no data on non-monetary aid, unless oil 
is considered in this category. If oil is factored, the 

figure would be high. Venezuela assists Cuba in providing 
transportation for Uruguayans traveling to Havana for eye 
operations under Cuba\'s \"Operaction Milago\" program. 


E. (S/NF) WHAT IS THE COST OF EDUCATIONAL SERVICES THAT 
VENEZUELA (POSSIBLY IN TANDEM WITH CUBA) HAS PROVIDED? 


-- In December 2005, Chavez promised $3 million to construct 


a children\'s school. We don\'t know the status of the project. 

In July 2006, the GOV and GOU signed an education exchange 
agreement. We do not know the amounts (if any) of money 
involved. Cuba reportedly provides some classes to fight 
illiteracy among adults. 


F. (S/NF) TO WHAT DEGREE HAS CHAVEZ FOLLOWED THROUGH ON HIS 
VARIOUS COMMITMENTS TO PURCHASE BONDS OR OFFER OTHER TYPES 
FINANCIAL ASSISTANCE, TO INCLUDE DEBT FORBEARANCE OR 
FORGIVENESS? 


-- In February 2007, ANCAP proposed paying PDVSA one quarter 
of its crude oil bill with 15-year Uruguayan bonds. We 

understand that no firm decision has been made yet and that 
Uruguay\'s reluctance to join Venezuela\'s Banco Sur project 
possibly impacts the eventual decision. The trade picture is 

also relevant to this question. 


URUGUAYAN EXPORTS DOUBLED IN 2006, AND DIVERSIFIED - Exports 
to VZ doubled in 2006 to 77 million, led by sales of dairy 
products - milk and cheese are the traditional sales that 
account for over half of the total exports. But UY has also 
diversified its sales to Venezuela; the list of items worth 

over 200K rose from 10 products in 2005 to 24 products in 
2006. Top three new goods include aluminum bars, carpentry 
pieces for construction and live cows (there\'s an agreement 
with the Ministry of Agriculture (MGAP) to purchase 1,500 
milk cows for $6 million). In mid-2006 UY sold the first 200 
prefabricated houses to VZ; the contract is to provide 12,200 
houses in one year. UY is also exporting poultry, wood, 
cigarettes and paints. 


TRADE WITH VZ (millions of US Dollars) - Exports to 
Venezuela, Imports from Venezuela - 1998 Export (27.7) 
Import (38.1); 1999 (28.0)(124.3); 2000 (15.2)(149.9); 2001 
(22.4)(174.5); 2002 (11.2)(44.2); 2003 (5.7)(1.1); 2004 
(32.7)(1.8); 2005 (33.5)(244.7); 2006 (77.1)(607.1) 


HOWEVER, TRADE IS NOT THAT FLUID - When negotiating the 
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adherence of Venezuela into MERCOSUR it was agreed that 
Uruguay and Paraguay would have lists of products that would 
enjoy immediate duty free access to the Venezuelan market. 
The negotiation over which products would be included was 
very tense. While exports doubled, the oil-for-goods program 
continues to be underutilized. 75 percent of total oil 

imports would mean 450 million of barter trade, well above 

the 77 million sold in 2007. 


G. (S/NF) WHICH GOVERNMENTS ARE PUBLICLY OR PRIVATELY 
COMPLAINING THAT VENEZUELAN AID HAS FALLEN SHORT OF WHAT WAS 
PROMISED? HAS ANYONE IN THE BUSINESS COMMUNITY COMPLAINED? 
CONVERSELY, WHICH GOVERNMENTS ARE LAUDING VENEZUELA FOR 
DELIVERING ON ITS MYRIAD COMMITMENTS? 


There have been very few public complaints by private 
individuals that Venezuelan aid has fallen short of what was 
promised. In May 2007, the opposition Parties (Blancos and 
Colorados) held extensive hearings (\"interpelacion\") with 
Energy Minister Jorge Lepra to examine the growing energy and 
financial dependency Uruguay is developing with Venezuela. 
The Marxist PIT-CNT umbrella labor union, and Uruguay\'s 
anti-US Foreign Minister Reinaldo Gargano are among Chavez\' 
most enthusiastic fans here. 


H. (S/NF) HAVE ANY INTERNAL LAWS OF THE HOST GOVERNMENT BEEN 
BROKEN BY THE ADMINISTRATION OF THE AID? 


-- Possibly. As discussed during the lengthy Congressional 
hearings (see para G above), PDVSA\'s proposal to invest USD 
600 million in Uruguay\'s aging La Teja oil refinery may 
contravene a law stemming from a binding referendum that 
effectively prohibits Uruguay\'s state-owned oil company 
(ANCAP) from engaging in joint ventures for the refinery. 


-- Also, Cuba\'s \"Operacion Milagro\" (to provide free eye 
operations) may violate local laws because the Cuban doctors 
do not possess Uruguayan medical licences. Venezuela provides 
logistical support for \"Operacion Milagro\". 


-- SATELLITE VENESAT 1 - Past December, Uruguay\'s parliament 
ratified access to Venezuela of one of its two orbital 

positions in exchange for using 10 percent of the satellite\'s 
capacity. According to the deal, the satellite will be 


exclusively used for traffic of government information. The 
satellite is expected to be operating by 2008 and Venezuela 

will pay for all the investment and maintenance costs. Local 
parliamentary debate over the issue was heated, especially 

by the opposition Blanco party members present. Venezuela was 
previously entitled to an orbital position shared with other 
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members of the Andean Community, but would not use it since 
it broke with the Andean Community. Therefore, Venezuela was 
required to search for alternative orbits. 


I. (S/NF) WHICH VENEZUELAN GOVERNMENT OFFICIALS (IF ANY) 

HAVE BEEN CHARGED WITH ENSURING THAT VENEZUELA FOLLOW UP ON 
ITS PLEDGES? HOW ARE THESE PROJECTS BEING FUNDED? IN 
RECIPIENT COUNTRIES, WHICH OFFICIALS (IF ANY) HAVE BEEN 

CHARGED WITH ENSURING FOLLOW-UP? 


-- Embassy is not aware of any BRV official specifically 
charged with ensuring the follow-up on Venezuela\'s pledges, 
other than Ambassador Franklin Gonzalez who is the BRV\'s 
official representative in Uruguay. Many of the pledges seem 
to have emanated during official visits. Chavez has visited 
Uruguay four times: March 1, 2005 (Vazquez\' inauguration), 
August 8, 2005, December 8, 2005 and December 6, 2006 (before 
traveling together to the second summit of the Community of 
South American Nations). President Vazquez has traveled to 
Caracas twice: March 14, 2006 and July 4, 2006 (to 
participate in Venezuela\'s admission into Mercosur). 


-- Embassy does not know how all the projects are funded. The 
normal procedure should be to coordinate all foreign 

assistance or grants through the MFA\'s Office of 

International Cooperation. This office is also responsible 

for following up as well. But we don\'t believe it works this 

way -- and have heard anecdotally that Vice President Rudolfo 
Nin Novoa \"manages business with Venezuela\" and that the 
Venezuelan ambassador hands out checks and donations directly 
to some officials and ministries. 


COMMENT: 


2. (S/NF) Embassy greatly appreciates Washington analysts\' 


attention to the critical issue of Chavez\'s assistance in the 
region. In completing this exercise, however, we could not 
help but to compare his aid with our own, which in the case 

of Uruguay is practically nil. We won the Cold War, in part, 
because we outspent the Soviet Union on both guns and butter. 
The Soviet Union couldn\'t keep up, and ultimately collapsed. 
It is remarkable that in this current contest we are being 
outspent by two impoverished countries: Cuba and Venezuela. 
We offer a small Fulbright program; they offer a thousand 
medical scholarships. We offer a half dozen brief IV 
programs to \"future leaders\"; they offer thousands of eye 
operations to poor people. We offer complex free trade 
agreements someday; they offer oil at favorable rates today. 
Perhaps we should not be surprised that Chavez is winning 
friends and influencing people at our expense. End Comment. 
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Classified By: AMBASSADOR RYAN C. CROCKER FOR REASON 1.4B/D 
1. (SBU) This is a request for guidance: see paragraph 4. 


2. (SBU) On June 4, 2007, Iraqi Foreign Minister Hoshiar 
Zebari provided Ambassador Crocker with a copy of a draft 
letter he intends to send to the United Nations prior to the 
mid-year review of UNSCR 1723 on June 14. The draft letter 
requests the extension of current arrangements under the 
UNSCR. He said that -- provided the U.S. has no objections 
-- he hoped to quickly move the letter forward for signature. 


3. (C) Zebari noted that he had already briefed the MCNS on 
the UNSCR mid-year review (septel). He told the Ambassador 
that he believed it would be best to send the letter to New 

York without recourse to the Political Committee for National 
Security and opined that \"this becomes a never-ending process 
if we go the Prime Minister.\" Zebari said he would travel to 
New York for the June 14 mid-year review. 


4. (C) Guidance Request: Our preliminary review indicates 
that the draft letter is acceptable in both content and tone 
and contains the essential elements we require. In order to 
assist Zebari\'s effort to quickly move ahead with this 

letter, we request department permission to indicate to 
Zebari that the letter is acceptable to us by COB (Baghdad) 
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on June 5, 2007. 


5. (SBU) Begin Text of Iraqi MFA draft letter to UN on the 
UNSCR mid-year review: 


DRAFT ) Review of MNF-I/June 2007 


In May this year Iraq observed the first anniversary of the 
formation of the national unity constitutionally-elected 
government held accountable to the 275 members of the Council 
of Representatives, the first democratically elected 

legislative body in lraq,s history. 


The Government of Iraq continues to be actively committed to 
expanding Iraq,s political and legal institutions, 

broadening political participation and furthering human 

rights, the rule of law and economic reconstruction. 

However, as the Iraqi government builds the foundations for 
democracy and stability, progress is threatened by patterns 

of violence across the country perpetrated by terrorists, 
foreign fighters and insurgents among other illegal groups. 


Security and stability continue to be the highest priority of 

the Government of Iraq in order to bring peace and prosperity 
to the Iraqi people. In March this year the Baghdad Security 
Plan was launched to restore order and security to the 

capital and to lead efforts to stabilize the rest of the 

country. To date the plan is making encouraging progress and 
early signs indicate success in reducing violence in Baghdad 
with Iraqi and Multi-National Force (MNF-I) troops working in 
close coordination. 


Efforts to restore security are supported by political 

initiatives to enhance national reconciliation and promote 

unity among the Iraqi people. Measures underway include new 
oil legislation that sits before the Council of 

Representatives to vote on the equitable distribution of 

lraq,s resources and the review of Iraq,s permanent 
constitution which was ratified by public referendum in 2005. 


The Iraqi Government is responsible for security and for 
increasing the capacity and capabilities of Iraqi security 
forces, including their recruitment, training and equipment. 
According to Security Council resolution 1546, the role of 
the Multi-National Force in Iraq (MNF) will diminish and end 
as Iraqi security forces assume greater responsibility for 
security and defense. 


Iraqi security forces continue to assume greater 
responsibility for providing security to the Iraqi people as 
their size, experience and capacity increases. In September 
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last year the Iraqi Government assumed operational command 
and control of ground, naval and air force Commands. To 
date, security responsibility for seven governorates has been 
transferred to the Iraqi authorities and it is the intention 

of the Iraqi Government to increase the number of 
governorates under its control towards the day when it has 

full authority for all 18 governorates. 


Until this has been accomplished, Iraq continues to need the 
support of the MNF-I to assist in providing a secure 
environment for the Iraqi people. In accordance with United 
Nations Security Council resolution 1723 (2006), and pursuant 
to Iraq,s request in a letter to the Security Council dated 

the 11th of November 2006, the mandate of the MNF-I is now 
due for review. The Iraqi government therefore requests the 
extension of the mandate of the MNF-I as set forth in 
Security Council resolution 1546 (2004), including the tasks 
and arrangements specified in the letters annexed thereto, 
and extended by resolutions 1637 (2005) and 1723 (2006), 
provided that the extension is subject to a commitment by the 
Council to end the mandate at an earlier date if the Iraqi 
Government so requests. 


The Government of Iraq is grateful to the MNF-I for its vital 
contribution toward establishing security and stability in 

Iraq and towards developing the self-sufficiency of Iraqi 
forces. The work of the United Nations Assistance Mission 
for Iraq (UNAMI) is also deeply appreciated although Iraq 
would benefit more greatly from an enhanced role of the UN 
and its agencies in the country. 


The Government of Iraq also recognizes the important role of 
the Development Fund for Iraq and the International Advisory 
and Monitoring Board in ensuring the responsible management 
of Iraq,s resources o the optimum benefit of the Iraqi 

people. It also acknowledges the contribution of these 
mechanisms toward strengthening lraq,s partnership with the 
international community through transparency and 
accountability in resource distribution. Therefore, the 

Iraqi Government requests the mandates of the DFI and the 
IAMB to continue according to Security Council resolution 
1546. 


We are fully aware of the difficulties facing us. The stakes 

are high but the people of Iraq and the Iraqi government are 
determined to overcome the present challenging situation to 
establish a democratic, federal, stable and united Iraq. The 
Iraqi Government is also dedicated to serving the Iraqi 

people and establishing a secure environment for peace and a 
prosperous and vibrant economy. At this critical time lraq 
seeks the full and active support of the international 
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community to realize this vision and to help us to succeed. 


End Text 
CROCKER 
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SENV: Prestige\'s disaster continues 

EINV/ETRD: Spanish Economy slowing down 

EFIN:PTER: Real estate boom linked to Money Laundering 
EFIN/ETRD: UKVs Permira set to buy Caprabo 

KIPR: Pharmaceutical patents may benefit from patent 
protecion 

EAGR: French President looking for allies on agriculture and 
DOHA 

EINV/ECON: Housing prices to drop sooner than expected 


PRESTIGE OIL SPILL LASTING EFFECT ON CLEAN-UP CREWS? 


1. (U) A recent study on over 6,000 crewmembers who worked 
in 2002 to clean up the Prestige tanker oil spill off the 

cost of Galicia shows that thousands of the original clean-up 
crew are now suffering health problems that include breathing 
difficulties and chronic coughs. The study, is expected to be 
formally published in the next edition of the American 

Journal of Respiratory and Critical Care Medicine and was 
based on surveys of 6,869 clean up crew workers. 


Column 3 
LOWER GROWTH RATE PREDICTED FOR 2008 AT 3.2% 


2. (U) According to a general consensus among Spain\'s leading 
institutes, the Spanish economy is expected to grow by 3.2% 
in 2008, down .5 percentage points from an estimated 2007 
growth rate of 3.7%. The studies anticipate that decreased 
construction will play a role in this slowdown, but say that 

the economy will be able to absorb this due to strong 
investment in public works and the positive influence of 
growing economies of other European countries. Continued 
immigration is expected to offset the slowdown in the real 
estate market somewhat although anticipated higher interest 
rates will cause a slowdown in consumer spending in general. 
The 3.2 percent rate for 2008 is higher than the 2.7 percent 
growth rate predicted by OECD. 


FINANCIAL NOTIFICATION NUMBERS DISPARATE WITH INVESTIGATIONS 


3. (U) Financial Intelligence Unit (SEPBLAC) receives 78 % 
more notifications in 2006 than in 2005. There were fewer 
SEPBLAC investigations in 2006, however, causing criticism by 
the OECD. (Comment: It appears that banks and other financial 
institutions are taking their reporting requirements more 
seriously. Given the widespread public assumption in Spain 
that the country\'s real estate boom is being accompanied by 
massive money laundering, Spanish authorities are under more 
pressure to pursue more cases. This piece is based on a 
newspaper article that did not discuss terrorism finance.) 
(Expansion, May 25, 2007) 


UK INVESTING HEAVILY IN SPAIN 


4. (U) UK-based private equity firm Permira front-runner to 

buy Spanish supermarket chain Caprabo. Caprabo is in trouble 
as a result of competition from a Spanish low-cost equivalent 
of Wal-Mart, Mercadona. Permira is quite active in Spain. 
Recently it purchased the pizza delivery company Telepizza 

for Euros 850 million. (Financial Times, May 30, 2007) 


PRODUCT PATENT PROTECTION FOR PHARMACEUTICAL PATENT HOLDERS 


5. (U) European Patent Office issues recommendation 

suggesting that pharmaceutical process patent holders can 

also benefit from product patent protection: The issue arises 
because prior to 1992, drug companies could only get process 
patent protection. The R&D-based companies, among them major 
U.S. firms, would like to have product patent protection for 

a number of their blockbuster drugs patented prior to 1992, 
thereby effectively benefiting from patent protection for a 

few more years. In order to achieve this goal, the R&D-based 
firms have filed lawsuits in Spain, a few of which they have 
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won. The companies have also offered Euros 300 million to 
the Spanish government to co-finance a research consortium if 
the Spanish government agrees to provide retroactive product 
patent protection. The government has told the Embassy that 
while it is sympathetic to the R&D-based industry, it would 

be very difficult to extend product patent protection 
retroactively, among other reasons because it might face 
lawsuits from generics manufacturers. (Expansion, May 29, 
2007) 


FRENCH PRESIDENT, SARKOZY TO DISCUSS DOHA AND AGRICULTURE 
WITH ZAPATERO 


6. (U) The newly elected President of France, Nicolas 
Sarkozy, paid a visit to President Zapatero on May 31, 2007. 
It was his first visit as President of France, and he was 


MADRID 00001075 002.2 OF 002 


reported to be interested in addressing several important 
political interests shared by both countries. We suspect 
that among the issues, he addressed the topic of the Doha 
Development Agenda negotiations, in particular their shared 
interests in the agriculture chapter. In the north of France 
President Sarkozy is reported to have told his audience 
\"Europe needs to remain a strong agricultural power, anda 
place where the young can become farmers if they so choose.\" 
Within this context he is also reported to have said: \"This 

is an essential question for us and if they do not understand 
that at the WTO table, France will use its veto.\" 


7. (U) The Zapatero Government has been consistent in its 
support for a Doha deal. Spain does have major market 
interests in the negotiations on agriculture, including the 
export of olives, olive oil, wine, vegetable and fruit 

products, etc. However, their interest in protecting 

sensitive agricultural activities far outweigh their market 
access objectives. In this sense, we expect that the two 
presidents will be of one mind regarding the \"not so likely 
possibility\" of EC Member States offering greater negotiating 
flexibility on agriculture tariffs to the European 

Commission\'s lead negotiator (Peter Mandelson) in the Doha 
Development Agenda negotiations. It has been reported from 
Geneva that without the additional EC negotiating flexibility 
on agriculture tariffs, negotiators from the 148 WTO members 
will be hard pressed to come to an agreement. 


BBVA STUDY CONFIRMS THE RUMORS 


8. (U) A BBVA study has confirmed the projections of dropping 
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real estate prices beginning as early as next year. Jose 
Luis Escriva, BBVA Director of Economic Studies, predicts a 
significant decrease in housing prices next year. The drop 
will be slow in coming unlike more rapid drops of 15% 
experienced in the early 1990\'s. Nonetheless, Spain is 
expected to experience a gradual adjustment in the coming 
months in the real estate sector as the prices will continue 
to rise above the inflation rate. One study indicates a 
rhythm of a 4% increase this year and just 1% next year. 
AGUIRRE 
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TAGS: CD, PGOV, PREL, KISL 

SUBJECT: GRAND IMAM VOICES CONCERN OVER EXTREMISTSV \"NEW 
STRATEGY\" IN CHAD 


REF: A. REF A: NDJAMENA 00149 
B. REF B: NDJAMENA 00130 
C. REF C: NDJAMENA 00231 


Classified By: PAO/CONS ARTHUR BELL FOR REASONS 1.4 (b,d) 


1.(C) SUMMARY Fundamentalist and extremist ideologies 
continue to gain influence in Chad, according to the Grand 
Imam, who reported on the \"new strategy\" of a number of 
Islamic organizations. The World Association of Muslim Youth 
(WAMY) and the Islamic Forum (IF) have been officially banned 
by the GOC on several occasions over the past three years, 
and their ability to operate appears to have been diminished. 
In their place, however, have emerged a number of new 
Chadian Islamic organizations who, according to the Grand 
Imam, receive funding from the same sources as WAMY and IF. 
Extremist-oriented media such as radio Al-Bayane continue to 
make in-roads, and there is a concerted effort underway to 
open an Islamic university in Chad that the Grand Imam 
believes will have strong extremist ties. Finally, the 

influence of Ansar as-Sunna and related groups in the Bahr 
al-Ghazal region, especially around the town of Moussoro, 
continues to grow and is moving into neighboring towns such 
as Mao. The Imam, a moderate pro-western Sufi, has long 
battled against the influence of Sunni Muslim sects in Chad, 
and his comments need to be viewed in this context. END 
SUMMARY 


2.(C) In a recent meeting with the Ambassador and PAO, 
Chad\'s Grand Imam, Sheikh Hissein Hassan Abakar, outlined 
what he believes to be the \"new strategy\" of Islamic 
fundamentalists in Chad. Imam Abakar, a moderate Sufi 
(Tijani) Muslim and close contact of the Embassy, has on 
various occasions approached Post with information about 
perceived extremist activity in Chad (Ref A,B). The Imam 
described what he views as a coordinated effort on the part 
of Islamic extremists inside and outside of the country to 
gain a foothold in Chad in three main ways. First, through a 
number of new Chadian Islamic charities with financial ties 
to the Gulf. Second, through media that promote extremist 
Islamic ideologies. And third, through a new university 
project planned for N\'Djamena. 


Column 3 


3. (C) Over the last decade and until late 2005, several 

Islamic organizations based in the Gulf states had increased 
their sphere of influence in Chad. These included the World 
Association of Muslim Youth (WAMY) and the Islamic Forum 
(IF), both of which have been banned from operations by the 
GOC at several points since late 2005. It is unclear to what 
extent their operations continue, at least in an official 

capacity. (NOTE: Some sources report that WAMY and IF are 
currently banned from operating, while other sources report 
seeing new projects funded by these organizations emerging in 
and around N\'Djamena. END NOTE) According to the Grand 
Imam, several new Chadian Islamic organizations have recently 
been created, effectively taking the place of WAMY and IF. 
They are receiving funding from the same sources, and are 
undertaking many of the same activities. The Imam cited in 
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particular the Al-Rashat Association and the Al-Falah 
Association. These two associations continue to maintain 
close ties with international branches of WAMY and IF, as 
well as with individuals who are known to fund extremist 
Islamic organizations from the Gulf states, especially Saudi 
Arabia. Unlike WAMY and IF, however, these organizations 
have up to this point been operating without any oversight 
either by the GOC or the High Islamic Council (HIC). In 
principle, the HIC, headed by the Grand Imam, approves all 
Islamic organizations\' activities in Chad, including their 
budgets and funding sources. The Grand Imam implied that 
these two organizations, and perhaps others, are now 
operating outside of HIC and GOC influence and oversight. 
Sheikh Abakar views this part of the \"new strategy\" as more 
dangerous that in the past, because it is more hidden, 
working rather slowly but with a clear goal, and involves 
mostly Chadians, as opposed to other nationals. 


4. (C) There are a number of Arabic-language media outlets 

in Chad that have been known or suspected, over the last few 
years, to have contacts with, and receive funding from, 

extremist Islamic organizations and individuals. The most 
prominent and most successful of these is radio Al-Bayane, 

which continues to expand their operations (Ref C). 

According to the Imam, many radio Al-Bayane employees \"do not 
know who they are working for or exactly what they support.\" 
Al-Bayane\'s president, Anmat Mahamat Haggar, has long been 
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linked to extremist activity in Chad, and was briefly 
imprisoned in 2004 for \"fomenting Islamic revolution,\" among 
other charges. Haggar, an ethnic Kreda from Moussoro in the 
Bahr al-Ghazal, was president of the Chadian wing of Ansar 
As-Sunna, and also closely involved with WAMY and IF 
operations in Chad. According to the Grand Imam, Haggar 
recently gave a speech in Saudi Arabia in which Haggar stated 
that \"the day that Chad\'s Grand Imam passes away, our 
ideology will move smoothly into Chad like water running 
downhill.\" 


5. (C) The Grand Imam expressed his deep concern over the 
planned construction of a new university in N'Djamena, which 
he said will be called the University of Abeche. This 

university, the Imam said, will receive the bulk of its 

funding from Saudi Islamic organizations and individuals. He 
told us that a group of Saudis recently visited NVDjamena to 
study the project, and that the plans are already being 
approved in the Chadian Ministry of Education, and that 
teachers are being trained in Sudan to staff the University, 
which will focus on Islamic studies. The Imam cited a 

certain Dr. Yahyah (firt name unknown), who he said is 
well-known to Mulims in Chad and is the brains behind the 
university project. He also told us that the former Chadian 
Minister of Education, Mahamat Saleh Al-Habbo, and Dr. Sharif 
Abdel Rahim, are closely involved in plans for the 
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University. The Imam pointed out the importance of higher 
education in Chad. (NOTE: The Saudi-funded King Faysal 
University is one of the best in Chad, and receives full 

support from the HIC and the Imam. King Faysal High School, 
also entirely Saudi-funded, operates on the grounds of the 
Grand Mosque and is co-located with the HIC offices. END 
NOTE) However, the Grand Imam said that planners and 
financeers behind the University of Abeche project had 
extremist ideological goals, and were drawing educated people 
and rich commercial operators into supporting the project, 

\"to use them as pawns to cover up their underlying, long-term 
strategy of installing extremist Islamic ideology in Chad.\" 


Spread of Extremism? 
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6. (C) The Imam noted two other points in support of his 
perception that extremist Islamic ideology is spreading in 
Chad. First, he told us that the Bahr al-Ghazal department, 
with Moussoro as its capital, is \"entirely under the control 

of Ansar As-Sunna\", (presumably in a spiritual and not a 
political sense) a group that he associates directly with 
Wahabist influence. He said that the Imam of Mao, a large 
town roughly 100 km west of Moussoro and capital of the Kanem 
region, has converted to Sunni Islam (e.g. non-Sufi, for the 
Imam). The Grand Imam reported that he told the Sultan of 
Mao, who is the brother-in-law of Mao\'s Imam, that \"your 
brother-in-law has become a Wahabist.\" Second, the Grand 
Imam related a story about a Saudi-trained Imam who recently 
toured southern Chad and, during a stop in one village, 
infomed the local Imam that Tijani (Sufi) Islam is \"not true 
Islam\", but that if he and his followers wanted to practice 
\"true Islam\" (Sunni, for the visiting Imam), the visiting 

Imam would help convert them and construct a new school and 
mosque for the town. According to Grand Imam Abakar, this 
strategy is typical to Wahabist-influenced Imams and 
organizations: inform people that they are not practicing 

\"true Islam\", offer to help them convert, and offer to build 
new schools, mosques, clinics and wells for their town. 


7. (C) Grand Imam Abakar is an articulate and colorful 
leader, who typically reminds his audience more than once 
that he is the leader of all Muslims in Chad. He is also a 
close contact of the Embassy, and an enthusiastic supporter 
of Embassy Muslim outreach programs. He was appointed by 
Presidential decree in 1991, shortly after President Deby 
came to power, and has been a staunch if occasionally 
skeptical supporter of the Deby regime for the last 16 years. 
He is well-read and well-informed on world affairs, and 
knows the high value that the USG places on combatting 
extremism. He is also doubtless concious of the fact that 
his position is constantly threatened by powerful and wealthy 
internal and external actors. For a number of years he has 
been engaged in what Post has described as a turf war with 
Sunni groups and in particular with Dr. Haggar. We believe 
it is important to take Imam Abakar\'s position, and his 
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desire to maintain it, into account when analyzing any 
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information he provides about extremist activity in Chad. 
WALL 
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SUBJECT: HUMAN RIGHTS VETTING INFORMATION FOR IMET TRAINING 


REF: KIGALI 476 


1. The Department of State has reviewed its files and 
finds that as of May 31, 2007, it possesses no credible 
information of gross violations of human rights by the 
military officers below: 


NAME: Camarade Murara 

RANK: Captain 

CURRRENT ASSIGNMENT: Rwandan Defense Forces 
DATE OF BIRTH: 25 May 1965 

GENDER: Male 


NAME: Jacques Nzitonda 

RANK: Captain 

CURRRENT ASSIGNMENT: Rwandan Defense Forces 
DATE OF BIRTH: 21 Feb 1970 

GENDER: Male 


2. Post is permitted to provide the following statement to 
authorized parties : As of today, the U.S. Embassy verifies 
that the Department of State possesses no credible 
information of gross violations of human rights by Captains 
Nzitonda and Murara. Post may cite this cable in response. 


3. If in the future post becomes aware of possible human 
rights violations by the individual listed above, it 

should inform the Department and not proceed with U.S. 
military 

assistance. 
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E.O. 12958: DECL: 05/30/2017 

TAGS: PHUM, PREL, UNHRC-1, MX, OAS, HUMAN 

SUBJECT: HUMAN RIGHTS TALKS REVEAL AREAS OF AGREEMENT, 
DISCORD ON OAS AGENDA 


Classified By: MCPA CHARLES V. BARCLAY, REASONS: 1.4(B/D). 


1. (C) Summary: On May 29, U.S., Canadian and Mexican 
officials held trilateral talks in Mexico City on human 

rights cooperation. This is the first of two cables 

summarizing the talks, and will focus on issues relating to 

the upcoming OAS General Assembly (OASGA); issues relating to 
the UN Human Rights Council (HRC) will be discussed septel. 
The candid discussions revealed broad agreement between the 
USG and GOC on many issues. While the talks reflected broad, 
trilateral agreement on the draft OASGA resolutions relating 

to protecting human rights while combating terrorism, and 
protecting the rights of migrants and human rights defenders, 
they also reflected significant disagreements with respect to 

the draft OAS instruments on the rights of indigenous peoples 
and on fighting racial discrimination. All three delegations 
concurred that the candid discussions had proven very useful. 
End summary. 


2. (C) On May 29, representatives of the U.S., Canadian and 
Mexican governments met in Mexico City for trilateral talks 
on human rights. The talks began with Ambassador Gomez 
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Robledo detailing major initiatives the Calderon 

administration was undertaking to improve Mexico\'s domestic 
human rights performance. He said the GOM was committed to 
bringing its domestic human rights practice into compliance 

with its international obligations under existing human 

rights instruments. 


Setting Priorities for the OAS General Assembly 


3. (SBU) After Gomez Robledo\'s brief introduction, the 
delegations turned to a discussion of their respective 
priorities at the upcoming OASGA. Director General for 
Regional Organizations Raul Cueta said GOM priorities at the 
OASGA included resolutions on protecting the rights of 
internally displaced persons, migrants, human rights 
defenders, and detainees, as well as on protecting human 
rights and fundamental freedoms while fighting terrorism. 


4. (C) Canadian Gwyneth Kutz said the GOC shared many of the 
GOM\'s OASGA priorities. Kutz said GOC priorities also 
included the resolutions on protecting the rights of 
migrants, and expressed interest in joining the U.S. and 
Mexico in co-sponsoring their joint-resolution. (Note: Since 
the resolution is already closed, this will not be possible. 
End Note.) Canada is also prioritizing efforts on human 
rights defenders, protecting human rights while fighting 
terrorism, promoting democracy in the hemisphere, and 
promoting the participation of civil society in hemispheric 
human rights efforts. The GOC will also push for the hiring 
of more women in senior OAS positions. 


5. (C) Kutz stressed the GOC is concerned about a number of 
resolutions proposed by Venezuela, including one on the 
so-called right to a healthy environment, a right which is 

not established in international law; a resolution on citizen 
participation in the development of democratic systems; and a 
resolution on the obligation in the OAS Charter to preserve 
and strengthen peace in the hemisphere, which she identified 
as selectively reinterpreting the original text of the OAS 
Charter. Canada is deeply concerned about recent internal 
developments in Venezuela, where the regime,s actions had so 
eroded freedoms and public institutions as to put Venezuelan 
democracy at risk. 


6. (C) DAS Barks-Ruggles agreed with Cueta and Kutz that 
trilateral cooperation on the draft resolution on migrants 

had been excellent. She said the resolution on civil society 
participation in human rights efforts was among the USG\'s 
priorities for the OASGA and urged GOM support for the 
resolution. Barks-Ruggles joined Canada in expressing strong 
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concern over internal developments in Venezuela, particularly 
recent measures aimed at muzzling the opposition press, and 
efforts to block action by others in the OAS on human rights. 
She emphasized that in the face of such troubling 
developments, Mexico\'s co-sponsorship of the resolution on 
free expression was vital. 


Mexico Seeks Clarification of NGO Resolution 


7. (C) The Mexicans said the GOM did not disagree with the 
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principles underlying the U.S.-sponsored resolution on 
Non-governmental Organizations and the Protection of Human 
Rights and Promotion of Democracy, but that it and some other 
governments felt the resolution needed to be clarified, as it 
potentially duplicated the draft resolutions on both human 

rights defenders and promoting democracy. Barks-Ruggles 
explained that the resolution calls on SYG Insulza to prepare 

a report on NGO best practices and to reiterate the 
responsibility of states to promote and protect NGOs, 

offering the opportunity to tell a positive story about 
non-governmental organizations, contributions in this arena. 
She added that all three North American governments had made 
important contributions to the resolution on protecting the 
defenders of human rights and it should be passed. 


Venezuela\'s Resolution on Posada-Carilles 


8. (C) Turning to the draft Venezuelan resolution on the 
Posada-Carilles case, Barks-Ruggles emphasized that the OAS 
was an inappropriate forum for addressing what was plainly a 
bilateral U.S.-Venezuelan issue. Several governments had 
already pledged to support USG efforts to defeat the 
Venezuelan resolution and she urged Mexico to do the same. 
The Mexicans replied that the GOM would study the 
resolution\'s text. 


OAS Declaration on Rights of Indigenous People 


9. (C) The single biggest area of disagreement related to 

the OAS Declaration on the Rights of Indigenous Peoples, as 
well as the UN declaration on the same subject (septel). The 
Mexicans argued that with an indigenous population of between 
10 and 12 million, domestic political considerations required 
strong GOM support for the OAS declaration. They added that 
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such domestic political pressure existed in many other Latin 
American countries and was a major factor underlying broad 
support for the as yet unfinished declaration. The GOM 
believes that an OAS declaration should be consistent with 
the UN declaration. The Mexicans asserted that the U.S. 
proposal for general principles on indigenous rights would be 
\"a step backwards.\" Pressed by the US delegation as to why a 
declaration would be seen as negative, the GOM delegation 
emphasized form (e.g. the importance of an international 
instrument versus a single declaration) over substance. 


10. (C) DAS Barks-Ruggles emphasized the USG is committed to 
concrete actions to address legitimate indigenous grievances. 
She noted that the USG took its international obligations 
seriously, that even non-binding declarations had significant 
U.S. domestic legal implications, and that the USG would not 
support a declaration that could not be implemented. She 
explained that while early on, the USG had sought to 
negotiate the declaration line-by-line, it had concluded that 
this approach had not been effective. In the interest of not 
blocking negotiations, the U.S. had taken the principled 
position of taking a general reservation on the text, while 
seeking to enhance the negotiations by contributing 
observations based upon domestic U.S. experience on this 
issue. She agreed the OAS declaration should be consistent 
with the UN declaration, noting that the simultaneous 
negotiation of the two declarations had led to 

inconsistencies. 


11. (C) The Canadians emphasized that in Canada the issue of 
indigenous rights was politically charged. They observed 

that even though declarations such as this one were not 
themselves legally enforceable, Canadian courts were already 
citing other international declarations as evidence of 

evolving legal standards. The GOC was therefore very 
concerned about the current text of the declaration, which 
would have serious domestic legal ramifications if signed by 
Canada. They argued the OAS declaration should focus on 
points about which there is an international consensus, and 
that including controversial issues on which no consensus 
existed would compel Canada to opt out, weakening the 
declaration\'s significance. They said that a declaration 
promising more than could possibly be delivered would create 
even more serious problems with indigenous groups than 
currently existed, and that it was therefore vital to have a 
declaration whose terms could be fulfilled. 


12. (C) The Mexicans concluded the discussion of this issue 
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by noting that indigenous peoples had become an important 
actor in the international system, and that they had high 
expectations for achieving gains by working within the 
system. Accordingly, the GOM believed the international 
community had to address these concerns. The Mexicans 
repeatedly urged the three governments to search for 
\"creative solutions\" to their disagreement, taking into 
account political realities in Latin America. 


Resolution on Migration 


13. (C) The Mexicans said the GOM was extremely pleased 
about the U.S.-Mexican co-sponsorship of the OAS resolution 
on migrants, which they said reflected a \"qualitative change\" 
in the nature of bilateral cooperation in regional fora. 

They reiterated that the draft resolution on protecting the 
human rights of migrants was among the GOM\'s highest 
priorities and that the GOM also sought to establish a 

special commission on migrant issues, to operate under the 
OAS Permanent Council. The Mexicans believed the OAS was a 
useful mechanism for addressing the issue of migration and 
emphasized their support for the revised text of the draft 
Belizean resolution on migration flows. 


14. (C) DAS Barks-Ruggles said the USG was also very pleased 
about the cooperation on the resolution on migration, adding 

that the USG was committed to protecting the human rights of 
migrants. She reiterated the administration\'s efforts to 

secure passage of an immigration reform bill to address the 
issue of migration comprehensively. 


15. (C) The Canadians asserted the issue of migrants\' rights 
needed to be addressed in practical rather than rhetorical 
terms, to reduce politicization of the issue, and to reduce 
inconsistencies and redundancies. They observed that an 
increasing number of international bodies were dealing with 
the issue and that an effort should be made to decide which 
bodies were best equipped to handle the issue. 


Human Rights and Terrorism 


16. (C) The Mexican delegation observed the three 
governments had cooperated well on the resolution addressing 
the protection of human rights and fundamental freedoms in 
the war on terrorism, which was a high international 

priority. DAS Barks-Ruggles agreed trilateral cooperation 

had been strong. She urged the GOM to consider supporting 
the biennialization of this resolution, noting the resolution 
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absorbed considerable attention at the OASGA and that 
biennializing it would open room on the agenda for other 
important issues. The Mexicans said they would consider the 
idea cautioning, however, that biennializing the resolution 
might depend upon \"political factors.\" 


Inter-American Convention on Discrimination 


17. (C) The Mexicans outlined a number of measures the GOM 
was taking to fight discrimination within Mexico, adding that 
international human rights instruments had proven a major 
factor in encouraging the GOM to strengthen its domestic 
human rights performance. Accordingly, the GOM believed the 
draft Inter-American convention on this issue would be a 

useful tool, even if not all governments chose to ratify it. 

In response, the Canadians said the text was weak, and at 
times even inconsistent with existing international norms. 

They noted, for example, that it would criminalize conduct 

that could not be criminalized under Canadian law, and that 
while the GOC strongly supported the fight against 
discrimination, it would not be able to support the 

convention as currently drafted. They added that developing 
new norms risked confusing existing international norms, and 
that instead of creating such new norms, it would be far more 
effective to seek full implementation of existing norms. 


18. (C) DAS Barks-Ruggles noted the USG had not been 
involved in the negotiation of the convention and had made a 
general reservation with respect to its text. 


19. (C) The U.S. delegation, headed by DRL DAS Erica 
Barks-Ruggles, included Doug Rohn of IO/RHS, Steve Hill of 
L/HRR, Laura Jordan of DRL/MLGA, and Alan Meltzer and 
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Priscilla Adams of Embassy Mexico City. The Mexican 
delegation, headed by Ambassador Juan Manuel Gomez Robledo, 
Secretariat of Foreign Relations (SRE) Under-Secretary for 


SIPDIS 

Multilateral Affairs and Human Rights. The following SRE 
officials also participated: Alejandro Negrin, Ulises 

Canchola, Alejandro Estivill, Raul Cueto Martinez, Salvador 

de Lara, Matilde Garcia Verastegui, Juan Carlos Lara, Sylvia 
Cabrera, Luis Benavides, and Mariana Salazar. The Canadian 
delegation, headed by Gwyneth Kutz, Director of the Canadian 
Department of Foreign Affairs and International Trade\'s 
(DFAIT) Division of Human Rights, Equality of Gender, Health, 
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and Population, also included DFAIT officers John Hannaford, 
Benoit Gauthier, Sirine Hijal, as well as Matt Loken, of the 
Canadian Embassy in Mexico City. 


20. (U) DAS Barks-Ruggles has cleared on this cable. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity and the North American 
Partnership Blog at http://www.intelink.gov/communities/state/nap / 
BASSETT 
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SUBJECT: Update on GOL-Legacy Crash Legal Case 


Ref: Brasilia 600 and previous 


1. (SBU) Summary: In a surprise move, the Brazilian federal 
prosecutor in charge of the criminal investigation into the 

September 29 air collision between a business jet and GOL airliner 
indicted four air traffic controllers for the accident, one on 

serious charges of having acted deliberately. The federal police 
investigation had only recommended the indictment of the U.S. 
citizen pilots of the business jet. The prosecutor indicted the 

pilots, and three other controllers, on less serious charges. The 
federal judge in charge of the case accepted the indictments and set 
dates for questioning of the defendants on August 27 and 28. lt is 
unclear whether the U.S. pilots will be required to return for 
testimony. The accusations against the controllers were repeated in 
Brazilian Senate committee hearings on the accident and caused a sea 
change in press reporting on the issue. End Summary. 


2. (U) Brazilian federal prosecutor Thiago Lemos de Andrade indicted 
Brazilian air traffic controller Jomarcelo Fernandes dos Santos for 
intentional criminal conduct that led to the September 29, 2006 air 
collision between a Legacy business jet and a GOL commercial 
airliner. (All 154 persons aboard the GOL flight perished, making 
this the worst aviation accident in Brazilian history.) The 

prosecutor made this request to federal judge Murilo Mendes in 
Sinop, Mato Grosso, the capital of the state in which the accident 
took place, on May 25. The recommendation came as a surprise to 
observers as the Federal Police report submitted to the prosecutor, 
after a seven-month investigation, did not recommend action against 
controllers, claiming that as they were in the military they were 
beyond civilian purview. 


3. (U) The prosecutor also recommended indictments of three other 
controllers and the two U.S. citizen Legacy pilots, Joseph Lepore 
and Jan Paladino, for unintentional criminal conduct. In the 

pilots\' case, this was for involuntary manslaughter and exposing an 
aircraft to danger. The prosecutor claimed the pilots accidentally 
turned off their transponder, disabling both airplanes\' collision 
avoidance systems and limiting air traffic controllers\' ability to 
confirm the Legacy\'s altitude. The federal police report focused on 
the actions of the pilots. 


4. (U) In the case of the controllers, the prosecutor claims that 
Santos did not properly inform the controllers who took over for him 
after his shift that the Legacy\'s transponder was not functioning 
and that he had been unable to contact the plane. 


5. (U) Judge Mendes issued an order accepting the indictments on 
June 1, setting dates for questioning of the defendants on August 27 
and 28. His order states that the U.S. pilots will be required to 
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testify in Brazil. 


6. (SBU) The pilots\' lawyers, after a preliminary analysis of the 
order, believed that the pilots may be able to make a deposition in 
front of a U.S. court for use by the Brazilian authorities. 


7. (U) The indictment against the controllers was mirrored by a 
similar change of focus in the Brazilian Senate Investigative 
Committee (CPI) created to look into the accident and in Brazilian 
press coverage. Previously, press coverage had focused on the 
Legacy pilots as the major culprits of the accident. Following the 
indictment, most articles focused on culpability of the controllers, 
while describing the pilots as secondary contributors to the 
accident. 


8. (U) A chief member of the CPI and Brazilian air officials laid 

the chief blame for the accident on controllers during hearings held 
the week of May 28. Senator Demostenes Torres, who will draft the 
final CPI report, said that Santos, the flight controller, was most 

to blame. His statement followed testimony from three military 
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flight controllers, on duty during the midair collision, who told 

the CPI that they blamed the American pilots of the Legacy jet and 
faulty air traffic control equipment for the accident. The 

controllers claimed that the Legacy pilots should have adjusted 

their altitude according to the flight plan and criticized Brazil\'s 

air traffic control system. Demostenes replied that \"the [air 

traffic control] system has shortcomings, but the [Gol] accident had 
human causes, especially on the part of [military controller] 
Jomarcelo [Santos]. The Legacy pilots also contributed decisively.\" 
Officials of the Brazilian Air Force\'s Center for the Investigation 
and Prevention of Aeronautical Accidents (CENIPA) later told the CPI 
that the crash of the Gol flight could have been prevented by the 
controllers who were on duty. \"If all the rules had been followed, 
there would have been no accident,\" according to Brigadier Jorge 
Kersul. 


9. (U) The Brazilian Air Force announced on May 31 that it would 
open an investigation into the responsibilities of the flight 
controllers who were on duty the day of the Gol airliner crash. 
According to press reports, the inquiry could take up to two months 
and after this period the air traffic controllers might be tried by 
military justice. 


10. (U) The Brazilian indictment process is very different than the 
U.S. process. The first step was completed when the Federal Police 
finished their investigation, known as an \"inquerito,\" the purpose 

of which was to determine the facts of the case. They then 
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submitted a \"relatorio\" (report) to the prosecutor. (The 

\"relatorio\" makes an \"indiciamento\" of those whom the police believe 
qualify as having committed a crime, though this is not an 

indictment in U.S. sense, but closer to a recommendation for 
indictment.) The prosecutor then indicted those he considered 

guilty. The federal judge has now accepted the indictments and 

those indicted are now defendants. 


11. (U) The first ruling of the court ordered service of summons on 
the defendants, so that they were officially informed of the 
indictments. As the pilots do not reside in Brazil, service of 
summons would have to be carried out in the place of their domicile 
by means of a letter rogatory. Thereafter begins the evidentiary 
phase: the court will question the defendants. Subsequently, the 
judge would question witnesses for the prosecution and then 
witnesses for the defense. At some point, the court will be provided 
documents by the parties, such as the final report of the Air Force, 
and perhaps proceedings of the CPI. Eventually the prosecutor and 
defense counsel will file their final briefs and the court will 

issue a decision. There is no jury and there is no trial in the U.S. 
sense (the case is \"on trial,\" mostly in writing, from the moment 
the judge accepts the indictment). In every criminal case, there is 
the possibility of appeal, and the Federal Court of Appeals, in 
Brasilia, would reexamine the facts in the case of an appeal. 


12. (SBU) Comment: The indictment of the air traffic controllers 
caused a second sea change in the tone of press coverage on the 
culprits of Brazilians worst ever aviation accident. For the first 
month after the accident, the Legacy pilots were vilified as cowboys 
whose dangerous flying led to the accident. As problems with 
Brazilian air traffic control systems then became apparent, press 
coverage went through its first metamorphosis and turned to the role 
of the air traffic control systems in the accident, while still 

claiming that the Legacy pilots\' \"incompetence\" was a major factor. 
Now the air traffic controllers, who assigned both aircraft to the 
same path and altitude, have taken center stage, with the Legacy 
pilots moving into a secondary role. 


13. (SBU) Comment continued: It is interesting that the prosecutor 
decided to indict the controllers despite the federal police\'s claim 
that they were under the military justice system and therefore could 
not be indicted by civilian courts. It is unclear why, eight months 
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after the accident, the Air Force has now decided to start its own 
criminal investigation of the controllers, although it may be an 
attempt to remove them from the civilian criminal system. 
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E.O. 12958: N/A 
TAGS: EINV, ECON, USTR, KIDE, NU 
SUBJECT: NICARAGUA: AMCIT PROPERTY CLAIMS MONTHLY UPDATE: MAY 2007 


1. (U) Summary: In May of the 2006-2007 waiver year, the Government 
of Nicaragua (GON) did not resolve any Embassy-registered property 
claims. No claims have been resolved so far in CY 07. Since 

January 1995, 2,509 Embassy-registered property claims belonging to 
654 American citizens (Amcits) have been resolved. With the 
reactivation of two claims of one Amcit, there remain 684 registered 
property claims belonging to 298 Amcits. Including Amcit claims not 
registered with the Embassy, a total of 4,529 Amcits\' claims have 

been resolved since January 1995. Most have involved compensation 
via government-issued indemnification bonds (bonos de pago de 
indemnizacion or BPls). As of December 31, 2006, the GON had issued 
BPls with a face value of US$319,700,000 to Embassy-registered 
claimants. As of May 31, 2007, the face value of BPls issued 

remains the same. End Summary. 


STATUS OF AMCIT PROPERTY AS OF 05/31/07 


2. (U) The following is a snapshot of current Amcit property 
claims. To differentiate between claims registered before and after 
the July 31, 2005 Consolidated Appropriations Act deadline, the 
Embassy maintains separate registers. No claims were resolved in 
the month of May. 
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EMBASSY-REGISTERED CLAIMS NUMBER 


Total Amcits with all claims resolved 654 
(145 were Amcits at time of confiscation) 


Total Amcits with pending claims 298 
(64 were Amcits at time of confiscation) 


Total Amcits registered with the Embassy 1,137 
prior to July 31, 2005 
(269 were Amcits at time of confiscation) 


Total Amcit claims pending resolution 684 
(117 were claims of Amcits at time of confiscation) 


Total Amcit claims resolved 2,509 
(403 were claims of Amcits at time of confiscation) 


EMBASSY-REGISTERED CLAIMS BY CALENDAR YEAR 


Claims resolved so far in calendar year 2007 0 
(0 were claims of Amcits at time of confiscation) 


Claims resolved calendar year 2006 81 
(6 were claims of Amcits at time of confiscation) 


Claims resolved calendar year 2005 126 
(7 were claims of Amcits at time of confiscation) 


Claims resolved calendar year 2004 218 
(11 were claims of Amcits at time of confiscation) 


Claims resolved calendar year 2003 243 
(22 were claims of Amcits at time of confiscation) 


Claims resolved calendar year 2002 125 
(20 were claims of Amcits at time of confiscation) 


Claims resolved calendar year 2001 175 
(17 were claims of Amcits at time of confiscation) 


Claims resolved calendar year 2000 70 
(7 were claims of Amcits at time of confiscation) 


NUMBER 


EMBASSY-REGISTERED CLAIMS RESOLVED BY WAIVER YEAR 


Registered claims resolved so far in 2006-07 29 
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(waiver year: August 1, 2006-July 31, 2007) 


Registered claims resolved 2005-06 waiver year 86 
Registered claims resolved 2004-05 waiver year 187 
Registered claims resolved 2003-04 waiver year 214 
Registered claims resolved 2002-03 waiver year 183 


Registered claims resolved 2001-02 waiver year 160 


Registered claims resolved 2000-01 waiver year 142 
Registered claims resolved 1999-00 waiver year 77 
Registered claims resolved 1998-99 waiver year 156 
Registered claims resolved 1997-98 waiver year 204 
Registered claims resolved 1996-97 waiver year 145 


EMBASSY-REGISTERED CLAIMS UNDER GON CONTROL NUMBER 


Total Amcit properties under GON control 54 
(subject to revision) 

GON-held claims resolved 2006-07 waiver year 0 

GON-held claims resolved 2005-06 waiver year 3 


GON-held claims resolved 2004-05 waiver year 16 
GON-held claims resolved 2003-04 waiver year 12 
GON-held claims resolved 2002-03 waiver year 11 


GON-held claims resolved 2001-02 waiver year 26 


GON-held claims resolved 2000-01 waiver year 2 
GON-held claims resolved 1999-00 waiver year 2 
GON-held claims resolved 1998-99 waiver year 5 


GON-held claims resolved 1997-98 waiver year 29 


GON-held claims resolved (total) 176 
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TOTAL PROPERTIES RECOVERED 442 
TOTAL CLAIMS RESOLVED BY LAND SWAPS 6 
TOTAL CLAIMS COMPENSATED IN BONDS 1,849 


(face value of bonds US$319.70 million) 


NON-REGISTERED RESOLUTIONS BY WAIVER YEAR NUMBER 


Non-registered resolutions 2006-07 waiver year 12 
Non-registered resolutions 2005-06 waiver year 30 
Non-registered resolutions 2004-05 waiver year 0 

Non-registered resolutions 2003-04 waiver year 6 

Non-registered resolutions 2002-03 waiver year 22 
Non-registered resolutions 2001-02 waiver year 93 
Non-registered resolutions 2000-01 waiver year 300 
Non-registered resolutions 1999-00 waiver year 455 
Non-registered resolutions 1998-99 waiver year 310 
Non-registered resolutions 1997-98 waiver year 230 
Non-registered resolutions 1996-97 waiver year 208 


TOTAL REGISTERED & NON-REGISTERED RESOLUTIONS 


Total number of Amcit claims resolved 4,529 


NON-WAIVER CLAIMS REGISTERED AFTER JULY 31, 2005 


Total Amcit claimants registered with Embassy 11 
(1 was an Amcit at time of confiscation) 


Total Amcit claims pending resolution 17 
(1 was aclaim of an Amcit at time of confiscation) 


TRIVELLI 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, HA 
SUBJECT: PM SIGNALS CABINET SHAKE-UP 


REF: PAP 848 


1. This message is sensitive but unclassified -- protect 
accordingly. 


2. (U) Prime Minister Jacques Eduoard Alexis on May 29 
remarked to the press that he had discussed changes in the 
cabinet with President Preval to improve the performance of 

the government. Speaking with journalists after testifying 
before the parliament regarding the government\'s supplemental 
budget proposal, Alexis said in part, \"...there are things | 

wish were going better, and that\'s why I would like to effect 
change at the heart of the government..." Y"...Wve discussed 

it with the President and I\'m sure we'll arrive at a 

solution...\" 


3. (SBU) Comment. For several weeks The PM has talked in 
private, including in his discussions with the Ambassador, of 
an impending cabinet shake-up. We do not believe the PM 
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would have raised so sensitive a subject in public, 

especially implying an endorsement from Preval, if he has not 
laid the groundwork for changes in the cabinet. May marks 
the one year anniversary of Preval\'s inauguration, and both 
government officials and commentators have spent much time on 
drawing the \"bilan\" (balance) of the Preval administration so 
far: a cabinet shuffle coming in the next few days would 
mark a natural outcome of this reflection. Alexis has given 

no further signal on who would stay and who would go. 
Speculation continues to center around the ministers of 
commerce, and health, whom many perceive are the worst 
performers. 


4. (SBU) Comment Continued. The status of Justice Minister 
Magloire remains uncertain. Weakened as a result of the 
controversy regarding the circumstances of Judge Hughes St. 
Pierre\'s death (reftel), the minister, accompanied by most of 
his inner staff, appeared thoroughly worn down in answering 
questions on May 27 before the senate\'s justice commission. 
He did not give a credible accounting of his role in calling 
Pierre to Port-au-Prince -- he claimed that he did not summon 
St. Pierre, but rather his private secretary did so -- and 

stated he would resign if necessary. Preval and Alexis may 
prefer, however, to give the impression that changes in the 
government are their own initiative, rather than the result 

of attacks by their critics, and spare Magloire for now. 


SANDERSON 
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EMBASSY VILNIUS FOR THOMAS P. KELLY 
EMBASSY GUATEMALA FOR ALEX FEATHERSTONE 


E.O. 12958: DECL: 06/04/2017 

TAGS: PGOV, PREL, AR 

SUBJECT: ARGENTINA: SHOWDOWN FOR BUENOS AIRES MAYOR: 
OPPOSITION VS. ADMINISTRATION 


REF: BUENOS AIRES 00906 
Classified By: ACDA Michael Matera for Reasons 1.4(b) and (d). 


1. (C) SUMMARY: Center-right leader Mauricio Macri (PRO) 
was the clear winner of the first round of voting for mayor 

of Buenos Aires city on June 3, but the Kirchner 
administration can also claim victory, as its candidate, 
National Education Minister Daniel Filmus came in second. 
This has pushed current Mayor Jorge Telerman out of the 
run-off election set for June 24, and seriously damaged the 
image of his campaign partner presidential candidate Elisa 
Carrio. Long-thought to have no chance in the city 

elections, Filmus\'s win of a spot in the run-off is a win for 

the Kirchner administration, but could set him up for a 
significant defeat in the second round. The national impact 
of the June 3rd results in Buenos Aires is mostly on internal 
struggles within the Kirchner camp and on the pole positions 
of the opposition candidates for president. Macri\'s \"ample\" 
margin of victory in the first round sets him up as the 

likely winner of the second round, although nothing is 
guaranteed. President Kirchner now must decide whether the 
administration will make an all out effort (including an 
aggressive anti-Macri campaign that runs the risk of 
backfiring) to increase support for Filmus, which will likely 

fall well short, or to consider it victory enough to have 

pushed Telerman out of the runoff and weakened Carrio as a 
national candidate. END SUMMARY. 


2. (U) Center-right leader Mauricio Macri (PRO) was the 
clear winner with 45.6 percent of the votes in the first 

round for mayor of Buenos Aires city on June 3, but the 
Kirchner administration can also claim victory, as its 
candidate, National Education Minister Daniel Filmus came in 
second with 23.8 percent. Third place went to current Mayor 
Jorge Telerman and his Civic Coalition with 20.7 percent. 
Telerman and Filmus had been polling at nearly the same 
numbers for most of May in the lead-up to the elections, but 
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strong support from President Nestor Kirchner seems to have 
given Filmus the extra push his campaign needed to pull ahead 
of Telerman. 


3. (U) Macri\'s party gained six seats in the city 

legislature, giving them 28 of the 60 total seats and a near 
majority. Both Filmus\' and Telerman\'s parties lost seats 
(one and two respectively), while leftists Patricia Walsh and 
Claudio Lozano each picked up one legislative seat. The new 
distribution of seats in the city legislature will become 
effective on December 10. 


4. (C) Filmus\'s win of a spot in the run-off is a win for 

the Kirchner administration. Long-thought to have no hope of 
posing a serious challenge to Telerman\'s chances of facing 
Macri in the second round, Filmus obtained a three point 
victory over Telerman. Both Telerman and Filmus are Peronist 
but Telerman never enjoyed the support of the Casa Rosada and 
there was a long-running struggle between Telerman and 
Kirchner Cabinet Chief Alberto Fernandez, who is also the 
Peronist party leader in the City. Telerman had come to 
represent a Peronist alternative to Kirchner (and Fernandez) 

in the city and the first round election became a de facto 
Peronist primary with Macri content to take the high ground 
and let the two PJ party rivals slug it out. Filmus\'s 

campaign began to improve its standing after the personal 
support of Kirchner, indicating that although the city is 
considered to be anti-Peronist, Kirchner can count some 
strong supporters among the city\'s voters. 


5. (C) While Filmus\'s finish in the first round is a 

triumph of sorts for Kirchnerism in the city, it has 

potentially set Filmus up for a significant defeat in the 

run-off. Even with the full support of the GOA behind him in 
the next three weeks, it will be difficult for Filmus to 

reverse the 22 point lead that Macri achieved in the first 
round. Months of mudslinging and bitter rivalry between the 
Filmus and Telerman camps could have a negative impact on 
encouraging Telerman supporters to support Filmus. Macri 
only needs one-quarter of the Telerman voters to support him 
in the second round to defeat Filmus--a very viable scenario. 
While Filmus\'s supporters would have been expected to vote 
en masse for Telerman in the second round, not all of 
Telerman\'s supporters can be counted in support of Filmus. 


National Consequences 
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6. (C) The national impact of the June 3rd results in 
Buenos Aires is mostly on internal struggles within the 
Kirchner camp and on the pole positions of the opposition 
candidates for president. Cabinet Chief Alberto Fernandez 
played a major role in supporting Filmus\'s candidacy and 
vilifying Telerman. As Kirchner\'s first presidential term 
draws to an end rumors of cabinet level changes in personnel 
are swirling and, while Fernandez is believed by many to be 
one of the few not in risk of losing his position, he has 
always been outside the inner circle of cronies from the 
Kirchner\'s home province of Santa Cruz. Filmus\'s place in 
the run-off is a victory not just for officialism but for 
Fernandez\'s 

political capital. 


7. (C) Filmus\'s win has pushed Telerman out of the run-off 
election set for June 24, but many analysts here see this as 
a bigger defeat for Telerman\'s coalition partner center-left 
leader and presidential candidate Elisa Carrio. Carrio, with 
little chance in the national election, is nevertheless 
Kirchner\'s most vocal critic and a general pain in the neck 
for the administration. By marginalizing her importance in 
the city--her strongest district of support--this election 

has significantly weakened her position as a presidential 
candidate and given an advantage to ex-Economy Minister 
Roberto Lavagna, who is running at the head of an 
anti-Kirchner Peronist and Radical Civic Union (UCR) 
alliance. None of this, however, is expected to have much of 
an impact on whether the official candidate for president in 
October will be Nestor or Cristina Kirchner, or on the 
eventual outcome of the election. 


8. (C) In gubernatorial elections held the same day as the 
Buenos Aires elections, the party of current Governor and 
one-time presidential candidate Jorge Sobisch won over the 
Kirchner-supported Radical candidate. Popular Movement of 
Neuquen (MPN) candidate Jorge Sapag faced overcoming the 
stigma of the scandal Sobisch suffered for his management of 
a teachers union strike that resulted in the death of a 

teacher (reftel). Sapag won by a margin of fourteen points 
over the Kirchner-supported Radical Civic Union-K candidate 
Horacio Quiroga. Sapag\'s win in Neuquen is more likely the 
result of decades of MPN control of the province than itis a 
true defeat for Kirchner\'s Front for Victory Party (FPV). 
(COMMENT: One analyst here has suggested that Argentine 
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elections are trending towards maintaining the incumbency of 
the ruling parties, with Neuquen as the fifth province to 

follow this pattern in local elections, following Corrientes, 
Catamarca, Entre Rios, and Rio Negro. END COMMENT.) 


9. (C) Macri is the clear winner of the June 3 Buenos Aires 
mayoral elections. He not only won enough votes in the first 
round to position himself as the probable winner of the 
second round, but has become the potential leader of the 
center-right opposition and potential contender for 2011 
presidential elections. Macri\'s comfortable lead is 
strengthened by his win in every voting district in the 
city--the lowest of which he won with 39 percent of the 
votes. It will be difficult for Filmus to bridge the 22 

point gap currently between him and front-runner Macri. It 
is unclear how support from Kirchner for Filmus\'s campaign 
will help or hurt his chances of winning on the 24th, as city 
voters have shown themselves to be unpredictable in their 
opinions about the administration. Some analysts estimate 
that Kirchner/Filmus support would top out at 40 percent. 


10. (C) Five months before the presidential election, 
Kirchner has plenty of issues that could prove to be damaging 
to his standing in the polls. Domestic shortages of 

electricity, natural gas, and gasoline have begun to affect 
large sectors of the country in the form of rolling 

black-outs and fuel shortages, and to weaken the position of 
National Infrastructure Minister Julio DeVido, who is also 
plagued by the specter of the Skanska scandal that threatens 
to implicate his office in alleged corruption. Kirchner has 

so far supported DeVido, perhaps, as analysts here suggest, 
perceiving that a change in his support for DeVido could be 
seen as political weakness. Given all of this, President 
Kirchner could consider that his job in the city is done and 
begin distancing himself somewhat from a candidate with 
little chances of beating the main political opposition 

leader. This president is hard to predict, however, and he 
could decide to go for it all, double his bet, and pull out 

all the stops for Filmus for the June 24 run-off. END 
COMMENT. 

MATERA 


110811 

PP RUEHWEB 

DE RUEHC #6884 1552034 
ZNY CCCCC ZZH 

P 042026Z JUN 07 


Column 3 
FM SECSTATE WASHDC 
TO AMEMBASSY BAMAKO PRIORITY 7553 


SIPDIS 


NOFORN 
SIPDIS 


E.O. 12958: DECL: 06/01/2017 

TAGS: KDEM, PGOV, PREL, PHUM, UNGA 

SUBJECT: DEMARCHE: PREPARATIONS FOR THE NOVEMBER BAMAKO 
COMMUNITY OF DEMOCRACIES MINISTERIAL 


Classified By: U/S Dobriansky under E.O. 12958, 1.4 (b) and (d). 
1. (U) This is an action request. Please see paragraph 3. 


SUMMARY 


2. (C) This year\'s Community of Democracies (CD) Ministerial 
is scheduled for November 2007 in Bamako, Mali. As Chair of 
the CD for the last two years, Mali has been charged with 
setting the agenda, leading the Convening Group to determine 
priorities and the invitation list, and carrying out the 

logistics for the Ministerial. Mali has accomplished a great 
deal thus far, despite low capacity and funding issues. That 
said, some CD NGO partners have raised concerns regarding 
Mali\'s preparations for the fast-approaching Ministerial. We 
intend to offer advice and support to the Malians, to ensure 
they are prepared. End Summary. 


OBJECTIVES 


3. (U) Post is instructed to pursue the following objectives: 


-- Praise Mali for its strong leadership of the Convening 
Group as it considers the list of potential participants and 
observers to the November Ministerial. 


-- Query the Foreign Ministry on its basic Ministerial 
preparations and whether they have a plan to deal with the 
budget, funding, and logistics of the Ministerial. What has 
been done thus far, and what is left to do? (Note: The 
possibility of higher level USG attendance could serve as an 
excuse for post to press Mali. End Note.) 


-- Query Mali on their plans and efforts to invite civil 
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society to participate in the Bamako Ministerial Conference. 


-- Impress upon Mali the urgency of finalizing plans and 
implementing procedures in the six months prior to the 
Ministerial. 


-- Urge Mali to reach out to other CG countries, including 
countries like Chile, which has offered support and advice 
from their past experience hosting the 2005 Santiago 
Ministerial, for support in quickly devising and implementing 
preparations. 


REPORTING DEADLINE 


4. (U) Post should report results of efforts by cable to G - 
Joaquin Ferrao, DRL/MLGA - Laura Jordan, and IO/RHS - Rachel 
Leatham before June 11. 


BACKGROUND 


5. (C/NF) At their request, G Staff Joaquin Ferrao met with 
NDI Ivan Doherty and a current advisor (formerly with NDI) to 
Ambassador Diop funded by USAID. The advisor (PROTECT) 
wanted to let us know of her concerns over the lack of 
progress in making preparations for the CD Ministerial. 
Although Ambassador Diop has made extensive efforts to 
finalize logistical and substantive issues related to the 
Ministerial, the advisor tells us that the Malian Foreign 

Ministry has done little on the ground in the way of basic 
planning. She is concerned about (1) the lack of a budget 
plan; (2) lack of identified funding sources; and (3) lack of 
logistical planning. The Malians have not formulated a plan 

to address these key areas, even though the Malian embassy 
has provided various suggestions. The embassy has also 
passed on information about the way the Chileans handled the 
2005 Ministerial. Doherty stressed how the CD is bigger than 
Mali, and urged us to interact with Mali on this issue. 

RICE 
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STATE PASS EUR/RPM - (G. ROBBINS) 


E.O. 12958: DECL: 06/04/2027 

TAGS: PARM, KCFE, NATO, PREL, CA 

SUBJECT: CANADIANS BACK UNIFIED ALLIANCE RESPONSE TO 
RUSSIA\'S CFE CONCERNS 


REF: STATE 75293 
Classified By: PolMinCouns Brian Flora. Reasons: 1.4 (b) and (d) 


1. (C) Summary: Canada\'s position on the Conventional Forces 
in Europe Treaty (CFE) is closely aligned with our own: CFE 

is critical to European security and the Russians must 

deliver on their Istanbul Commitments before NATO allies 

ratify the Adapted CFE (A/CFE). Canada would like to join 
like-minded allies in a concerted effort to ensure that our 
position prevails at the Extraordinary Conference called by 

the Russian Federation. Canadian Ambassador to the OSCE 
Barbara Gibson will head the Canadian delegation to the 
Conference, June 12-15. End summary. 


2. (U) We conveyed reftel demarche to Department of Foreign 
Affairs and International Trade acting NATO/G-8/OSCE Director 
Isabelle Poupart, and to Department of National Defense (DND) 
NATO Deputy Director Michael Kaduck on June 1. We followed 
up with Poupart on June 4. 


U.S and Canada Share Agree on A/CFE 

3. (C) Poupart responded that Canada\'s position on the 

Adapted Conventional Forces in Europe Treaty was closely 
aligned with those of the U.S., the UK, the Netherlands, and 
\"newer NATO members.\" Canada, she added, would continue to 
press allies attending the Extraordinary Conference to stick 

to NATO\'s long-standing position -- the Russians must deliver 

on their Istanbul Commitments before NATO allies commence 
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ratification of A/CFE. 


German Perfidy? 

4. (C/NF) Poupart alerted us to a rumor in Vienna that 
Germany had helped Russia plan its effort to break NATO 
solidarity on A/CFE. She noted that at various European 
venues the Germans had recently begun telling NATO members, 
\"Let\'s find something to offer the Russians.\" The proposed 
offering, according to Canadian diplomats, was NATO member 
ratification of A/CFE without Istanbul pre-conditions. 

Indeed, Poupart confided, a French official had very recently 
floated the German proposal to drop A/CFE preconditions in an 
informal conversation with a Canadian diplomat in Vienna. 

The Canadian, she said, stuck to his nation\'s position and 
pushed back hard. 


5. (C/NF) Clearly frustrated, the usually circumspect 

Poupart attributed the German approach to two factors: (1) 

\"old school, legalistic\" German non-proliferation experts had 
managed to convince the GOG that bringing A/CFE into force 
was a more important immediate good than Russian adherence to 
its Istanbul Commitments; and, (2) the perceived need to 
\"appease\" the Russians in order to enhance Germany\'s energy 
security. 


Solidarity Critical 

6. (C) It was critical, Poupart said, for the allies to 

argue their points and come to consensus well before the 
start of the Exceptional Conference on June 12, and then to 
stick to the consensus in the face of Russian, and German, 
pressure. Canada, the U.S., the UK, and perhaps the Dutch, 
should consider having a pre-meeting on June 11, she said. 
The parties could share last-minute assessments and 
coordinate their approach to the Conference. Canadian 
Qcoordinate their approach to the Conference. Canadian 
official experts would soon reach out directly to their 
counterparts to organize such a meeting. 


DND\'s Informal Analysis 

7. (C/NF) DND\'s Kaduck told us that Russia\'s motivation for 
calling the CFE Extraordinary Conference remained unclear. 
Just back from Canada-Russia military staff talks in Moscow, 
he speculated that Russian complaints about the CFE might be 
a pretext, part of an effort to fracture NATO solidarity. 

Russia\'s \"poorly conceived and unpersuasive\" laundry list of 
concerns suggested, he argued, that the Russians had 
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something other than flank entitlements, Istanbul 
Commitments, and A/CFE ratification in mind. Kaduck said his 
personal impression was that the Russians were feeling 
\"humiliated and encircled\" and were particularly \"bugged\" by 
the deployment of U.S. missile defense in Europe (in 

particular its radar system). While the U.S. and NATO 

refused to link the disparate elements of defense policy 
affecting Russia, Kaduck said, the GOR tended to \"glue them 
together and see a plot against (Russia). Kaduck emphasized 
that his were personal observations, and that he did not 
anticipate Russia\'s unwarranted worries causing a 
recalibration of CanadaWs policy settings. 


Canadian Delegation 

8. (U) Canada\'s Ambassador to the OSCE Barbara Gibson 
planned to head the Canadian delegation, with support from a 
team of experts who have decades of combined CFE experience. 
DFAIT Director General for Policy Planning John Barratt, DND 
Head of Verification Colonel D.S. Higgins, and DFAIT\'s 

Isabelle Poupart will support Ambassador Gibson. 


Visit our shared North American Partnership blog (Canada & Mexico) at 
http://www. intelink.gov/communities/state/nap 
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E.O. 12958: DECL: 06/04/2017 
TAGS: PTER, PGOV, PREL, CVIS, GY 
SUBJECT: GOVERNMENT REACTION: GUYANA AND THE JFK TERROR PLOT 


Classified By: AMBASSADOR DAVID M. ROBINSON FOR REASONS 1.4(B) AND (D) 


1. (C) SUMMARY: With emotions ranging from defensiveness, to 
apprehension, to contrition, President Bharrat Jagdeo 

initiated multiple conversations with the Ambassador through 

the weekend regarding the JFK terror plot, distancing his 
government from the Guyanese involved and reiterating that 
Guyana remains a partner in the fight against global 

terrorism. The GOG released an official statement on June 2, 
denying that Abdul Kadir, the former Guyana Parliament member 
arrested for terrorism, was a government official. The 
Ambassador met with Islamic leaders in Guyana, who said that 
terrorism is a violation of Islamic principals and condemned 

the plot. END SUMMARY. 


2. (C) Upon learning that Guyanese citizens were directly 
involved in the terrorist plot to attack JFK Airport, 

President Jagdeo initiated an on-going dialogue with the 
Ambassador, pledging Guyana\'s support and offering assistance 
in prosecuting the alleged terrorists. Jagdeo initially 

welcomed news of the arrests, but later, as he watched the 
reports on CNN and Fox News unfold, he became concerned that 
this would be a \"big, black eye for Guyana\" since Guyanese 
played a central role in the plot. Jagdeo told the 

Ambassador that the GOG was committed to assisting the U.S. 
and he offered to extradite, if necessary, any of the 

Guyanese involved in the terrorist plot. 


3. (C) The GOG released an official statement on June 2nd, 
distancing itself from the Guyanese involved in the incident, 
specifically pointing out that former PNCR Parliamentarian 
Abdul Kadir \"is not nor was never (sic) a Government of 
Guyana official.\" To emphasize this point, Minister of Home 
Affairs Clement Rohee held a press conference wherein he 
pronounced that Guyana is a partner in the fight against 
global terrorism and that it will cooperate with all 

countries in pursuance of this objective. Various other 
political entities, from the Guyana Police Force to the 
opposition Alliance for Change (AFC) party, released 
statements and pledged their support in the fight against 
terrorism. 


4. (SBU) Ambassador Robinson met with Wazir Baksh, Leader of 
the Guyana Islamic Trust to convey that the arrest of the JFK 
plotters was an action to protect the U.S. from terrorism, 

but in no way represents a USG action against Islam, as had 
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been implied by some local news reports. Baksh said that 
terrorism is a violation of Islamic principals and condemned 

the plot. He noted that Kadir was on the fringe of the 

Guyanese Islamic community and that Kadir\'s actions in no way 
represent the mainstream of Guyanese Islam. 


4. (C) COMMENT: It is clear from both Jagdeo\'s response to 
the Ambassador, and the official GOG statement, that Guyana 
is concerned about the ramifications of having its citizens 

so closely involved in a planned U.S. terrorist attack. AFC 
leader Rapheal Trotman summed it up best, stating that 
\"unfortunately, Guyana has once again achieved notoriety for 
something on the dark side.\" In order to counter this 

taint, the GOG went out of their way to both distance 
themselves from the alleged terrorists and to pledge support 
for the fight against terrorism. Although the GOG is often 
careful not to seem too supportive of the U.S., they closed 
ranks on this issue. 

Robinson 
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E.O. 12958: N/A 

TAGS: PREL, PHUM, KJUS, Cl 

SUBJECT: CHILE: LEGATT REQUEST FOR HUMAN RIGHTS VETTING FOR 
FBI NATIONAL ACADEMY RETRAINER SEMINAR 


REF: CHA-CRETAROLO EMAIL 6/4/2007 

1. This is an action request. See paragraphs 2 and 3. 

2. Action request: Embassy requests the Department assist 

in conducting a Leahy Amendment Human Rights review, as well 


as a general name check, of the following two Chilean 
candidates and one Peruvian candidate, who have been 
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nominated for training in the U.S., pursuant to the Leahy Act 
and Foreign Assistance Act. Post apologizes for the 
short-notice request, as training is scheduled to begin on 
June 11. Please transmit the results of such, including 
information not strictly covered by the Leahy Amendment, to 
Embassy. 


3. The proposed training is the FBI National Academy 
Retrainer Seminar which will take place in the Federation of 
Saint Kitts and Nevis, West Indies, from June 11 through June 
15, 2007. The name and identifying information of the 
proposed candidates appear in the following format: Name, 
rank, unit, date of birth, place of birth and national 
identification number. The first two candidates are Chilean 
nationals; the other is Peruvian. 


a. Domingo Horacio CARVAJAL Lopez, Major, Chief of the 25th 
Precinct of Maipu, Chilean National Police, 10 September 
1968, Ovalle Chile, 10.104.831-4 


b. Carlos GONZALEZ Hoffens, Subprefect, Chief of Criminal 
Investigative Division of Melipilla, Chilean Investigative 
Police, 18 February 1956, Chile, 6.359.612-4 


c. Max Orlando ANHUAMAN Centeno, Major, Chief of Analysis 
and Operations for Counterterrorism Division, Peruvian 
National Police, 29 October 1963, Trujillo Peru, 44430364. 


4. Embassy\'s ongoing investigation has not found credible 
information that the candidates have been involved in gross 
human rights violations. 

KELLY 
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Classified By: Ambassador Alejandro D. Wolff, per 1.4 (b) and (d). 


1. (C) Summary. During closed UNSC consultations on Haiti on 
May 30, Special Representative of the Secretary-General 
Edmund Mulet hailed recent GOH/MINUSTAH success in combating 
gangs and securing Cite Soleil, but warned that the 

international community must \"stay the course\" and avoid a 
\"premature withdrawal\" to cement these gains. He pledged to 
provide the Council with recommendations on strengthening 
Haiti\'s governance, security, institution-building, and 

social and economic development in the next SYG\'s report due 
September 1, 2007. Council members, led by Ambassador Wolff, 
expressed strong support for Mulet and MINUSTAH\'s gains on 
security. They agreed the situation in Haiti remains fragile 

and that the international community must remain engaged. 
Several delegations emphasized the importance of justice 

reform and enhanced security along Haiti\'s coastline. At the 

end of consultations, the Council adopted a press statement 
expressing support for MINUSTAH and urging increased efforts 
on rule of law reform. (Note: Text of press statement 

e-mailed to WHA and IO. End Note.) In a bilateral meeting 

with Ambassador Khalilzad on May 30, Mulet said the UN should 
remain in Haiti for at least the next four years to train at 

least 14,000 Haitian National Police (HNP) officers. Mulet 
appealed for a one-year extension of MINUSTAH\'s mandate in 
October 2007 and said Chinese PermRep Wang -- who threatened 
to veto MINUSTAH\'s mandate in February 2007 over concerns 
about Haiti\'s relationship with Taiwan -- had displayed a 
\"positive and constructive\" approach in a bilateral 

discussion with Mulet on May 30. End Summary. 


Mulet Outlines Priorities 


2. (C) While hailing recent GOH/MINUSTAH success in combating 
gangs and securing Cite Soleil, Mulet emphasized that it is 

now crucial for the international community to \"stay the 

course\" in Haiti by redoubling its efforts rather than 

contemplating a \"premature withdrawal.\" (Note: USUN e-mailed 
Mulet\'s prepared remarks to WHA and IO. End Note.) 

Explaining that MINUSTAH is in the midst of a progress 

review, Mulet pledged to present the Council recommendations 

in the SYG\'s next report (expected September 1, 2007) in four 
areas: strengthening governance, maintaining security and 
stability, reinforcing institutions of law and order, and 

enhancing the social and economic fabric. Mulet noted 
MINUSTAH\'s recent success against armed gangs -- he said over 
700 gang members had been captured over the past three months 
-- but he lamented the inability of Haiti\'s justice system to 

deal with these figures once they are arrested. In 
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particular, he decried how gangster Tie Bazil had bribed a 
judge to secure his release shortly after he was first 

arrested, only to kill two people afterwards. Asked whether 
MINUSTAH could assist Haiti in securing its maritime borders, 
Mulet said Uruguay and Peru might be willing to lend the UN 
boats it could use to patrol Haiti\'s lengthy and unmonitored 
shores. 


3. (C) Mulet also met bilaterally with Ambassadors Khalilzad 

and Wolff on May 30. Asked by Ambassador Khalilzad for a 
rough timeline for Haiti to assume more responsibility over 

its own affairs, Mulet suggested that the UN would need to 

stay for at least four more years to train at least 14,000 

HNP officers to provide minimum security across the country. 
The international community, however, would need to remain 
committed to Haiti\'s reconstruction for a period of decades. 
Mulet said MINUSTAH would remain engaged in the fight against 
armed gangs. He expressed satisfaction that threats and 

shots fired against MINUSTAH personnel had declined 
significantly in the past two months as a result of 
GOH/MINUSTAH anti-gang efforts in Cite Soleil. Mulet warned 
that nationalistic sentiment in Haiti could rise if MINUSTAH 

and the GOH fall short on their responsibility to ensure law 

and order. Asked how the Council could assist his efforts, 

Mulet appealed for MINUSTAH\'s mandate to be extended for one 
year and noted that PRC PermRep Wang had been \"positive and 
constructive\" about MINUSTAH\'s future during Mulet\'s 

bilateral meeting with him on May 30. Mulet also said he 

would remain with MINUSTAH for another year. In a separate 
conversation May 31, the Chinese polcouns told USUN that 
China fully supported MINUSTAH as long as Haiti maintained an 
appropriate posture on the issue of Taiwan. 


UNSC Strongly Endorses MINUSTAH Efforts 


4. (C) Commending Mulet for his leadership, Ambassador Wolff 
noted that the liberation of Cite Soleil from gang control is 

a testament to the courage of the Haitian Government and 
MINUSTAH. MINUSTAH\'s efforts to tackle gang violence should 
serve as a model for UN peacekeeping operations worldwide. 
Ambassador Wolff emphasized, however, that the recent gains 
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in security are not irreversible and urged the GOH and 
MINUSTAH to maintain pressure on the remnants of criminal 
gangs. He underscored the importance of reform of the HNP, 
the justice and corrections systems, and intensified 

anti-drug trafficking efforts. Ambassador Wolff asked 
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whether MINUSTAH could do more to assist Haiti with its 
anti-drug and border control efforts. Noting that MINUSTAH 
would be expected to provide security and logistics support 
for Haiti\'s fall 2007 senate elections, he also urged Mulet 

to press the GOH to establish a Permanent Electoral Council 
soon. In conclusion, Ambassador Wolff emphasized that the 
depth and breadth of the challenges in Haiti mean that the 
country will require long-term assistance from the UNSC, 
troop contributors, and donors. 


5. (C) While welcoming GOH/MINUSTAH efforts against gangs in 
Cite Soleil and elsewhere, most delegations noted that the 
situation in Haiti remains fragile and that the international 
community must do more, not less, to support Haiti\'s 
transition. Peru, Panama, and France joined Ambassador Wolff 
in praising Mulet\'s leadership specifically. The same 
delegations underscored the importance of justice reform and 
enhanced border controls as a means to combat drug 
trafficking. The Latin American and African delegations 

called on the international community to do more to support 
Haiti\'s long-term development. Indonesia and South Africa 
urged MINUSTAH to intensify its support for political 

dialogue and national reconciliation. China joined other 
delegations in characterizing the situation in Haiti as 

\"fragile.\" While MINUSTAH should continue to combat gangs 
and ensure law and order, the Chinese representative noted 
that the UN should focus more on long-term development -- 
with Haiti assuming primary responsibility for its own 
governance. In its intervention, the UK argued that MINUSTAH 
should no longer implement quick impact projects (QUIPS) 
funded through the UN budget, given that QUIPS are designed 
only for the first two years of a PKO and MINUSTAH has now 
existed for three. 

KHALILZAD 
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1. (C) SUMMARY. Russian Ambassador to the UN Churkin shared 
Moscow\'s latest hard line guidance on Kosovo with Ambassador 
Khalilzad on June 4. Churkin said Moscow wants: no reference 
to SYG Special Envoy Ahtisaari\'s proposal in the Security 
Council resolution; at least a year of further 

Belgrade-Pristina negotiations; and Security Council review 

of Kosovo after those negotiations. Ambassadors Churkin and 
Khalilzad quickly put aside that guidance as unhelpful. In 

its place, they brainstormed about a conceptual formula that 
would use an UNMIK phase-out period to simultaneously stage 
Belgrade-Pristina negotiations after which the Ahtisaari 

proposal would be fully implemented and UN member states 
would be free to recognize Kosovo sovereignty unless the 
Council expressly decided on a different course. Churkin 
clearly finds such a formula attractive, especially if 

selected aspects of UNSCR 1244 were to remain in force during 
the negotiations. Equally clearly, however, such a way out 

is unlikely to resonate in Moscow. Ambassador Khalilzad 
impressed on Churkin that MoscowWs hard line is increasingly 
uniting most of the rest of the Council around the idea of 

putting the draft resolution to a vote in the very near 

future. END SUMMARY. 


2. (SBU) Ambassador Khalilzad met on June 4 in his office 
with Russian PermRep Vitaly Churkin at the latter\'s request 
to present Moscow\'s just-received guidance. Churkin came 
alone. Deputy PolCounselor also participated in the meeting. 


3. (C) Ambassador Churkin read very hard line instructions 
from Moscow and, as he did in another recent meeting 
(reftel), followed them up with more accommodating personal 
observations. Translating the Moscow instructions, Churkin 
said: 


-- \"To start with the good news, Moscow would approve 
resolution language suggesting that Kosovo presents a unique 
case because of the disintegration of Yugoslavia (i.e., 
Moscow will not accept language referring to the 
non-consensual/violent breakup of Yugoslavia, massive 
repression, extended UNMIK administration). 

-- \"Moscow cannot accept even \'taking note\' of Ahtisaari -- 
we would instead have to take out (for use) some elements of 
Ahtisaari regarding, for example, the rights of Serbs and the 
improving of internal government mechanisms. 
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-- \"There must be no less than a year for further 

negotiations during which there would be more balanced 
international mediation. (NOTE. Churkin later said Ahtisaari 
might be acceptable as mediator if he would \"swear on a bible 
that he would be more balanced.\" END NOTE.) 

-- \"Mosow believes this (a year of negotiations) would have a 
realistic chance to bring Belgrade and Pristina closer to 
compromise. 

-- \"There must be a provision ruling out a unilateral 
declaration of independence during the negotiations. 

-- The PISG must expressly recommit to implementing 
Standards and ruling out violence during the negotiations. 

-- "UNSCR 1244 must remain in force during the negotiations. 
-- \"Postponed independence and automaticity are absolutely 
unacceptable. The results of the negotiations must be 
reviewed by the Security Council after a year.\" 


4. (C) Ambassador Khalilzad replied that the Moscow line 
seems harder than ever and gives us nothing to talk about. 
True to that observation, neither ambassador referred 

directly to the Moscow points for the rest of the meeting. 
Instead, Ambassador Khalilzad asked whether we might consider 
a formula calling for implementation of the Ahtisaari package 
after some specified transition/negotiation period unless the 
results of the negotiations convinced the Council to pursue a 
different course. Warming somewhat to this idea, Churkin 
thought this formula might include listing of those aspects 

of Ahtisaari to be implemented now and those to be 
implemented after negotiations. Similarly he suggested the 
Council might specify those aspects of UNSCR 1244 that would 
remain in effect during the negotiation period. 


5. (C) DepPol Counselor pointed out that the one-year 
duration of negotiations would be problematic, even assuming 
the rest of the formula were acceptable to all, because it 
would put us well beyond the 120-days UNMIK\'s phase-out needs 
make available to us. Ambassador Khalilzad pointed out that 
the EU would be unlikely to agree to replace UNMIK for such 
an extended period of political uncertainty. Churkin 
nevertheless insisted that \"I think we are very close." and 
said he would report immediately to Moscow. Ambassador 
Khalilzad closed the meeting by telling Churkin that Russian 
intransigence had caused pressure to move the outstanding 
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capitals, including Washington, and urged Churkin to engage 
with Moscow and then with us quickly and substantively. 
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6. (C) COMMENT. For what little it\'s worth, Churkin seems to 
us sincere in his desire to reach an accommodation on the way 
forward on Kosovo. We devalue this apparent good faith 
because it seems to have not even a shred of resonance in 
Moscow. For all Churkin\'s openness to creative ambiguity, 
the message he came to deliver was crystal clear -- Russia 
continues to insist on an open-ended final status process 
during which Kosovo continues in a status quo the Security 
Council long ago concluded was unsustainable. 
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E.O. 12958: N/A 

TAGS: AORC, KUNR, UNGA/C-5 

SUBJECT: UN REQUESTS PAYMENT OF 2007 ASSESSMENT FOR CAPITAL 
MASTER PLAN 


REF: USUN NEW YORK 00014 


USUN has faxed to Department (IO/MPR-David Leis and 
EUR-IO/EX/FM-Alice Green) a note dated May 4, 2007 from UN 
Controller Warren Sach to Ambassador Zalmay Khalilzad 
concerning the financial situation of the Capital Master 

Plan. The note states that as of May 4, 2007 the U.S. 
Government has unpaid assessments of $9,900,000 for the 
Working Capital Reserve Fund and $78,097,963 for the Capital 
Master Plan totalling $87,997,963. Mr. Sach requests that 
payment be made as soon as possible and that he be notified 
of the anticipated date of such payment. Text of note is as 
follows: 


Begin text: 
Excellency, 


| write today concerning the financial situation of the 
Capital Master Plan. 


As at the end of April 2007, there were still 155 Member 
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States which had unpaid assessed contributions totaling over 
$226 million. Considering that we are approaching the 

deadline set out in paragraph 16 of General Assembly 

resolution 61/251 which calls for payment to be made on or 
before the 7th of May 2007, it is imperative that timely 

payment of assessed contributions be secured. Non payment of 
assessed contributions will jeopardize the Capital Master 

Plan. 


By note verbale dated 05 January 2007, ref. Contributions 
2-1, your Excellency\'s Government was informed of the 
contributions payable for the Financing of the Capital Master 
plan for the year 2007 and the remaining outstanding 
contributions to the budget of the Capital Master Plan for 
prior years. As of 4 May 2007, United Nations records 
indicate that the following amounts which had been assessed 
to Your Excellency\'s Government remain unpaid: 


Working Capital Reserve Fund US$ 9,900,000 
Capital Master Plan US$ 78,097,963 


Total: US$ 87,997,963 


| would be most grateful if arrangements could be made to 
have these payments effected as soon as possible and if you 
could advise me of the anticipated date of such payment. 
This would enable us to determine whether the viability of 
the Capital Master Plan will be ensured or whether further 
actions will be required. 


Please accept, Excellency, the assurances of my highest 
consideration. 


Signed, 


Warren Sach 
Assistant Secretary-General, Controller 


End Text. 
KHALILZAD 


110818 

RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNL RUEHRD RUEHRS RUEHTM 
DE RUEHNG #0201 1552121 

ZNR UUUUU ZZH 

R 042121Z JUN 07 

FM AMCONSUL NOGALES 

TO RUEHME/AMEMBASSY MEXICO 0894 

INFO RUEHC/SECSTATE WASHDC 4262 

RUEHXC/ALL US CONSULATES IN MEXICO COLLECTIVE 


Column 3 
RUEHNG/AMCONSUL NOGALES 1812" "UNCLAS NOGALES 000201 


SIPDIS 
SIPDIS 


MEXICO FOR MCCA 
DEPT FOR CA/EX, CA/VO/BBP, CA/EX/CSD AND WHA/EX 


E.O. 12958: N/A 

TAGS: CMGT, CVIS, MX, AFIN, AMGT 

SUBJECT: NOGALES NIV MONTHLY STATISTICAL REPORTING FOR MAY - 2007 
A) NIV enrollments- 5541 

B) Overall number refused- 1446 

C) BBBCC - approved and refused- 1945/1110 

D) BBBCV - approved and refused- 241/77 

E) First time applicants- approved and refused- 1910/1152 
F) Renewals-approved and refused- 55/12 

G) Replacements- approved and refused- 223/26 

H) Number of free visas- 2 

I) Anomalies in visas returned to post- 0 

J) 221g overcomes- 97 

K) Reduced fee for minors- 977 

L) 10 year MRVs approved and refused- 2/3 

M) Number of temporary MRVs- 3/0 

N) Number of H2A visas processed- 787 

O) Number of H2B visas processed- 550 

P) Number of H2R visas processed- 525 

Q) Average number of adjudicators- 3.10 

R) The average wait time for a first time visa applicant- 7 Days 


S) Number of Days Post Adjudicated Visas- 20 
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E.O. 12958: N/A 

TAGS: ENRG, EPET, ECON, MX 

SUBJECT: SPP/NAEWG: U.S.-MEXICO MEETING ON GAS HYDRATES 
RESEARCH COOPERATION 


Introduction and Summary 


1. (SBU) Department of Energy (DOE) and U.S. Geologic Survey 
(USGS) officials discussed cooperation on gas hydrate 

research with Mexican Energy Secretariat and Petroleos 
Mexicanos (Pemex) officials under the auspices of the North 
American Energy Working Group (NAEWG) and the Security and 
Prosperity Partnership for North America (SPP). The Mexican 
officials suggested that Mexico host a conference on gas 
hydrates in the fall of 2007, in Mexico, as a way to more 

closely examine the work the U.S. has done, especially 

through the DOEVs Joint Industry Partnership (JIP). While 
Mexican officials would like to cooperate more closely with 

U.S. efforts on gas hydrates, they remain concerned over the 

role of industry in the U.S. program as well as how 

proprietary Mexican seismic data would be treated by any 

North American or other international partnership. 


What are Gas or Methane Hydrates? 
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2. (U) Gas hydrate is an ice-like crystalline solid formed 
from a mixture of water and natural gas, usually methane. 
They occur in the pore spaces of sediments, and may form 
cements, nodes or layers. They are found in sub-oceanic 
sediments in the Polar Regions (shallow water) and in 
continental slope sediments (deep water) including in the 
Gulf of Mexico, where pressure and temperature conditions 
combine to make them stable. Natural gas hydrates contain 
highly concentrated methane, important both as an energy 
resource and as a factor in global climate change. 


Mexico and Gas Hydrates 


3. (SBU) Rafael Alexandri, the Director General for 
Hydrocarbons at the Mexican Energy Secretariat told the U.S. 
side that while he saw many good reasons for Mexico to join 
the Joint Industry Project (JIP) for research on Methane 
Hydrates, he was not sure that joining would be in their best 
interests. As far as Mexico was concerned, it would rather 
work less with foreign industry and more on a trilateral 

basis (U.S.-Mexico-Canada). Nevertheless, Mexico was 
interested in cooperation. 


4. (SBU) Discussing the background of Mexican Methane 
Hydrates research program, Alexandri said that Pemex had Vlet 
a contract\' with Western Geophysical, an exploration 
subsidiary of Schlumberger, to do work on the Shamit offshore 
field in the Gulf of Mexico. As the company processed the 
data, they recognized a possible gas hydrate layer. After 
reprocessing and taking a closer look, Pemex asked Nader 
Dutta, Chief Geoscientist for Schlumberger to study the 

result. He confirmed the presence of hydrates. 


5. (SBU) Following the discovery, the GOM formed a group of 
representatives of the Mexican energy sector to study gas 
hydrates. The group included representatives from Pemex, the 
Mexican Petroleum Institute (IMP), and the Mexican National 
Autonomous University (UNAM). The group is led by the 
Secretariat of Energy (SENER). Two years ago, the Mexicans 
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spoke with the Indians based on experience that Mexico had 
with the Indian firm Reliance to compare work by the two 
countries on hydrates. Alexandri also noted that 2-3 months 
ago a research vessel took samples along the Mexican Pacific 
coast. 


6. (SBU) Alexandri added that Dr. Dutta suggested to him 
that the Mexican Hydrates Group travel to Houston to discuss 
joining the Joint Industry Program (JIP), the group formed 
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through the auspices of the DOE and the USGS for cooperative 
research on gas hydrates, but the Pemex group was told at 
that meeting that joining the JIP would require a USD 230,000 
membership contribution. 


7. (SBU) Alexandri noted that Mexico does have seismic data 
it could provide to the JIP, though the presence of industry 
representatives in the JIP does make Mexico\'s participation 
more difficult politically. Mexico would not be able to pass 
geophysical data to outsiders without a technology transfer 
agreement to govern the exchange. Alexandri added that many 
of the JIP member companies do have formal agreements with 
Mexico. Alexandri also noted that under the terms of the 
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SPP/NAEWG the Canadians would also participate, though he 
added that Canada was coordinating much of its Methane 
Hydrate work in the arctic with Japan. The group speculated 
that since Japan was paying for 90% of the research, Canada 
would likely be unable to include arctic hydrate issues in 

any participation with Mexico and the U.S. through the NAEWG. 
Canada should, however, be free to openly collaborate on 
marine gas hydrates issues. 


Presentation of U.S. Research Efforts 


8. (SBU) DOE/National Energy Technology Laboratory Manager 
for Methane Hydrates Research and Development Ray Boswell 
noted that the JIP is DOE\'s main focus for Gulf of Mexico gas 
hydrates research. The USG funds 80% of the JIP\'s cost. The 
data that members provide is kept confidential, but all 

results are made available to the public. The U.S. has a 

contract in place with the JIP that could allow up to USD 20 
million of USG funds to be spent on research, drilling 

cruises, and other activities. 


9. (SBU) Boswell indicated that the JIP project manager (Dr. 
Emrys Jones) had indicated recently that the current fee to 
join the JIP was USD 189,000. Regardless of whether Mexico 
paid the fee, Mexican representatives were very welcome to 
attend and participate in the JIP\'s public meetings. Joining 
the JIP, however, would entitle Mexico to participate in 
executive board deliberations and vote on the direction of 

the research proposals the group would forward for approval 
to the DOE. That said, there was also flexibility within the 

JIP. Investment was important to the group -- but so was 
involvement and data donation. Boswell suggested there might 
be flexibility on the fee in this regard. All the members of 
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the JIP would vote on such a change. 


10. (SBU) Boswell suggested that in the interim, if Mexico 
were to work with the JIP group, a partnership could be 

started with SENER, the USGS, DOE and the JIP. The group 
could also ask Pemex, Western Geophysical and other companies 
to participate. On the Mexican side, the IMP and UNAM would 
also participate as they also have data. Alexandri suggested 
that the Canadians could also be invited to join. He thought 

the Canadians would be more comfortable in a group with the 
U.S. Alexandri suggested that as a first step, the Mexican 
Government put together a robust seminar on Methane Hydrate 
research inviting a broad list of participants. Boswell 

agreed that a seminar with all interested participants would 

be a good idea, and suggested that DOE hydrate project 
representatives would be encouraged to attend. 


Next Step: Mexican Gas Hydrate Conference 


11. (SBU) Alexandri suggested that Mexico would work first 

with the U.S. to lay out the basics of the seminar to be held 

in September 2007 and then follow-up with Canada as suggested 
by the NAEWG framework. Alexandri closed reiterating the two 
problems with the JIP as far as Mexico was concerned. 


-- Industry participation in the program created problems for 
Mexico as far as data sharing, though, Alexandri suggested, 
Mexico already has data sharing arrangements with many of the 
JIP industry members. 


-- Mexico would also have to examine the making public of 
data as a result of the work of the JIP to determine whether 
it could be in compliance with Mexican law. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity and the North American 
Partnership Blog at http://www.intelink.gov/communities/state/nap / 
BASSETT 
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E.O. 12958: DECL: 06/04/2017 
TAGS: PGOV, KDEM, VE 
SUBJECT: RCTV PROTESTS ENTER SECOND WEEK 


REF: A. CARACAS 1082 AND PREVIOUS 
B. CARACAS 1068 
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Classified By: ACTING POLITICAL COUNSELOR DANIEL LAWTON FOR 1.4 (D) 


1. (C) Summary: Peaceful pro-RCTV protests continued into 
their second week. The students\' medium term ability or 
desire to sustain the demonstrations remain unclear. Up to 
10,000 students marched to the Supreme Court without incident 
June 4 and are planning to march to the National Assembly 
June 5. The government organized a June 2 mass rally in 
support of Chavez. In his fiery and shorter-than-usual 

speech to the crowd, Chavez threatened to eliminate the 
Catholic Church, the media, and educational institutions, if 

they continued trying to \"undermine\" his socialist 

revolution. Meanwhile, the Inter-American Human Rights Court 
may consider a petition for temporary protection for student 
leaders arrested the week of May 27. President Chavez 
continues to try to reframe the RCTV issue as an opposition 
effort to topple him, but his decision to close RCTV remains 
unpopular. End summary. 


2. (SBU) University student-led protests continued into 

their second week without incident and attracted a sizable 
crowd (Ref A). Pro-Chavez Mayor of the \"Libertador\" borough 
of Caracas Freddy Bernal granted permission for a June 4 
march to the Supreme Court, then attempted to change the 
march route on June 3. After some negotiation, the students 
secured permission to stick to their original route. Up to 
10,000 students participated in the march. Workers in 
buildings along the route came down from their offices to 


Column 3 

support the students. To underscore the peaceful nature of 
their protests, students handed roses to the Metropolitan 
Police units guarding the front of the Supreme Court. 


3. (SBU) The Chavista political machinery organized a mass 
rally June 2 for a march against imperialism and RCTV, 
although the crowd paled in comparison to those at the end of 
the December 2006 presidential election campaign. Posts 
estimates that there were between 100,000 and 200,000 
participants, well below BRV claims of one million attendees. 

Using the themes, \"Great anti-imperialist march,\" \"Respect 
Venezuela,\" and \"Now Freedom of Expression Belongs to All,\" 
Chavez supporters gathered at two different locations in 
Caracas--Parque del Este in the pro-opposition Altamira area 
and La Bandera bus terminal--and marched toward Bolivar 
Avenue, where they were eventually addressed by President 
Chavez. Marchers included students from public and private 
universities, social missions, labor unions, and community 
councils. A considerable number of people were bused in from 
as far away as Bolivar, Anzoategui, Barinas, and Nueva 
Esparta states. Anecdotal reporting indicates some marchers 
were paid as much as 200,000 Bolivars, or USD 93 at the 
official rate. 


4. (SBU) Prominent BRV officials in the crowd included Vice 
President Jorge Rodriguez, former VP Jose Vicente Rangel, 
Minister for Communication William Lara, Minister for High 
Education Luis Acuna, and Governors from Anzoategui, Guarico, 
Cojedes, and Miranda states, as well as Libertador Mayor 
Freddy Bernal, and Sucre Municipality Mayor and son of the 
former VP, Jose Vicente Rangel Avalos. A significant number 

of BRV employees also participated. According to one local 
press report, some Metropolitan Police officials at the march 
wore red shirts as part of their uniform. 


5. (SBU) President Chavez delivered a fiery 90-minute speech 
to his red-shirted followers June 2 in front of a large 

banner emblazoned with the slogan \"Freedom of Speech Now 
Pertains to Everyone.\" Chavez characterized ongoing 
demonstrations against his decision to close RCTV as the work 
of \"oligarchs\" and accused university student protesters of 
being misguided \"lackeys of the empire.\" After a long 
explanation of Italian political theorist Antonio Gramsci,s 

ideas on \"cultural hegemony,\" Chavez accused the Catholic 
Church, the media, and educational institutions of 

threatening the interests of his \"socialist revolution.\" He 
warned that he would start eliminating these bastions of 
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\"bourgeois civil society,\" which he derided as retrograde and 
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elitist, \"one by one,\" if they continued to challenge his 
government. In a warning directed at opposition cable 

station Globovision, he specifically said he would consider 
pulling broadcasting licenses before the government 
concession period is over. Chavista supporters responded by 
chanting, \"Now it\'s Globovision\'s turn.\" 


6. (SBU) On June 3, a pro-Chavez car caravan traveled 
throughout Caracas in response to Chavez! call to be on alert 
against any destabilization plan and prepare a 
\"counter-attack.\" Chavista legislator and march coordinator 
Dario Vivas said the action was part of their plan to 

maintain a pro-Chavez \"presence in the street.\" In 
Anzoategui state, Governor Tarek William Saab also headed a 
pro-Chavez march June 3. During his speech, Saab 
disqualified pro-RCTV student protesters as \"destabilizers 
and coupsters,\" yet also reportedly called for compromise and 
peaceful coexistence. 


7. (SBU) Though much smaller than the BRV rally, opposition 
and civil society groups held a sizable and peaceful pro-RCTV 
march June 3. Protesters marched from the Chacao section of 
Caracas to the Human Rights Ombudsman\'s office, where they 
presented a document demanding respect for freedom of 
expression. Shouting Pueblo, madura, este es dictadura," 
(People, mature, this is a dictatorship\") marchers also 
protested in support of opposition cable news station 
Globovision and the Church in response to ChavezW June 2 
threats, as well as police mistreatment of student 

protesters. One march organizer, Antonio Ledezma, claimed 
that in contrast to the Chavista march, the group came mostly 
from Caracas and was not paid. He vowed the protests would 
continue until RCTV returned to the air. Fellow organizer 

Oscar Perez announced another demonstration June 7, and said 
the group would also accompany Globovision president Alberto 
Federico Ravell and talk show host Leopoldo Castillo when 

they testify at the Attorney General\'s office June 6 and 7 

(Ref B). 
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8. (SBU) In addition to participating in the opposition 

march, students held two other events on their own. In one 
event, a group gathered on the Cota Mil highway that borders 
the Avila mountain where they formed a human chain to spell 
out the word \"Liberty.\" A small group also visited the 
headquarters of private broadcaster Venevision to protest the 
station\'s self-censorship in covering last week\'s pro-RCTV 
protests. In several press interviews over the weekend, 
student leaders continued to assert that they are not seeking 
the government\'s overthrow and that they are not working in 
concert with or as proxies for the traditional opposition 
political parties. 


9. (SBU) Local daily El Nacional reports that the 
Inter-American Human Rights Commission (IACHR) may soon 
consider a petition for temporary protection filed by a group 

of students protesters arrested during the week of May 27. 
According to the article, the BRV has until June 4 to respond 
to the IACHR\'s request for information on the detainees. 
According to Ombudsman German Mundarain, and Supreme Court 
Justice Eladio Aponte Aponte, who earlier this year 
\"temporarily\" assumed control of the Caracas penal court 
system, only students caught committing violent acts during 
the previous RCTV marches remain in custody. The rest have 
either been released or will be pending the posting of bail. 


10. (C) lt remains unclear how long students can sustain 

their demonstrations against the BRV shutdown of RCTV. 
Contrary to the BRV,s heavy-handed efforts to disperse 
demonstrators last week with tear gas and plastic pellets, 

the BRV appears to be trying to avoid confrontations, at 

least during the immediate run-up and during the OAS General 
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Assembly in Panama. Demonstration leaders and local and 
police officials now appear to be working in concert to avoid 
street clashes, and recent protests have occurred without 
violence or arrests. President Chavez has virtually conceded 
the unpopularity of his decision to close RCTV and instead 
continues to try to reframe the RCTV issue as an opposition 
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effort to topple him. The BRV\'s Orwellian assertion that 
freedom of expression now \"pertains to everyone\" does not 
appear to be resonating politically. By virtue of the vast 
government resources at their disposal, Chavez and his 
supporters managed to mobilize a significant show of support 
on June 2, but even the so-called \"anti-imperialist\" march 
paled in comparison with other recent pro-Chavez rallies in 
Caracas. 


BROWNFIELD 
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E.O. 12958: N/A 

TAGS: OVIP, PREL, BF 

SUBJECT: CONFIRMATION OF BAHAMIAN ATTENDANCE AT 
U.S.-CARICOM MINISTERIAL 


REF: SECSTATE 43123 


1. The Bahamas Ministry of Foreign Affairs confirmed that 
the following delegates will attend the U.S.-CARICOM 
Ministerial summit: 


-- The Right Honorable Hubert Ingraham, Prime Minister of The 
Bahamas 

-- The Honorable Brent Symonette, Deputy Prime Minister and 
Minister of Foreign Affairs 


2. Minister Symonette would be the \"Plus One\" for the both 
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meetings. There is no confirmation yet who would be the 
second participant. 


3. Additional delegates are expected but unnamed. On May 
28, Post requested a travel itinerary and a complete list of 
potential additional attendees no later than June 8, and 
reminded the GCOB to request expedited port courtesies and 
provide security personnel information no later than one week 
before arrival. The Foreign Minister is aware of our 
requirements and will ensure the information is provided upon 
his return from the OAS meeting in Panama. Post will forward 
additional information as soon as available. 

HARDT 
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DEPARTMENT FOR WHA/CCA AND WHA/CEN 


E.O. 12958: N/A 

TAGS: ETRD, ETTC, PREL, CS 

SUBJECT: COSTA RICA: TITLE III SUSPENSION OF THE 
LIBERTAD ACT 


REF: A)STATE 65523, B) 2006 SAN JOSE 2734 


1. Costa Rican President Oscar Arias remains one of the region\'s 
leading critics of the Castro government and a strong advocate for 
democratic change and human rights reforms in Cuba. Costa Rica 
shows no signs that it would consider re-establishing diplomatic 
relations with the Castro government, which were severed in 1961. 

The USG should encourage and bolster Costa Rica\'s continued support 
for democracy in Cuba. Suspending Title III of the Libertad Act in 
regard to Costa Rica remains in the USG national interest. 


2. Costa Rica\'s pointed criticism of the Cuban administration has 
continued throughout the past six months. Costa Rica traded barbs 
with Cuba in December 2006 after President Arias likened Castro to 
Pinochet, declaring \"Fidel Castro began with the firing squad, 

killing people who opposed him. There\'s no difference. The ideology 
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is different but both were savages, brutal and bloody.\" The 

rhetoric began anew in April and May of 2007 when Castro weighed in 
on Costa Rica\'s pending referendum to ratify the Central American 
Free Trade Agreement (CAFTA), declaring it an opportunity to show 
that the world rejects liberalization and stating further that the 
referendum would only approve CAFTA if fraud were involved. Arias 
responded by condemning Cuba\'s meddling in an internal democratic 
process, stating that Castro\'s comments \"represent a serious affront 
on the residents of a sovereign, democratic, free and independent 
Costa Rica.\" 


3. The following responses are keyed to Ref A questions: 


A) Post is unaware of any Costa Rican investments in Cuba. 

B) Post is unaware of any bilateral trade agreements between Costa 
Rica and Cuba. 

C) Post is unaware of any exchange programs between Costa Rica and 
Cuba. A limited number of Costa Rican students have accepted 
scholarships to study medicine and film in Cuba, but Post is unaware 
of any formal exchange or scholarship programs between Cuban and 
Costa Rican universities. Post is unaware of any Costa Ricans who 
have traveled to Cuba for medical treatment, given the availability 

of publicly subsidized health care in Costa Rica. At any given 

time, there are between six and ten Cuban doctors working in Costa 
Rican hospitals, most of them providing radiological treatment at 
Hospital Mexico in San Jose. 

D) Costa Rica has worked to promote democracy and human rights in 
Cuba. These efforts include President Arias\'s public statements 

(see above). 

E) Since our last Title Ill Suspension Report (in December, Ref B), 
there have been no/no high-level Costa Rican diplomatic visits to 
Cuba or high-level Cuban diplomatic visits to Costa Rica. 


LANGDALE 
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DEPT FOR CA/VO/L/C AND INR/IC 
FBI FOR INTD/CTS 

INS FOR HQINT 

US CUSTOMS FOR INTEL 


E.O. 12958: N/A 
TAGS: KVPR, CVIS, PTER, PINR, ASEC, MX 
SUBJECT: VISAS VIPER MONTHLY REPORT FROM NOGALES MAY 2007 


1. Visas Viper Monthly Report - May 2007. 


2. The Visas Viper monthly meeting was held on May 7, 2007. No 
Visas Viper reports were submitted to the Department by post 
this month. 


3. Post\'s Visas Viper Coordinator is: John Ibarra, Consular 
section Chief, tel: 011-52-631-311-8150, fax: 
011-52-631-313-4652, Ibarrajj@state.gov. 


SHARPE 
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E.O. 12958: N/A 

TAGS: MARR, MASS, MOPS, PHUM, PINR, ES 

SUBJECT: REQUEST FOR HUMAN RIGHTS VETTING OF SALVADORAN 
ARMED FORCES OFFICERS 


1. This cable contains an action request; please see 
Paragraph 2. 


2. Post requests Department review of human rights records 
of Salvadoran officers and soldiers to participate in five 
separate U.S.-funded training courses, as outlined below. 
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Special Reaction Team Certification Course, Inter-American 
Air Forces Academy, 

San Antonio, TX 

July 14, 2007 - August 9, 1978 


1LT Henriquez Alas, Victor Manuel 
llopongo Air Force Base 
DPOB: August 9, 1978; San Salvador 


1LT Torres Gonzalez, Madian Yitzhak 
Comalapa Air Force Base 
DPOB: January 2, 1981; Usulutan 


1LT Cruz Avalos, Joaquin Rene 
Ilopango Air Force Base 
DPOB: July 26, 1973; Cojutepeque 


Hemispheric Defense and Security Course, Inter-American 
Defense College, 

Fort Lesley J. McNair; Washington, DC 

July 16, 2007 - July 15, 2008 


LTC Bolanos Carballo, Francisco Antonio 
First Air Brigade 
DPOB: September 10, 1962; Santa Ana 


Peacekeeping Operations Course, 
Newport, Rhode Island 
July 18, 2007 - August 3, 2007 


CDR Fonseca Alvarenga, Hugo Ernesto 
Ministry of Defense 
DPOB: March 30, 1964; San Salvador 


Naval Command College, 
Newport, Rhode Island 
July 21 - 28, 2007 


CDR Duran Fuentes, Armando de Dios 

Navy General Staff 

DPOB: July 21, 1960; llobasco 

(Note: CDR Duran Fuentes was previously cleared February 6, 
2007 for a different course; see SECSTATE 14559. End note.) 
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Special Operations: Combating Terrorism Course, 
Fort Lesley J. McNair; Washington, DC 
July 21, 2007 - July 20, 2008 


COL Sanchez Urias, Fredy Antonio 
Cavalry Regiment 
DPOB: November 1, 1962; La Paz 


3. Post has reviewed available human rights files; the above 
individuals have not been determined to be identifiable with 
individuals involved in or accused of human rights abuses. 
Butler 
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E.O. 12958: N/A 
TAGS: PGOV, PINR, MX 
SUBJECT: PAN NATIONAL ASSEMBLY SPELLS GOOD NEWS FOR CALDERON 


REF: MEXICO 2490 


1. Summary: During the June 2-3 national assembly of the 
ruling National Action Party (PAN), delegates chose new 
National Council members, who will be responsible for 

electing the party\'s next president in March 2008. An 
estimated 60-70% of the Council members are reported to favor 
President Calderon\'s camp over the right-wing faction led by 
party president Manuel Espino, seriously weakening Espino\'s 
chances for reelection. End summary. 


2. Building on earlier state party elections in which 

Calderon energetically supported loyalists and in which he 

and Espino ended up nearly tied for support among the first 

150 National Council members elected, the PAN national 
assembly held in Leon, Guanajuato produced an additional 150 
Council members with a definite preference for Calderon. 
According to party estimates, at least 90 out of 150 

newly-elected Council members voted in by 9,000 PAN delegates 
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are Calderon supporters. The President\'s private secretary, 
Cesar Nava, won the first position of the National Council, 
making him a strong contender for the next party president. 

A number of other Calderon supporters joined the Council, 
including First Lady Margarita Zavala, Calderon\'s Chief of 
Staff Juan Camilo Mourino, his deputy Carlos Flores, 
Secretary of Government Francisco Ramirez, and Secretary of 
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Social Development Beatriz Zavala. 


3. A number of leading Espino supporters were voted out of 

the Council, including Secretary General of the PAN Jose 
Espina, PAN Director for the State of Mexico Francisco 

Garate, ex-gubernatorial candidate for the State of Mexico 
Ruben Mendoza Ayala, and former Secretary of Communication 
and Transportation (SCT) Pedro Cerisola. Carlos Abascal, the 
former Secretary of Government, was re-elected to the Council 
and is considered a party presidential candidate from the 

PANVs right wing faction. 


4. Espino himself was booed throughout his 15-minute speech 
during the opening day, with hecklers calling him a 

\"traitor,\" \"hypocrite,\" and \"liar.\" The heckling appears to 
have been the result of growing party frustration with 

Espino, rather than with anything specific that he said. The 
booing intensified when Espino commented that he and his 
supporters were \"the enemies of no one.\" By contrast, both 
President Calderon--who called for new party leadership--and 
former President Fox--who offered strong support for the 
Calderon administration--were loudly applauded. 


5. Comment: The PAN national assembly marked a turning point 
in the longstanding rivalry between Calderon and Espino, in 
which the majority of PAN delegates placed the future of 

party leadership with more moderate, progressive elements. 
This significantly increases the chances that a Calderon 
supporter will become party president in March 2008, 
strengthening the President\'s ability to govern with a united 
party backing him. The latest national polls indicate that 
President Calderon enjoys a 65% approval rating among the 
Mexican population. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity and the North American 
Partnership Blog at http://www.intelink.gov/communities/state/nap / 
BASSETT 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/04/2032 

TAGS: PGOV, ECON, CH 

SUBJECT: DEATH OF VICE PREMIER HUANG JU TO HAVE LITTLE 
IMPACT 


REF: A. BEIJING 3117 


B. BEIJING 2711 

C. BEIJING 2190 

D. BEIJING 1790 

E. 06 BEIJING 20986 
F. 06 BEIJING 3395 


Classified By: Political Internal Unit Chief Susan Thornton. 
Reasons 1.4 (b) and (d). 


Summary 


1. (C) The death of Chinese Vice Premier Huang Ju on June 2 
is unlikely to have an impact on Chinese policymaking, given 
that he had long been suffering from cancer and already had 
ceased playing an active role in Chinese politics. Nor 

should his death greatly upset personnel arrangements for 
this fall's 17th Party Congress, as he was widely expected to 
vacate his slot on the Politburo Standing Committee, with no 
decision on his replacement likely to be made before then. 
Reflecting past Party practice, official Chinese media have 
made no comment on funeral services, which probably will be 
publicized only after the fact and which almost certainly 

will not require USG representation. End Summary. 


Huang Ju\'s Long-Anticipated Death 


2. (C) Succumbing to what was reportedly a prolonged illness, 
Vice Premier Huang Ju died on Saturday, June 2 at 2:03 a.m. 
in Beijing, according to official Chinese media. Huang, who 

was 69, had been in charge of economic and financial matters 
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in his capacity as Vice Premier, and was also a member of the 
Politburo Standing Committee, ranking sixth in China\'s 

official hierarchy. As a former Shanghai Party Secretary, he 
was viewed as a Jiang Zemin protege and \"Shanghai faction\" 
member. 


3. (C) Huang\'s death comes as no great surprise, as he had 
been rumored since at least the beginning of 2006 to be 
suffering from pancreatic cancer (Ref F) and had largely 
dropped out of public view since then, appearing only 
periodically in ceremonial events, such as the opening of the 
National People\'s Congress and the Shanghai NPC Delegation 
meeting in March 2007 (Ref D). Reflecting widespread 
speculation on his health, overseas media outlets last month 
jumped the gun on Huang Ju\'s demise, reporting rumors of his 
death that later turned out to be false (Ref A). This time, 

in confirming Huang\'s passing on June 2, Chinese official 
media neglected to state a specific cause of death beyond 
Huang\'s \"failing to respond to medical treatment.\" 


Death to Have Little Impact on Policymaking 


4. (C) Huang Ju\'s death is likely to have little impact on 
Chinese policymaking, given that the Vice Premier had been 
removed from the day-to-day running of his economic/financial 
portfolio for some time. After Huang\'s initial disappearance 
from public view early in 2006, there was speculation that 
financial reform was on hold and would remain so until his 
rcovery or passing. While this may have initally been the 
case, subsequent events suggeste that the Party had moved 
on, assigning HuangJu\'s responsibilities to other officials. 

In September 2006, for example, China passed a new 
bankruptcy law with potentially significant implications for 
financial institutions. In November 2006, China released 
banking regulations for foreign financial institutions, 
fulfilling a requirement driven by its upcoming five-year 
anniversary of WTO accession on December 11, 2006. 


5. (C) Further reinforcing the impression that Huang had long 
since officially withdrawn from an active policymaking role, 
one knowledgeable contact claimed to have seen a secret 
document from October 2006 with the text of a Politburo 
decision regarding Huang\'s status during his illness. The 
document was entitled \"Politburo Decision of October 26, 2007 
on Huang Ju\'s remaining in his position while convalescing,\" 
which had allegedly been issued in response to Huang\'s 
request to resign. In the document, the Politburo reportedly 
decided that, in consideration of Huang\'s request to 
convalesce, and in the interest of Communist Party unity 
amidst preparations for the 17th Party Congress and the 
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ongoing corruption investigation in Shanghai, Huang no longer 
had to participate in Party work, but he was still required 

to attend certain Politburo meetings and specific ceremonial 
activities. 


6. (C) The most significant event suggesting that China\'s 
economic decision makers had moved on in Huang\'s absence came 
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in January 2007 with the Central Financial Work Conference 
(CFWC), a key decision making event held every year. The 
event was reportedly postponed due to Huang\'s illness, in 

part because participating ministries were unable to conclude 
preliminary decisions to be brought to the table and 

announced at the event itself. However, once the decision 
was taken to move forward with the CFWC, it became apparent 
that economic policy makers were fully back in action, with 
State Council Secretary General Hua Jianmin largely assuming 
Huang Ju\'s role at the event (and other commentary at the 
time speculating that Premier Wen had taken over Huang\'s 
portfolio and was relying extensively on Hua and others to 

help with this coverage). 


Replacement: Decision Before Party Congress Unlikely 


7. (C) Although Huang\'s death may ignite further speculation 
about senior leadership changes at the 17th Party Congress, 
his passing is unlikely to significantly influence personnel 
considerations. A range of post contacts have long said that 
Huang was \"almost certain\" to depart the Politburo this fall 
anyway (Refs B and C). Regardless, it is anticipated that no 
replacement for Huang on the Politburo will be announced 
until the conclusion of the Congress itself this fall. 


No Word Yet on Funeral Services 


8. (C) Reflecting past Party practice, official Chinese media 
have made no announcements on funeral services for Huang, 
which will likely be publicized with great fanfare only after 

the fact. Whatever services are held almost certainly will 

not require USG representation. 

PICCUTA 
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EAP/K FOR BOB ARMSTRONG 


E.O. 12958: N/A 
TAGS: ELAB, PGOV, PREL, KS 
SUBJECT: THE PAST AND FUTURE OF LABOR STRUGGLES IN KOREA 


1. (SBU) In a meeting with poloff on May 23, Korea Labor & 
Society Institute Chairman Lee Won-bo said that labor union 
leaders in Korea continue to be arrested, but reluctantly 
conceded that police had legitimate reasons for doing so. 
Although Korea\'s labor laws have undergone some serious 
reform in the past two decades, labor unions remained 
dissatisfied with the amount of progress and would continue 
to demand further changes. According to Lee, as long as 
people perceive that labor laws do not adequately protect the 
worker, unions were likely to use strikes and demonstrations 
as common forms of public protest to draw attention to 
otherwise under-publicized issues. Lee also opined that even 
the largest labor union umbrella organization would not shy 
away from its propensity for strikes; contrary to what was 
widely reported in the media when the new union leader took 
office in January of this year. END SUMMARY. 


2. (SBU) Formed in the year before Korea\'s democratization 
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officially began in 1987, the Korea Labor & Society Institute 
(KLSI) has transformed itself from an education center to a 
think-tank. Formed by several key leaders in the labor 
movement including Kim Keum-soo (current President of KLSI) 
and Chun Young-se (current General Secretary ofthe 
Democratic Labor Party), KLSI was originally named the Korea 
Labor Education Association (KLEA). The original mission was 
to educate a new cadre of labor union officials to begin an 

era of labor movements. Their efforts culminated in the 
\"Great Worker\'s Struggle\" of 1987. 


3. (SBU) In May 1995, KLEA shifted gears toward research and 
KLSI was born. Not coincidentally, the second largest trade 
union organization in Korea, the Korean Confederation of 

Trade Unions (KCTU) was formed six months later in November 
1995 with the strong support of KLSI\'s leaders. (Note: The 
largest trade union umbrella organization, the Federation of 
Korean Trade Unions, or FKTU, was formed in August 1961. End 
note.) With the labor union movement making good strides to 
secure more rights from employers and more importantly to 
secure more comprehensive legislation from the government, 

the change from KLEA to KLSI was made to better serve the new 
demands of the labor union members. Scholars and academics 
were added to the staff and the focus shifted to informing 
members about general issues of mutual concern and proposing 
new labor policies to present to the central government. 

KLSI is funded through member dues and revenue obtained from 
sales of educational materials. KLSI has a reported 800 
members and is managed by a 40-person board of advisors 
representing a cross-section of civil society groups, 

academics and lawyers. 


4. (SBU) The labor movement of 1987 had strong connections 
to the democracy movement of the same year. In this context 
of political democratization, the government, which faced 
strong pressures from the labor movement and opposition 
parties to reform the existing legal framework for 

authoritarian labor control, revised the Trade Union Act in 
November 1987. The revised Trade Union Act promoted workers\' 
rights to organize by abolishing existing requirements and 
various restrictions placed on labor unions. However, since 
the revised law prohibited the establishment of multiple 

unions, it was harshly criticized for the following ten years 

by union activists at home and by international labor 
organizations. 


5. (SBU) Workers welcomed this new era of labor freedom by 
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joining labor unions at an unprecedented rate. Unionization 
rates increased from 12.4 percent in 1985 to 18.6 percent in 
1989. The number of strikes also jumped during this period 
with approximately 3,500 labor conflicts between July and 
September 1987 alone. 


6. (SBU) According to KLSI\'s statistics, between 1987 and 
1996, 2,807 union officials were arrested or indicted. The 
most common grounds for these arrests were violation of the 
third party provision, obstruction of business and failure to 
comply with compulsory arbitration. The third party 
provision stipulated that a third party organization or 
individual could not interfere in a dispute between an 
employer and an employee. At the time, the government felt 
many labor unions and civil right\'s groups acted 
\"irresponsibly\" in these matters and therefore the 
legislation was designed to exclude all outside forces from 
intervening in contentious labor situations. 


7. (SBU) After a decade of pressure and extensive media 
coverage of the arrest of union officials, the ROKG passed 
the Trade Union and Labor Relations Adjustment Act in March 
1997. This law was a substantial and full-scale reform of 

the existing legal framework to administer industrial 

relations and labor markets. The Act allowed the 
establishment of multiple unions, removed the provision 
banning unions\' political activities and third party 

intervention and prohibited wage payments to full-time union 
official beginning in 2002. (Note: The multiple union and 
wage payment issues remain points of contention as the 
enactment was once again postponed until January 2010. End 
note.) 


8. (SBU) According to KLSIVs Lee, even after the provision 
banning third party intervention was repealed, police 
continued to arrest union officials on other charges. 

Officials continued to be arrested primarily on the grounds 
that they violated the terms of compulsory arbitration or 
obstructed business. Additionally, police began to use more 
common provisions such as trespassing and traffic violations 
in order to arrest union officials participating in 
demonstrations in public areas. KLSI noted that, on average, 
more than 200 union officials have been arrested every year 
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since 1997. Although slightly lower than the previous 
decade, Lee said the detention of union officials continues 
to be a serious concern for his organization and the trade 
union umbrella organizations. 


9. (SBU) Lee conceded that media reports were correct in 
reporting that police generally refrained from arresting 
union officials who participated in illegal demonstrations or 
strikes as long as their actions remained peaceful. 
Additionally, police tended to arrest union officials 
responsible for organizing violent protests rather than the 
actual participants of the protests. An example of this 
occurred in 2003 when union officials responsible for 
organizing an illegal hospital strike were arrested for 
failing to comply with compulsory arbitration. Although 
numerous hospital workers also participated in the strike, 
only the union officials were arrested. 


10. (SBU) According to Lee, labor unions protested for 
several different reasons. Although some of the causes were 
internal to the workplace and the worker, others had an 
external element or focus. In the past 20 years of labor 
struggles, the most commonly cited reasons for union 
uprisings were lack of good faith on the part of the employer 
and a lack of responsiveness by the ROKG to the complaints of 
workers. In Lee\'s opinion, the majority of demonstrations 
focused externally at the ROKG and labor policies in general 
as opposed to internal working conditions or labor issues of 

a specific workplace. 


11. (SBU) Poloff inquired what the future of the KCTU was 
and the probability that it would rely less on strikes as the 
predominant method of interaction with the ROKG. Lee said 
that although the new president of KCTU was more moderate 
that past presidents, there remained a strong likelihood of 
strikes in the upcoming annual wage negotiation period in 
July. Despite public statements by KCTU\'s president Lee 
Seok-haeng that he would not take lightly the decision of 
whether or not to hold a strike (Seoul 306), he allegedly 
meant that he will be better prepared and will work to rally 
more support from KCTU affiliates throughout the country 
before launching a strike. Along a more conciliatory line, 
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Lee apparently continues to try to build closer relationships 
with several government ministries (namely the Ministry of 

Construction and the Ministry of Transportation) to broaden 
his contacts and influence within official circles. 


12. (SBU) In December 2006, the National Assembly\'s Labor 
Committee passed several bills, including a delay in the 
implementation of multiple unions and the ban on direct pay 
of union officials until 2010. The delay was justified on 

the grounds that Korea\'s labor market was not suitably 
prepared to handle the tough adjustments that will be 
necessary once the laws go into effect. Despite reports that 
the MOL is working to minimize the impact of the laws, Lee 
said that there will be widespread confusion when the laws 
take effect. Some of the questions that remained unanswered 
were: How will multiple unions organize their collective 
bargaining actions? How will unions finance the hefty 

payroll of union officials? According to Lee, one effect 

will be a stronger trend toward regional or industrial-based 
unions and a continued erosion of workplace-based unions. It 
also remained to be seen how the government will interact 
with labor groups. If the ROKG cannot find the correct 
balance between flexibility and security, or \"flexicurity\", 

then Lee predicted that there will be even more strikes and 
protests as workers voice their discontent with the new 
arrangement. 


13. (SBU) Although KLSI and Lee\'s opinions are closely and 
unabashedly aligned with labor unions, his perspectives are 
useful as they offer insight into the thinking of labor 

unions that are often reluctant to meet with embassy 
officers. Of particular note was Lee\'s admission that union 
officials were normally arrested on legitimate legal grounds 
as opposed to trumped up charges. As torch-bearers for the 
broader union membership, union officials are likely to 
continue to pursue public actions (demonstrations, protests 
and strikes) that will draw increased attention to their 

plight; actions that may often land them in jail as well. 

Many union officials feel this is an obligation that goes 

along with their leadership position in the union and do not 
have reservations about arrest or a criminal record as these 
are looked upon as badges of courage among leaders at all 
levels of Korean society. 
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E.O. 12958: N/A 

TAGS: OVIP (RICE, CONDOLEEZZA), PREL, PHUM, OSCE, KCFE, RS 
SUBJECT: (U) Secretary Rice\'s May 31, 2007 Meeting with 

the OSCE Permanent Council 


1. (U) May 31, 2007, 2:00 PM, Vienna, Austria. 
2. (U) Participants: 


U.S. 

The Secretary 

Assistant Secretary Daniel Fried 

Assistant Secretary Sean McCormack 
Ambassador Julie Finley 

General William Fraser, Special Assistant, JCS 
Brian Besanceney, Deputy Chief of Staff 

Ted Kontek, John Dunlop - notetakers 


OSCE 

Ambassador Carlos Sanchez de Boado y de la Valgoma 
Heads of Delegations for the 56 OSCE Participating States 
Heads of Delegations for the OSCE Observer Organizations 


3. (U) SUMMARY. Secretary Rice told the OSCE that the 
United States pledges to remain active and would continue 
to play a leadership role in the organization and its 
important work to consolidate a Europe that is whole, 

free, democratic, and at peace. She highlighted the 
importance of the CFE Treaty as a key component of the 
European Security architecture and called on Russia to 
implement fully its Istanbul commitments. She reiterated 
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U.S. support for the Ahtisaari plan for Kosovo, welcomed 
the June 7 Bucharest Tolerance conference, and expressed 
appreciation for OSCE interest in supporting Afghanistan. 
END SUMMARY. 


4. (U) Secretary Rice appeared on May 31, 2007 before the 
heads of delegations of the 56 OSCE States at a special 
meeting of the OSCE Permanent Council chaired by 
Ambassador Carlos Sanchez de Boado representing the 
Spanish Chairmanship. Setting aside her formal remarks to 
allow more time for discussion, Secretary Rice said the 
OSCE was doing important work to consolidate a Europe that 
is whole, free, democratic, and at peace. Citing OSCE\'s 
work in support of elections, human rights, and the 
European security architecture, the Secretary pledged that 
the United States would continue to remain active and play 
a leadership role in the OSCE. 


5. (U) Germany, on behalf of the EU and several other 
countries, praised U.S.-EU cooperation, highlighted the 
importance of the CFE as a bedrock of European security, 
and spoke of the need for cooperation in resolving the 
frozen conflicts in Moldova, Georgia, and Azerbaijan. 
Canada and Norway expressed similar viewpoints. Georgia 
called on Russia to fulfill its Istanbul commitments, 

which would allow for Adapted CFE ratification, and called 
for the diversification of energy supplies and 

distribution networks. 


6. (U) Russian Ambassador Borodavkin said Russia sought 
new possibilities for Russian/U.S. cooperation in the 


OSCE, citing the example of the Russia/U.S.-sponsored 
Private Public Partnership Conference on Combating 
Terrorism taking place in Vienna that very day. Russia 
and the United States could also cooperate on providing 
assistance to Afghanistan to improve border security (see 
para 9) and promoting tolerance and non-discrimination, 
especially the dialogue of civilizations and the 

protection of ethic minorities, he said. 


7. (U) Borodavkin listed missile defense, CFE, frozen 
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conflicts and the need for OSCE reform as areas where US 

and Russian positions differed, but said cooperation at 

the OSCE in other fields was possible. He renewed Russian 
criticisms of the OSCE Office of Democratic Institutions 

and Human Rights (ODIHR) and cited the need to make ODIHR 
accountable to the Permanent Council. He said giving 

impetus to the OSCE was in the interests of all 

participating states. 


8. (U) Secretary Rice told the delegates that a discussion 
was necessary to respond to Russian questions on the CFE, 
and she insisted that the treaty remained important to the 
security architecture of Europe. She underscored that 
Russia must implement fully its Istanbul commitments. In 
addition, she identified common issues such as the fight 
against terrorism, nuclear nonproliferation, and work to 
enhance and solidify a Europe that is whole, free, and at 
peace. The Secretary indicated that the United States has 
high hopes for the June 7-8 Bucharest Conference on 
Tolerance and stressed the importance of tolerance issues 
for the OSCE. 


9. (U) The EU, Russia, Kazakhstan, and Afghanistan spoke 
in favor of possible OSCE involvement in Afghanistan. In 
particular, they supported projects to improve border 
security in Afghanistan to stop the flow of drugs and arms 
across that country\'s common border with three OSCE 
countries. Secretary Rice welcomed the OSCE\"s interest 
and said she looked forward to a discussion of what role 
the OSCE might play given the other actors involved in 
supporting Afghanistan. 


10. (U) Serbian Ambassador Beham made a plea for more work 
on reconciliation between Serbia and Kosovo. Beham 
acknowledged differences between the United States and 
Serbia, but said those differences could be overcome 
through additional dialogue and compromise, as well as 
through confidence-building measures between Belgrade and 
Pristina. Secretary Rice restated U.S. support for the 
Ahtisaari plan, saying that Ahtisaari worked to get the 

best deal possible and that now was the time to move 
forward and let go of the past. The Secretary also 
emphasized U.S. support for Euro-Atlantic integration for 
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Serbia, and said she expected that a democratic Serbia 
would find its full and rightful place in Europe. 

RICE 
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E.O. 12958: N/A 
TAGS: MTCRE, MNUC, KSCA, ETTC, PREL, TSPA, VM 
SUBJECT: ENCOURAGING VIETNAM TO SUBSCRIBE TO THE HCOC 


REF: State 72346 


(SBU) On June 4, Poloff discussed reftel points on the Hague Code of 
Conduct Against Ballistic Missile Proliferation (HCOC) with MFA 
International Organizations Department Assistant to the Director 
Pham Vinh Quang. Concerning the HCOC, Quang said it is a very 
complicated issue, but that the GVN will consider the matter 
seriously and provide its response. More generally, Quang 
reiterated the GVN\'s longstanding support for international 
nonproliferation efforts, noting that the GVN is not a recipient or 
exporter of any \"technology of possible concern.\" At the same time, 
the GVN does not deny the right of nations to pursue nuclear and 
space programs for peaceful purposes. 
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RUEHOK/AMCONSUL OSAKA KOBE 4944 
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SIPDIS 

SIPDIS 

DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA; 

WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; 
TREASURY/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; 

SECDEF FOR JCS-J-5/JAPAN, 

DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA 

FAS/ITP FOR SCHROETER; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; 
CINCPAC FLT/PA/ COMNAVFORJAPAN/PA. 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA 


SUBJECT: JAPANESE MORNING PRESS HIGHLIGHTS 06/05/07 
Index: 

1) Top headlines 

2) Editorials 

3) Prime Minister\'s daily schedule 


4) Abe Cabinet support rate sinks to 32 percent, lowest point ever, 
in Fuji-Sankei poll 


5) Latest in series of Asahi polls prior to Upper House election 


finds LDP, Minshuto neck and neck, 24 percent vs. 23 percent, as 
voters\' choice 


6) Yomiuri poll on environment: 71 percent of public worried about 
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global warming trend, 67 percent want to use bio fuels 


7) At least 310 plan to run as candidates in Upper House race 
according to Nikkei survey 


8) Former Prime Minister Koizumi starts stumping for the Upper House 
election 


9) Abductee advocate Nakayama plans to run in Upper House election 
10) Five-day extension of the Diet session proposed in order to pass 
civil-servant reform bill that would restrict amakudari (golden 


parachutes for bureaucrats) 


11) Prime Minister Abe admits responsibility for pension mess and 
promises to rectify situation 


12) Health and Labor Minister Yanagisawa promises to resolve issue 
of 50 million missing pension payments by next May 


13) LDP making it a campaign promise to rectify pension mess by next 
May 


14) Opposition pummeling Abe in Diet on responsibility for pension 
fiasco 


15) Prime Minister Abe leaves today for G8 summit in Germany where 
he hopes to capture lead in plan to tackle global environment issue 


16) Investigation of leaked classified information about 
Aegis-related MD now spreading to MSDF\'s training unit 


17) New economic policy plan revealed 


Articles: 
1) TOP HEADLINES 


Asahi: 

Prime minister to make pensions major campaign issue for Upper House 
election 

Mainichi, Yomiuri & Tokyo Shimbun: 

Yanagisawa pledges to complete checks of unidentified pension 
accounts by next May 


Nihon Keizai: 
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Government to set industry-specific numerical targets for saving 
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energy 


Sankei: 
Hitachi to promptly check 150,000 elevators under ministry\'s 
instruction 


Akahata: 
One month until Upper House election 


2) EDITORIALS 


Asahi: 

(1)Abe\'s nosediving support: Pensions should not be made campaign 
issue 

(2)Expanding meal delivery service is desirable 


Mainichi: 

(1)Government urged to devise measures to deal with defectors from 
North Korea 

(2)Disaster prevention white paper 


Yomiuri: 

(1)Guidelines on economic and fiscal policy: Clarify order of policy 
priority 

(2)Obayashi president to resign: Eradicate bid-rigging structure 


Nihon Keizai: 

(1)Work out specifics, with goal of creating disciplined regional 
revitalization organ 

(2)Government urged to prepare to deal with North Korean defectors, 
to increase security in territorial waters 


Sankei: 

(1)Without being upset by drop in support rate, Abe should speak of 
first aspirations 

(2)Officially protest at G-8 summit Russian foreign minister\'s visit 
to Northern Territories 


Tokyo Shimbun: 
(1)Participants in environment summit should share sense of alarm 


(2)Defectors reveal harsh situation in North Korea 


Akahata: 
(1)Air pollution suit: Take step to eradicate damages 


3) Prime Minister\'s Official Residence (Kantei) 
Prime Minister\'s schedule, June 4 


NIHON KEIZAI (Page 2) (Full) 
June 5, 2007 
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08:42: 

Met at Kantei with LDP\'s Publicity Division Director Futada and 

Public Relations Headquarters Chairman Katayama. 

09:22: 

Met with Policy Research Council Chairman Nakaga, Acting Chairman 
Kawamura, and Upper House Policy Board Chairman Masuzoe. Kawamura 
and Masuzoe remained. Afterwards, met with Finance Minister Omi, 

Vice Finance Minister Fujii and others. 

10:15: 
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Met with Deputy Chief Cabinet Secretary Suzuki. Afterwards, met with 
Deputy Foreign Minister Yabunaka, MOFA European Affairs Bureau 
Director General Harada and others. 

13:00: 

Attended an Upper House plenary session. 

14:28: 

Met at Kantei with House of Representatives member Takuya Hirai and 
others of the LDP\'s Association to Realize Reform Plans. After them, 
met with Minister of Internal Affairs and Communications Suga. 

15:09: 

Attended a general meeting of the Japan Nursing Federation at Tokyo 
International Forum in Marunouchi. 

15:42: 

Met with Special Advisor Nakayama and House of Representatives 
member Nariaki Nakayama at Kantei. 

16:04: 

Met with LDP Research Commission on Local Government Chairman Ota. 
Later, met with Gakushuin University Prof. Takeshi Sasaki, chair of 

the Social Policy Council, and others, joined by State Minister in 
Charge of Declining Birthrate Takaichi. 

16:30: 

Met with Secretary General Nakagawa in Diet. Afterwards, handed LDP 
endorsement to candidates to run in each constituency in Saga 
Prefecture for the Upper House election, joined by Nakagawa and 
Upper House Caucus Chairman Aoki, and others. 

17:06: 

Attended an LDP executive meeting. 

17:29: 

Met with Plum Girl Sayaka Matsumoto from Wakayama Prefecture and 
others at Kantei with Wakayama Gov. Nisaka, Special Advisor Seko and 
others also present. Afterwards, met with the late former 

Agriculture Minister Matsuoka\'s wife, Hatsue, and other relatives. 
18:04: 

Attended a meeting of the Council on Economic and Fiscal Policy. 
19:48: 

Dined with Education Minister Ibuki and others at Japanese 

restaurant \"Unkai\" in ANA Intercontinental Hotel Tokyo. 
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20:39: 
Arrived at Kantei residence. 


4) Poll: Cabinet support rate at 32 percent, lowest since 
inauguration 


SANKEI (Page 1) (Abridged) 
June 5, 2007 


The Sankei Shimbun conducted a joint public opinion survey with Fuji 
News Network (FNN) on June 2-3 to probe public attitudes toward 
politics. The approval rating for the cabinet of Prime Minister 

Shinzo Abe plunged to a low of 32.3 percent from the 39.9 percent 
rating in the last survey conducted in April. The disapproval rating 
for the Abe cabinet also rose 13.8 percentage points to 49.2 percent 
from 35.4 percent in the last survey. In the run-up to percent 
summer\'s election for the House of Councillors, a total of 51.7 
percent said they would like the Democratic Party of Japan 
(Minshuto) and other opposition parties to gain more seats, 19.8 
points higher than 31.9 percent for the Liberal Democratic Party\'s 
ruling coalition. The Abe cabinet\'s support rate has hit an all-time 
low in this survey. This is apparently attributable to the public\'s 
growing sense of distrust over the Social Insurance Agency\'s loss of 
pension records and the issue of politics and money, such as the 
suicide of Agriculture, Forestry and Fisheries Minister Toshikatsu 
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Matsuoka. 
5) Poll: 24 percent to vote for LDP, 23 percent for DPJ 


ASAHI (Page 1) (Abridged) 
June 5, 2007 


Ahead of this July\'s election for the House of Councillors, the 

Asahi Shimbun conducted its telephone-based fourth serial public 
opinion survey and asked respondents which political party or which 
political party\'s candidate they would vote for in their 

proportional representation blocs if they were to vote now. To this 
question, 24 percent picked the ruling Liberal Democratic Party, 
while 23 percent chose the leading opposition Democratic Party of 
Japan (Minshuto). As seen from these figures, the LDP and the DPJ 
were almost on a par. The LDP tends to drop with the Abe cabinet\'s 
declining support rate. Meanwhile, the DPJ closed in on the LDP in 
the last survey but has yet to gain momentum. 


The serial survey is conducted over the telephone at the end of 
every week from the first one conducted May 12-13, with the aim of 
calling 1,000 persons. The survey will be continued until one week 
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before the election. 


In the last three surveys, the LDP stood at 31 percent, 26 percent, 

and 24 percent for proportional representation, while the DPJ was at 

21 percent, 25 percent, and 23 percent. Among men, the LDP was at 24 
percent, with the DPJ at 30 percent. As seen from these figures, the 

DPJ was above the LDP among men. Among women, the LDP was over the 
DPJ, respectively standing at 23 percent and 16 percent. 


Respondents were also asked which political party\'s candidate they 
would vote for in their electoral districts. To this question, the 

LDP stood at 31 percent, 33 percent, and 29 percent in the last 
three surveys, and 27 percent in the survey this time. The DPJ was 
at 22 percent, 20 percent, and 26 percent in the last three surveys, 
and 24 percent in the latest survey, showing a tendency similar to 
that for proportional representation. 


Asked about the desirable form of government, 36 percent chose an 
LDP-led government, with 30 percent opting for a DPJ-led government. 
In the last survey, the LDP and the DPJ were almost on a par. This 
time, 31 percent chose an LDP-led government, with 35 percent 
preferring a DPJ-led government. 


6) Poll: 71 percent concerned about global warming; 67 percent want 
to use biofuel 


YOMIURI (Page 2) (Full) 
June 5, 2007 


The Yomiuri Shimbun conducted a face-to-face nationwide public 
opinion survey on May 19-20, in which respondents were asked to pick 
one or more environmental changes they were particularly concerned 
about. In response to this question, a total of 71 percent picked 
\"global warming caused by the growth of carbon dioxide emissions 
resulting from oil and coal consumption." 


In 1989, when a similar question was started, those who picked 
global warming accounted for 34 percent. In the following surveys, 
however, the proportion of those picking global warming continued 
rising. It reached 62 percent in the last survey conducted in 2004 
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and topped 70 percent in the survey this time. The world has been 
experiencing abnormal weather. In Japan as well, there are climate 
changes, such as violent heat and unusually warm winter. Many more 
people now seem to be worried about global warming. 


Among other environmental changes, 47 percent were concerned about 
\"ozone layer destruction resulting from chlorofluorocarbon (CFC) 
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missions,\" 43 percent about \"environmental pollution resulting from 
dioxin and other chemical emissions,\" and 41 percent about \"river, 
lake, and sea pollution resulting from domestic wastewater, 
industrial waste, tanker, etc.\" 


Asked about the possible impacts of global warming, a total of 72 
percent were concerned about \"violent heat, floods, cold waves, and 
other climate changes to deteriorate the living environment,\" 

topping all other answers. 


Respondents were also asked if they thought Japan should work 
strongly on the United States, China, and other major CO2-emitting 
countries. To this question, \"yes\" totaled 92 percent. In the 
meantime, a total of 67 percent said they would like to use 
\"bioethanol\" fuel for their automobiles. 

7) Poll: More than 310 candidates likely to run in Upper House race 


NIHON KEIZAI (Page 1) (Full) 
June 5, 2007 


If the current session of the Diet is not extended, the House of 
Councillors election will be held on July 22 with the official 

campaign kicking off on July 5. According to a survey completed June 
4 by the Nihon Keizai Shimbun, the number of those planning to run 
in the election totals 311 -- 198 candidates for the electoral 

districts and 113 for the proportional representation segment. This 
comes to 2.6 candidates per seat. The expectation is that the number 
of candidates will exceed the 320 candidates who ran in the 2004 
Upper House election. 


The number of seats up for grabs in the electoral districts is 73, 
with 48 in the proportional representation segment. The focus is 
whether the ruling coalition will be able to maintain its majority 

in the Upper House. In order to keep the majority, the ruling camp 
needs to win 64 seats. 


The ruling Liberal Democratic Party (LDP) will field 81 candidates, 
including 29 candidates for single seats. The LDP has decided to 
file two candidates for the Chiba district, where three seats are up 
for grabs, and for the Tokyo district, where five seats are being 
contested. The largest opposition party, Minshuto (Democratic Party 
of Japan), has decided to run 77 candidates. The party has yet to 
decide on a candidate for the Ishikawa district where a single seat 
is up for grabs. It will field two candidates in the Niigata 

district, where two seats are up for grabs, in the Saitama, Chiba, 
Kanagawa and Aichi districts, where three seats are up for grabs, 
and in Tokyo. 


The New Komeito, the ruling LDP\'s coalition partner, will field 13 
candidates, aiming at keeping the seats the party currently holds. 
The Japanese Communist Party (JCP) will field 51 candidates in 46 
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electoral districts, excluding Okinawa, where the party will support 
a candidate filed by another opposition party, and 5 for the 
proportional representation segment. The People\'s New Party has 
unofficially decided to field 19 candidates. The New Party Nippon 
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has decided to field two candidates in the proportional 
representation segment. The party is now considering fielding 
candidates in electoral districts. 


The Upper House race is the first national election for Prime 

Minister Shinzo Abe. The record-keeping blunders by the Social 
Insurance Agency and the money and politics scandals will likely 
become campaign issues for the upcoming election. The outcome of the 
election will determine the fate of the Abe cabinet, support rates 

for which have plunged recently. 


8) Former Prime Minister Koizumi starts stumping for Upper House 
election 


ASAHI (Page 4) (Full) 
June 5, 2007 


Former Prime Minister Junichiro Koizumi yesterday delivered a speech 
on the environmental issue in Tokyo. In it, he expressed his view 

that Japan should propose environmental policy measures in a 

positive manner at the Group of Eight summit Heiligendamm, Germany, 
as well as at the G-8 summit next year, which will take place the 

Lake Toya area in Hokkaido, Japan. He stated: 


\"The environmental problem has become the greatest matter of 
international concern. Japan will be able to increase the level of 
international confidence by taking the initiative in dealing with 
the matter.\" 


Koizumi delivered the speech in a rally held for House of 

Councillors member Yoriko Kawaguchi, who served as environment 
minister and foreign minister in the Koizumi government. Kawaguchi 
will run in the July Upper House race as a proportional 

representation candidate. Koizumi has refrained from speaking at 
official occasions since he stepped down from the prime minister\'s 
post. Therefore his speech yesterday was the first action for the 
campaigning for the upcoming Upper House election. He also plans to 
give a campaign speech for former Deputy Chief Cabinet Secretary 
Kosei Ueno. 


9) Kyoko Nakayama to run for Upper House race 


YOMIURI (Page 2) (Full) 
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June 5, 2007 


Kyoko Nakayama, 67, special advisor to the prime minister on the 
abduction Issue, decided yesterday to run in this summer\'s House of 
Councillors election as a candidate of the ruling Liberal Democratic 
Party (LDP) for the proportional representation segment. The outlook 
is that she will soon formally announce her candidacy. 


Nakayama and her husband Nariaki Nakayama, former education 
minister, met yesterday with Prime Minister Shinzo Abe at his 
office. Abe asked her to run for the election, saying: 


\"Education reform and the abduction issue are priority issues of the 
Abe cabinet. In order to appeal the abduction issue to the public, | 
want you to run in the Upper House election.\" 


After the meeting, Nariaki Nakayama told reporters: \"She should take 
it seriously that the prime minister strongly called for her 
candidacy.\" He indicated that Special Advisor Nakayama would accept 
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the offer. 


The special advisor served in the former Finance Ministry. Since she 
worked as advisor to the Cabinet Secretariat in charge of supporting 
the victims kidnapped by North Korea and the families of the missing 
abductees since 2002, she was appointed to her current post last 
September when the Abe administration was inaugurated. 


10) LDP moving to extend Diet session for five days in order to get 
a bill regulating amakudari adopted during the current session 


TOKYO SHIMBUN (Page 2) (Excerpts) 
June 5, 2007 


An idea of extending the current Diet session (set to close on June 
23) for five days was floated yesterday in the ruling Liberal 
Democratic Party (LDP). The purpose is to secure the time for 
deliberations on a bill revising the National Civil Service Law. 

This bill is intended to tighten the regulations against amakudari 
(practice of retiring senior government officials finding 

well-paying jobs in the private sector). If the Diet session is 
extended for six or more days, the ruling bloc will be forced to 
rearrange the current schedule for the Upper House election with the 
announcement of the election set for July 5 and the election day set 
for July 22. So, many in the LDP insist that even if the session is 
extended, the Diet should close by June 28. 


A senior Upper House member yesterday said of the bill: \"We have two 
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options: enacting it into law by extending the Diet session and 
enacting it into law after quick deliberations without extending the 
session. The decision in this regard is likely to be made by the end 
of this week.\" 


11) Abe admits responsibility for pension contribution recordkeeping 
errors 


TOKYO SHIMBUN (Page 2) (Abridged slightly) 
June 5, 2007 


Prime Minister Shinzo Abe in an Upper House plenary session 
yesterday afternoon admitted his responsibility for the Social 
Insurance Agency\'s inadequate management of pension contribution 
records. Abe said: 


\"All those concerned, including past SIA chiefs, are responsible for 
what took place between the introduction in 1996 of the basic 
pension numbering system and now. | myself feel acutely responsible 
for this situation. There are so many points we have to reflect on, 
such as whether or not the (basic pension numbering) system was 
studied thoroughly before it was introduced and whether the system 
to oversee the progress on the program was sufficient.\" 


Health, Labor, and Welfare Minister Hakuo Yanagisawa also said: 
\"Initial efforts to nail down the design of the (numbering) system 
were insufficient.\" 


12) Yanagisawa reveals plans to complete checks of 50 million cases 
of missing pension records by next May 


TOKYO SHIMBUN (Top Play) (Lead paragraph) 
June 5, 2007 
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In a press conference yesterday afternoon, Health, Labor and Welfare 
Minister Hakuo Yanagisawa said that the ministry would complete by 
next May checks of about 50 million records on those who have not 
been identified due to the Social Insurance Agency\'s lax 
record-keeping system. Of those who are deemed to have a high 
possibility of being among those of the 50 million records, the 

ministry will send a notice to beneficiaries by August 2008 and to 
policyholders aged 59 or younger by March 2009. 


In order to correct records, confirming identity is required. Given 
this, it is expected to take more time until the details of all the 
50 million records become clear. 
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13) Yanagisawa pledges to end by next May checks on 50 million cases 
of unpaid benefits 


MAINICHI (Top Play) (Excerpts) 
June 5, 2007 


In a press conference yesterday, Health, Labor and Welfare Minister 
Hakuo Yanagisawa pledged to complete over the year through next May 
a thorough check of 50 million cases of unpaid benefits for which 
eligible recipients are unknown. The ministry had initially planned 

to first look into 28.8 million records of eligible policyholders, 

out of the 50 million cases, within a year. Faced with criticism 

from the opposition camp, however, the ministry has now decided to 
finish examining all the cases over the year. 


The welfare ministry will not change the policy of informing the 
policyholders who have already received benefits of the results of 
the check on a priority basis, and the beneficiaries will receive 
information by August 2008, two month earlier than initially 
planned. 


Additional measures to deal with pension-record errors 


7Finish computer checks on the 50 million records of premium 
payments to unidentified people by May 2008. Start the procedure of 
confirmation in June, and give information of the result of the 

check to beneficiaries who have already received benefits by August 
and to those aged 59 or younger by March 2009. 

7Set up a round-the-clock telephone service (0570-05-1165) available 
everyday including Saturdays and Sundays. Also make telephone 
service available for those whose records are incomplete free of 
charge (0120-657-830, starting on June 11). 

7Set up an inquiry office that opens until 07:00 p.m. everyday 
exception Saturdays and Sundays in the Social Insurance Office. 
Create special consultation offices in downtowns in urban areas. 
7Establish a fact-finding committee in the Internal Affairs and 
Communication Ministry to establish the cause of the record-keeping 
blunder and investigate the responsibility of previous Social 
Insurance Agency directors and health ministers. 

7Do not use pension premiums to finance necessary examination 
costs. 


14) Upper House begins deliberating on SIA bills; Opposition camp 
focused on prime minister\'s responsibility 


YOMIURI (Page 4) (Excerpts) 
June 5, 2007 


The House of Councillors started deliberating on a Social Insurance 
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Agency (SIA) reform bill at its plenary session yesterday. The 

ruling camp intends to quell the pension storm by speedily enacting 
the bill along with another bill to scrap the five-year 
statute-of-limitation in which pensioners may retroactively claim 

any shortchanged portion of benefits stemming from the agency\'s 
recordkeeping errors. The opposition camp, on the other hand, plan 
to seek thorough deliberations by focusing on the responsibility of 
Prime Minister Shinzo Abe and others. The opposition bloc is also 
considering filing a no-confidence motion against the Abe cabinet. 
Stormy developments are foreseen before the ongoing \"pension Diet 
session\" ends on June 23. 


In yesterday\'s Upper House plenary session, Ryuji Yamane of major 
opposition Minshuto (Democratic Party of Japan) grilled Abe, saying: 
\"Referring to the responsibility of past SIA chiefs like somebody 
else\'s business is improper. The people want you to take 
responsibility as supreme commander.\" 


Abe replied: \"As the person responsible for the government, | feel 
extremely sorry about the problem. What | must do now is to present 
concrete plans and implement them swiftly rather than to trade 
accusations with you.\" 


The ruling camp intends to have the Upper House Health, Labor and 
Welfare Committee start earnestly deliberating today on the bill 
scrapping the statute-of-limitation and the bill reforming the SIA 

as a Set. 


15) Prime Minister Abe to leave today for G-8 summit, aiming to play 
a leading part in environmental area with eye on next year\'s G-8 
summit in Lake Toya 


TOKYO SHIMBUN (Page 2) (Excerpts) 
June 5, 2007 


Yutaka Tabata 


Prime Minister Shinzo Abe is to depart today for Germany to attend 
the Group of Eight (G-8) summit in Heiligendamm, Germany. How far 
can he demonstrate his presence there as the host of next year\'s G-8 
summit in Lake Toya, Hokkaido? Can he make best use of this year\'s 
summit to buoy up his administration? The upcoming summit in this 
sense will be an important opportunity for him to make a debut as a 
political leader at an international grand stage. 


Abe had occasions ahead of the G-8 summit to emphasize his 
leadership. In a speech given in Otsu City on June 2, for instance, 
Abe expressed his determination to play a leading part in the 
upcoming summit, by noting, \"It\'s time for Japan to lead other 
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countries of the world in dealing with the environmental issues.\" 


The European Union (EU) wants to agree on the setting of numerical 
targets for the reduction of greenhouse gas emissions, while the 
United States is unwilling to do so. How both sides can come to 
terms holds the key to whether the summit will end successfully. 


Abe wants to serve as a coordinator between the two sides, declaring 
his environmental strategy of halving the present levels of Japan\'s 
greenhouse gas emissions by 2050. 


This numerical target is lower than the EU\'s, making it easier for 
major emitters to adopt together. It may be seen as a meeting point 
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for the EU and the US. 


Yet, many observe that it would be difficult for both sides to agree 
on that target, so some in the Japanese government are looking for 
something to serve as a trump card to play to other countries just 
in case. 


16) Police to search MSDF training unit to determine how Aegis data 
leaked 


YOMIURI (Page 35) (Full) 
June 5, 2007 


In connection with a case in which a 33-year-old petty officer 2nd 
class belonging to Maritime Self-Defense Force (MSDF) Escort 
Flotilla 1 (Yokosuka City, Kanagawa Prefecture) leaked information 
on the Aegis system, the Kanagawa Prefectural Police and the MSDF 
police unit have decided to search as early as today several 

locations, including the MSDF Maizuru training unit in Kyoto 
Prefecture, in order to identify the path of the leak, acting on 
suspicion of violation of the Secret Protection Law under the 
Japan-US Mutual Defense Assistance Agreement (MDA). According to 
investigators, a leading seaman who used to work with the petty 
officer 2nd class on a destroyer made a statement implying that he 
had handed a computer file containing Aegis information to the petty 
officer. 


The leading seaman reportedly studied several years ago at the 
MSDF\'s 1st Service School in Etajima City, Hiroshima Prefecture. The 
Kanagawa Prefectural Police and other investigative authorities 
searched the service school on May 19 believing that its instructor 

had allowed his students to copy Aegis data. They are analyzing the 
personal computers and CDs confiscated from the instructor and 
students. 


Column 3 


This time, the Kanagawa Prefectural Police and the MSDF police unit 
will search the homes of several petty officers, who had studied at 
the service school with the leading seaman, and the Maizuru training 
unit where they now work, chiefly in order to determine how the 
leading seaman gained possession of the file. 


17) Draft basic policy guidelines for economic and fiscal policy 
features government study on feasibility of hometown tax; CEFP 
report carries Abe\'s imprint on environment 


TOKYO SHIMBUN (Page 1) (Full) 
June 5, 2007 


Members of the Council on Economic and Fiscal Policy, chaired by 
Prime Minister Shinzo Abe, yesterday discussed the draft basic 

policy guidelines for economic and fiscal management for fiscal 

2007, which State Minister for Economic and Fiscal Policy Hiroko Ota 
presented. Regarding a so-called hometown tax scheme, under which 
taxpayers can allocate a certain amount of their residential tax 
payment to their hometown, the draft indicated a policy of promoting 
consideration of the feasibility of such a proposal, categorically 
mentioning that a tax measure allowing taxpayers to contribute to 
their hometown should be realized. 


In compiling the fiscal 2008 budget, the government will cut 
spending as much as possible without reducing efforts for spending 
reform, the draft said. Along with this policy, it has been 
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confirmed that a scenario for package reforms of spending and 
revenue covering a period up to fiscal 2011 as decided last July 
should be created. 


Policies set under the basic guidelines will be adopted by the CEFP 
on June 19, after coordination between the government and the ruling 
camp. The envisioned policy guidelines will be the first since Abe 
took office as prime minister. It will also serve as the ruling 

parties\' de facto manifesto for the upcoming Upper House election. 


Last year\'s basic policy guidelines noted that public projects were 
to be cut 1 percent -3 percent a year over the next five years. Some 
private-sector members proposed that the guidelines for this fiscal 
year should specify the margin of such a cut at 3 percent. However, 
the draft stopped short of including a specific numerical goal, 
simply noting that prioritization and efficiency should be 

promoted. 


The Abe imprint was visible in the draft\'s specific reference to the 
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global environment, including that local governments will be asked 
to come up with plans to cut greenhouse gas emissions and that the 
government will consider the adoption of daylight savings\' time. 


Outline of basic policy guidelines 


-- Maximum spending cut without reducing efforts for spending reform 
in compiling the fiscal 2008 budget. 

-- Aim at narrowing the gap between revenues among local 
municipalities. Look into a tax measure that will enable taxpayers 

to contribute to their hometown. 

-- Ask local governments to create a program to cut greenhouse gas 
emissions. Consider the introduction of daylight savings\' time. 

-- Look into the feasibility of establishing a regional power 
revitalization organization. 

-- Accelerate efforts to consider the realization of a doshu or 
regional bloc system, the final goal of decentralization reform. 

-- Eliminating idle farmland over five years. 

-- Ask cabinet ministers to submit a plan to streamline independent 
administrative agencies under their jurisdiction, possibly by the 

end of August. 

-- Discuss drastic reform of the tax system, including the 
consumption tax, in the fall or later. 
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REASON: 1.4 (b), (d) 


1. (U) On May 31 Radio Free Asia (RFA) reported that the head 

of Dungkyab Monastery in Gade County (Chinese: Gande) in Golog 
Tibetan Prefecture of Qinghai Province was forced to resign for 
refusing to sign documents condemning the Dalai Lama. The 
70-year-old abbot, Khenpo Tsanor reportediy acknowledged the 

risk that he would face trial or that the monastery might be 

closed for his failure to comply with the patriotic education 
requirement. 


2. (U) The report also quoted statements from an unidentified 
Gande county official who confirmed Khenpo Tsnaor\'s account said 
county officials were stepping up their patriotic education 

campaign with the goal of making Dungkyab a \"model\" monastery 
comprised only of monks loyalto China. The RFA article said 

130 of Dungkyab\'s 330 monks were monks recruited by the Chinese 
authorities. 


3. (C) On June 1, Consulate spoke to a contact in Dungkyab 
Monastery who confirmed the events recounted in the RFA report. 
The contact said the Golog Prefecture Government in 2006 began 
holding \"Meetings Condemning the Dalai Lama\" in all 66 
monasteries in the prefecture. He confirmed that monks were 
required to sign statements denouncing the Dalai Lama. Many 
monasteries have agreed to hold this meeting, but many 
monasteries refused and are still refusing, according to the 
contact. 


4. (C) The contact stated that of the ten monasteries in Gande 
County, nine have been forced to hold the meeting. Dungkyab is 
the only monastery that completely refused to hold it. The 
contact added the government \"is very angry with us, but we are 
angry too.\" Khenpo Tsanor used to be the director of the 
monastery\'s Democratic Management Committee (DMC), but has 
resigned, citing health reasons, but monks don\'t believe this is 
true. According to the contact, the monastery now has a \"big 
problem\" with the government, which is threatening to close the 
monastery. The contact did not comment on the recruitment of 
monks loyal to the government to join the monastery. (Note: In 
previous conversations, Post has learned that politically 
sensitive monasteries are frequently populated by \"patriotic 
monks\" responsible for reporting all activity at the monastery 

to the government. End Note). 
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DEPT FOR S/WCI 
ADDIS ABABA FOR AU MISSION 


E.O. 12958: N/A 

TAGS: PGOV, PREL, EAID, ECON, MOPS, SU, TZ 

SUBJECT: TANZANIA: CONSULTATIVE MEETING OF 

PARLIAMENTARIANS OF AU MEMBER STATES ON DARFUR, MAY 26 TO 28 


SUMMARY 

1. (SBU) Members of the Parliaments of ten African 
Union (AU) member states and of the Pan African Parliament 
(PAP), met in Dar es Salaam from May 26-28 to consider 
national responsibilities in responding to the humanitarian 
crisis in the Darfur region of Sudan. Dr. Salim Ahmed 
Salim, the AU Special Envoy for Darfur, opened the forum 
and participated in the three-day meeting. The 

Members of Parliament (MPs) discussed in depth the 
historical, political and economic roots of the ongoing 
tragedy in Darfur, the constraints facing the AU Mission 

in Sudan (AMIS) forces, and difficulties to deliver 
humanitarian assistance to afflicted populations. 
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In their final communiqu, the Parliamentarians recommended 
an unconditional and immediate cease fire, an appropriate 
mandate for the AMIS forces and an effective guarantee from 
the Government of Sudan (GOS) to secure humanitarian aid 
access for the more than four million Darfurians affected 

by the war. End Summary. 


2. (SBU) Parliamentarians from Eritrea, Ghana, Kenya, 
Mali, Mozambique, Nigeria, South Africa, Sudan, 
Tanzania and Uganda participated in three full days of 
panel discussions on the causes and background to the 
crisis in Darfur, responses to the crisis, peace 

building and humanitarian access, as well as closed 
deliberation sessions. Representatives of the Darfur 
Consortium (a civil society coalition on Darfur), and 
various NGO representatives led frank discussions among 
the MPs that included references to genocide, the 
ongoing sexual violence, especially against women, 
and other grave violations of human rights and 
international law. 


Serious concerns about access to humanitarian aid 

3. (SBU) During panel discussions on access to humanitarian 
assistance, the participants openly addressed their deep 
concerns about ethnic cleansing and decreasing access to 
humanitarian aid. The panel chair, Saleh Ousman, a Sudanese 
opposition MP from Darfur region, stressed that the call for 

an international response to the Darfur crisis required 

proactive efforts from the African nations, not only from 
Western countries. \"Genocide is happening, he stated, \"The 
people of Darfur will not forget if African nations do not 

speak out and act to stop these atrocities.\" 


4. (SBU) Ousman challenged the African legislators to \"raise 
their voices\" by influencing their respective governments to 
take action. His call was followed by a report on the 
humanitarian assistance situation by Irungu Houghton, a 
Sudanese citizen employed by OXFAM. Houghton said the 
efforts to deliver humanitarian aid have become \"almost 
incomprehensible,\" with one out of four persons in the region 
having no access to humanitarian assistance; in April, 14 
humanitarian workers were abducted, 3 were shot or wounded. 
The AMIS forces saw 7 troops killed and many AU vehicles 
hijacked in April as well. 


5. (SBU) Houghton said that humanitarian aid (HA) workers 
report armed groups are operating throughout Darfur with 
impunity. He displayed a map indicating that the areas of 
Darfur where the population is unable to access humanitarian 
aid have more than doubled in less than a year. During the 
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comments, the discussion centered on how to get more African 
NGOs involved in the HA efforts; concerns were raised as well 
over the role oil and other resources play in accelerating 

the displacement of persons and the GOS\' \"scorched earth\" 
policy. Many MPs were concerned about China,s role and 
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whether quiet deals have been made with the GOS to buy 
Sudanese oil at a price well below the world market value. 


Final Communiqu: Call to Action 

6. (U) The Parliamentary Consultative Meeting on Darfur 

resulted in a final communiqu that included 

recommendations for: 

- an immediate cease-fire of all hostilities; 

- a re-energized peace process led by the AU; 

- the inclusion of women in the peace process; 

- greater support for the AU Mission in Sudan 
(AMIS); 

- implementation of a three step hybrid AU-UN 
force; 

- condemnation and prosecution of acts of sexual 
violence; 

- granting of humanitarian aid access by the GOS; 

- respect for the civilian and humanitarian nature 
of camps; 

- \"justice for the victims of grave violations of 
human rights and humanitarian law"; and 

- the participation of civil society in the 
resolution of the conflict. 


7. (U) The communiqu made particular reference to the 
difficulties facing AMIS, noting that \"the beleaguered 

AU Mission in Sudan is ill-equipped, under-funded and 
lacking the robust mandate which would permit it to 
provide protection to those under threat.\" The MPs 
agreed to return to their home countries and \"explore 

their (respective countries\') capacity to ensure budget 
allocations from national budgets in favor of the AMIS 
mission and in response to humanitarian needs in Darfur.\" 
Support from the United Nations through the implementation 
of the three step hybrid force reflecting the decision 

of the UN Security Council in Resolution 1706 was also 
recommended. 


8. (U) The communiqu also noted \"grave violations of 
human rights and international humanitarian law\" in Darfur, 
stating that \"women and children in Darfur are bearing 
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the brunt of the conflict with recourse to rape and gender- 

based violence as a weapon of war a widespread phenomenon.\" 
The Parliamentarians further recommended providing for the 
prevention and prosecution of rape as a weapon of war under 
international agreements concluded by Sudan, and 
recommended that \"securing a lasting peace in Darfur will 
necessitate ensuring justice for victims of grave 

violations of human rights and humanitarian law.\" 


Comment 

9. (SBU) This Parliamentary Consultative Meeting of 

AU Member States on Darfur had initially been planned 
to be held in Addis Ababa. However, in the face of 
logistics hurdles that had delayed the meeting, Tanzania 
stepped up to host the event. Dr. Salim told PolCouns 
May 28 that the meeting would hopefully \"keep up the 
momentum\" by encouraging legislators of AU nations to 
speak out and press their respective governments to act 
and to support solutions for the deepening crisis in 
Darfur. Salim noted that all efforts and suggestions by 
the Parliamentarians \"could be a positive factor\" in 
seeking a resolution to the Darfur crisis. 

MUSHINGI 
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DEPT FOR SCA/CEN AND DRL 

E.O. 12958: DECL: 06/05/2017 

TAGS: PHUM, PGOV, UZ 

SUBJECT: HUMAN RIGHTS WATCH PERSEVERES DESPITE DIFFICULTIES 


REF: A. TASHKENT 830 


Column 3 
B. TASHKENT 1010 


Classified By: CDA BRAD HANSON, FOR REASONS 1.4 (B, D) 


1. (C) Summary: During a week-long visit to Uzbekistan, Human 
Rights Watch (HRW) Europe and Central Asia Division Executive 
Director Holly Cartner met with Charge and Acting DCM on June 
1. Cartner, who was joined by outgoing HRW Uzbekistan Country 
Director Andrea Berg, discussed HRW\'s difficulties in 

acquiring long-term visas and accreditation for staff; 

described recent meetings with Uzbek officials; provided 

updates on the Umida Niyazova and Gulbahor Turayeva cases; 
and explained staffing changes at HRW\'s Tashkent office. 
Cartner assured Charge that HRW will make every effort to 
remain in Tashkent. The less confrontational tone of HRW\'s 
meetings with GOU officials is a positive sign, but its 

survival in Uzbekistan will ultimately be determined by 

whether Uzbekistan will grant long-term visas and 

accreditation. End Summary. 


ONLY SHORT-TERM VISAS AND ACCREDIATION GRANTED 


2. (C) On June 1, during a week-long visit to Uzbekistan, 
Human Rights Watch (HRW) Europe and Central Asia Division 
Executive Director Holly Cartner met with Charge and Acting 
DCM. She was joined by HRW\'s outgoing Tashkent office 
director Andrea Berg. After a wait of several months, the 
Government provided Cartner, an AmCit who is based at HRW 
headquarters in New York, with a week-long, single entry 
Uzbek visa in April. Berg explained that Cartner received 

her visa at about the same time that Berg\'s accreditation was 
renewed for three months after initially being rejected, and 

an AmCit HRW Assistant received a three-month visa following 
a year-long wait (ref A). Since all three events occurred 

after lengthy delays and only shortly before the EU\'s 

decision to renew sanctions against Uzbekistan, Cartner 
viewed them as part of a last-minute effort by the Uzbeks to 
convince the EU to lift sanctions, rather than as any sign of 
support for HRW\'s work. The Government has not issued HRW 
expatriate staff long-term visas or accreditation. The HRW 
Assistant\'s visa will expire at the end of July, and she is 

still waiting for accreditation. This assistant is an 

American citizen. 


Four Meetings with GOU Officials 


2. (C) Cartner met with Foreign Minister Vladimir Norov, 
Deputy Justice Minister Pulat Samatov, Oliy Majlis 
(Parliament) Human Rights Ombudsman Sayyora Rashidova, and 
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National Center for Human Rights Director Akmal Saidov. 
Though the meetings did not produce tangible results, for the 
most part, Cartner described their tone as less hostile than 
she had expected. For example, Samatov acknowledged that 
HRW\'s alleged failure to register its logo with the Justice 
Ministry was a relatively minor violation. Saidov, in 

contrast, took an aggressive tone and accused HRW of biased 
reporting. However, Cartner felt that Saidov\'s behavior was 
partly theater, as he was friendly with them once their 

official business had been concluded. HRW also requested 
meetings with the General Prosecutor\'s Office and the 
Ministry of Internal Affairs, but these requests were denied. 


Umida Niyazova and Gulbahor Turayeva Updates 


3. (C) Berg provided updates on former HRW employee Umida 
Niyazova and imprisoned Andijon-based human rights activist 
Gulbahor Turayeva. Berg said that since Niyazova\'s release 
on supervised probation on May 8, she has effectively been 
under house arrest and subjected to both official and 

unofficial restrictions. Officially, Niyazova must return 

home by 10:00 each night, but unofficially she must avoid 
contact with HRW, foreign citizens and Embassies. Berg 
reported that Niyazova is in good health and has been 

reunited with her son. HRW has occasionally contacted 
Niyazova to monitor her condition, but has avoided regular 
contact. Berg said that Andijon eyewitness Gulbahor 
Turayeva, who was convicted and sentenced to six years\' 
imprisonment on April 24, is still awaiting an appeal. Berg 

said that the Government announced on May 27 that Turayeva\'s 
appeal was now postponed indefinitely. Her appeal was 
originally scheduled for May 22 in Andijon (ref B). 
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Staff Changes at HRW\'s Office 


5. (C) Cartner said HRW will make every effort to keep its 
Tashkent office open. As was earlier announced, Berg stepped 
down as HRW Country Director and left Uzbekistan on June 1. 
She will eventually move to Bishkek to work as a HRW Central 
Asia analyst. HRW has begun the search for a new Country 
Director and seeks to fill the position by September. In the 
interim, HRW\'s Tashkent office will be augmented by two 
temporary employees: George Gogia, who is already in 
Tashkent, and HRW Moscow Office Deputy Director Alex Petrov, 
who will arrive in July. As the two are citizens of Georgia 
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and Russia respectively, they do not need Uzbek visas. HRW 
AmCit Assistant in Tashkent will not serve as interim country 
director. 


Comment: Can\'t Live With It, Can\'t Live Without It 


6. (C) On the surface, given the abundant mixed messages from 
the Government, it may seem as though Uzbekistan cannot 
decide whether it wants the organization to stay or leave. 
However, there may be some method to the Uzbek tactics. The 
Government understands the political benefit of allowing 
Human Rights Watch to continue operating -- as well as the 
political hazards of shutting it down. At the same time, 

Uzbek officialdom has done everything in its power to limit 
HRW\'s ability to function effectively, including constant 
surveillance and criminal proceedings against its local 
employee. As part of its cat-and-mouse game, the Government 
has studiously avoided officially condemning the organization 
itself. Its legal action is aimed rather at individuals 

connected with Human Rights Watch, while attacks against the 
institution are left to ostensibly \"independent\" media 

outlets controlled behind the scenes by the Government. 
Human Rights Watch will likely survive for the time being, 
limited in its effectiveness by bureaucratic delays and 

threats. All the while, Uzbek officials can tell their 

Western critics that Human Rights Watch is free to operate in 
Uzbekistan, as long as its employees obey the law. 

HANSON 
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DEPT FOR EUR/CARC AND EUR/ACE 
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E.O. 12958: DECL: 06/04/2017 

TAGS: PREL, KDEM, MARR, MD, UP, GG, AJ 
SUBJECT: UPDATE ON GUAM SUMMIT, JUNE 18-19 


REF: A. BAKU 136 
B. BAKU 689 
Classified By: Deputy Chief of Mission Don Lu per 1.4 (b,d). 


1. (C) In a late May meeting, MFA Director for International 
Security Affairs Galib Israfilov told us that Azerbaijan, as 
incoming GUAM Chair, seeks to expand GUAM\'s geographic reach 
and raise its international profile. According to Israfilov, 
Azerbaijan views GUAM as a \"natural bridge uniting Europe and 
Asia\" and plans to \"unite continents\" during its upcoming 
chairmanship of the organization. To that end, Azerbaijan 

has invited more than 30 countries to participate in the June 
18-19 GUAM summit in Baku, and plans to launch a new 
GUAM-Japan dialogue during the summit. (Deputy Foreign 
Minister Araz Azimov, responsible for GUAM policy, has told 
us repeatedly that he hopes to transform GUAM into a 
full-fledged regional organization that spans the Caspian and 
Black Seas and involves Turkey and Kazakhstan as active 
members, ref a). According to Samad Seyidov, Chair of the 
Parliament\'s International Relations Committee, seven heads 
of state plan to attend the summit: Azerbaijani President 
Aliyev, Bulgarian President Purvanov, Georgian President 
Saakashvili, Ukrainian President Yushchenko Polish President 
Kaczynski, and presidents from two of the three Baltic 

states. Seyidov confirmed that Moldovan President Voronin 
would be unable to attend. 


2. (C) Ina May 29 meeting with visiting OVP Deputy 
Assistant for National Security Affairs Joseph Wood, 
President Aliyev said Azerbaijan hopes that GUAM will evolve 
into a fully functioning, normal regional organization (ref 

b). Aliyev confirmed that the GUAM Secretariat would be 
established, and said that a Georgian Deputy Foreign Minister 
had been selected to serve as the first Secretary General. 
Aliyev said GUAM under Azerbaijan\'s leadership will focus 
increasingly on regional energy and transportation projects, 
which he hopes the United States will support. 


3. (C) Azerbaijan also seeks to expand GUAMVs existing 
spheres of cooperation. Israfilov said that Azerbaijan wants 

to assess the efficacy of GUAM\'s Virtual Law Enforcement 
Center (VLEC) and explore new means to facilitate trade and 
transportation among GUAM members. Israfilov admitted that 
GUAM needs new ideas, and said Azerbaijan would welcome 
specific suggestions from the United States. Azerbaijan 
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hopes to address these specific programming issues in the 
June 18 working group meetings, which Israfilov said would be 
attended at the Ministerial level. 


4. (SBU) The Azerbaijani MFA is still hammering out the 
summit\'s agenda. According to Israfilov June 18 will focus 
on the eight Ministerial-level working group meetings, the 
GUAM Ministerial Council, and the GUAM-U.S. bilateral 
meeting, and the new GUAM-Japan bilateral dialogue. The 
heads of state meeting will take place on the morning of June 
19, followed by an official lunch. The MFA is organizing a 
\"scientific conference\" on the afternoon of June 19 which 
will focus on the role of GUAM \"in the region and in the 
world.\" 

DERSE 
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DEPARTMENT FOR INR, EAP/CM, EAP/K 


E.O. 12958: DECL: TEN YEARS AFTER KOREAN UNIFICATION 

TAGS: PREL, PGOV, PINR, ECON, KN, KS, CH 

SUBJECT: DPRK NUKE AFTERMATH, UNSCR 1718 ENFORCEMENT IN 
CHINA: THE STORY OF ONE BORDER ADMINISTRATION 


Classified By: ACTING CONSUL GENERAL DAVID BRIZZEE. 
REASONS: 1.4(B) AND (D). 


1. (C) SUMMARY: Hours after Pyongyang\'s October 9, 2006 
nuclear test, the PLA dispatched a team to Changbai--the 
PRC border locality closest to the site of the explosion-- 

to test for contamination, according to Changbai County 
Communist Party Secretary Miao Chunxiu. Miao said he 
learned about the test \"immediately\" and was \"terrified,\" 
though citizens were not notified. Changbai Customs 
officials claimed to be enforcing UNSCR 1718 and reported 
no change in volume or value of Changbai\'s trade with North 
Korea. END SUMMARY. 


2. (C) During a May 10-11 visit to Changbai County--the 
PRC\'s sole ethnic Korean autonomous county, situated in 
Jilin Province across the Yalu River from the large North 
Korean border city of Hyesan--Poloff met a number of 
officials who described the local impact of the North\'s 
October 2006 nuclear test, as well as their actions in 
enforcing UNSCR 1718. 


CHANGBAI REACTS TO NEARBY NUKE TEST: PLA TEAM, NEWS CONTROL 


3. (C) In a dinner with Poloff on May 10, Changbai County 
Communist Party Secretary MIAO Chunxiu (strictly protect) 
relayed what transpired in Changbai on the day of 
Pyongyang\'s October 2006 nuclear test. Miao claimed that 
he was \"immediately\" notified of the nuclear test though he 
provided no further details on this. He said he was 
\"terrified,\" given that Changbai is only 70 kilometers away 
from the North\'s test site, which, he stated, is why he 
believes Beijing immediately focused its attention on 
Changbai. \"A few hours\" following the explosion, Miao 
recalled that the People\'s Liberation Army (PLA) dispatched 
a team of experts to monitor Changbai\'s air and water for 
contamination, but found no cause for concern. He said his 
heart lightened upon hearing this, and seemed to think that 
the \"rain and wind\" later in the day also boded well for 
Changbai. 


4. (C) The over 80,000 residents of Changbai County were 
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not in a state of panic, Miao explained, because his 
government did not notify them that North Korea had 
detonated a nuclear device nearby. Miao said he personally 
was particularly concerned about the potential impact of 

the test on Changbai\'s investment environment, but added 
that he has recently become more sanguine as a result of 
\"progress in the Six Party Talks\" and the number of 
exploratory investment delegations that have come to 
Changbai in the past several months. 


UNSCR 1718 ENFORCEMENT, INSPECTIONS IN CHANGBAI COUNTY 


5. (C) Several Changbai officials also spoke of their 

efforts in implementing UNSCR 1718. Party Secretary Miao, 
for one, seemed well aware of UNSCR 1718 and claimed that 
his county--linked with Hyesan via a land bridge--was 
\"enforcing\" the resolution, but demurred when pressed on 
specifics. In a separate meeting on May 10, Deputy 
Director Liu of Changbai Customs (strictly protect)--who 
declined to give anything but his surname--explained that 
following the passage of UNSCR 1718, the General 
Administration of Customs in Beijing required local customs 
offices to \"strengthen inspections,\" an instruction which 

Liu claimed Changbai \"strictly implemented.\" 


6. (C) Asked about Changbai\'s inspections of outgoing 

traffic bound for Hyesan, Liu explained that most trucks 
passing through Changbai Port are open-bed trucks, which 
officers can inspect \"with their eyes.\" For larger 

shipments, cargo can generally be pre-cleared at a customs- 
monitored warehouse, where goods are stored, inspected and 
then loaded onto trucks bound for the port and then, the 
DPRK. 


7. (C) For incoming traffic from Hyesan, Liu said North 
Korean vehicles and goods are inspected and taxed 
\"according to international regulations.\" Customs is on 
alert, he claimed, for \"sensitive\" prohibited items, 

including drugs and nuclear materials. Liu mentioned that 
Changbai Customs\' inspections process can also include 
\"sampling.\" When asked what specific tools or 
technologies Changbai Customs uses to detect the presence 
of restricted items, Liu replied that none are needed, 

since customs personnel could conduct visual inspections. 
Liu declined to answer how long the typical inspection 

took, but said that since last year, Customs had found 
nothing transiting Changbai Port in contravention of UNSCR 
1718. (NOTE: Port authorities rejected Poloff\'s request 

for a visit to Changbai Port, citing the sensitivity of the 

North Korean side. END NOTE.) 
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8. (C) Changbai, Liu added, has seen essentially no change 
in the volume and value of its trade with North Korea since 
the passage of UNSCR 1718, primarily because the types of 
good flowing through the port are not restricted by UNSCR 
1718. He said Changbai primarily imports lumber, as well 
as minerals and herbal products from North Korea and 
exports daily consumables, grain and garments to Hyesan. 


LUXURY GOODS 


9. (C) In a meeting with Poloff on May 10, Director Wang of 
Changbai\'s Port of Entry Administration Office (strictly 
protect)--who also declined to give his full name-- 

expressed surprise when Poloff informed him that the United 
States had formulated an official list of specific luxury 

goods prohibited for export to the DPRK in accordance with 
UNSCR 1718. Wang was curious about specific goods the U.S. 
had prohibited and inquired at several points about the 
overall purpose of the luxury goods restrictions. He, like 

Liu, declined to offer specifics on Changbai Port\'s 

measures to enforce the luxury-goods provisions of UNSCR 
1718. 

BRIZZEE 
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DEPARTMENT FOR NEA/IDP DAN BALDI AND NEA/IR ROB MCINTURFF 


E.O. 12958: DECL: 06/05/2017 

TAGS: PREL, PGOV, KDEM, KPAO, IR, IN 

SUBJECT: INDIA HAS NO CIVIL SOCIETY OR DEMOCRACY PROGRAMS 
IN IRAN 


REF: SECSTATE 76354 
Classified By: PolCouns Ted Osius for Reasons 1.4 (B,D) 


(C) PolOff delivered reftel points on USG programs in Iran 
promoting democracy to Ministry of External Affairs Under 
Secretary Anil Kumar Sharma June 5. Sharma indicated that 


SIPDIS 

the Government of India did not have any similar programs 
active in lran for the promotion of civil society or 
democracy. 

MULFORD 
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TAGS: TSPA, ETTC, KSCA, TW 
SUBJECT: NSPO LANCE WU INVESTIGATED FOR CORRUPTION 


Column 3 
REF: TAIPEI 0239 


Classified By: ECONOMIC SECTION CHIEF DANIEL K. MOORE FOR REASONS 1.4 B 
/D 


1.(C) SUMMARY. Local media reported 5/31 that National 
Space Program Office NSPO Director Lance Wu is under 
investigation for corruption. The allegations include 
bid-rigging and conflict of interest for personal profit. As 
noted in reftel, NSPO has already been the subject of 
investigations this year and last. This latest scandal is 

likely to see major changes at NSPO. END SUMMARY. 


BID RIGGING IN FAVOR OF CANADIAN COMPANY 


2. (C) Lance Wu\'s days as NSPO head appear numbered as the 
Media reported on May 31 that prosecutors have initiated an 
investigation into allegations of corruption by Wu. Foremost 

is the accusation that he mismanaged the bidding process on 
the ARGO satellite program. ARGO is named for the indigenous 
remote sensing satellite that was planned as part of the 

cluster of six satellites attached to the German Rapideye 
system. ARGO has a 6.5 meter resolution and will be used for 
land surveying. Wu limited bidding for the project and 

awarded the contract to the Canadian company Mcdonald 
Detwiler & Associates (MDA). Wu is alleged to have used his 
friend, Chen Hsia-lin, to broker the deal. NSPO awarded MDA 

a NT$900 million (30 million USD) contract but MDA was unable 
to secure an export permit from the Canadian government. The 
contract was subsequently given to the Italian firm STI. 


CONFLICT OF INTEREST IN CONTRACTING COMPUTER SERVICES 


3. (C) Wu allegedly also chose a small little-known vendor 

to supply the bulk of NSPO\'s computer needs. The vendor is 
owned by a former U.S. schoolmate of Wu\'s. News reports said 
that the owner\'s wife, who is also the manager, was at one 
point NSPO\'s planning control section chief. Wu was 
questioned earlier in May about long absences from his job. 
The parent organization of NSPO, National Applied Research 
Laboratories (NARL) continues to look into the issue of time 
on the job. Media reports that investigators suspect Wu may 
have spent a good portion of his working hours looking after 
his private investments. 


MANAGEMENT WOES AT NSPO 
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4.(C) Wu became director of NSPO after working at the 
Industrial Technology Research Institute (ITRI) and in a 
subsidiary of the ACER computer company as general manager. 
At ITRI he acquired a reputation as an idea man for his 
numerous suggestions. When Wu joined NSPO in 2004, his 
penchant for wheeling and dealing and disregard for 
convention got him into trouble. According to media reports, 
two of his projects, the ARGO and CYCLOPS satellite systems, 
generated controversy due to their closed-bidding which was 
handled by his business friend Chen Hsia-lin. When Wu was 
called in to testify at the Legislative Yuan to explain 
irregularities, his bosses at NARL and NSC refused to back 
him up. Wu subsequently got rid of Hsiao Chiu-der, one of 

his two deputies, by providing information to the authorities 
that led to Hsiao\'s arrest for leaking secrets. Hsiao, 

however, has an ally in Taiwan Solidarity Union (TSU) 
legislator Liao Pen-yan, who is the prime mover behind the 
latest corruption charges against Wu. After moving Hsiao out 
of the chain of command, Wu appointed two technical directors 
to help run NSPO. Technical Deputy Director Wu An-ming is 
temporarily in charge of NSPO while the investigations 
continue. 


COMMENT. 


5.(C) Wu\'s current contract expires in July. Even if not 

found guilty, it does not seem likely he would be given an 
extension. The NSPO parent organization NARL, or ultimately 
the National Science Council (NSC), will need to focus on 
overhauling the management of NSPO. Space projects currently 
in the pipeline will also be carefully scrutinized for any 
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irregularities. Undoubtedly, this will lead to further 
delays. NSPO\'s goal of building and launching its own 
satellite by 2011 may well have to stretch on into the 
future. END COMMENT. 
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TAGS: PGOV, PHUM, KZ 
SUBJECT: KAZAKHSTAN: ALMATY NOTES, MAY 2007 


REF: A. Astana 1033, B. Astana 1415, C. Astana 1129 


1. The \"Almaty Notes\" series is intended to maintain focus on 
developments in civil society, the media, and the opposition in 
Kazakhstan\'s \"southern capital\" following the move of the Embassy to 
Astana. 


Opposition Challenges Formation of Election Commissions 


2. Three opposition parties, True Ak Zhol, the Social Democratic 
Party, and the Communists, filed a lawsuit against the Almaty City 
Maslikhat challenging the way the city precinct election commissions 
were formed. In early April during by-elections for Almaty City 
precinct election commissions, the three opposition parties won only 
20 of the 821 vacant seats (Ref A). The opposition leaders stated 
that the selection process was a farce designed to make the election 
process non-transparent. The hearing began on May 8 in the 
Bostandyk district court but was quickly adjourned. When it resumed 
on May 11, more than a dozen policemen were present; some of them 
urged the elderly opposition activists there to observe the trial to 
disperse. True Ak Zhol activist Marzhan Aspandiyarova nevertheless 
gave interviews to journalists standing at the entrance of the court 
building. The event ended peacefully. 


3. On May 10, the Almaty City Maslikhat invited representatives of 
various political parties, including the opposition, to a round 

table meeting to discuss the formation of election commissions. 

The round table was organized to discuss controversial aspects of 

the formation, because the current legislation does not provide a 
detailed procedure. Following the discussion, the participants 

signed a memorandum on cooperation. The participants from the 
opposition True Ak Zhol and Social Democratic parties insisted that 
their opinions, which differed from the opinions of others, be 

included in the memorandum. The opposition representatives insisted 
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on transparency of lists of nominees for election commission seats 
and spoke against \"file\" voting, meaning voting for the list of 
candidates rather than individuals. (Panorama weekly, May 11) 


Conference on Local Election Observation 


4. An international conference on the Further Development of Local 
Election Observation in Kazakhstan, was held in Almaty on May 14. 
The participants stressed that the monitoring of election procedures 
should be conducted long before the day when an election is held. 
The secretary of the Central Election Commission (CEC), Bakhyt 
Maldeshev, spoke in favor of close cooperation of the CEC with local 
observers. The conference was organized by OSCE Almaty and the 
Republican Network of Independent Observers. (AC TV, May 14) 


True Ak Zhol and Social Democrats Form Electoral Bloc 


5. On May 23 two opposition parties, True Ak Zhol and the Social 
Democrats, announced their intention to set up an electoral bloc. 
They stated that they assume that following the recent 
constitutional amendments, the authorities will dissolve parliament 
and conduct early elections this fall. 


Protests against Constitutional Amendments 


6. On May 24, a group of 30 people, including opposition journalist 
Sergey Duvanov, went to the central square of Almaty to protest the 
recent constitutional amendments. Duvanov alone was detained and 
spent several hours in a police station. The next day the City 

Special Inter-District Administrative Court tried Duvanov for 
organizing an unsanctioned rally. He admitted the violation but 
stated that the law restricting freedom of speech was not in line 

with the International Convention on Civic and Political Rights 

signed by Kazakhstan. Duvanov was fined 18,564 tenge ($152). About 
a dozen of opposition activists and journalists attended the trial 

to support Duvanov. 


7. Ina June 1 article in the Respublika weekly, Duvanov expressed 
his disappointment with the opposition parties that had failed to 
support his protest action. Duvanov wrote: \"There could be a good 
reason. The constitution was re-written and the president has been 
made president for life. It does not happen every year. However, 
the opposition parties limited themselves to making traditional 
statements. Lately, the opposition has preferred to just do 
paperwork against the regime.\" 


8. On May 29, journalist Yekaterina Belyayeva of the \"Vzglyad\" 
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weekly went to the Monument of Independence on the Almaty central 
square with a poster reading \"Constitutional Amendments - the Road 
to Totalitarianism.\" After thirty minutes the police arrested her 

and took her to a district police station, where she was detained 

for three hours. 


9. On May 30, political scientist Galym Agileuov went to the same 
central square to protest the amendments. He was wearing a 
cardboard crown on his head. After fifteen minutes, the police 
arrested Agileuov and two of his colleagues. (Vremya daily, June 
2) 


Follow-up to Nurbank Incident 


10. On May 10 the police in Almaty detained two employees of KTK TV 
channel, Ivan Likhouzov and Vitaliy Piskunov, an officer of the 
Presidential Guard, major Nurlan Sarypbekov, and the Nurbank\'s 
security chief, Yerlan Sarsenbekov, as witnesses in connection with 
a case of the Nurbank former deputy chairman, Zholdas Timraliyev 
(Ref B). Timraliyev disappeared on January 31. According to 
Interior Ministry press secretary Bagdat Kozhakhmetov, the Almaty 
police have launched a criminal investigation into the case. Major 
Nurlan Sarypbekov was arrested as a suspect involved in the 
abducting of Timraliyev. Piskunov was placed under arrest as a 
suspect involved in a fraud. Other witnesses were questioned and 
set free. (Vremya daily, May 16) 


11. On May 15, the Medeu district court in Almaty continued the 
hearing of the criminal case against Abilmazhin Gilimov and six 
officers of Almaty police special squad who were charged with 
organizing and participating in the January 31 attack on the Nurbank 
office in Almaty. The officers filed a motion asking the court to 
transfer Gilimov from the Almaty City detention center to the 
detention center of the National Security Committee because his life 
was allegedly in danger. The judge approved the motion. Then the 
court continued questioning witnesses. (Vremya daily, May 16) 


Businessmen Lambast Aliyev 


12. A group of well-known businessmen, including leading bankers 
Mukhtar Ablyazov and Nurzhan Subkhanberdin, made a statement on May 
30 lambasting Rakhat Aliyev. In their statement the businessmen 
reported that they themselves had experienced Rakhat Aliyev\'s way of 
doing business and the political pressure that he exerted for 

personal purposes with the help of law enforcement bodies. \"Today 


Column 3 

any of us might find himself in the place of the kidnapped bank 
managers. We are concerned that Aliyev and his accomplices can 
resort to any provocations against people and stability in the 
society. We are calling on progressive forces to support the 
president\'s efforts and to preserve the stability\" the statement 
read. (Vremya daily, May 30) 


13. A group of associations representing medium-size businesses made 
a separate statement blaming Rakhat Aliyev for seizing their 

businesses in the past. According to the statement, \"many have 

fallen victims to Rakhat Aliyev and his henchmen including the ones 
from law enforcement. He is to blame for ruined lives and projects 

that have not been realized.\" The businessmen have called on 
everyone to support the president\'s efforts to root out corruption 

and \"raids\" on other people\'s property. (Vremya daily, May 31) 


Calls to Reinvestigate Nurkadilov, Sarsenbayev Murders 


14. In a May 29 statement on Rakhat Aliyev, the True Ak Zhol party 
demanded that the tragic deaths of politicians Zamanbek Nurkadilov 
and Altynbek Sarsenbayev and his driver and bodyguard be 
re-investigated in light of press reports about Aliyev\'s involvement 
in these cases. (Vremya daily, May 30) 


Police Continue to Search for Missing Journalist 


15. The police continue to search for missing journalist, Oralgaysha 
Zhabagtaykyzy (Ref C), the Interior Ministry press secretary told a 
press briefing in Almaty on May 14. \"The investigation does not 
exclude any of the versions, including the one, which assumed that 
her disappearance was linked to her professional activities,\" the 
press secretary said. (Interfax, May 14) 


Almaty Crisis Center Left without Shelter 
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16. The \"Podrugi\" (Girlfriends) crisis center in Almaty is looking 

for new premises, because their old shelter, which could hold 16 
women, had been demolished. According to the executive director of 
the center, Yelena Karsten, the amount they were paid for the old 
facility is sufficient to buy only a four-room apartment, which can 

hold a maximum of eight women. (Vremya daily, May 16) 


MILAS 
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SUBJECT: EAST TIMOR\'S PARLIAMENTARY CAMPAIGN OFF TO VIOLENT START 
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CLASSIFIED BY: Henry M. Rector, Charge dVAffaires, U.S. Embassy, 
Dili, East Timor, Department of State. 

REASON: 1.4 (b), (d) 

1. (SBU) Summary. Campaign-related violence in the district of 
Viqueque left three dead over the weekend of June 2 - 3. 
Viqueque is a Fretilin stronghold and tensions erupted as former 
President Xanana Gusmao led his new party in campaign rallies 
there. With help from the International Stabilization Force 

(ISF) and UN police (UNPOL), order has reportedly been restored 
in both locations, but the situation remains very tense and 
potentially volatile. President Ramos Horta and former 
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President Xanana Gusmao plan to make appeals for calm and order 
over in the coming days, but coming so early in the campaign 
season, the incidents may well portend more violence in the 

coming days and weeks. The behavior of the East Timor National 
Police (PNTL) in the incidents underscores questions about its 
political neutrality and fundamental ability to maintain public 

order. End summary. 


2. (SBU) Over the weekend of June 2 - 3, violence claimed three 
lives in the towns of Viqueque and Ossu. Post has assembled the 
following account of the incidents based on a combination of 
reliable international and local sources. The tension began 

when Gusmao\'s party, the National Council for Timorese 
Reconstruction (CNRT) began its campaign activities in the 
Uatalare area of Viqueque. Responding to a rock throwing attack 
in which six CNRT vehicles were damaged and surrounded, members 
of Gusmao\'s close protection (seconded from the PNTL), fired 
warning shots to disperse the crowd. The following day, as CNRT 
arrived and began its campaign activities in Viqueque, 
harassment similar to that encountered in Uatalare continued 
creating a highly tense and confrontational environment. When a 
member of Gusmao\'s civilian security, Afonso Kudalai, left the 
campaign area on a motorbike, apparently to buy supplies, an 
off-duty PNTL officer, Luis da Silva, confronted and shot him, 
firing first at his legs and then his head according to an eye 
witness. 


3. (C) Upon learning of the incident, President Ramos Horta 

called Australian Ambassador Margaret Twomey and requested that 
the Australian International Security Force (ISF) be dispatched 

to Viqueque to \"disarm the PNTL.\" According to Ambassador 
Twomey, a furious Ramos Horta ranted against the foreign UN 
Police (UNPOL) personnel who had been on the scene, calling them 
\"useless.\" (Note: Embassy sources on the scene separately 
reported that an UNPOL officer was nearby when the shooting 
occurred, but did nothing in response to the first shots fired, 

allowing the fatal headshots that followed.) After conferring 

with Interior Minister Barris and UN Mission In Timor Chief Eric 

Tan, it was agreed to fly a platoon of ISF personnel to 

Viqueque, but with a mission to support the UNPOL personnel, and 
only to disarm any PNTL at the direction of the UNPOLs in 

specific situations if conditions warranted. 


4. (U) Around the same time, members of the Rapid Intervention 
Unit (UIR) of the PNTL based in Baucau, about 2.5 hours drive 
from Viqueque town, were ordered into Viqueque district to meet 
up with Gusmao and his convoy and to escort him on his way 
onward to Baucau. 


5. (U) In the meantime, Xanana Gusmao and his convoy proceeded 
to Ossu, about 30 minutes from Viqueque town, in order to bring 
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the victim\'s body to his family. According to Embassy sources, 
his security detail tried to convince him to depart the district 

as fast as possible, but he insisted on both accompanying the 
body and spending time with the family. In Ossu, a crowd of 
mainly youth quickly gathered around the victim\'s house. They 
were described as very angry and agitated over Kudalai\'s death. 
When the UIR on the road from Baucau arrived in Ossu, they 
confronted this crowd which apparently directed its anger at 

them as members of the PNTL. Details of exactly what happened 
next are sketchy, but we know that the UIR opened fire, killing 
one immediately. Two others were also wounded, one severely who 
died on June 4 of his injuries. 


6. (U) The Australian ISF, diverted from Viqueque, arrived in 
Ossu and restored order. The ISF offered to evacuate Xanana 
Gusmao by helicopter, but he again refused and instead departed 
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Ossu by vehicle, under UIR and UNPOL escort, to continue his 
planned itinerary, proceeding the home of a well-known priest in 
the vicinity of Baucau city. CNRT continued its campaign 
schedule today in the districts of Baucau and Manatuto with no 
known incident. 


7. (U) As of Monday, June 4, both Viqueque and Ossu remain quiet 
but tense. Members of opposition parties in the area report 

that they are very scared of possible continued Fretilin 

violence and are trying to lay low. In Viqueque, PNTL is 

temporarily confined to barracks while UNPOL has taken over 
responsibility for public order. The PNTL officer implicated in 

the shooting, Luis da Silva, remains at large but is being 

sought. The ISF platoon remains deployed to Ossu. 


8. (U) The GOET will reportedly take steps today to calm the 
situation. President Ramos Horta will make an address calling 
for calm and appealing to political parties to adhere to the 
agreed code of conduct. Former President Xanana Gusmao will 
reportedly make a similar speech. Interior Minister Barris and 
PNTL Commissioner Afonso de Jesus will reportedly travel to Ossu 
to offer their condolences to the families of the bereaved in 

the coming days. Fretilin has issued a statement calling for an 
investigation, alleging that the CNRT worker killed in Viqueque 
was armed. (Note: Post has not been able to confirm the 
veracity of this allegation.) 


9. (C) Comment. It does not bode well that we are seeing 
fatalities and violent confrontations only one week into East 
Timor\'s parliamentary campaign. Viqueque stands out as hard 
core Fretilin stronghold, arguably a unique status in the new 


Column 3 

political equation in East Timor, and may therefore not 
necessarily be a predictor of tensions in other areas. However, 
the fallout from these incidents will likely be significant and 

will bear close watching. In the immediate term, Viqueque is 
likely to remain tense and possible explosive especially when 
the three victim\'s bodies are returned for burial in the coming 
days. Beyond Viqueque, the identities and loyalties of 
perpetrators and victims will likely impact dynamics throughout 
the eastern districts, and possibly in the rest of the country 

as well. We will follow up with further analysis of the 

potential implications. 
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SUBJECT: U.S.-KUWAIT GULF SECURITY DIALOGUE TALKS (MAY 
22,2007) 


Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d) 


1. (S/NF) Summary: Discussion on Iran and Iraq dominated the 
May 22 U.S.-Kuwait Gulf Security Dialogue (GSD). Both 
countries agreed on the threat from Iran, but GOK officials 
expressed concern about Kuwait\'s vulnerability to Iranian 
retaliation (conventional and asymmetric) and the perceived 
ambiguity of the U.S. strategy to deal with Iran. On Iraq, 
Kuwait is committed to supporting Al-Maliki for now, but 
fears he is losing support. The Kuwaiti government (GOK) is 
also concerned that Al-Qaeda in Iraq could turn its focus on 
Kuwait, particularly if the Baghdad Security Plan succeeds. 
On energy infrastructure security, the two sides agreed to 
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establish a joint working group to address vulnerabilities 

and welcomed the visit of a U.S. team to focus on maritime 
threat reduction. The GOK is willing to participate in 

future PSI exercises. Kuwait believes the GSD discussions 
are a very useful tool to increase U.S. communication on our 
Gulf policy and strategy. End summary. 


2. (S/NF) On May 22, Kuwait hosted the second round of the 
U.S.-Kuwait Gulf Security Dialogue (GSD) discussions. Kuwait 
National Security Bureau (NSB) President Shaykh Ahmed Al-Fahd 
Al-Sabah chaired the meeting; Acting Assistant Secretary of 
State for Political-Military Affairs Stephen Mull and Deputy 
Assistant Secretary of Defense Mark Kimmitt led the U.S. 
delegation. Both sides reiterated their strong support for 

and commitment to a long-term U.S.-Kuwait strategic 
relationship. The two sides agreed to meet every six months 
for GSD discussions, alternating capitals, and to address any 
interim issues through their embassies. A joint statement 

was issued and received favorable local press coverage (see 
para 17). 


Regional Security 


3. (S/NF) The USG regional security discussion focused on 
Iran, Israeli-Palestinian peace efforts, and Lebanon, and 
included a request for assistance to Yemen and Afghanistan. 
NEA DAS Gordon Gray emphasized the U.S. commitment to the 
diplomatic track on Iran, a two-state solution to the 
Israeli-Palestinian conflict, the establishment of an 

international tribunal on Lebanon, and cooperation/discussion 
with regional allies through the GSD, GCC 2, and UN. Shaykh 
Ahmed said Kuwait \"shares the same goals on all these 
issues,\" and stressed the importance of resolving the 
Israeli-Palestinian dispute. Kuwait pledged continued 

support for Lebanese PM Siniora\'s government and the 
international tribunal. Shaykh Ahmed asked for U.S. help in 
resolving tensions between Libya and Saudi Arabia due to both 
sides\' suspicions that the other is supporting rebel groups 

in neighboring countries: Saudi Arabia in Chad, and Libya in 
Yemen. Shaykh Ahmed also expressed concern that Al-Qaeda was 
expanding operations in North Africa and Somalia, and 
stressed the importance of finding a solution in Darfur. 

AA/S Mull urged Kuwait to support the deployment of a 
UN/African Union peacekeeping force. 


Iran 


4. (S/NF) DIA Senior Defense Intelligence Officer for the 
Middle East Bruce Hardcastle provided a detailed brief of the 
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U.S. assessment of the current state of the Iranian nuclear 
program and Iranian intentions. Kuwait shares our assessment 
of and opposition to Iran\'s nuclear program. Shaykh Ahmed 
pledged Kuwait\'s continued support for any additional UN 
Security Council Resolutions on Iran, but outlined several 
concerns: the perceived lack of a clear U.S. strategy on 

Iran; Kuwait\'s vulnerability to Iranian missiles; differences 
within the Gulf Cooperation Council (GCC) over the level of 
public opposition to Iran\'s nuclear program; the lack of 

solid intelligence about the program; and the threat of 

Iranian retaliation against Kuwait if attacked by the U.S. or 
Israel. Kuwait expressed difficulty interpreting and 

supporting what it sees as an inconsistent USG policy towards 
Iran. 


5. (S/NF) Shaykh Ahmed said cooperation within the GCC was 
improving. He confirmed that plans are afoot within the GCC 
for a joint meeting of foreign ministers, defense ministers, 

and national security advisers to discuss security concerns. 
(Over lunch, he told the Ambassador that GCC national 
security advisors were to meet before the joint session but 
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that dates had not yet been set for either GCC meeting.) He 
asked the U.S. to apply more pressure on GCC countries to 
cooperate among themselves. He also noted GCC countries\' 
recent discussions with NATO on developing a capability to 

deal with consequences of a nuclear incident, for which they 
\"may need U.S. help in developing.\" (Note: Shaykh Ahmed and 
Shaykh Thamer told Ambassador recently that they are 

satisfied at this time with the level of cooperation with 

NATO.) 


6. (S/NF) NSB Deputy Director Shaykh Thamer Ali Al-Sabah 
argued that Kuwait had \"no way\" to protect itself against 
Iranian missiles, particularly Silkworms, or rockets similar 

to those used by Hizballah against Israel last summer. Since 
no missile defense system is capable of addressing this 
vulnerability, he stressed that there must be a political, 

not a military, solution to the Iranian threat. Shaykh 

Thamer said the widespread perception among many Kuwaitis 
that a U.S. attack on Iran was imminent was creating 
\"mayhem.\" Commander of the Kuwaiti Air Force General Yousef 
Al-Otaibi echoed these concerns and asked what precautions 
could be taken to prevent GCC countries from being \"caught in 
the crossfire.\" Shaykh Ahmed said the GOK did not anticipate 
a conflict this year, but believed that Iran would respond to 

any attack by retaliating against Kuwait: firing missiles at 
Kuwait if attacked by the U.S., or sponsoring terrorist 
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attacks in Kuwait if attacked by Israel. He noted that Iran 

had increased its intelligence activities in Kuwait in 

preparation. AA/S Mull, DASD Kimmitt, and DAS Gray stressed 
that the U.S. was not seeking a military confrontation with 

Iran and was advising Israel to let diplomatic efforts take 

their course. Shaykh Ahmed reiterated Kuwait\'s support for 
the U.S. and opposition to Iran\'s nuclear program, but urged 
the U.S. to understand Kuwaiti (and Gulf) sensitivities to 
aggressively confronting its much larger neighbor. 


7. (S/NF) AA/S Mull concluded the regional security session 
by emphasizing the U.S.\'s clear opposition to the emergence 
of a nuclear-armed Iran and by outlining the USG\'s seven-fold 
strategy in preventing this from happening by: 1) pursuing 
multilateral action through the UN; 2) restricting Iran\'s 
access to international financing; 3) maintaining a strong, 
visible military presence in the region; 4) coordinating 
carefully with GCC allies; 5) reaching out to the Iranian 
people; 6) pressuring Iran regionally; and 7) trying to 
convince Iran to play a more constructive role in Iraq. AA/S 
Mull said the U.S.-Iran meeting in Baghdad on May 28 would 
focus solely on Iraqi security and would not address Iran\'s 
nuclear program. Shaykh Ahmed noted Kuwait\'s support for 
such U.S. talks with Iran. 


Iraq 


8. (S/NF) DASD Kimmitt and USCENTCOM Director of Strategy, 
Plans, and Policy Maj Gen Vern Findley outlined progress in 
implementing the Baghdad Security Plan and emphasized that 
its main objective was to buy time for political 

reconciliation. They said it was still too soon to tell if 

the plan was succeeding and noted that there would be a major 
strategic review in September. Shaykh Ahmed said Kuwait 
would continue to support Iraqi PM Nouri Al-Maliki and urge 
other Gulf countries to do the same, but noted that he was 
losing support within Iraq and among GCC states. DASD 
Kimmitt argued that the U.S. military leadership was capable 
and flexible enough to adjust the plan to cope with changes. 
Shaykh Ahmed expressed concern that, if the plan succeeded, 
Al-Qaeda in Iraq could begin targeting Kuwait. He also 
stressed the need for more communication and cooperation on 
Iraq, and asked the USG to pressure the GOI to do more to 
stop smuggling/militia activity along the Kuwait-lraq border, 
noting that these incidents undermined domestic support for 
assistance to Iraq. 


Critical Energy Infrastructure Protection 


Column 3 

9. (S/NF) AA/S Mull proposed that the USG and GOK establish 
a Joint Working Group for Critical Energy Infrastructure 
Protection (CEIP) as a mechanism to enhance Kuwait\'s energy 
infrastructure security through a formalized exchange of 
expertise and intelligence. Shaykh Ahmed accepted the 
proposal and suggested it be formalized after the follow-up 

visit by a USG CEIP team tentatively scheduled for June 

12-13. Referring to energy infrastructure as \"the number one 
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target for Kuwait\'s enemies,\" Shaykh Ahmed said he looked 
forward to more bilateral cooperation on CEIP. He indicated 
that the GOK Security Decision Follow-up Committee (SDFC) 
would coordinate Kuwaiti CEIP efforts. 


10. (S/NF) Hussain Ismail, Deputy Managing Director of 
Kuwait National Petroleum Company (KNPC) delivered a short 
presentation on CEIP, saying that significant activity was 
already underway to implement many of the recommendations 
made by the USG teams. Ismail said the Kuwaitis were already 
aware of most, but not all of the vulnerabilities identified 

by the USG teams. He said KNPC, the Kuwait Coast Guard, and 
the SDFC, which was represented at the GSD by Colonel 
Mohammed Al-Faresi, were working together to develop a 
\"structured, time-bound plan\" to implement most of the USG 
security recommendations. He added that \"80 per cent of the 
necessary hardware upgrades are either complete or in 
progress.\" Kuwait expressed strong support for the USG 
teams\' recommendation to establish a GOK Joint Coordination 
Committee (JCC) to integrate Kuwait\'s CEIP regime. 


Enhanced Defensive Capabilities and Cooperation 


11. (S/NF) Gen. Al-Otaibi expressed appreciation for U.S. 
support in enhancing Kuwait\'s defensive capabilities and 
asked the USG to consider 1) stockpiling more Patriot 

missiles in Kuwait for both U.S. and Kuwaiti use should the 
need arise, and 2) providing back-up Patriot radar systems 
while Kuwait upgrades its own systems over the next four 
years. Shaykh Ahmed noted that Kuwait\'s security focus had 
shifted from its northern border to its coastline. AA/S Mull 
reaffirmed the USG\'s commitment to providing additional 
defensive systems/weaponry to Kuwait, including PAC Ill, 
unarmed UAV platforms, F/A-18 upgrades, 3-D radar systems, 
and advanced communications systems. He said the USG should 
be able to move ahead without difficulty. Maj Gen Findley 

said CENTCOM technical experts were available to help Kuwait 
develop and integrate its air defense strategy. 
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12. (C/NF) AA/S Mull asked Kuwait to reconsider 

participating in the upcoming conference in Lima to discuss a 
Norwegian-sponsored treaty banning cluster munitions. Shaykh 
Ahmed noted the USG\'s concerns and promised to convey them to 
the Foreign Minister. 


Counterproliferation 


13. (S/NF) Shaykh Thamer affirmed Kuwait\'s desire to 
participate in future Proliferation Security Initiative (PSI) 
exercises. He noted, however, that it would be easier for 
the GOK if it were a UN, rather than a U.S., initiative. 
Shaykh Thamer echoed this sentiment regarding the Global 
Initiative to Combat Nuclear Terrorism, which he suggested 
could be introduced in the UN as part of a third UNSCR on 
Iran. AA/S Mull expressed disappointment that Kuwait 
withdrew from last October\'s PSI exercise in Bahrain, but 
welcomed Kuwait\'s commitment to participate in future 
exercises. 


14. (S/NF) Al-Awadi reported that Kuwait had formed a 
committee headed by the Foreign Minister to ensure 
implementation of UNSCRs 1737 and 1747. He said Kuwait had 
been complying so far and would continue to do so. Shaykh 
Ahmed agreed, adding that \"Kuwait will respect and act on all 
UNSCRs related to Iran.\" AA/S Mull emphasized that the 
UNSCRs would only succeed if everyone cooperated in enforcing 
them. 


Counterterrorism and Internal Security 


15. (S/NF) While praising the overall intelligence 
relationship, Shaykh Ahmed stressed the need for increased 
cooperation and communication on intelligence issues. In 
particular, he emphasized the need for enhanced technology. 
Shaykh Ahmed said Kuwait was struggling to keep track of the 
threats from both Al-Qaeda and Iran and complained that 
Kuwait only got \"one quarter of the information\" from the 
U.S. The GOK believes the main targets in the country are: 
1) energy facilities, 2) expatriates and civilian areas, and 

3) the country\'s leadership. AA/S Mull agreed on the 
importance of intelligence sharing and urged the GOK to 
pursue any issues about the liaison relationship through 
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liaison channels or through the Ambassador. 
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16. (S/NF) On countering money laundering and terror 
financing, Shaykh Thamer argued that laws adopted over the 
last year had proven effective in limiting transfers of large 
funds to illicit/terrorist organizations. He claimed known 
Kuwaiti terror financiers, such as Mubarak Al-Bathali, were 
now only able to raise and transfer small amounts of money. 


U.S.-Kuwait Gulf Security Dialogue Joint Statement 


17. (U) Begin text of joint statement: 


Acting Assistant Secretary of State for Political Military 

Affairs Stephen D. Mull and His Excellency Shaykh Ahmed 
Al-Fahd Al-Ahmed Al-Jaber Al-Sabah, the President of Kuwait\'s 
National Security Bureau, today co-chaired the second meeting 
of the United States-Kuwait Gulf Security Dialogue (GSD). 

The inaugural meeting of the GSD was held in September 2006 
in Washington, DC, with follow on meetings occurring 
approximately every six months and alternating between Kuwait 
and the United States. The second round of talks are a 
reflection of the U.S. and Kuwait\'s commitment to regional 
security and cooperation on shared security matters that 

affect the Gulf region, including the situations in Iraq and 
Lebanon, terrorism, proliferation, and infrastructure 

security. 


The key objectives of the GSD are to convey U.S. commitment 
to a long-term presence in the Gulf for the peace and 

security of our GCC allies, as well to encourage regional 
partners to take the steps necessary to enhance their 
capabilities to deter or defend against shared threats. 


The GSD addresses conventional as well as non-conventional, 
asymmetric, and terrorist threats to Gulf security. To 

counter these threats, the U.S.-Kuwait discussions focus on 
six key \"pillars\": 


(1) Enhanced defensive capabilities and cooperation; 
(2) Regional security; 

(3) Critical infrastructure protection; 

(4) Counterterrorism and internal security; 

(5) Counterproliferation; and 

(6) Developing a shared assessment on Iraq. 


During today\'s meetings, Ambassador Mull and Shaykh Al-Sabah 
affirmed their countries\' commitment to the long-standing 
U.S.-Kuwait strategic relationship and agreed to continue 

their cooperation in promoting regional peace and security. 
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Both acknowledged a shared goal of a unified, democratic, and 
stable Iraq that is at peace with its neighbors and itself. 

They pledged to continue to support the legitimately elected 
government of Iraq. 


With regard to Iran\'s nuclear activities, both sides 

reiterated their strong desire for a diplomatic solution and 
noted that such a solution can be reached by implementing the 
requirements outlined in UNSCR 1737 and 1747. 


The U.S. and Kuwait agreed to continue their robust 
cooperation on counterproliferation and on addressing 
vulnerabilities to Kuwait\'s energy infrastructure. Kuwait 
agreed to consider participating in future Proliferation 
Security Initiative (PSI) exercises and activities. 


Ambassador Mull and Shaykh Al-Sabah expressed their 
satisfaction with the second round of the GSD, and both look 
forward to continuing this important dialogue between the two 
countries. The next meeting of the GSD will take place in 
Washington, DC in the fall of this year. 


End text. 


Participants 


18. (SBU) 
United States: 


- Ambassador Richard LeBaron, U.S. Embassy, Kuwait 
- Stephen Mull, Department of State, Acting Assistant 
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Secretary, Bureau of Political Military Affairs 


SIPDIS 

- Mark T. Kimmitt, Deputy Assistant Secretary of Defense 
(Middle East) 

- Gordon Gray, Department of State, Deputy Assistant 
Secretary, Bureau of Near Eastern Affairs 


SIPDIS 

- Maj Gen Vern Findley, CENTCOM 

- BGen Charles L. Hudson, Office of Military Cooperation, 
U.S. Embassy, Kuwait 

- Bruce Hardcastle, Defense Intelligence Agency 

- Nikhil Ramchand, National Security Council Staff 
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- Lt Col Reginald O. Robinson, USAF, Department Of State, 
Bureau of Political Military Affairs 

- LCol Bernard Dodson Jr., CENTCOM 

- LTC Robert Friedenberg, Defense Attache, U.S. Embassy, 
Kuwait 

- Jonathan Turley, Political Officer, U.S. Embassy, Kuwait 
(notetaker) 

- Steve Conlon, Economic Officer, U.S. Embassy, Kuwait 
(notetaker) 


Kuwait: 


- Shaykh Ahmed Al-Fahd Al-Sabah, President, National Security 
Bureau 

- Shaykh Thamer Ali Al-Sabah, Deputy Director, National 
Security Bureau 

- Ambassador Mansour Al-Awadi, Director, International 
Organizations Department, Ministry of Foreign Affairs 

- Major General Yousef Duwaiyan Faris Al-Otaibi, Kuwait Air 
Force Commander 

- Major General Ibrahim Al-Wasmi, Land Forces Commander 
- Brigadier General Abdullah Al-Rasheed, Ministry of Interior 
- Brigadier General Faisal Al-Tabtabaei, Ministry of Interior 

- Colonel Mohammed Al-Faresi, Deputy Director, Security 
Decision Follow-up Committee 

- Hussain Ismail, Deputy Managing Director, Kuwait National 
Petroleum Company (KNPC), Ministry of Oil 

- Colonel Abdullah Al-Kandari, Director of Counterterrorism, 
Kuwait State Security, Ministry of Interior 

- Shaykh Fawaz Al-Mishal Al-Jarrah Al-Sabah, National 
Security Bureau 

- Fawaz Al-Sammar, National Security Bureau 

- Shaykh Sabah Shamlan Al-Sabah, National Security Bureau 
- Shaykh Khaled Ahmed Al-Sabah, National Security Bureau 
- Abdulaziz Al-Salem, National Security Bureau 

- Mubarak Al-Hajraf, National Security Bureau 

- Ghanim Al-Otaibi, National Security Bureau 

- Abdul Mutaleb Ahmed, National Security Bureau 

- Mohsen Al-Mutairi, National Security Bureau 

- Khalid Al-Khulifa, Ministry of Foreign Affairs 


19. (U) This cable was cleared by the GSD delegation. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: DECL: 06/04/2017 

TAGS: PREL, PGOV, ECON, GG 

SUBJECT: ECONOMIC DEVELOPMENT MINISTER ARVELADZE ON 
STIMULATING INVESTMENT 


Classified By: Ambassador John F. Tefft for reasons 1.4(b)&(d). 


Summary 

1. (C) In a May 28 meeting, Georgian Minister of Economic 
Development Giorgi Arveladze described to Joseph Wood, Deputy 
National Security Advisor to the Vice President, Georgia\'s 
efforts and successes in attracting foreign investors in a 

broad range of sectors. Arveladze said the government\'s 
philosophy was to try to create opportunities and to stay out 

of the economy as much as possible. He said the government 
was seeking to lower interest rates, which at their current 

high levels are preventing many Georgians from starting their 
own family businesses. Arveladze said Georgia was taking a 
technical approach to negotiations over Russia\'s WTO 
accession, concentrating on Russia\'s unfulfilled commitments 
in its bilateral WTO agreement with Georgia to legalize the 
economic border, i.e., to allow customs checkpoints where 
Russia borders Georgia\'s separatist regions of Abkhazia and 
South Ossetia. End Summary. 


Investment on the Rise 

2. (C) Arveladze began the breakfast meeting with Wood and 
the Ambassador by recounting a recent privatization auction 

for property around Lisi Lake in Tbilisi. Arveladze said he 

had expected the land to go for around USD 50 million; in the 
end, it was bought by a Georgian company for USD 182 million, 
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beating out several foreign investors. Arveladze said this 
exemplified the trend in investment in Georgia. Using Israel 
as an example, Arveladze said Israeli investment in Georgia 
topped the rankings in the mid-1990s, primarily because of 
Georgian-Israeli businesspeople. As international investment 
in Georgia has broadened, Israel has moved down the list, but 
a large number of Israelis have purchased real estate in 
Georgia in recent years. Arveladze said a recent Georgian 
economic forum in Israel had been a huge success, revealing 
serious interest from many firms that had no previous 
connections to Georgia. Arveladze said a number of Israeli 
investors in Georgian real estate were beginning to show an 
interest in manufacturing as well. 


3. (C) Arveladze said his goal was to keep the government out 
ofthe economy as far as possible, while trying to create 
opportunities. He said Georgia today had some advantages 
over eastern European economies of 15 years ago, many of 
which were still suffering from corruption and bad management 
at that time. He noted that Georgia had an attractive labor 

force that was low-cost, educated, and hard-working, and that 
Georgia had moved up dramatically in the most recent World 
Bank survey on the ease of doing business. Arveladze noted 
that the banking sector in Georgia was booming, a consequence 
of the legalization of the economy after the Rose Revolution. 
Unfortunately, he added, there were now so many businesses 
seeking loans that the banking system could not meet the 
demand except with a very high interest rate. He said the 
government had a plan to use commercial banks for government 
funds, and thereby ensure lower interest rates while also 

taking care to deal with the challenge of inflation. 

Arveladze said that if interest rates were lower, practically 

every family in Georgia would be ready to start a business of 

its own. 


A Low-Key Approach to Russia\'s WTO Negotiations 

4. (C) Asked about Russia\'s WTO aspirations, Arveladze said 
Georgia was treating it as a technical issue. He noted that 

in 2004 Georgia and Russia signed a WTO bilateral agreement 
in which Russia accepted responsibility for \"legalizing the 
economic border\" through customs checkpoints, which were 
especially needed on the parts of the border controlled by 

the separatist authorities. (Note: These areas are 
uncontrolled by Georgian authorities and are a source of 
smuggled goods, people, and potentially WMD into Georgia.) 
This commitment has not been fulfilled, Arveladze said, 
adding that the agreement is explicit despite Russian claims 
that this is nota WTO issue. Arveladze said Georgia saw no 
reason to emphasize its other trade issues with Russia -- 

such as the bans on export of Georgian wine, mineral water, 
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and agricultural products -- in the WTO context, because 
Georgia did not want to \"look like a whiny country creating 
problems\" for Russia\'s WTO accession. 


5. (C) Arveladze said a Free Trade Agreement (FTA) with the 
U.S. would be a strong signal of U.S. political confidence in 
Georgia, and he expressed hope that the Trade and Investment 
Framework Agreement (TIFA) that Arveladze would sign during 
his upcoming trip to Washington might lay the groundwork for 
additional steps later. He noted that Europe gave an FTA to 
Estonia when it was in a similar situation in 1990s, when 
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Estonia successfully re-oriented its economy after a Russian 
embargo and undertook reforms to defeat internal corruption. 
Touching on the recent cyber-attacks against Estonia, 
Arveladze conceded that Georgia was probably vulnerable to a 
similar assault. 
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E.O. 12958: DECL: 06/04/2017 

TAGS: PGOV, PREL, KNNP, TRGY, IR, IN, JA 

SUBJECT: AMBASSADOR SCHULTE BRIEFS JAPANVS OPPOSITION ON 
U.S. NONPROLIFERATION POLICY 


Classified By: AMBASSADOR J. THOMAS SCHIEFFER, REASONS 1.5 (B),(D). 


1. (C) Summary. Ambassador Greg Schulte provided a 
well-received DVC briefing on U.S nonproliferation policy to 
opposition Democratic Party of Japan (DPJ) Diet members on 
May 15, at their request. Questions focused primarily on 
what the DPJ members characterized as differences between 
U.S. treatment toward nuclear development in India and Iran. 
End summary. 


2. (C) Nearly 20 opposition Democratic Party of Japan (DPJ) 
legislators from both houses of the Diet attended a Tokyo 
American Center-sponsored digital video conference briefing 
by Ambassador Greg Schulte on U.S. nonproliferation policy at 
the Tokyo American Center on May 15. The attendees, 
including former party leader Katsuya Okada and \"Next Foreign 
Minister\" Tsuyoshi Yamaguchi, are members of the DPJ 
Committee to Promote Nuclear Nonproliferation. The DPJ 
requested a briefing to clarify U.S. policy, especially with 
regard to Iran and India. Feedback from participants 

indicates that they were pleased with the opportunity to 
engage directly with Ambassador Schulte. 


3. (C) Ambassador Schulte explained that we are at a pivotal 
moment for nonproliferation policy. New challenges that 
threaten to undermine the system also create opportunities to 
strengthen the international regime. He defined the three 
greatest threats as noncompliance, loopholes that allow 

states to claim \"peaceful use\" for nuclear development; and 
terrorism on the part of non-state actors. He cited stiffer 
consequences for noncompliance, a better system to guarantee 
access to nuclear fuel, and the Global Initiative to Combat 
Nuclear Terrorism as positive outcomes in response to these 
growing threats. Ambassador Schulte emphasized the need for 
global, sustained, and resolute diplomacy, and expressed 
appreciation for the close cooperation between the United 
States and Japan on nuclear nonproliferation issues. 


4. (C) Most of the questions from the DPJ members focused on 
Iran and India. There was surprisingly little reference to 

North Korea. On India, the group voiced skepticism that the 
U.S. civil nuclear deal will buttress the Nuclear 

Nonproliferation Treaty, noting that only civilian facilities 
designated by India are to come under IAEA safeguards. They 
worried that preferential treatment for India could lead to a 
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loss of trust in the NPT, and lead to spiraling nuclear 

weapons races between India and Pakistan, and India and 
China. They questioned the ramifications if Japan were to 
oppose U.S. efforts to obtain a favorable decision on the 
agreement from the members of the Nuclear Suppliers Group 
(NSG). On Iran, they wondered why a country that former DPJ 
leader Okada described as, \"still something of a democracy,\" 
was receiving such harsh treatment, and why the United States 
refused to believe Iranian claims that it is developing 

nuclear materials for peaceful use. Okada suggested that 
U.S. views toward Iran might be colored by the 1979 hostage 
crisis, and encouraged a broader compensation package, 
including full diplomatic normalization, to bring Iran back 

to the fold. 


5. (C) Ambassador Schulte responded by noting that the 
U.S.-India Civil Nuclear Agreement actually strengthens the 
Nuclear Nonproliferation Treaty, by bringing two-thirds of 
India\'s nuclear facilities under International Atomic Energy 
Agency safeguards, and bringing India closer to the NPT 
mainstream. India merits this special treatment, he 

asserted, because it is a transparent democracy and a partner 
in the war on terror, with a mostly peaceful foreign policy 

and a fairly good track record on nonproliferation. He 
emphasized that the agreement does not recognize India as a 
nuclear weapons state, and should actually make it more 
difficult for India to produce nuclear weapons by limiting 14 

of 22 nuclear facilities to energy production. The agreement 
recognizes the reality that India wants to become a nuclear 
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weapons state, and will never accept IAEA safeguards on all 
of its facilities. Ambassador Schulte described current U.S. 
policy as focused on progress in continuing negotiations with 
India over additional safeguards, and quiet consultations 

with other members of the NSG. He did not anticipate 
soliciting formal responses from the NSG at this point, 
although a consensus decision would be required by U.S. law 
in order to seal the agreement. 


6. (C) Iran, on the other hand, was already an NPT 

signatory, but had chosen to violate its obligations and move 
in the exact opposite direction of India on this issue, 

Schulte noted. He briefed the DPJ legislators on diplomatic 
efforts at the IAEA and the UN Security Council to convince 
Iran to change course, noting that targeted sanctions and the 
weight of world opinion were beginning to have an effect. He 
reminded the audience that the United States had also offered 
carrots, in addition to sticks, promising to assist Iran with 
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peaceful nuclear development and discuss diplomatic 
normalization in return for rejoining the NPT regime. Based 
on the available evidence, however, facilities such as those 
at Natanz were developing technologies that could only be 
used for military purposes. Coupled with a history of 
deception over its nuclear facilities and ties to the A.Q. 

Khan network, there can be little doubt that Iran is seeking 

to develop nuclear weapons. He noted that current 
assessments put that development at the year 2011, at the 
earliest, adding that there is still time for diplomacy, but 

not for complacency. He praised Japan for playing a major 
role in working to convince Iran to change course, as well as 
for support in the UN on Security Council Resolutions 1937 
and 1947. He cautioned that a third resolution might still 

be necessary. In the same way, Ambassador Schulte observed 
in response to a question from DPJ member Takeshi Maeda, 
China is the only one of five recognized nuclear weapons 
states that is actually increasing its nuclear inventory. 

Japan shares the responsibility for encouraging China to play 
a constructive role in the region. 

SCHIEFFER 
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Classified By: PolChief Scott Ticknor for reasons 1.4 (d) and (e). 
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1. (C) Summary: Poloffs recently met separately with four 
leaders from the main opposition National Democratic Congress 
(NDC) party. They expressed familiar concerns about 
implementation of a bill allowing expatriate Ghanaians to 

vote and were worried about the example set by the recent 
flawed Nigerian election. The party\'s main challenges 
heading toward the 2008 election are its poor finances and 
\"managing\" former President Rawlings, they agreed. They 
depicted the NDC as largely supportive of its presidential 
candidate John Atta Mills, who is reportedly in good health 
and traveling extensively on the campaign trail. Several of 
the NDC contacts assured us that media stories opposing the 
idea of a U.S. military base in Ghana reflect concerns about 
sovereignty, not anti-Americanism. End summary. 


The ROPA Bill and the Nigerian Election 


2. (C) Special Assistant to John Atta Mills Ludwig Hlodze 

told PolChief the main opposition National Democratic 
Congress (NDC) is very concerned about efforts by the ruling 
New Patriotic Party (NPP) to implement the Representation of 
the People Amendment (ROPA) bill, which would give Ghanaian 
citizens resident overseas the right to vote in Ghanaian 
elections. The NDC is convinced the NPP will use this bill 

to try to rig votes. Both he and NDC Deputy General 

Secretary Baba Jamal told PolChief that the Nigerian election 
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raised concerns in the NDC that similar election fraud could 
happen in Ghana. Hlodze also saw the potential for the ROPA 
bill to cause regional conflict, if the large number of 
Ghanaians in Togo, Burkina Faso and Cote d\'Ivoire try to vote 
under the bill. Most of these are without identification and 

the ensuing disputes about who can and cannot vote could 
cause legal battles and possible unrest in Ghana and in 
neighboring states, according to Hlodze. 


Discontent in the Land 


3. (C) Hlodze and Jamal\'s views on problems in Ghana 
tracked with those expressed in our recent meetings with NDC 
Youth Chairman Koffi Adams and prominent NDC Member of 
Parliament Haruna Iddrisu. All four painted a picture of 
growing frustration in the country. Energy shortages are 
having a serious economic impact, they said. Hlodze 
highlighted narcotics trafficking concerns, saying the GOG is 
dragging its feet and arresting small players while ignoring 

te larger traffickers. The NDC remains frustrated ith 
corruption and poor education performance, h added, also 
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criticizing the GOG\'s acceptance of he flawed Nigerian 
elections and its uted response concerning violence against 
the opposition in Zimbabwe. 


4. (C) Our NDC contacts were confident their party could 

win the 2008 election but admitted several handicaps. They 
depicted the media in Ghana as largely bought off by the GOG 
and NPP, which allegedly have contributed money to have the 
NDC depicted in a negative light. All agreed that the NDC 

has serious financial challenges and shared concerns that the 
NPP could use its greater financial resources to win votes 

with money and projects. They were sure that the NPP uses 
money to buy off confidantes and trouble makers within the 
NDC. Nevertheless, they acknowledged that some businessmen 
were contributing discreetly to NDC coffers and said that 
despite the media\'s slant, some stories favorable to the NDC 
had appeared in back pages. 


5. (C) The NDC leaders were divided on whether former 
President J.J. Rawlings was a net liability for the party, 

but admitted that the NDC was stuck with \"managing\" him as 
well as possible. Jamal stressed that this is perhaps the 
NDC\'s biggest challenge, adding that no one can effectively 
manage the former President, who remains a larger-than-life 
icon within the party. Hlodze was firm that Professor Mills 

is \"his own man\"; Jamal agreed but opined that Mills will 
have difficulty managing Rawlings even if he wins the 
presidency. Jamal believes the NDC cannot win without 
Rawlings, who he said remains very popular in rural areas, 
but he conceded that the former President\'s erratic, 
outspoken ways have alienated many in the party and continue 
to scare away many potential voters for the NDC. 


Mills as Candidate 
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6. (C) Jamal told PolChief there is still some friction 

within the party over Mills\ candidacy, although he said this 

is diminishing. He thought the NDC had no choice but to get 
behind Mills because of Mills\' popularity in the country. 

Jamal was clear that Rawlings does not like Mills. However, 
Jamal believes Rawlings feels he has to back Mills because he 
brought Mills into politics during the 1990s. During a 

recent tour and breakfast hosted by the Ambassador at the New 
Embassy Compound, Rawlings made casual comments indicating 
his support for Mills (though the rock-star enthusiasm 

Rawlings generated from the Ghanaian workers on site were a 
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vivid display of his charisma and continued political drawing 
power). 


7. (C) All our NDC contacts claimed Mills is in good 

health. Hlodze said Mills was controlling his weight under 
doctor\'s orders. Jamal confided that Mills had some kind of 
throat cancer and said he was on the mend, although not yet 
fully recovered. In Ghanaian culture, a politician cannot 

admit to illness, so we should not expect Mills to be 
forthcoming on this, Jamal added. However, Mills is actively 
campaigning and should have no trouble running the course of 
the campaign, Jamal said, while admitting that MillsW voice 
sometimes gets hoarse on election tours. Iddrisu had 

recently returned from a campaign swing with Mills in Ghana\'s 
three northern provinces, where he said Mills performed well 
and received enthusiastic receptions. 


On Establishing a U.S. Military Base in Ghana 


8. (C) NDC-leaning newspapers have repeatedly published 
stories about alleged U.S. plans to establish a military base 

in Ghana. Iddrisu and Addams explained to Poloff that this 
reflects a concern that a U.S. base could compromise Ghana\'s 
perceived neutrality and leadership within the African Union 
and the Non-Aligned Movement. We should interpret the 
stories in that light, they said, rather than as a sign of 
anti-Americanism. 


Comment 


9. (C) The NDC\'s concerns are familiar, although our 
contacts are becoming more candid about the need to \"manage\" 
Rawlings. In a recent meeting with PolChief, Electoral 
Commission Deputy Chairman Sarfo-Kantanka also highlighted 
managing Rawlings, as well as countering the NDC\'s 
Rawlings-era legacy as the party\'s biggest challenges in 2008 
(reftel). An April 2007 Economist Intelligence Unit report 
underscored concerns about MillsW health as a potentially 
serious handicap for the NDC in the upcoming election. For 
the moment, this issue has faded somewhat among political 
pundits here, but if Mills shows more visible signs of poor 
health in the coming year, this will likely be an important 

factor in the election. 


10. (C) Iddrisu\'s and Addams" take on the military base 

issue makes sense. Ghanaians are generally very pro-American 
and NDC officials are somewhat less anti-USG than in the 

past, although some resent our strong relationship with the 

GOG and wish we were more critical of it. During the recent 
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NEC tour, Rawlings and his entourage were enthusiastic about 
our new facility and warm toward the Ambassador. Sensitivity 
about a potential U.S. military presence in Ghana (AFRICOM or 
otherwise) cannot be viewed as an NDC issue. The smaller 
Nkrumahist Convention People\'s Party (CPP) has been the most 
vocal critic on this issue, tapping into a more broadly held 
concern about sovereignty, international optics and political 
repercussions (even within the GOG). 
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SIPDIS 
SIPDIS 
FOR EUR/CARC; PLEASE PASS TO JOSEPH WOOD AT THE OVP 


E.O. 12958: DECL: 06/05/2017 

TAGS: PGOV, PREL, AJ 

SUBJECT: JOSEPH WOOD\'S MEETING WITH PRESIDENTIAL CHIEF OF 
STAFF RAMIZ MEHDIYEV 


REF: A. 06 BAKU 1700 
B. BAKU 00557 
Classified By: Ambassador Anne E. Derse for reasons 1.4 (b, d) 


1. (C) Summary: Deputy Assistant to the Vice President for 
National Security Affairs Joseph Wood and the Ambassador met 
with Presidential Chief of Staff Ramiz Mehdiyev on May 30 to 
discuss the bilateral relationship. Mehdiyev reviewed 
Azerbaijan\'s complex security situation, arguing that outside 
forces seek to take advantage of Azerbaijan\'s more open 
political system. Mehdiyev said that Azerbaijan is committed 

to democratic reforms, but this is an evolutionary, 

transitional process. Regarding international criticism of 
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Azerbaijan\'s track record on media freedom, Mehdiyev focused 
on journalists\' lack of professionalism and irresponsibility. 

Wood emphasized the importance of maximizing media freedom, 
while minimizing overreactions against the media. Mehdiyev 
was open to our engagement with the GOAJ working group on the 
Human Rights Action Plan, and he said that President Aliyev 
seeks to meet with journalists in June. End Summary. 


2. (C) Mehdiyev welcomed Wood, remarking that good relations 
with the USG are a strategic goal for the GOAJ. The GOAJ is 
\"aware\" of U.S. interests in Azerbaijan, and we think they 

are \"proper,\" said Mehdiyev. Wood told Mehdiyev that 
Azerbaijan and the broader region are important, and the USG 
is grateful for Azerbaijan\'s courageous, strategic choice to 
move toward the West. 


Security Overview 


3. (C) Mehdiyev said Azerbaijan is situated in a very 
\"severe\" and \"difficult\" geopolitical location. Despite 
internal and external security challenges, the GOAJ has 
chosen its \"strategic line,\" which is \"integration with the 
West\" and developing relations with the U.S. as our 
\"strategic ally.\" 


4. (C) The GOAJ is \"very concerned with Iran because Tehran 
is using \"various channels\" to strengthen its influence in 
Azerbaijan, Mehdiyev noted. Mehdiyev said he recently 
learned that an unspecified leader of one of Iran\'s security 
departments wrote to Iranian Supreme Leader Khamanei about 
ways to destabilize Azerbaijan. Mehdiyev remarked that Iran 

is intensifying its effort to reach out to Azerbaijani youth. 

As an example, Mehdiyev claimed that some Azerbaijani youth 
recently had been taken to Iran for religious courses. Iran 

also provides money to some Azerbaijani clerics, according to 
Mehdiyev. Mehdiyev raised the narcotics trade from Iran 
through Azerbaijani as \"a second channel\" for Tehran\'s goal 
of creating problems in Azerbaijan. 


5. (C) Turning to Turkey, Mehdiyev noted that Ankara \"has 
its own interests in Azerbaijan,\" and said the GOAJ is 
against some Turkish groups that seek to strengthen their 
position in Azerbaijan. Mehdiyev cited the Turkish Nurcu 
movement as a powerful and rich group that is worrisome for 
the GOAJ. 


6. (C) Mehdiyev only made a passing reference to GOAJ 
concerns with Russia, noting that Russia \"has its own 
interests.\" Mehdiyev also mentioned the unresolved 
Nagorno-Karabakh conflict as a pressing internal security 
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challenge. 


Evolutionary Democratic Development 


7. (C) Mehdiyev argued that Azerbaijan\'s security challenges 
should not be viewed through the prism of Azerbaijan\'s 
progress on democratic reform. Azerbaijan faces real 
security problems and outside forces seek to take advantage 
of Azerbaijani freedoms. Mehdiyev cited the example of some 
opposition forces being backed by outside forces. He also 
said Iran was behind the November 2006 publication of a 
newspaper article about the relationship between Islam and 
modernity in an attempt to provoke riots in Azerbaijan. 

(Note: Two Azerbaijani journalists were sentenced in May 
2007 for writing the article, which argued that Islamic 

values were retrogressive for Azerbaijan\'s development. They 
were charged with inciting religious hatred. Reftels.) 
Mehdiyev claimed that authorities had to arrest the 

journalists in order to calm religious tensions, particularly 

in the conservative city of Nardaran. 


8. (C) Mehdiyev said that the GOAJ is committed to 
democratic development, but this should be an evolutionary 
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process because Azerbaijan is still in a \"transition period.\" 
Mehdiyev explained that former President Heydar Aliyev had 
undertaken the difficult work of \"building up the 

government." in the post-independence period. This work laid 
the basis for the GOAJ to pursue integration with the West. 


9. (C) Mehdiyev sought to address international criticism 
about Azerbaijan\'s treatment of journalists by noting that 
journalists are often irresponsible and that Azerbaijan is 

still in the \"state-building process.\" He underscored that 
journalists sometimes break the law, and they should be 
punished accordingly. Mehdiyev said there needs to be more 
training for journalists because \"we need to enlighten them\" 
and strengthen their \'morality.\" Mehdiyev claimed, however, 
that there was a need for robust journalism in Azerbaijan. 
Mehdiyev pointed to the recent GOAJ-sponsored conference on 
\"democracy in transitional societies\" as evidence that the 
GOAJ is committed to the path of reform. 


Declining Media Freedom Hurts Azerbaijan\'s Image 


10. (C) The Ambassador said the U.S. seeks to work on all 
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issues in the bilateral relationship, including the difficult 

issues. The Ambassador underscored the importance of several 
forums -- including A/S Lowenkron\'s meetings with GOAJ 
officials and Azerbaijan\'s new National Action Plan on 
promoting human rights -- as useful venues for addressing 
Azerbaijan\'s movement toward political reform. Mehdiyev 
remarked that a working group, which includes an ombudsman 
and approximately 30 journalists and NGO members, was created 
as part of this action plan. Mehdiyev was also open to the 
Ambassador\'s request to engage with this working group; the 
Ambassador noted that we would follow up with Presidential 
Administration official Fuad Alasgarov. 


11. (C) Mehdiyev was open to the Ambassador\'s suggestion 

that she and other Western ambassadors arrange a meeting with 
Mehdiyev to address the state of media freedom. The 
Ambassador noted that Western embassies want to help the GOAJ 
live up to its reform commitments. 


12. (C) The Ambassador raised the number of libel cases 
brought against journalists as a troublesome development. 
Mehdiyev wryly explained that Azerbaijani society is 
conservative and is uncomfortable with publicly insulting 
private people. Mehdiyev also countered that individuals -- 
not the GOAJ -- had initiated libel suits against journalists. 


13. (C) In response to the Ambassadon\'s suggestion for more 
dialogue between the GOAJ and the media, Mehdiyev said 
President Aliyev plans to meet with journalists in June. 

Mehdiyev asked Wood and the Ambassador to keep this 
information private for now. Mehdiyev noted the meeting\'s 
purpose was to give the media \"some assistance,\" as the GOAJ 
seeks to reach out to the press. The Ambassador noted that 
former President Heydar\'s outreach efforts to the media had 
initiated a valuable dialogue. 


Comment 


14. (C) Mehdiyev\'s openness to our engagement with the human 
rights action plan working group, as well as his news that 
President Aliyev plans to meet with journalists are 

encouraging. We will continue to engage Mehdiyev and a range 
of other GOAu officials in these areas, including through a 
planned \"Friends of Azerbaijan\" meeting with Mehdiyev on 
media freedom (septel). 


15. (U) Deputy Assistant to the Vice President Wood did not 
have the opportunity to clear this cable. 
DERSE 
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SIPDIS 
SIPDIS 
DEPT FOR ISN, EB, NEA, IO, VCI, P, AND T AND TREASURY-TFI 


E.O. 12958: N/A 

TAGS: KNNP, EFIN, IR, UNSC, AORC, ETRD, TRGY, TZ, PREL, 

PARM, ETTC 

SUBJECT: TANZANIA\'S UNSCR 1737 AND 1747 REPORTS IN PROGRESS 


REF: A. STATE 73219 
B. STATE 67462 


1. (SBU) Justin Seruhere, Minister Plenipotentiary in the 
Ministry of Foreign Affairs\' (MFA) Department of Multilateral 
Cooperation, told Poloff on June 4 that he hoped Iran would 
change course and suspend its nuclear weapons program. 
Seruhere emphasized that Tanzania had an interest in 
preventing the proliferation of nuclear weapons. \"This is 

not just an American problem,\" he noted. Poloff highlighted 
the troubling report released on May 23 by the International 
Atomic Energy Agency (IAEA) and stressed the USG\'s aim to 
work with its partners and persuade Iran to set aside its 
nuclear ambitions. 

2. (SBU) Explaining that the U.S. had recently submitted its 
60-day UNSCR 1747 report, Poloff inquired about the status of 
Tanzania\'s UNSCR 1737 and 1747 implementation reports. 
Seruhere said that the MFA was currently working on its 1737 
report and had recently received instructions from New York 
to start work on its 1747 report. Seruhere promised to 

follow up on both reports, saying that the MFA was liaising 
with various authorities, such as the Bank of Tanzania and 
the Ministry of Defence to ensure that Tanzania fulfilled its 
obligations under these resolutions. 


3. (SBU) Poloff stressed to Seruhere that the comprehensive 
ban in resolution 1747 on \"arms and related material,\" should 
be interpreted broadly to include weapons, military vehicles, 
equipment etc. As Tanzania moves forward to implement the 
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requirements under 1747, Poloff urged Seruhere to look at all 
items listed on the Wassenaar Arrangement Munitions List and 
to read the text of the U.S. 60-day report as it reflects a 
robust effort to implement UNSCR 1747. Seruhere thanked 
Poloff for the information and promised to bring the matter 

to the attention of Ambassador Begum Taj, Head of the 
Department of Multilateral Cooperation at MFA, and to the 
attention of authorities responsible for banning the transfer 
and procurement of arms and related equipment. 

MUSHINGI 
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E.O. 12958: N/A 

TAGS: OTRA, AO, KE 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR DR. RUEBEN BRIGETY, 
SPECIAL ASSISTANT TO USAID/DCHA ASSISTANT ADMINISTRATOR 


1. USAID/Kenya grants country clearance for the visit 

of Dr. Rueben Brigety, Special Assistant to USAID/DCHA 
Assistant Administrator from on/about June 09 through 
June 15, 2007 as part of a review to analyze global 
trends of military engagement in humanitarian and 
development activities and assess their near and 
medium-term implications for USAID/DCHA. 


2. Country clearance is granted subject to the actual 
security situation at the time of proposed travel. Per 

reftel, visitor has a Secret Level Security clearance. 

The Embassy switchboard number is 254-20-363-6000 and 
the after-hours number is 254-20-363-6170. Control 

officer is Nicholas Cox, office telephone 254-20- 

8622000 ext: 2827; and cell phone 254-724-255465. 


3. Hotel accommodation has been arranged at the 
Mayfair Hotel at a cost of 149.00 US Dollars inclusive 
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oftaxes. The hotel telephone number is 254-20- 
3740920, hotel facsimile number is 254-20-3748823, 
under reference number: 610790. A driver from Express 
Travel, the Embassy travel agent will meet you after 

you exit the baggage claim area. If you do not see the 
driver, inquire at the \"Europcar/Express Travel Group\" 
counter. Cost for transport is Dollars 40.00 round 

trip. 


4. ICASS TDY charges: Each visitor, regardless of 
length of stay, must bring/forward fiscal data to pay 

for direct costs of the visit. Each agency, 

organization or visiting delegation will be charged for 
the actual costs attributed to its visit. Direct 

charge costs include, but are not limited to: airport 
transportation, accommodations, American and LES staff 
overtime (for such services as airport expediting, 
control room staffing, cashier services, drivers), long 
distance telephone calls, cell phone rentals and cost 

of actual calls, travel and per diem costs for American 
or LES staff who accompany the TDY employee on field 
travel, rental of vehicles and equipment, gasoline and 
other vehicle maintenance costs, office supplies, cost 
of goods procured, departure tax and other airport 

fees. Post will not provide service if fiscal data is 

not provided for the direct charges. 


5. For TDYers remaining at post over 30 days, there is 
a charge for ICASS support services. This charge is 
for the following ICASS services: Basic Package, CLO 
and Health Services. The charge per month is 
approximately $353. Agencies will not be billed until 
the accumulated invoice cost for TDY support exceeds 
U.S. Dollars 2,500 for the fiscal year. If your 
sponsoring agency is not signed up for ICASS services 
at post, please be prepared to sign a Memorandum of 
Understanding for ICASS support services upon arrival. 


6. The agency should provide post with a written 
communication, generated by the traveler?s 
headquarters, that confirms the agency will pay ICASS 
charges for the TDYer, provides the agency ICASS 
billing code to which the TDY support charges should be 
applied, and authorizes the traveler to sign the ICASS 
invoice generated by the TDY module. Where travel is 
urgent, the TDYer should bring this documentation with 
him/her to ensure there are no interruptions in the 
provision of service. Post will not provide any 

service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 
of the TDY. If you have a sponsoring agency at post, 
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please request that they fill out a TDY introductory 
memo on your behalf so that it is easier to receive the 
services you need from the embassy\'s ICASS service 
provider. The Medical Unit cannot provide services 
without the introductory memo with fiscal data. 


7. Policy for TDYs of 30 days or more: Effective 
January 1, 2005, American personnel traveling to post 
on TDY assignments of 30 days or more must have 
completed mandatory personal security training. The 
four-day course, \"Serving Abroad for Families & 
Employees (S.A.F.E.),\" is available at FSI, or agencies 
can apply to DS to provide their own equivalent 
security training. In the country clearance request 
cable, agencies must provide certification that 

training for covered employees will be completed prior 
to travel. For training schedules at FSI contact the 
Registrar?s Office at 703-302-7143; for the training 
syllabus contact Dr. Patricia Schofield at 703-302- 
7267. For other agency self-certification, contact 
DS/T William Armor at 703-205-2816. 


8. Security assessment: 


- There is currently a travel warning in effect for 

Kenya, which states that the U.S. Government continues 
to receive indications of terrorist threats in the 

region aimed at American and western interests, 
including civil aviation, and that the Kenyan 

government might not be able to prevent such attacks. 


- Nairobi is designated a critical threat post for 
transnational terrorism and crime by the Department of 
State. The RSO is required to brief all TDY visitors 
staying more than one week, as soon as possible after 
their arrival at post. 


- There is a high rate of street crime in downtown 
Nairobi, and reports of group attacks and muggings are 
on the rise throughout the country. Pickpockets and 
thieves carry out \"snatch and run!" crimes on city 
streets and near crowds. Visitors have found it safer 
not to carry valuables, but rather to store them in 

hotel safety deposit boxes or safe rooms. Walking 
alone or at night downtown is not recommended as 
attacks have taken place on public streets and parks. 
The RSO recommends leaving all important documents 
(passports, plane tickets, etc.) in a hotel safe and 

not wearing any jewelry on the street. In addition, 
visitors should avoid hanging a camera around their 
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necks, carrying a protruding wallet, and carrying or 
showing large amounts of money in public. 


- While traveling in vehicles, doors should be kept 
locked and windows rolled up. Carjackings are common 
in Nairobi and diplomatic vehicles and personnel are 

not immune to these attacks by armed thieves. Highway 
bandits are active on roads leading to the border 

areas. 


- The Government of Kenya (and the Mission firearms 
policy) prohibit the importing and carrying of firearms 
except for U.S. law enforcement officers engaged in 
protective security or investigative duties. 


9. Climate: Weather conditions in Nairobi are sunny 
and mild year-round with daily temperatures ranging 
between 50 and 80 degrees Fahrenheit. In April and 
May, it rains frequently and daytime temperatures are 
lower. From June through September, dry, but often 
cloudy, weather persists with cool nights. From October 
through November there is occasional rain, but most 
days are sunny and warm. 


10. Health: Due to the high altitude, Nairobi is not 

a malarial area and malaria prophylaxis is not needed; 
but the risk of malaria outside Nairobi is significant. 
Therefore, if you are planning to travel outside 
Nairobi, particularly to areas below 3,500 feet 
elevation, it is advisable to begin using oral malarial 
medication before arrival and for four weeks following 
departure. In addition, every effort should be made to 
use insect repellents, proper clothing, and barriers 
which discourage/prevent mosquito bites. Travelers 
should also carry immunization records with valid 
yellow fever immunization as well as being current with 
other inoculations. The embassy medical unit advises 
that local tap water is not potable. Bottled water is 
safe to drink and can be purchased in local hotels, 
restaurants and grocery stores. Individuals with 

sickle cell trait should carefully consider the 

altitude of this post. Short-term (TDY) assignments 
carry an added risk because of the lack of time for 
acclimatization. Dehydration and stress from exercise 
or illness compound the basic risks of high altitude. 
For more information about sickle cell trait, contact 
your health unit or the medical clearances section of 
the Office of Medical Services. 


11. Internal travel: 
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- Due to the dangerous driving conditions in Nairobi 
and in Kenya in general, post policy now prohibits 
TDYers from driving USG or rental vehicles. If riding 
with others or hiring a driver, note that it is 

inadvisable to travel at night outside well-traveled 
areas due to the lack of lighting, road signs, and 
warning signals on broken down vehicles. Many drivers 
exercise poor judgment and drive too fast. Traffic 
accidents are common. Public ground transportation in 
Kenya, particularly after dark, should be avoided for 


safety and security reasons. Travel via passenger 
train in Kenya is considered unsafe by the RSO, 
particularly during the rainy seasons. The trains and 
tracks lack routine maintenance and safety checks. 


- GSO has contracted with Jim Cab Services to provide 
additional transportation services for the mission. In 

the absence of special arrangements for use of official 
vehicles, TDYers and visitors will be expected to use 

this service for their transportation requirements. 
Because TDY transportation is reimbursed as part of the 
individual?s travel expenses, TDYers will pay for their 
transportation directly to Jim Cab when the services 

are rendered. Landline numbers for Jim Cab are 254-20- 
712-2565, 254-20-712-1205 or 254-20-712-0344; cell 
phone numbers are 254-722-711001, 254-722-714246 or 
254-733-735499. 


12. Money matters: 


- For better exchange rates, it is recommended that 
money changing/accommodation exchange be undertaken 
through our contracted bank, the Commercial Bank of 
Africa (CBA). CBA has branches in the US Embassy 
building and the USAID building. CBA?s hours of 
operation are Monday through Thursday, 9 AM to 12 noon 
and 1 PM to 3 PM; Friday, 9 AM to 12 noon. For TDYers, 
CBA will cash up to 500 U.S. dollars per day and will 
change cash, traveler?s checks or personal checks. If 
you are using personal checks, an exchange application 
form must be filled in and approved by the Financial 
Management Officer prior to visiting the bank. Your 
control officer will provide the form or you may pick 

up a copy in the Financial Management Center. Certain 
ATM machines in town will accept US ATM and credit 
cards. 


- Credit cards are accepted at major hotels and 
restaurants, with VISA and Mastercard being the cards 
of choice. 
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- The current rate of exchange is approximately 66 
shillings to the U.S. dollar. 


13. General: 


- AEA Morale Store: TDY membership in the American 
Employees Association (AEA) is available for five U.S. 
dollars per week or one dollar per day. The AEA Morale 
Store offers a limited supply of liquor, soda, beer, 
snacks, Embassy souvenirs, and Kenyan crafts. All 
products are sold in U.S. dollars. Cash and travelers 
checks are accepted; no personal checks are accepted. 


- APO Use: TDY personnel wishing to use the APO are 
required to present a copy of their TDY/leave orders to 
the APO supervisor. Military members must also produce 
a valid ID card. 


- TDY travelers to Nairobi can be given the option to 
connect to their State Department OpenNet mailbox. 
Please ask your system administrator for the domain 
name and the IP address/name of your organization?s 
mail server and confirmation that remote access of your 
mailbox is possible. Please give our systems office 
advance notice of the need for remote connection by 
sending an e-mail with the above information to 
iscnairobi@state.gov. 


14. Entry requirements: A visa to enter Kenya is 
mandatory. This applies to U.S. citizens arriving for 
any purpose and regardless of type of passport. 
Travelers may obtain a visa in advance at a Kenyan 
embassy or consulate. Alternatively, a visa can be 
obtained at the airport (for a voucherable charge of 50 
U.S. dollars if traveling on a non-diplomatic passport, 
or gratis if traveling with a diplomatic passport), but 
lines may be long and processing time slow. Evidence 
of yellow fever immunization is usually requested upon 
entry to Kenya. 


15. Departure: Each person departing Kenya 
(regardless of age or type of passport) must pay a 20 
U.S. dollar departure tax payable in Kenya shillings or 
U.S. dollars, unless it has been included in the price 
of your ticket. Further, there is 500 Kenya shilling 
(approximate) departure tax imposed on all domestic 
flights. 


RANNEBERGER 
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SUBJECT: TALLINN\'S PROPOSAL FOR 2007 IPR ENFORCEMENT 
TRAINING FUNDS 


REF: STATE 55928 


1. In response to reftel, the following is Embassy 
Tallinn\'s proposal for funding to develop, distribute 

and promote an extensive awareness campaign in Estonia 
to combat internet piracy and promote cyber security. 


Background 


2. The biggest IPR challenge in countries with a well- 
developed IT sector is internet piracy. In Estonia, the 
Internet is the primary tool for private banking, 

national governance and communication by young people. 
There are an estimated 700,000 internet users out of a 
total population of 1.3 million, and the number is 

rapidly increasing. Estonia is quickly gaining an 
international reputation as the EU country at the 

forefront of \"e-government\", \"e-voting\", \"e-governance\" 
and overall market penetration of online services. 
However, public awareness of the technical risk factors 
and legal constraints on using the internet has not 

kept up with the rapid growth in usage, especially 

among the student and youth population. In this 
environment of lower cost and higher-bandwidth access 
to the internet, (large parts of downtown Tallinn offer 

free, high-speed, Wi-Fi access) the greatest challenge 

to protecting intellectual property rights is combating 
digital piracy. The Baltic countries have only one NGO 
dedicated to anti-piracy, the Estonian Organization for 
Copyright Protection (EOCP) which represents major U.S. 
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industry rights holders. EOCP Managing Director Erik 
Mandre has noted that since internet piracy is a new 
and constantly evolving form of IPR violation, it is 
essential to inform internet users about not only 
threats, but also responsibilities in the digital 
environment. 


3. The issue of cyber crime has taken on greater 
urgency in Estonia recently. Following a dispute with 
Russia over the re-location of a Soviet-era war 
memorial, Estonia became the target of an unprecedented 
\"cyber-war\" directed at government ministries, banks 
and newspapers in the form of massive Denial-of-Service 
attacks. These attacks were primarily coordinated by 
remotely controlling the computers of many unwitting 
internet users (inside and outside of Estonia) via the 
use of malicious software placed on their machines by 
the perpetrators. There is a potential linkage between 
these cyber attacks, law enforcement, and IPR 
infringement. Cyber criminals engaged in digital 

piracy of music, movies, software and other digital 
media are frequently involved in other types of cyber 
crime such as credit card fraud and digital blackmail. 
These criminals use real or threatened Denial-of- 
Service attacks against companies doing legitimate 
business through the Web. At the same time, internet 
users visiting websites to download illegal copies of 
IPR-infringing material are at greater risk of their 
computers getting infected with malicious software, 
which could in turn be used in the type of massive 
Denial-of-Service attacks directed at Estonia last 
month. The cyber attacks in Estonia have demonstrated 
the vulnerability of high-tech societies to threats 

from the digital environment. Therefore, post sees a 
critical need to raise public awareness on the linkage 
between intellectual property rights in the digital 
environment, and the larger issue of cyber security and 
cyber crime. 


Proposal 


4. Embassy Tallinn proposes to conduct an extensive 
Internet piracy awareness campaign targeted at state 
officials, Internet Service Providers, owners of 

popular websites, and active Internet users in Estonia. 


5. The objective of the program will be to raise 
awareness of cyber security related to IPR violations 
in the digital environment, as well as to reduce 
uploading and downloading of digital content infringing 
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the IP rights of owners. The program will also raise 
public awareness about legal and illegal actions on the 
Internet, and the risks associated with engaging in 
digital piracy. 


6. The awareness campaign will have an educational 
approach toward all target groups and will seek to 
mobilize the maximum number of partners representing 
the view of affected parties, including U.S. 


industries. Before the campaign, project coordinating 
agency EOCP, and consultants from Hill & Knowlton Eesti 
AS in Estonia, will perform a control study of the 

attitudes of different target groups toward digital 

piracy. After the campaign, additional research will 
evaluate behavioral changes of internet users. 


7. The project will focus on the threats and negative 
aspects of internet piracy, and on computer security. 
It will explain where service providers, content 
providers and internet users infringe IP rights in the 
digital environment. The campaign will include 
seminars, media relations and targeted advertising. 
The target group will be Estonian government and law 
enforcement officials, large and small internet 
providers, owners and managers of popular web sites and 
the most active internet users - students and other 
people aged 10-25. 


8. The proposed budget for the awareness campaign is 
as follows: 


Seminars: $20,000 

Expert from the U.S. or EU for seminars: $5,000 
Internet channel, banners, advertising: $5000 
Other media: $20,000 

Situation mapping and evaluation: $5,000 
Expert fees, project coordination: $10,000 


Total amount requested: USD 65,000 


Fulfillment of criteria for funding: 


9. Economic Impact on U.S. Interests: in Estonia, the 
Internet is the biggest outlet for pirated music and 
films. U.S. audio and video products are especially 
popular in Estonia. However, awareness is low of what 
is legal and what is illegal in the digital 

environment. The awareness campaign will aim to 
decrease internet piracy in Estonia, and promote the 
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vital Mission Strategic Plan goal, and U.S. business 
interest of protecting intellectual property rights. 


10. Crime and Security Considerations: cyber crime, 
including internet piracy, is a new and constantly 
evolving area. The Internet does not recognize borders 
however, Estonia\'s relatively large pool of well 
educated IT specialists creates a high potential for 
internet-based criminal activity as well as the 

expertise to combat cyber crime. (Note: the popular 
peer-to-peer programs Kazaa and Skype were both 
developed by Estonians, and Estonia\'s defenses against 
the May cyber attacks are being studied by both U.S. 
and European experts. End note) 


11. Relevance to Other U.S. Objectives: Protection of 
IPR is one of Embassy Tallinn\'s Mission Strategic Plan 
priorities for FY 2007 and 2008. In order to promote 
economic prosperity, the Embassy is supporting efforts 
to enhance protection of IP rights. 


12. Political Will: The Government of Estonia has 
demonstrated its support for improving its IPR regime. 
On several occasions, including addressing public via 
mass media, the Deputy Under-Secretary for Criminal 
Policy at the Ministry of Justice has made statements 
about importance of combating internet piracy. Also, 

the recent \"cyber war\" has raised the level of GOE 
interest in crimes in the digital environment. The 
Deputy-Under Secretary for Internal Security at the 
Ministry of Internal Affairs confirmed that combating 

IPR violation is an integral part of the new internal 
security strategy the government is currently 
developing. At an Embassy-sponsored IPR conference in 
January 2007, Estonia\'s Police Commissioner drew 
attention to the linkage between organized crime groups 
and IPR infringement, pointing to the funds they can 
raise through illegal digital piracy. 


13. Capacity to Achieve Measurable Progress: the 
primary cooperation partner and implementation 
coordinator for this project will be the EOCP, the only 
anti-piracy organization in the Baltics. Since its 
establishment in 1998, the EOCP has successfully 
represented the Motion Picture Association of America 
(MPAA) and collaborates with copyright organizations 
all over the world. EOCP will work closely with Hill & 
Knowlton Estonia which has significant experience 
working with clients in the consumer technology sector 
and organizations promoting IP rights. 
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Components of an Effective IPR Regime in Estonia: 


14. Embassy Tallinn\'s proposal for IPR Enforcement 
Training Funds is made in the context of Estonia\'s 
effective IPR regime. This regime includes: an 
appropriate legal framework, enforcement capacity, 
border Controls, government-industry cooperation, 
international cooperation, public awareness, and 
engagement by public officials in Estonia. 


Project Evaluation Metrics 


15. Targeted to U.S. Priorities: According to the 
2004-2009 Department of State Strategic Plan, part of 
its mission to protect the United States, American 
citizens, and U.S. interests, is to wage a vigorous 
campaign against organized crime, including cyber 
crime. Accordingly, \"...the Department and USAID will 
strengthen foreign law enforcement capabilities and 
strengthen laws, law enforcement institutions, and 
judicial systems.\" Encouraging greater compliance with 
existing IPR laws and raising awareness of the need for 
tougher cyber crime laws is a key part of this 

strategy. Embassy Tallinn\'s 2008 Mission Strategic 
Plan also includes the goal to \"promote increased IPR 
protection in Estonia to create investment and 
commercial opportunities for U.S. companies.\" 


16. Support of host government: The Ministry of 
Culture, which has primary responsibility for 
awareness-raising in the IPR field, fully supports this 
initiative. In addition, senior officials in both the 
Ministry of Justice and the Ministry of Internal 
Affairs (with jurisdiction over police) have expressed 
their support for IPR enforcement. 


17. Specific weaknesses of the intellectual property 
system targeted by proposal: as internet piracy is a 
relatively new form of crime, there is little 

information available to the public that explains what 
actions on the Internet are legal and illegal. Raising 
awareness on cyber crimes including internet piracy is 
a comprehensive long-term commitment. This project 
aims not only to inform Internet users of the legal 
aspects of digital piracy, but also to make them aware 
of the elevated cyber security risks associated with 
downloading illegal music, movies and software. 
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18. Benchmarks: the success of the project will be 
measured by the amount of digital content available on 
the targeted Estonian websites; the number of press 
publications on the message of the campaign; and the 
change in attitudes and behavior of the target groups 
based on opinion surveys conducted before and after the 
campaign. 


19. Oversight and accountability measures: Embassy 
Economic Officer and Economic Specialist will 
coordinate and consult with the program designers and 
implementers, EOCP and Hill & Knowlton, all 
programmatic and technical matters which may arise in 
the administration of the program. Embassy 
representatives will also evaluate performance to 
ensure compliance with the project terms and 
conditions, including regular review of progress and 
financial reports. 
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SUBJECT: THAILAND COUNTRY CLEARANCE FOR: ZANE L. ARPAN, 
EAST ASIAN AND PACIFIC AFFAIRS OVERSEAS 2007 THOMAS 
PICKERING FELLOW 

REF: STATE 76263 


1. Post warmly welcomes and grants country clearance to Zane 
L. Arpan from June 13 - Aug. 30, 2007. 


2. As alternate accommodations are being planned no hotel 
reservations have been made. 


3. Embassy point of contact is: 


Name: Guy Margalith 
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Work phone: (66-2) 205-4314 

Cell phone: (66-8) 4751-2639 

Unclass E-mail Address: MargalithG@state.gov 


SIPDIS 


After-hours emergency number for the Embassy is (66-2) 
205-4108. 


4. Political Officer Guy Margalith will meet and assist upon 
arrival. 


5. Although visas are not required of holders of U.S. 
passports (whether diplomatic, official or tourist) who plan 

to stay fewer than 30 days, post nonetheless recommends that 
TDY travelers obtain an official visa before coming to 
Thailand. It is extremely difficult to extend the 30-day 

entry permit granted without a visa at the airport, and fines 

for overstays are costly. 


6. Temporary memberships to Bangkok\'s Commissary (Emporium) 
may be granted to U.S. Government personnel traveling through 
Thailand on TDY orders. TDYers who wish to shop in the 
Commissary MUST present his/her official or Diplomatic U.S. 
passport to the Commissary Office along with a copy of this 

Country Clearance telegram or Official Orders to gain access. 
Membership fees will not be charged to visitors with less 

than 30 days scheduled in-country, however, the Commissary 
charges membership fees US $3.00 per month) for those on TDY 
status in country for more than 30 days. 


7. SECURITY INFORMATION 


-- All U.S. citizen personnel serving under Chief of Mission 
authority in a temporary duty status of 30 days or more must 
complete appropriate overseas personal security training 

prior to travel (04 State 66580). Employees who have 
completed the Security Overseas Seminar course at State,s 
Foreign Service Institute (FSI) after June 1, 2000 meet this 
requirement. All other TDYers must either, 1) complete the 
approved four-day seminar at FSI entitled \"Serving Abroad for 
Families & Employees (SAFE)\" or 2) have their agency certify 
to the State Department Bureau of Diplomatic Security that 
the employee has undergone equivalent security training. The 
contact for this certification is Assistant Director of 

Training, DS/T, at telephone (703) 205-2617. Country 
clearance will not be granted for any traveler with planned 
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TDY in excess of 30 days if this information is not 
stated/certified. POC for additional information is 
DS RSOBangkok@state.gov. 


-- Crime is generally non-confrontational in nature. 

Criminal acts are usually crimes of opportunity such as 
purse-snatchings, thefts of unattended property, and pick 
pocketing. Visitors should be especially alert in crowded 
buses, streets, and markets or while on \"tuk-tuks.\" Visitors 
should lock valuables in hotel safe deposit boxes not in 
their hotel rooms. 


-- Be aware of common scams and frauds (including credit 
cards, in particular). Visitors should only use credit cards 
at well-established and reputable businesses. Visitors 
should be careful when purchasing branded or copyrighted 
goods. There are many pirated counterfeit products in the 
marketplace; their purchase is against post regulations and 
it is illegal to import these products into the U.S. Be wary 
of common scams for jewelry, suits, silks, gems, or 
antiquities. There are no Thai government-owned or sponsored 
gem stores. If victimized, seek assistance from Tourist 
Police by dialing 1155. 


-- Visitors are cautioned from visiting bars involved in the 
sex trade. Many of these operate illegally and clients can 
be subject to RTG law; they often charge exorbitant drink 
prices and cover charges. There are also many incidents of 


crime against patrons in these establishments. Drugging and 
robbing of unwary individuals is not uncommon. There are 
sporadic reports of victims being drugged and robbed or 

beaten when visiting these bars. The drugs used can cause 
serious temporary memory impairment, unconsciousness, and if 
overdosed, death. 


-- The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Traffic drives on the left-hand side, 
opposite from the U.S., although there may be a bus lane that 
flows in the opposite direction. Pedestrians should use the 
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overhead walkways for crossing busy streets. 


-- The threat from transnational terrorist groups to the 

U.S. Mission in Bangkok is currently ranked medium. Despite 
stepped up RTG efforts to monitor its borders, they remain 
relatively porous and allow easy illegal access. 

Transnational terrorist groups, including Al-QaVida and 
Jemaah Islamiyah (Jl), have utilized Thailand as a transit 
point. 


-- The threat from indigenous terrorist groups is currently 
rated as low. There is no evidence to indicate that 
indigenous terrorist groups are planning acts against U.S. 
personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
violence, including incidents attributed to armed local 
Muslim separatist groups. Although Americans have not been 
specifically targeted in the past, the indiscriminate nature 
of past attacks by these groups -- including bombings of 
public places -- indicates a potential threat to American 
citizens. 


-- The State Department is concerned that there is an 
increased risk of terrorism in Southeast Asia, including 
Thailand. Travelers to Thailand should therefore exercise 
caution, especially in locations where Westerners congregate, 
such as clubs, discos, bars, restaurants, hotels, tourist 

areas, and other places frequented by foreigners. 


-- Visitors should avoid making any pejorative comments 
about any members of the Thai Royal Family or engaging in 
disrespectful conduct within temples or toward religious 
objects. Such behavior can result in arrest and/or expulsion 
from Thailand. 


-- Precautions should also be taken not to discuss sensitive 
or classified matters outside secure environments or over 
unsecured and/or cellular telephones, and to securely 
safeguard classified or sensitive materials at the Chancery 
and not at hotels or residences. 


-- Visitors should also review the State Department,s 
Consular Information Sheet for Thailand and the most recent 
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Worldwide Caution Public Announcements, which are available 
via the Internet at http://travel.state.gov. DOD personnel 

must review the PACOM Force Protection Levels for Thailand 
found at http://131.84.1.218/staff/at/athome.shtml. 


-- In essence, visitors to Bangkok must exercise appropriate 
caution and be alert to their surroundings with regard to 

their personal security. Suspicious incidents/activities 

should be reported to RSO Bangkok (tel. 02-205-4000, 24 
hrs/day). On behalf of US Embassy Bangkok, we hope you have 
a safe and pleasant visit. 

BOYCE 
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CLASSIFIED BY: James Boughner, Consul General, United States 
Consulate, Chengdu. 
REASON: 1.4 (b), (d) 


1. (C) Summary: Sichuan Province, the third largest in China, 
ranks only tenth in terms of economic development, according to 
Wang Xiaogang (strictly protect), Deputy Director of the Sichuan 
Development Research Institute. While the purpose of 
\"Scientific Development" is to bridge the gap between East and 
West China, the quality of Sichuan\'s development is \"not good 
enough,\" and minority regions of the province pale in comparison 
to non-minority regions. Wang told us that Sichuan cannot 
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compete with China\'s coastal regions, and that it needs to focus 
more on development of heavy equipment and power equipment 
manufacturing, natural resource development, agricultural 
products and value-added processing of food products, and 
promotion of high-tech products. One reason for China\'s fast 
economic growth is competition between local governments to get 
ahead. Wang opined the central government should enact better 
regulations in favor of the environment, energy efficiency, and 
peoples\' livelihoods, including more favorable policies for 
transfer of funding from wealthy coastal areas to poorer western 
areas. Even though the investment environment has improved, 
Sichuan is still ten years behind the coast due to its inland 
location and transportation infrastructure. The province should 
nevertheless be able to attract new companies in light of its 
current very low investment base. End Summary. 


2. (C) Wang Xiaogang (strictly protect), Deputy Director of the 
Sichuan Economic Development Research Institute, an institute of 
the Sichuan Development and Reform Commission, recently met with 
Washington visitors from the Bureau of Intelligence and Research 
(INR) and Congenoff. We had a broad-ranging discussion of 

issues affecting the development of Sichuan Province\'s economy. 


Sichuan: Third in Population, 
Tenth in Economic Development 


3. (C) Wang noted that Sichuan Province is the third largest in 
the country and that its population is rising. In terms of 

economic development, however, the province ranks only tenth. 
Per capita income is RMB 10,000 (USD 1,300) per year, which is 
66 percent of the national average of RMB 16,000 (USD 2,105). 
While there are a lot of natural resources in Sichuan, they are 
not so abundant when considered on a per capita basis. Wang 
noted that environmental conditions in Sichuan are important to 
all of China because of the initial flow of the Yangtze and 

Yellow Rivers through the province. 


\"Scientific Development" to Bridge Gap 
Between East and West 


4. (C) Wang opined the quality of Sichuan\'s development \"is not 
good enough." and the profitability is \"not high enough. He 

said the purpose of the \"Scientific Development\" concept was to 
coordinate different economic areas across China. However, in 
Sichuan, the growth in individual income is not up to the 

national level, nor is the return on capital or labor, which is 

60 percent of the national level. Wang explained the two 

indexes the government uses to assess economic development: the 
predictive index -- what is planned/hoped for, and the 
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compulsory index -- what the central government dictates for 
growth and environmental standards. According to Wang, ifthe 
compulsory measures cannot be attained by provincial 

authorities, the central government will decide that either 1) 

the provincial government has not tried hard enough, or 2) there 
were objective reasons why the goals could not be met. Wang 
added that Wen Jiabao already knows China will not meet the goal 
of equalizing development, but feels compelled to promote the 
goal. 


Sichuan Urban-Rural Gap Expansive 


5. (C) Just as there is a large gap between East and West 
China, Sichuan has an expansive rural-urban gap. Northeast 
Sichuan is a good example. Large reserves of natural gas have 
recently been found there, and within 10 years, there should be 
30 billion cubic meters of production. However, the region 

lacks water, is not economically developed, and has \"too many 
people.\" 


6. (C) Minority regions of Sichuan pale in comparison to 
non-minority regions, Wang said. Liangshan (an Yi nationality 
region in the southwest) and Ganze and Aba (Tibetan regions in 
the west) are all extremely poor. The area of these regions is 
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two-thirds of Sichuan\'s territory, but only seven percent of the 
population (6 million people) lives there. While the resource 
per capita ratio is satisfactory, the population quality is low, 

he asserted. (Note: When Chinese mention \"low quality\" 
population, they are generally referring to low education and 
\"cultural\" levels. End Note). The minority populations are 
principally farmers or herders who are not interested in trade, 
Wang stated. These minority areas do have abundant tourism 
resources and hydropower capacity amounting to two-thirds of 
Sichuan\'s total. Nationally, 20 percent of potential hydropower 
resources have been exploited, but in Sichuan, only 10 percent 
have been exploited, so there is still great potential for 
development of this resource. 


Sichuan Cannot Compete with the Coast 


7. (C) Wang said Sichuan cannot compete with China\'s coastal 
regions. It needs to use its own resources to develop, and it 
should develop industry. Large state-owned companies in Sichuan 
include those in the fields of natural gas, steel production, 

and hydropower. The National Development Reform Commission 
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(NDRC) controls prices in these industries which means profits 
go to the central government. 


Five-Year Plan Targets Development of Industry 


8. (C) Wang said the Economic Development Research Institute 
was involved in the development of Sichuan\'s 11th Five-Year 
Plan. In the plan, institute scholars emphasized the 
development of heavy equipment and power equipment 
manufacturing, natural resource development including clean 
energy, agricultural products and value-added processing of food 
products, and promotion of high-tech products. In addition, 

they recommended further development of tourism, creation of a 
modern services industry, and development of large industrial 
groups. 


9. (C) Wang said there was also a New Socialist Countryside 
project to create a modern agricultural economy. It sets out 

five economic regions of Sichuan that need to develop 
scientifically: 1) Chengdu, 2) southern Sichuan, 3) northeast 
Sichuan (the poorest area), 4) northwest Sichuan, 5) and 
southeast Sichuan. The Sichuan 11th Five-Year Plan predicts a 
GDP growth rate during 2006-2010 of nine percent. Wang noted 
that internally, however, the provincial government thinks it 

will achieve a ten percent rate. 


Local Governments Compete to Get Ahead 


10. (C) When queried whether China has achieved fast growth 
because it has taken the market economy route, Wang responded 
negatively. He pointed out that India also has a market economy 
and it has not achieved such fast growth, so having a market 
economy is not the only cause. ChinaWs fast economic growth can 
be partially attributed to that fact that the central government 

gave local governments the incentive to develop, so local 
governments became competitors. Wang stated that the central 
government now wants to strengthen its control again. The 
problem, as he sees it, is with the environment and natural 
resources, where protection is not necessarily aligned with 
interests in local development. 


Central Government Funding Key to Sichuan Development 


11. (C) Wang opined the central government should take an 
overall view of development in the country and enact better 
regulations in favor of the environment, energy efficiency, and 
peoples\' livelihoods. He asserted the amount of funding being 
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transferred to the western areas from the coastal region of 

China is only a percentage of local funding, and he thinks it is 

far from enough. While Wang noted that in some areas of the 
province, 80 to 90 percent of local funding comes from the 
central government, he still advocated more transfers. To 
accomplish higher transfers, Wang believes taxes should be 
raised to increase the fiscal income of the government. 

Further, he thinks taxes in coastal areas should be increased, 
and the revenues transferred to the west. Wang also argued for 
the adjustment of local government functions, including the 
provision of education in rural areas. He stated that every 
citizen needs basic public services, which depend on the 
economic power of the government, and concluded by wondering 
aloud how this could be accomplished now that agricultural taxes 
have decreased. 


Problems Attracting Foreign Investment 
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12. (C) Even though the investment environment has been 
\"perfected\" and conditions have improved, Sichuan is still ten 
years behind the coast, Wang stated. Several problems cannot be 
easily resolved. Due to the inland location, transportation 
infrastructure is underdeveloped. In addition, inland Chinese 

have fewer contacts with overseas Chinese than residents of 
coastal areas. Initially, much of the investment in China came 
from Hong Kong and Taiwan, because of close relationships with 
coastal communities on the mainland, Wang commented. 


13. (C) In spite of the challenges, Sichuan does have the 
ability to attract enterprises from abroad and from coastal 
areas for a number of reasons: 


- Labor costs are low; 

- The transportation infrastructure has improved (air and 

roads); 

- The technical infrastructure is strong (because of the 
\"third-line\" industrial base from Mao Zedong\'s redistribution of 
industrial and technical resources inland to survive a nuclear 
attack from the former USSR); 

- Sichuan is a hub for the Great Western Development Strategy; 
and 

- There is a large market here. 


Sichuan still needs a lot of foreign investment in order to 
develop modern management and administrative expertise, Wang 
stated. In the end, the province will be able to attract new 
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companies because the investment base is still very low. 
Economic growth will be fast, he predicted. 


13. (C) This report has been coordinated with INR visitors. 
BOUGHNER 
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1. (SBU) On May 23, World Bank President Nominee and Goldman 
Sachs Group Vice Chairman Robert Zoellick delivered the 
keynote address at the Eighth Annual GCC Banking Conference 
hosted by Kuwait. Zoellick provided a brief historical 

overview of the tremendous growth of the world economy and 
highlighted key areas influencing today\'s economic outlook 
including the Asia factor, the role of the U.S. and potential 

risks to Middle Eastern economies. Organized by the National 
Bank of Kuwait in cooperation with the GCC Secretariat 

General and the Central Bank of Kuwait (CBK), the conference 
entitled \"Managing Growth and Risk in an Era of Openness\" 
featured insights from regional and international financial 
experts on the role of the Middle East in the global economy 
(reftel). 


The Asia Factor 


2.(SBU) Zoellick identified liquidity and Asian expansion, 
especially vis-a-vis China, as key factors that will affect 
the role of the Middle East in the global economy. He 
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stressed that markets are a tool not an end, especially in 
China where job creation, internal migration, education, 
environmental issues, and the globalization of Chinese firms 
will impact long-term economic performance. Zoellick 
provided an overview of the changes in the world economy 
since World War Il, when there were about a billion people in 
the world. Population has quadrupled with the growth of 
China, India and other population centers. He explained that 
the Middle East is increasingly oriented towards these Asian 
markets where, in the midst of record liquidity in the Gulf, 
countries like Singapore and Malaysia are trying to become 
regional centers for Islamic finance. 


Role of the U.S. 


3. (SBU) Turning to the U.S., Zoellick noted that domestic 
insecurity caused by change and the rate of change is 
exacerbating other domestic issues including the immigration 
debate. Some Americans long for a return to a slower time, 

he said, noting that some members of Congress won during the 
last election while running on an isolationist platform. 

This is not the solution, he continued, advocating the view 

that people need to adjust to change -- not avoid it. 


Potential Risks to GCC Economies 


4. (SBU) Responding to a question on potential risks for GCC 
economies, Zoellick stated that a pandemic, large-scale 

terror incident, rise of protectionism, struggle for the soul 

of Islam and/or the rise of China and Asia could all impact 

the role of the Middle East. He predicted that the long-term 
global economic outlook is good but advised that countries 
should have adequate monetary instruments in place to deal 
with shocks along the way. For example, he observed that 
China\'s exchange rate policy limits that country\'s ability to 
use it as a monetary instrument to address change. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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CLASSIFIED BY: Elizabeth S. Wharton, Political/Economic Officer, 
U.S. Embassy, Dili, East Timor, Department of State. 
REASON: 1.4 (b), (d) 


1. (C) Summary: Following the disintegration of the Dili 
District-based National Police (PNTL) in late May 2006, and 
numerous allegations of PNTL officers being involved in the 
violence that beset Dili at that time, the new United Nations 
Integrated Mission in Timor Leste (UNMIT) put into place a 
process for vetting and reintegrating all Dili-based officers 
before they could return to work. This process is now moving 
into its final stages in the capital, and its focus is shifting 

to the nation\'s other 12 districts. We are increasingly 
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concerned that despite the clear need to reform PNTL and the 
extensive resources that have been directed into the vetting, 

the \"new\" PNTL is taking a shape that is reminiscent of the old 
one. Key problems include: an institutional culture in which 
accountability is less important than political and/or personal 
interests; a politicized police force where commanders, 
particularly at the district level, are beholden to their 

political masters; and regional divisions that emerged last year 
as the destructive East versus West dynamic shows signs of 
becoming entrenched. In this context, it is not evident that 

the UN-led vetting and reintegration process is more than a 
cosmetic fix, effectively sidestepping these deep-seated issues. 
While the current Minister of Interior, Alcino Barris, lacks 

his predecessor\'s thuggishness and cunning, he unfortunately 
appears to have continued his tendency to assign personnel on 
the basis of political and personal loyalty rather than 
competence. Despite its executive authority over PNTL, UNPOL\'s 
reach is limited and there is a sense among some within the 
Ministry of Interior (Mol) and PNTL that the UNMIT mandate can 
be simply waited out. Post believes that any successful program 
to improve PNTL must be sustained, well-coordinated, and rooted 
in East Timor\'s cultural and political context. End summary. 


Vetting and reintegration status 


2. (SBU) Nine months into the UNMIT mission, the process of 
vetting Dili District-based PNTL is now in its final stages. Of 
1265 officers, all but 36 registered for the process, indicating 

a high initial level of motivation on the part of the vast 

majority of officers to return to work. According to Deputy 
Special Representative of the Secretary General (DSRSG) Eric 
Tan, a total of 451 of these officers were initially flagged for 
suspicions relating to misconduct either during last year\'s 
crisis or prior. As of May 23, 112 were still pending the 
completion of ongoing integrity investigations by the 
UNPOL-supervised PNTL Reform, Restructuring, and Rebuilding 
Division. Tan noted that 32% of officers who have passed 
screening failed mandatory arms re-qualification training, and 
that 16% of officers scheduled to participate failed to attend 
the training. It is uncertain what the final disposition of 

these officers will be. 


3. (SBU) In late 2006, the Mol, apparently frustrated with the 
slowness of the UN process and also wanting more overall 
control, began its own parallel vetting process. Rather than 
challenging the Minister by asserting its mandate relative to 

the security sector, the UN accommodated this move, condoning a 
formalized dual process. The result was that in order to 

prevent conflicting outcomes from the two processes, UNPOL 
vetting officials had to do double duty by sitting on the 


Column 3 

decision-making bodies formed under each vetting approach. Tan 
has assured us that no such parallel process will be started for 
the district-level vetting and we note that the Mol is not at 

this time exhibiting any inclination to do so. 


4. (SBU) The UNPOL-supervised vetting process for the PNTL 
outside of Dili is still in the ramp up stage, with the majority 

of officers now registered. This process will differ in some 

key respects from the one implemented in Dili. First, the 
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officers to be vetted have remained on duty throughout the 
crisis and up to the present and will continue to work while 

they are vetted with the exception of a small number to be 
identified for suspension. (Note: DSRSG Tan has relayed to us 
that they have agreed to a cap of no more than 10% to be 
suspended. While this is understandable in terms of the need to 
maintain police operations in the district, there are concerns 
that it could result in the retention of problem police.) 

Second, the process will be top down, starting rather than 
ending with the command positions. According to DSRSG Tan, 
UNPOL has already identified several district commanders as 
candidates for suspension but Tan is concerned about the 
potential complexities involved in implementing this. 


Criticisms of the reintegration process 


5. (C) Credible sources within both UNMIT and the PNTL have 
expressed concerns that the UNPOL process, encompassing both the 
vetting and a training and mentoring program before officers can 
be fully recertified, is falling short. While the vetting has 

been lengthy (some say far too lengthy) it is not clear that it 

has been effective at keeping out bad officers, or ensuring that 
good ones can get back on the job quickly. Moreover, the way it 
has played out has undercut morale in some cases and created 
tensions within the PNTL in others. International NGO contacts 
have relayed to Emboffs cases in which they have been threatened 
and shaken down by PNTL members who have cleared the vetting and 
are back at work, but are actively linked with neighborhood 

gangs. In contrast, Julio Hornay, the Director of the National 
Police Academy notes that there are a number of good officers 
who have passed the vetting in regards to their role in the 2006 
crisis, but have remained in limbo pending resolution of cases 

that had previously been resolved or dismissed. Moreover, he 
notes that others whose vetting results have not been announced 
have been called back by UNPOL nonetheless. Hornay notes that 
he is facing tensions at the Academy where police who remained 
at their duty stations in 2006 are still waiting for their 
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vetting results, while a number of those who departed their duty 
stations, including some mentioned in the UN\'s Commission of 
Inquiry report, are back on the job. 


6. (C) PNTL officers have also not been impressed with the UNPOL 
training and mentoring. Once vetted, officers must undergo a 

one week pre-certification training and then serve alongside 
UNPOL mentors for six months before a final evaluation. 

However, there are no indications from successfully vetted 

officers at both high and lower echelons that the training is 

having a significant effect on the way they think as 

professionals. Police Academy Director Hornay describes the 
training as extremely basic, lacking the depth or length that 

might make it useful. He describes the mentoring as being 

mostly pro forma - the only \"mentoring\" he has seen of officers 

at the academy involves UNPOL officers dropping by to make sure 
the officers have reported to work. Hornay\'s skepticism of the 
UNPOL process is shared by PNTL Deputy Commissioner for 
Administration Hermenegildo Da Cruz (who last year was selected 
to attend the FBI\'s National Academy). Da Cruz describes the 
process as being nothing more than a cosmetic hurdle PNTL must 
overcome before it is back to managing its own affairs. 


The \"new\" PNTL: much like the old 


7. (C) Perhaps of greater concern than the weaknesses of the 
vetting and reintegration program is the fact that this effort 
largely sidesteps the central set of problems the PNTL faces, 
namely politicization and the divisions and lack of 
professionalism it engenders. Ex-Minister of Interior and 
imprisoned felon Rogerio Lobato\'s shadow continues to loom large 
over the institution he ran like a private mafia. Sources both 
in and out of the Mol often noted that, while under house 
arrest, Lobato continued to be influential through his ties to 
both Barris and his chief of staff. While Barris is arguably 
less problematic than Lobato, he nonetheless appears to be 
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beholden to the orders of the Fretilin Central Committee (CCF). 
This has been evident in the continuing practice of appointing 

key leadership positions at the national, district and special 

unit level, on the basis of political loyalties vice competence. 

The current acting Police Commissioner, Afonso de Jesus seems 
to have been selected for his pliability. Emboffs have found 

that he is universally regarded as a weak leader within the PNTL. 


8. (C) Blatantly thumbing his nose at UNMIT, Minister of 
Interior Barris nominated an un-vetted and ethically compromised 
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officer, Jorge Monteiro, to the position of Deputy Commander for 
Operations in March. Monteiro has been the subject of several 
investigations involving allegations of intimidation, illegal 

receipt of funds, involvement in a protection racket for 

organized prostitution, and other significant indiscretions. He 

also happens to be related to Barris and is widely thought of as 

one of the brightest and most capable PNTL officers, creating a 
significant challenge in achieving accountability in his case. 

His dismissal may not be the ideal solution in terms of 

retaining qualified personnel and keeping tabs on potential 
troublemakers. UNPOL accelerated Monteiro\'s vetting process in 
response to the appointment, completing the investigation a 

couple weeks ago. According to PNTL sources, Monteiro has been 
found guilty of at least some of the past charges and has been 
recommended for suspension. However, as of June 1 he remains on 
the job. 


9. (C) Apparently on orders from Minister Barris acting 
Commissioner De Jesus replaced popular Dili-based Rapid 
Intervention Unit (UIR) Commander Inocencio Neves with the 
divisive former commander Armando Monteiro, who had been 
relieved of his position for abandoning his duties during last 
year\'s crisis. Monteiro, also a relative of Barris (anda 

cousin of Jorge Montiero), is a Fretilin party stalwart 

implicated by several sources for involvement in arms transfers 
last year, although apparently cleared by the UNPOL vetting. 
Since his assumption of command, he has reportedly surrounded 
himself with officers from his eastern home district of Lautem - 

a move that, along with similar developments elsewhere in the 
institution, is raising the specter of East-West divisions again 
within PNTL. UIR officers have relayed to Embassy staff their 
unhappiness with the leadership change and many are not 
reporting to work because of the resulting tensions. (Note: The 
UN cites absenteeism as one of their main challenges in 
developing the PNTL, but does not acknowledge any linkage 
between absenteeism and poor morale caused by the other problems 
discussed in this report.) 


10. (C) Outside of Dili there is increasing concern about 
politically-based decisions in regard to the influential 

district commander positions. Post has confirmed that the 
Ermera District PNTL Commander was replaced this week by his 
deputy, a trusted Fretilin ally. According to trusted PNTL 
sources, the district commander has not been willing to bend to 
Fretilin pressure to paint recent incidents in Ermera as 

victimizing Fretilin. He is generally viewed as even-handed, 

and UNPOL has been happy with him, which begs the question of 
why UNPOL allowed this replacement to go forward when they have 
authority over all such decisions. Similar machinations have 
occurred recently in Bobonaro District, where Minister of State 
Administration Ana Pessoa is reportedly trying to reinstate 
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Border Patrol Unit (BPU) Commander Antonio Da Cruz (no relation 
to Hermenegildo), another Fretilin loyalist, fired for engaging 

in overt political activities including the transfer of weapons 

to civilians for which former Interior Minister Lobato now sits 

in prison. There is also significant pressure from Pessoa and 

the regional Secretary of State Lino Torrezao (a cousin of Da 
Cruz) to replace the PNTL commander in Bobonaro District for not 
being sufficiently pro-Fretilin. In a positive departure from 

this pattern, the suspension of embattled Viqueque District 
Commander Gaspar Soares for overt pro-Fretilin political 

activity during the presidential campaign period has been 
formalized. Soares was found guilty in a PNTL investigation of 
direct involvement in two attacks on supporters of Jose 
Ramos-Horta. However, Deputy Commissioner Da Cruz has expressed 


DILI 00000219 004.2 OF 004 


concern that Minister Barris may put on pressure to keep Soares 
in place. 


11. (C) Comment: In this context, the UN-led vetting and 
reintegration process appears to be little more than a cosmetic 
fix. The vetting is unlikely to result in more than a handful 

of unsuitable individuals being kept out of the force, while the 
retraining and recertification process is simply too cursory to 
make a long-term impact. Moreover, those aspects of the UNPOL 
program that are potentially more substantive, i.e. the 

mentoring model being employed, are suffering from the same 
basic weaknesses of previous UN efforts to develop the PNTL. 
With over 40 countries represented in UNPOL and the constant 
turnover within the force, it is impossible to ensure quality or 
consistency in the mentoring provided. There is no quick-fix to 
developing the PNTL. This is a young police force that will 

take years to develop, and whose officers have had no sustained 
exposure to high-quality policing. While an impressive volume 
of training has been directed at the PNTL since 1999, much of it 
has simply been too inconsistent. Programs must focus on 
direct, prolonged, and high-quality engagement to have a chance 
at long-term success. In the medium-term, reasonable 
expectations are called for; programs designed on the premise of 
being able to remake the organization in a short period of time 
are doomed to fail, particularly if nothing is done to ensure 

that the PNTL possesses mature leadership and esprit de corps 
throughout its ranks. End comment. 
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CLASSIFIED BY: Elizabeth S. Wharton, Political/Economic Officer, 
U.S. Embassy, Dili, East Timor, Department of State. 
REASON: 1.4 (b), (d) 

1.(C) Summary: Following the disintegration of the Dili 
District-based National Police (PNTL) in late May 2006, and 
numerous allegations of PNTL officers being involved in the 
violence that beset Dili at that time, the new United Nations 
Integrated Mission in Timor Leste (UNMIT) put into place a 
process for vetting and reintegrating all Dili-based officers 
before they could return to work. This process is now moving 
into its final stages in the capital, and its focus is shifting 

to the nation\'s other 12 districts. We are increasingly 
concerned that despite the clear need to reform PNTL and the 
extensive resources that have been directed into the vetting, 
the \"new\" PNTL is taking a shape that is reminiscent of the old 
one. Key problems include: an institutional culture in which 
accountability is less important than political and/or personal 
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interests; a politicized police force where commanders, 
particularly at the district level, are beholden to their 

political masters; and regional divisions that emerged last year 

as the destructive East versus West dynamic shows signs of 
becoming entrenched. In this context, it is not evident that 

the UN-led vetting and reintegration process is more than a 
cosmetic fix, effectively sidestepping these deep-seated issues. 
While the current Minister of Interior, Alcino Barris, lacks 

his predecessor\'s thuggishness and cunning, he unfortunately 
appears to have continued his tendency to assign personnel on 
the basis of political and personal loyalty rather than 

competence. Despite its executive authority over PNTL, UNPOL\'s 
reach is limited and there is a sense among some within the 
Ministry of Interior (Mol) and PNTL that the UNMIT mandate can 
be simply waited out. Post believes that any successful program 
to improve PNTL must be sustained, well-coordinated, and rooted 
in East Timor\'s cultural and political context. End summary. 


Vetting and reintegration status 


2. (SBU) Nine months into the UNMIT mission, the process of 
vetting Dili District-based PNTL is now in its final stages. Of 
1265 officers, all but 36 registered for the process, indicating 

a high initial level of motivation on the part of the vast 

majority of officers to return to work. According to Deputy 
Special Representative of the Secretary General (DSRSG) Eric 
Tan, a total of 451 of these officers were initially flagged for 
suspicions relating to misconduct either during last year\'s 
crisis or prior. As of May 23, 112 were still pending the 
completion of ongoing integrity investigations by the 
UNPOL-supervised PNTL Reform, Restructuring, and Rebuilding 
Division. Tan noted that 32% of officers who have passed 
screening failed mandatory arms re-qualification training, and 
that 16% of officers scheduled to participate failed to attend 

the training. It is uncertain what the final disposition of 

these officers will be. 


3. (SBU) In late 2006, the Mol, apparently frustrated with the 
slowness of the UN process and also wanting more overall 
control, began its own parallel vetting process. Rather than 
challenging the Minister by asserting its mandate relative to 

the security sector, the UN accommodated this move, condoning a 
formalized dual process. The result was that in order to 

prevent conflicting outcomes from the two processes, UNPOL 
vetting officials had to do double duty by sitting on the 
decision-making bodies formed under each vetting approach. Tan 
has assured us that no such parallel process will be started for 
the district-level vetting and we note that the Mol is not at 

this time exhibiting any inclination to do so. 
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4. (SBU) The UNPOL-supervised vetting process for the PNTL 
outside of Dili is still in the ramp up stage, with the majority 

of officers now registered. This process will differ in some 

key respects from the one implemented in Dili. First, the 
officers to be vetted have remained on duty throughout the 
crisis and up to the present and will continue to work while 

they are vetted with the exception of a small number to be 
identified for suspension. (Note: DSRSG Tan has relayed to us 
that they have agreed to a cap of no more than 10% to be 
suspended. While this is understandable in terms of the need to 
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maintain police operations in the district, there are concerns 
that it could result in the retention of problem police.) 

Second, the process will be top down, starting rather than 
ending with the command positions. According to DSRSG Tan, 
UNPOL has already identified several district commanders as 
candidates for suspension but Tan is concerned about the 
potential complexities involved in implementing this. 


Criticisms of the reintegration process 


5. (C) Credible sources within both UNMIT and the PNTL have 
expressed concerns that the UNPOL process, encompassing both the 
vetting and a training and mentoring program before officers can 
be fully recertified, is falling short. While the vetting has 

been lengthy (some say far too lengthy) it is not clear that it 

has been effective at keeping out bad officers, or ensuring that 
good ones can get back on the job quickly. Moreover, the way it 
has played out has undercut morale in some cases and created 
tensions within the PNTL in others. International NGO contacts 
have relayed to Emboffs cases in which they have been threatened 
and shaken down by PNTL members who have cleared the vetting and 
are back at work, but are actively linked with neighborhood 

gangs. In contrast, Julio Hornay, the Director of the National 
Police Academy notes that there are a number of good officers 
who have passed the vetting in regards to their role in the 2006 
crisis, but have remained in limbo pending resolution of cases 

that had previously been resolved or dismissed. Moreover, he 
notes that others whose vetting results have not been announced 
have been called back by UNPOL nonetheless. Hornay notes that 
he is facing tensions at the Academy where police who remained 
at their duty stations in 2006 are still waiting for their 

vetting results, while a number of those who departed their duty 
stations, including some mentioned in the UN\'s Commission of 
Inquiry report, are back on the job. 


6. (C) PNTL officers have also not been impressed with the UNPOL 


Column 3 

training and mentoring. Once vetted, officers must undergo a 

one week pre-certification training and then serve alongside 
UNPOL mentors for six months before a final evaluation. 
However, there are no indications from successfully vetted 

officers at both high and lower echelons that the training is 

having a significant effect on the way they think as 

professionals. Police Academy Director Hornay describes the 
training as extremely basic, lacking the depth or length that 

might make it useful. He describes the mentoring as being 

mostly pro forma - the only \"mentoring\" he has seen of officers 

at the academy involves UNPOL officers dropping by to make sure 
the officers have reported to work. Hornay\'s skepticism of the 
UNPOL process is shared by PNTL Deputy Commissioner for 
Administration Hermenegildo Da Cruz (who last year was selected 
to attend the FBI\'s National Academy). Da Cruz describes the 
process as being nothing more than a cosmetic hurdle PNTL must 
overcome before it is back to managing its own affairs. 


The \"new\" PNTL: much like the old 


7. (C) Perhaps of greater concern than the weaknesses of the 
vetting and reintegration program is the fact that this effort 

largely sidesteps the central set of problems the PNTL faces, 
namely politicization and the divisions and lack of 

professionalism it engenders. Ex-Minister of Interior and 
imprisoned felon Rogerio Lobato\'s shadow continues to loom large 
over the institution he ran like a private mafia. Sources both 

in and out of the Mol often noted that, while under house 

arrest, Lobato continued to be influential through his ties to 

both Barris and his chief of staff. While Barris is arguably 

less problematic than Lobato, he nonetheless appears to be 
beholden to the orders of the Fretilin Central Committee (CCF). 
This has been evident in the continuing practice of appointing 

key leadership positions at the national, district and special 

unit level, on the basis of political loyalties vice competence. 

The current acting Police Commissioner, Afonso de Jesus seems 
to have been selected for his pliability. Emboffs have found 
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that he is universally regarded as a weak leader within the PNTL. 


8. (C) Blatantly thumbing his nose at UNMIT, Minister of 

Interior Barris nominated an un-vetted and ethically compromised 
officer, Jorge Monteiro, to the position of Deputy Commander for 
Operations in March. Monteiro has been the subject of several 
investigations involving allegations of intimidation, illegal 

receipt of funds, involvement in a protection racket for 

organized prostitution, and other significant indiscretions. He 
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also happens to be related to Barris and is widely thought of as 

one of the brightest and most capable PNTL officers, creating a 
significant challenge in achieving accountability in his case. 

His dismissal may not be the ideal solution in terms of 

retaining qualified personnel and keeping tabs on potential 
troublemakers. UNPOL accelerated Monteiro\'s vetting process in 
response to the appointment, completing the investigation a 

couple weeks ago. According to PNTL sources, Monteiro has been 
found guilty of at least some of the past charges and has been 
recommended for suspension. However, as of June 1 he remains on 
the job. 


9. (C) Apparently on orders from Minister Barris acting 
Commissioner De Jesus replaced popular Dili-based Rapid 
Intervention Unit (UIR) Commander Inocencio Neves with the 
divisive former commander Armando Monteiro, who had been 
relieved of his position for abandoning his duties during last 
year\'s crisis. Monteiro, also a relative of Barris (and a 

cousin of Jorge Montiero), is a Fretilin party stalwart 

implicated by several sources for involvement in arms transfers 
last year, although apparently cleared by the UNPOL vetting. 
Since his assumption of command, he has reportedly surrounded 
himself with officers from his eastern home district of Lautem - 

a move that, along with similar developments elsewhere in the 
institution, is raising the specter of East-West divisions again 
within PNTL. UIR officers have relayed to Embassy staff their 
unhappiness with the leadership change and many are not 
reporting to work because of the resulting tensions. (Note: The 
UN cites absenteeism as one of their main challenges in 
developing the PNTL, but does not acknowledge any linkage 
between absenteeism and poor morale caused by the other problems 
discussed in this report.) 


10. (C) Outside of Dili there is increasing concern about 
politically-based decisions in regard to the influential 

district commander positions. Post has confirmed that the 

Ermera District PNTL Commander was replaced this week by his 
deputy, a trusted Fretilin ally. According to trusted PNTL 

sources, the district commander has not been willing to bend to 
Fretilin pressure to paint recent incidents in Ermera as 

victimizing Fretilin. He is generally viewed as even-handed, 

and UNPOL has been happy with him, which begs the question of 
why UNPOL allowed this replacement to go forward when they have 
authority over all such decisions. Similar machinations have 
occurred recently in Bobonaro District, where Minister of State 
Administration Ana Pessoa is reportedly trying to reinstate 

Border Patrol Unit (BPU) Commander Antonio Da Cruz (no relation 
to Hermenegildo), another Fretilin loyalist, fired for engaging 

in overt political activities including the transfer of weapons 

to civilians for which former Interior Minister Lobato now sits 

in prison. There is also significant pressure from Pessoa and 
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the regional Secretary of State Lino Torrezao (a cousin of Da 
Cruz) to replace the PNTL commander in Bobonaro District for not 
being sufficiently pro-Fretilin. In a positive departure from 

this pattern, the suspension of embattled Viqueque District 
Commander Gaspar Soares for overt pro-Fretilin political 

activity during the presidential campaign period has been 
formalized. Soares was found guilty in a PNTL investigation of 
direct involvement in two attacks on supporters of Jose 
Ramos-Horta. However, Deputy Commissioner Da Cruz has expressed 
concern that Minister Barris may put on pressure to keep Soares 
in place. 


11. (C) Comment: In this context, the UN-led vetting and 
reintegration process appears to be little more than a cosmetic 
fix. The vetting is unlikely to result in more than a handful 
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of unsuitable individuals being kept out of the force, while the 
retraining and recertification process is simply too cursory to 
make a long-term impact. Moreover, those aspects of the UNPOL 
program that are potentially more substantive, i.e. the 

mentoring model being employed, are suffering from the same 
basic weaknesses of previous UN efforts to develop the PNTL. 
With over 40 countries represented in UNPOL and the constant 
turnover within the force, it is impossible to ensure quality or 
consistency in the mentoring provided. There is no quick-fix to 
developing the PNTL. This is a young police force that will 

take years to develop, and whose officers have had no sustained 
exposure to high-quality policing. While an impressive volume 
of training has been directed at the PNTL since 1999, much of it 
has simply been too inconsistent. Programs must focus on 
direct, prolonged, and high-quality engagement to have a chance 
at long-term success. In the medium-term, reasonable 
expectations are called for; programs designed on the premise of 
being able to remake the organization in a short period of time 
are doomed to fail, particularly if nothing is done to ensure 

that the PNTL possesses mature leadership and esprit de corps 
throughout its ranks. End comment. 
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E.O. 12958: N/A 

TAGS: OPRC, KMDR, KPAO, TW 

SUBJECT: MEDIA REACTION: U.S. ON CROSS-STRAIT TRADE RELATIONS, 
U.S.-CHINA-TAIWAN RELATIONS 


1. Summary: As the 2008 presidential election stays in the 

limelight of the Taiwan media, news coverage on June 5 also focused 
on Taiwan\'s economic developments, the current status of Taiwan\'s 
tobacco business, and the ill-gotten party assets of the KMT. In 

terms of editorials and commentaries, a column in the 
pro-independence \"Liberty Times\" discussed AIT Taipei Director 
Stephen Young\'s speech to Taiwan\'s Chinese National Association of 
Industry and Commerce (CNAIC) in late May, in which he encouraged 
Taiwan further to open its economic relationship with China. The 
article cautioned that Young and the United States must not be 

fooled by China\'s seemingly peaceful rise. An editorial in the 
limited-circulation, conservative, pro-unification \"China Post\" 
discussed the Pentagon-People\'s Liberation Army hotline, which will 

be set up soon, calling it \"good news for peace in the Taiwan Strait 

... and bad news for the Taiwan independence movement.\" An op-ed in 
the limited-circulation, pro-independence, English-language \"Taipei 
Times\" discussed President Chen Shui-bian\'s recent video conference 
with journalists in Washington and the Taiwan Relations Act (TRA). 
The article argued that the TRA implies that \"supporting Taiwan 
independence is a responsibility of the U.S.\" End summary. 


2. U.S. on Cross-Strait Trade Relations 


\"George C. Marshall and Stephen Young; the United States Was Fooled 
Once and Should Cautiously Prevent the History from Repeating 
ltself\" 


Huang Tien-lin, former national policy adviser to President Chen 
Shui-bian, noted in his column in the pro-independence \"Liberty 
Times\" [circulation: 500,000] (6/5): 


\"AIT Taipei Director Stephen Young said during a recent speech to 
Taiwan\'s Chinese National Association of Industry and Commerce that 
\"[a] critical way to improve the U.S.-Taiwan trade partnership is 

for Taiwan further to open its economic relationship with China.\" 

He further pointed out that \"a modern China is a constructive 

partner for both the United States and Taiwan.\" Since these remarks 
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were given in the presence of the president of the host country, 

they were obviously aimed at conveying certain messages. The 
question is: Will a modern China be a constructive partner for the 
United States and Taiwan? Director Young\'s remarks reminded us of a 
historical event in December 1945, when Washington sent its envoy, 
General George Marshall, to Nanjing on the KMT-CCP mediation 
missions, threatening the then-Nationalist government to sign a 

truce with CCP and build a coalition government, or it would not win 

the U.S. government\'s sympathy. The Nationalist government was then 
forced to sign a truce pact with the CCP in January 1946 and hold 
political consultative conference. What came after were the defeat 

of the KMT and the fall of mainland China [to the CCP]. 


\"Why did the United States want to pressure the Nanjing government 
to sign a truce with the Communist army? It was because the U.S. 
government mistakenly believed the CCP\'s false propaganda and 
thought they were a bunch of land reformers and hoped that the 
Chiang Kai-shek regime would cooperate with them. ... \'Peaceful 
rise\' is a slogan regularly used by the Chinese regime in Beijing 

for international propaganda. Since China is not full-fledged yet 
and does not have adequate national strength to be a match for the 
United States, [the slogan] \'peaceful rise\' has been used to cover 
up its proactive economic construction and military buildup - a coat 
to cover up its authoritarian nature in pursuit of \the hegemony of 
the grand Chinese empire.\' ... If the U.S. government truly 
believes this slogan, naively requests that Taiwan further expand 
its economic relations with China, including [opening the] direct 
links and removing its restrictions on investments in China, and 
forcefully pushes Taiwan toward China, what Washington will lose 
this time may not be just all of Taiwan and the Taiwan Strait, but 
also Japan. 


\"We find it even more difficult to identify with Director Young\'s 
statement that \"more cross-Strait economic opening will help Taiwan 
to realize its potential as a regional center for logistics, finance 

and other services.\' Young\'s perception is just like the mainstream 
perception of the pro-China, pro-unification faction -- those who 

call for westbound [China] investments, as well as those Taiwan and 
U.S. firms [in China]. Such mainstream perception may be applied to 
Hong Kong and Singapore, but never to Taiwan. This is because 
\'using economics to push for unification\' has been the highest 
guideline for China\'s trade and economic [policy] toward Taiwan. 
Unless Taiwan becomes a province of China, Beijing will never allow 
Taiwan to become a regional center for logistics, finance and other 
services. ... 


\"But we should not put all the blame on U.S. officials because they 
have been heavily influenced by what they see and hear from the 
media, the Taiwan and U.S. businessmen [in China], and even from our 
representative offices [in the United States] about the ideas 

similar to Ma Ying-jeou\'s doctrines Vcalling for direct links and 
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cooperation" ... It is our own government and officials that should 

be blamed; their administrative thinking upholding opening over the 
past few years has imperceptibly influenced Washington and the U.S. 
officials in Taiwan. ...\" 


3. U.S.-China-Taiwan Relations 
A) \"Ready for a U.S.-PRC Hotline\" 


The conservative, pro-unification, English-language \"China Post\" 
[circulation: 30,000] editorialized (6/5): 


\"The United States and China are ready to set up a hotline between 
the Pentagon and PLA headquarters to ward off tensions and foster 
dialogue. This is good news for peace in the Taiwan Strait, the 
Beijing leadership will at least expect U.S. restraint when pushing 
for reunification. It is bad news for the Taiwan independence 
movement, whose space of maneuverability will be further curtailed 
by this unprecedented Sino-U.S. strategic linkage. ... 


\"U.S. officials regularly call for Beijing to be more open about its 
intentions, and former U.S. Defense secretary Donald Rumsfeld 
repeatedly used the Shangri-La forum to criticize China for a lack 

of transparency. But this year, Gates eased the one, merely 
cautioning, Vdistrust and secrecy can lead to miscalculation and 
unnecessary confrontation.\' ... Gates called the concept of a 

hotline -- a secure landline provided through the \'Defense Telephone 
LinkY structure -- \'just the next step forward\' for the two 

countries. ...\" 


B) \"The Taiwan Relations Act and Its Imperatives\" 


Sim Kiantek, former associate professor in the business 
administration department at National Chung Hsing University, opined 
in the pro-independence, English-language \"Taipei Times\" 
[circulation: 30,000] (6/5): 


\"The Taiwan Relations Act (TRA) addresses two core principles: 
maintaining the \'status quo\ in the Taiwan Strait and the 
independence of Taiwan. During a video-conference with journalists 
in Washington last week, President Chen Shui-bian expressed his 
dissatisfaction with the WHO in a manner that very much reflected 
the spirit of the TRA. ... But the crux of the matter is the 

national title Republic of China\' (ROC) and the sovereignty issue 
implicit in the claim that \'Taiwan is part of China,\' which can only 
be resolved through the clauses in the TRA that promote Taiwanese 
independence. 


\"Section 4(c) of the TRA stipulates that |... the Congress approves 
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the continuation in force of all treaties and other international 
agreements, including multilateral conventions, entered into by the 
US and the governing authorities on Taiwan recognized by the US as 
the ROC prior to January 1, 1979...\’ In other words, this means 

that all agreements signed prior to this date are re-approved and 
transferred to Taiwanese. A little bit of research will show that 

these international agreements include the Atlantic Charter, the 
Declaration by the United Nations of 1942, articles 76(b) and 77(b) 
ofthe UN Charter and others, all of which, over and over again, 
recognize Taiwanese independence. The TRA therefore implies that 
supporting Taiwanese independence is a responsibility of the US. 
Unfortunately, this rarely gets mentioned, which has resulted in the 
USY position of not supporting Taiwanese independence, but rather 
recognizing the \'one China\' principle. ...\" 
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E.O. 12958: DECL: 06/05/2017 
TAGS: PREL, PGOV, PHUM, KGOV, BG 
SUBJECT: DAILY STAR JOURNALIST'S PASSPORT RETURNED 


Classified By: A/DCM DCMcCullough, reason 1.4(d) 


1. (C) SUMMARY. On May 11, Daily Star journalist and Human 
Rights Watch (HRW) researcher Tasnim Khalil was detained by 
Directorate General Forces Intelligence (DGFI) for 

questioning about alleged anti-state activities, including 

blog entries and articles he wrote critical of the 
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government. Since his release on May 13, Khalil has been in 
hiding with his family while his editor and diplomats have 
tried to facilitate the release of his passport. After 

receiving his passport from DGFI on June 5, Khalil is now 
preparing to leave the country. END SUMMARY. 


ARRESTED, BEATEN, ACCUSED OF SEDITION 


2. (C) Tasneem Khalil, a 26-year old Bangladeshi who works as 
a Daily Star journalist, Human Rights Watch (HRW) researcher 
and occasional CNN stringer, was taken from his home on May 
11 by officers from the Directorate General-Forces 

Intelligence, the military intelligence agency. According to 
Khalil, during his 36 hours in DGFI detention, he was 
interrogated about \"anti-state\" articles he has written and 

was accused of being an Indian spy. He was released on May 
13 after having been severely beaten and forced to \"confess\" 
to a variety of crimes on camera. He was badly shaken by the 
experience, and went into hiding with his family out of fear 

he would be picked up again. 


INCREASING PRESSURE ON JOURNALISTS 


3. (C) Khalil had been worried about being arrested for some 
time. In April, POLOFF met twice with Khalil and his Human 
Rights Watch colleagues to discuss threats against him and 
Daily Star editor Mahfuz Anam by DGFI. On April 30, Khalil 
met with diplomats from the US, UK, Australia and Canada and 
described the pressure DGFI was putting on journalists during 
the state of emergency. Khalil claimed DGFI forced the Daily 
Star to retract its April magazine insert because of an 

article he had authored in it critical of the government. He 

also described constant phone calls from DGFI \"handlers.\" 
When he and several colleagues from the paper were summoned 
to DGFI in April, his editor went instead, saying anything 
published by the paper was ultimately his responsibility. 


DIPLOMATIC INTERVENTION, COORDINATION 


4. (C) After his release from DGFI custody, Khalil, his wife, 

and their six-month-old son went into hiding. Two part-time 
HRW researchers (both the spouses of diplomats in Dhaka) met 
with Embassy officers on May 14 to describe what happened and 
request assistance in getting back Khalil\'s passport. The 

HRW researchers were reluctant to approach the government 
directly, opting instead to work through a few key embassies. 
They also expressed concern that if the case became more 
high-profile, it might further jeopardize Khalil. 
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5.(C) The Ambassador raised the issue with Foreign Adviser 
Iftekhar Chowdhury, DGFI Counterterrorism Director Brigadier 
ATM Amin (who Khalil asserts was present during portions of 
his interrogation), and the Press Advisor to Chief Advisor 
Fakhruddin Ahmed. The British, Australians, and Canadians 
also raised the issue. We also contacted Daily Star editor 
Anam and encouraged him to approach DGFI regarding the 
passport. In subsequent meetings with the HRW researchers, 
they expressed concern over Khalil\'s safety, and said they 
were concerned that even if he were given back his passport 
he might not be allowed to leave the country and could have 
charges filed against him. 


6 (C) On May 30, Khalil and his family were moved to another 
location after his hosts became alarmed at a perceived 

increase in police presence around the house. The next day, 
Embassy raised the issue of the passport with DGFI again, as 
did the Australians. At the same time, the Canadian High 
Commissioner contacted Anam and again urged him to make an 
overture to DGFI. 


PASSPORT RETURNED, KHALIL FREE TO LEAVE 


7. (C) According to HRW, Anam organized a meeting between 
himself, Brigadier General Amin and Khalil at his home on 
June 4. Khalil was given back his passport, and told he was 
free to depart the country. HRW told POLOFF that Khalil has 
not yet decided what he will do, but they expect him to leave 
the country with his family very soon. HRW said the 
organization has offered to bring him to India temporarily 

and employ him there until he felt comfortable returning to 
Bangladesh. 
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E.O. 12958: DECL: 06/05/2027 

TAGS: PGOV, PTER, KISL, EG, MR, SU, KU, ISLAMISTS 

SUBJECT: KUWAIT\'S ISLAMIC MODERATION INITIATIVE UNDER THE 
MICROSCOPE 


REF: A. 06 KUWAIT 4610 
B. 06 KUWAIT 4416 
C. 06 KUWAIT 4178 
D. 06 KUWAIT 1741 


Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d). 


1. (C) Summary and Comment: Kuwait recently launched a 
public relations campaign to further its \"moderation\" 
initiative, which seeks to foster tolerance and moderation 
among Muslims and to convey a moderate image of Islam to 
non-Muslims. The materials used in the campaign are of high 
quality and contain a positive message. The effort to get 

the message to the Kuwaiti public has been ineffective, 
however, though not for lack of financial resources. 

Kuwaitis from a broad spectrum of political persuasions have 
recently weighed in on the moderation initiative. Kuwaiti 
liberals criticize the moderation project as dominated by 
extremists while ShiVas see it as biased toward Sunnism. 
Sunni Islamist MPs have sharply rebuked the Awgaf and Islamic 
Affairs Minister over the project, citing administrative 
irregularities and a lack of clarity in the project\'s goals. 

In general, however, Islamists have not publicly objected to 
the project itself, preferring instead to brand their own 
practices as the embodiment of Islamic moderation. While 
Kuwaitis express serious criticisms of the project\'s 
implementation, they broadly agree that it is a good idea and 
there has been little criticism of the content thus far. The 
travails of the \"moderation\" initiative are mirrored in 

similar outreach efforts around the world, and point to the 
need for caution in attempting to define and promote 
\"moderate Islam\" or \"moderate Muslims.\" End Summary and 
Comment. 


Moderation Campaign: Solid Message, Weak Implementation 


2. (U) Kuwait\'s Higher Committee for Moderation recently 
launched a public relations campaign to promote Islamic 
moderation in Kuwait. The Ministry of Awgaf and Islamic 
Affairs formed the Higher Committee in 2005 at the behest of 
the Amir and charged it with leading its \"moderation\" 
initiative, whose goals are to encourage moderation and 
tolerance among Muslims and to show the moderate, tolerant 
nature of Islam to non-Muslims. In the fall of 2006, it 
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launched the World Moderation Center to take over the work of 
implementing the moderation initiative\'s goals (ref C). The 
current campaign, nicknamed \"Aman\" (Arabic for security, 
safety, or peace) -- consists of a series of public town hall 
meetings where the moderation leaders present the moderation 
initiative to members of the public through speeches, videos, 
and written materials. 


3. (SBU) The moderation materials used in the Aman campaign 
have been of high quality. For instance, the World 

Moderation Center commissioned a series of nine monographs by 
prominent Islamic clerics (such as Abdullah Bin Bayyah of 
Mauritania) and writers (such as Fahmi Huwaidi of Egypt). 

The monographs attempt to show Muslims that Islam encourages 
moderation, tolerance, and non-violence. The Aman campaign 
also includes a well-produced video on the danger to Kuwaiti 
society of youth being seduced into extremism and the 
importance of respecting differences of opinion and turning 
conflict into dialogue. 


4. (C) The attempts to get the message out through the Aman 
campaign\'s townhall events have been clumsy, however. 
PolOffs attended an Aman town hall event recently at an 
ornate reception hall in downtown Kuwait City. A smattering 

of imams dotted the nearly empty hall. The imams watched the 
moderation video and listened stoically to speeches by Awgaf 
Undersecretary Dr. Adel Al-Falah and MP Marzouq Al-Ghanim. 
The event ended without any interaction with the audience, 
which quickly dispersed and headed for the generous buffet 
dinner provided by the Awgaf Ministry. ShiVa MP Hassan 
Jowhar told PolOff that he had received a last-minute 

invitation to speak at a similar townhall event in his 

district. He said the event had an embarrassingly low 

turnout, which was indicative of the project administrators\' 

lack of commitment and/or competence. 


5. (C) Whether the intended message is getting through to 
its audience is also questionable. PolOffs spoke with one of 
the imams at the Aman townhall meeting, an Egyptian recently 
arrived in Kuwait to work in a downtown mosque. He said that 
he had not been particularly interested in the meeting but 

had understood from the ministry that he should attend. When 
asked about the moderation project in general, he noted he 
had attended the mandatory Sunni imam moderation training 
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(ref B). He commented that some imams were receptive to the 


ideas but that many others assumed the moderation project was 
American propaganda. 


Column 3 


6. (SBU) The international moderation conferences organized 

by the Awgaf ministry provide another example of how a 
potentially beneficial message has been lost due to poor 

public relations. The ministry held conferences in London 

and Washington in 2006 to communicate with non-Middle Eastern 
Muslims. Awgaf contacts report that the London conference 
revealed a great deal of extremism among European Muslims and 
prompted the Kuwaiti government to set up a center for 
combating extremism in Manchester. The Washington conference 
(ref A) intended to allow American Muslims to voice their 
concerns in order to prepare for a subsequent conference that 
would try to correct what they see as the inaccurate 

portrayal of Muslims in the U.S. and the West. Many Kuwaitis 

are very concerned about the image of Muslims in the West as 
violent extremists. However, the government has been 
unsuccessful in conveying the purpose of these conferences to 
the Kuwaiti media and public, which routinely criticize the 
conferences as wasteful boondoggles. 


Criticisms of Moderation: Hiring and Spending 


7. (C) Liberals, ShiVas, and Salafis all complain that the 
leaders of the moderation campaign have Muslim 
Brotherhood-leaning backgrounds, though for the liberals and 
ShiVas this means the project is too conservative and Sunni 
while for the Salafis it means the project is not Sunni and 
conservative enough. Liberals and ShiVas object to figures 
such as the World Moderation Center\'s leader, Dr. Esam 
Al-Bashir, a Sudanese ex-Muslim Brotherhood member who served 
as Awqaf Minister under Hassan Al-Turabi. A liberal 
newspaper columnist told PolOff that even if Dr. Al-Bashir 
has moderated his views, the choice of someone with such a 
past is a signal that the project will not stray too far from 
conservative Islamist positions. Shaykh Ahmad Hussein, one 
of the few ShiVa clerics included in the moderation 

initiative\'s official activities, echoed the liberals\' 

criticisms of the moderation committee\'s makeup as too Sunni 
and too extremist. He noted a television program in which 
Al-Bashir presented all the expected moderation sound bites, 
but then responded to a question about ShiVa practices by 
saying that they were dangerous and it was important to 
prevent ShiVa from spreading their ways. From the other 
side, an Islamist contact told PolOff that the Salafis see 

the Awgaf Minister as hostile to them. They think he is 

trying to keep Salafis out of the moderation initiative and 

the ministry in general, and have been vehement in their 
public criticisms of the ministry\'s hiring procedures. 


8. (SBU) The critics of the moderation initiative have also 
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lambasted the Awgaf Ministry for its extravagant spending and 
its 50 million-Dinar (USD 173 million) budget. In meetings, 
parliamentary questions to the Awqaf Minister and newspaper 
articles, Kuwaitis repeatedly criticize the remuneration 
package and frequent travel of World Moderation Center 
Director Al-Bashir. The Salafis, in a recent attempt to oust 

the Awgaf Minister, accused the minister of corruption, and 
demanded to see evidence that the contracts for the 
moderation conferences held over the past several years were 
tendered in a fair, transparent manner. While the Salafis 
relented in their quest to grill the minister immediately, as 
recently as June 4 several Salafi MPs met with the finance 
committee to pursue these allegations of financial wrongdoing. 


Criticisms of Moderation: Too Little Focus on Kuwait 


9. (SBU) Kuwaitis from across the political spectrum have 
loudly complained about the government\'s renting out hundreds 
of rooms in five-star hotels in Washington and London rather 
than focusing on issues closer to home. While expensive 
international conferences move forward with ample budget and 
resources, an important study on how young people are 
attracted to extremism, which was scheduled for release in 
May 2006 (ref D), still has not been released. One liberal 
complained to PolOff that the World Moderation Center never 
responds to the frequent immoderate rants in the Kuwaiti 
papers. 


Despite It All, Moderation Project Still Welcomed 


10. (C) Despite the criticisms coming from across the 
political spectrum (with the notable exception of the Muslim 
Brotherhood), Kuwaitis of all stripes universally agree that 
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they like the basic idea behind the moderation project. For 
instance, the Revival of Islamic Heritage Society (RIHS) -- a 
Salafi charity based in Kuwait but whose branches in Pakistan 
and Afghanistan are listed as terrorist financiers by the 

U.S. and the UN -- recently met with the Amir and described 
part of its goal as spreading moderation. Liberals like the 
idea of attacking extremism at its roots. ShiVas welcome the 
message of tolerance for minorities. Furthermore, for all 

the criticisms of the staffing and administrative practices 

of the project, there have been few if any substantive 
criticisms of the content of the moderation initiative\'s 
materials or programs. The initiative represents an 
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important effort to fight extremism and its message will 
likely be welcomed in Kuwait, but the government still has 
not found a way to successfully convey its message. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait's Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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OSD FOR APSA SOUTH SE ASIA DASD CLAD 


E.O. 12958: N/A 
TAGS: OTRA, PREL, JA 
SUBJECT: COUNTRY CLEARANCE FOR DASD JAMES C. CLAD 


REF: SECDEF 011925Z JUN 07 


1. (U) Embassy welcomes and grants country clearance for the 
June 6-8, 2007 visit to Japan by DASD James C. Clad. 


2. (U) Control Officer for the visit will be Political 
Officer Chris Gunning. He can be reached at: 


Office phone: (81-3)3224-5342 

Home phone: (81-3)3224-6910 

Mobile phone: 81-80-5479-4214 

Fax: (81-3)3224-5322 

E-mail: GunningCJ2@state.gov (unclassified) 
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3. (U) Tokyo hotel reservations have been made for the 
nights of 6-7 June, 2007, Confirmation No. 628530 at: 


Hotel Okura 

2-10-4 Toranomon 
Minato-ku, Tokyo 105-8416 
Tel: (81-3) 3582-0111 

Fax: (81-3) 3582-3707 


4. (U) Visitors should take the airport \"limousine\" bus 
directly to the hotel or the Narita Express (NEX) train to 
Tokyo Station and then a taxi to the hotel. The limousine 
bus counter is located in the Tokyo Narita Airport Arrival 
lobby. Look for the orange signs as you walk through the 
doors from the customs area to the main lobby. The bus fare 
is 3,000 Yen. The NEX train is located in the basement of 
the airport terminal. The train fare is 2,900 Yen. 
Twenty-four hour currency exchange facilities are available 
in the customs area and the arrival lobby of the airport. 
Travel time from Tokyo Narita Airport to downtown Tokyo is 
90-120 minutes, depending on traffic. 


Visa 


5. (U) Holders of U.S. diplomatic or official passports must 
have a Japanese visa to enter Japan. Travelers on a U.S. 
tourist (blue cover) passport may enter Japan as a tourist 
without a Japanese visa for up to 90 days. 


6. (U) The Embassy\'s laptop policy is as follows: Absolutely 

no personal, non-government owned laptop computers may enter 
the Embassy. Absolutely no laptop, even government owned, 
may be connected to the Embassy network in any way. TDY 
employees are reminded that no government owned laptops may 
enter the Embassy without prior RSO approval. Absolutely no 
laptop, even government owned, inside CAA areas unless 
special pre-approval, based on business need, has been given. 
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If you would like to bring a US government owned and 
provided laptop computer into the Embassy, please contact the 
RSO\'s office prior to your visit for the briefing and 

approval. 


7. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. As the U.S. Government has 
reported in public announcements over the last several 
months, U.S. citizens and interests abroad may be at 
increased risk of terrorist actions from extremist groups, 

which may target civilians and include suicide operations. 
Most recently, we advised that we had unconfirmed information 
that terrorist actions may be taken against U.S. Military 
facilities and/or establishments frequented by U.S. military 
personnel in Korea and Japan. Americans should increase 
their security awareness and avoid locations where Americans 
are generally known to congregate. The Department will 
continue to develop information about potential threats to 
Americans overseas and to share credible threat information 
through its consular information program documents available 
on the internet at the Bureau of Consular Affairs home page: 
http://www.travel.state.gov. 


8. (U) In addition, we continue to be concerned about 
information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin LadenWs Al-Qaida organization. In 

the past, such individuals have not distinguished between 
official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


9. (SBU) The general threat from crime in Tokyo and 
throughout Japan is low. Crime is at levels well below the 

U.S. national average. Violent crime is rare, but does 

exist. The Japanese National Police report continued 
problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low, 
common sense security measures are advised for all American 
citizens traveling in Japan. 


10. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile, vary routes and 
times for all required travel, and treat mail and packages 
from unfamiliar sources with suspicion. Visitors are also 
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urged to avoid contact with any suspicious, unfamiliar 
objects, and to report the presence of such objects to local 
authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 
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1. (SBU) Summary. A May 18 Consulate-sponsored roundtable 
between visiting Western and Asian journalists participating in 
the East-West Center-organized Jefferson Fellowship Program, 


Column 3 

Chinese journalists, and Shanghai-based U.S. journalists sparked 
lively debate on China\'s rich-poor gap, the one-child policy, 

the generation gap, democracy, and press freedom. While one 
Chinese journalist took the party line and said that two-party 
democracy was not needed in China, other journalists argued for 
faster political reforms. Chinese journalists agreed that 

Chinese leaders needed to address the growing rich-poor gap, 
which one journalist referred to as \"a time bomb.\" 
Shanghai-based U.S. journalists noted the difficulties they 

faced in meeting with anyone connected with the government and 
in covering political and social issues. End Summary. 


Rich-Poor Gap Time Bomb 


2. (SBU) The Chinese journalists participating in the 

roundtable discussion agreed that the growing rich-poor gap was 
one of China\'s biggest challenges. One journalist who worked 
for a government-owned newspaper in Shanghai said that although 
the gap was widening, the poorest sector of society was better 
off now then it was 20 years ago. He added that the Hu Jintao 
government was making great efforts to improve the situation of 
the poor. For example, the central government had abolished 
taxes for farmers and was trying to improve healthcare for rural 
peasants. He noted that there was a growing problem of 
\"left-behind\" children who remained in the countryside while 
their parents traveled to the city to find work. He estimated 

that there were 20 million such \"left-behind\" children in China. 
He said that the government was trying to alleviate this 
situation by building daycare centers in big cities to allow 
parents to bring their children with them and that there were 
also new policies in some big cities (such as Shanghai) that 
required local public schools to accept migrant children. He 
noted, however, that despite government efforts at integration, 
migrant workers and the rural poor were still the underclass of 
Chinese society. 


3. (SBU) Another Shanghai journalist described the Chinese 
healthcare system as having effectively \"crashed\" with the 

advent of economic reforms. The government was trying to 
rebuild the rural healthcare system, he said, but this was 

occurring at a very slow pace. In the city, residents had 
healthcare, but there were limits built into even that system. 
According to him, the rich-poor gap was a \"time bomb\" because 
the countryside was not benefiting as much from China\'s economic 
development as the urban areas and many in the countryside were 
being forgotten and left-behind. In Shanghai, there were three 

to four million migrant workers. If Shanghai\'s construction 

boom stopped, one million of those workers would be out of work, 
which could lead to chaos. 
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One-Child Policy Burden 


4. (SBU) The young Chinese journalists in the group 
acknowledged that the one-child policy had placed a great burden 
on the younger generation. One said that she was her parents 
\"one bet." She was the only person her parents could turn to if 
they got sick. In the past, children could share the burden of 
taking care of their parents, but now the parents only had one 
child to take care ofthem. One journalist said that she had to 
save money not only to provide her child with an education, but 
also to hire people to take care of her parents when they became 
older. 
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Generation Gap 


5. (SBU) According to one young Chinese journalist present, 
there was a generation gap between younger (20-somethings) and 
older (40-somethings) adults in China. She said there did not 
appear to be any basic foundation on which people of different 
generations could talk. Young people complained on Internet 
websites and in chatrooms about the generation of people born in 
the 1960\'s. They called this generation the \"lost generation\" 

and complained that it had made many mistakes that young people 
now had to live with. They said that Chinese websites were 

filled with complaints and anxieties about the future. The 
journalist added that such postings were constantly being 

deleted by the censors, but that they always came back again and 
again. 


Democracy Now or Later 


6. (SBU) The Chinese journalists heatedly debated the need for 
democracy in China. A young journalist from Beijing, herself a 
Jefferson Fellow, said that she personally believed that there 
would be no political structural changes in China in the next 

ten years. The situation in China was very different from the 
United States, she said, and a two-party political system was 

not suitable for China. Citing the Tang and Han dynasties, she 
said China traditionally had a one-party system and what was 
needed was for the Party to be more transparent and democratic. 
A young journalist from Shanghai warned that there were costs to 
establishing democracy in China. In a country with so many poor 
people, it was unclear who in China would be willing to pay the 
costs needed to establish ademocracy. 
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7. (SBU) Another young journalist from Shanghai disagreed 
vehemently and said that one could not say that Chinese people 
did not like democracy or that democracy was against Chinese 
tradition. She defined democracy to mean \"a system in which 
people could participate in the decision-making process.\" She 
added that democracy was not a unique Western concept and said 
it was important for China to implement reforms immediately, 
albeit gradually. According to her, China\'s current one-party 
system was not working. In her view, there were no saints or 
philosopher kings in the world; everyone was human and 
governments needed checks and balances. She said there was 
already a great deal of tension among peasants in China and, 
unless something was done to address their needs, there would be 
violence. 


8. (SBU) A 40-something Shanghai journalist shared a similar 
view. He said while democracy was not efficient, it was at 

least fair. He said there was no need to organize a revolution, 

but reforms needed to be implemented gradually to address some 
of China\'s social problems. Another 40-something Shanghai 
journalist said that he was very optimistic that there would be 
democratic reforms in China in the future. He said the Chinese 
government was pushing many democratic measures and he felt that 
President Hu Jintao wanted democracy. He added that there had 
already been progress in this area, noting that when he had 
attended a Consulate discussion with the Jefferson Fellows in 
2005, journalists were not willing to debate such topics. The 

lively and open debate at this session was a testament to the 
increased openness in China. 


Press Freedom Limited 


9. (SBU) Shanghai-based U.S. journalists briefed participants 
on the media environment in Shanghai. One said that while it 
was relatively easy for Western journalists to meet with 
business people and Chinese counterparts in the press in 
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Shanghai, it was very difficult to meet with anyone connected 
with the government, including in state-owned enterprises. In 
these cases, journalists could not go directly to the government 
offices or companies for interviews, but had to instead go 
through the Foreign Affairs Office (FAO), which often resulted 
in requests for interviews being declined. She added that a 
journalist must be very inventive in Shanghai to get access to 
information. Another U.S. journalist agreed and said that it 
was much easier to cover economic issues in Shanghai than 
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political or social issues. He said that he had heard of cases 
in which emails were intercepted or sources were told not to 

talk to journalists. The U.S. journalists also made mention of 
the relatively new regulations that allowed foreign journalists 

to travel freely in China to cover Olympics-related news. 


Comment 


10. (SBU) This discussion among journalists was interesting not 
only for its candor, but for the differences in views expressed 

on China\'s future between 20-somethings and 40-somethings. The 
younger journalists admitted that their only-child generation 
tended to be self-centered and to think first about the impact 

of any change on their own lives. Their 40-year-old 

counterparts, in contrast, were from a more idealistic 

generation that still held out hope for the traditional Chinese, 
step-by-step approach to gradual change. Similarly on the 
rich-poor gap, the two groups\' views split along generational 
lines with the younger group foreseeing imminent unrest and the 
older group confident that the government was taking appropriate 
measures to avert a crisis. In all, the discussion provided the 
visiting Jefferson Fellows with insights into the lives of 

average Chinese of two very different generations and proved an 
useful forum for eliciting a variety of opinions on China\'s 

current social challenges and prospects for political reforms 
JARRETT 
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1. (C) Summary. Prime Minister Abe is making a concerted 
effort to recover the political football he fumbled last week 

over revelations that the Social Insurance Agency (SIA) 
mishandled pension benefits, forcing remedial legislation 
through the Lower House. The aggressive tactics, coupled 
with strong public statements accepting responsibility for 

the \"vanishing\" benefits and promising to honor claims, are a 
marked departure from Abe\'s initial halfhearted and 

insensitive response, and show he realizes he needs to work 
quickly to restore public confidence in advance of key Upper 
House elections. News of the SIA\'s sloppy bookkeeping helped 
send Abe\'s support rate plummeting by as much as 12 percent 
in the last week of May, and the numbers have not improved in 
subsequent polls. End Summary. 


What Went Wrong 


2. (C) In January 1997, the SIA began computerizing public 
pension data in an effort to integrate its administration of 
separate pension programs for corporate employees, government 
employees, and self-employed workers. (Note: The programs 
remain separate.) Prior to 1997, the Agency issued new 
pension identification numbers to people as they switched 

jobs or changed their names, often creating multiple numbers 
for a single person and multiple opportunities for computer 
error. Other discrepancies arose during the ten years 
(1979-1989) that names were recorded in Japan\'s katakana 
alphabetic script, rather than in the usual Chinese 

characters. When the new system was inaugurated in 1997, 
there were 300 million unidentified accounts. Over the past 
ten years, through a process of contacting listed subscribers 
and checking names, dates of birth, addresses, and other 
information on file, that number has been whittled down to 

the current 51 million unidentified accounts. Approximately 

29 million of the those accounts are believed to belong to 
people who are already receiving pension benefits, people who 
have already died, or individuals who failed to pay into the 
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system for the required minimum of 25 years. The remaining 
accounts belong to people under the age of 59, the legal age 
to qualify for benefits. 


Public Awareness Leads to Outcry 


3. (C) The revelations of sloppy SIA record-keeping are not 
new. However, Japanese media seized on the story following a 
May 25 debate in the Lower House Health, Welfare, and Labor 
Committee over ruling coalition bills to disband the SIA and 
transfer its functions to several new entities in 2010. What 
drew the public\'s attention was the news that under current 
regulations, public pension recipients who can prove they are 
entitled to additional benefits by correcting their past 

premium contribution records can only claim the higher 
benefits retroactively for a period of five years. Health, 

Labor and Welfare (HLW) Minister Hakuo Yanagisawa testified 
in the Lower House on May 30 that approximately 250,000 
pension recipients are likely to receive reduced benefits if 

the five-year limitation is not eliminated. Lifting the 

limit, he said, would result in an additional payment of 

nearly US$3,500 for each of the affected recipients, or a 

total of almost one billion dollars. 


4. (C) Prime Minister Abe\'s initial response raised the 
public\'s ire and invited a deluge of criticism. Abe made no 
suggestions on how to remedy the situation for the many 
citizens at risk of loosing pension benefits. Rather he 
blamed the past administration of the SIA and urged ordinary 
citizens to better manage their own accounts. 


Cabinet Support Rates Drop, Abe Scrambles 
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5. (C) Disclosure of record-keeping problems at the SIA 
helped send the cabinet\'s support rate down by as many as 12 
percentage points in the last week of May. Abe, realizing he 
had made a serious misstep, is working quickly to regain his 
footing in response to the public outcry. The ruling 

coalition hurriedly pushed a new bill to eliminate the 

five-year statute of limitations through the Health, Welfare, 

and Labor Committee on May 30. The vote was hotly contested 
by the opposition, which accused the LDP of forcing the bill 
through with only a single day for debate. That bill, and 

the original legislation to reform the SIA, passed the Lower 
House at 1:00 a.m. on June 1, after failed attempts the two 
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previous days. Abe hopes to move the bills quickly through 
the Upper House, in order to prevent the issue from becoming 
a central media focus prior to the Upper House elections, 
scheduled to take place on July 22. LDP Diet Affairs 
Chairman Toshihiro Nikai told the Embassy on May 30 he was 
confident the bills would pass before the Diet session ends 

on June 23, in part because the aggressive actions by the 
ruling parties had taken the opposition by surprise. In his 
opinion, decisive action was necessary in order to restore 
public confidence. 


6. (C) Abe has promised that the SIA will complete the 
process of cross-checking the 51 million unidentified 
accounts within the next year, and will contact approximately 
30 million pension recipients to ensure that their payments 
have been properly credited. In addition, he has pledged to 
create an impartial panel to investigate the causes of the 
SIA\'s record-keeping problems and resolve claims. Ina 
further move to soften the perception of the government\'s 
initial stiff stance, Chief Cabinet Secretary Yasuhisa 
Shiozaki told the press over the June 2 weekend that the 
government was \"looking humbly\" at the large number of 
unidentified pension accounts. 


Abe\'s Leadership Again Questioned 


7. (C) The emergence of the pension scandal created both a 
sense of crisis in the LDP-Komeito coalition and an 
opportunity for the opposition. Abe\'s initial response -- 
pointing fingers at the SIA and putting the onus on ordinary 
citizens to better manage their accounts -- made him appear 
unfeeling, and fed media criticism that he has failed to 
exhibit creative problem-solving and leadership skills. His 
early resistance to paying out claims on the unidentified 
accounts or to offering relief from the five-year limit on 

back payments was particularly offensive to voters in their 
50s and 60s. This group is the most affected by the 
accounting gaffes, and a key support demographic for the LDP. 
Media polls taken on June 1 and 2 indicate that voters have 
yet to give Abe credit for his subsequent turnaround. 


8. (C) There is a possibility that voters will reject the 

ruling coalition\'s aggressive tactics in the Diet. The 

opposition, while unsuccessful in its attempt to disrupt the 
pre-dawn vote on Abe\'s reform proposals by submitting motions 
to remove the chairmen of the Lower House welfare and 
steering committees and a no-confidence motion against HLW 
Minister Yanagisawa, may have garnered sympathy from voters 
for trying to stop the fast-tracking of remedial legislation 

with a minimum of debate. Japanese voters value consensus 
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and negotiation in the political process. Opposition claims 
that incomplete pension reform bills were bulldozed through 
the Lower House with insufficient discussion found a 
receptive audience. Media reports on June 4 speculated that 
opposition parties are currently considering a no-confidence 
motion against Abe. Calls for a cabinet reshuffle prior to 
the elections are also likely to increase. A media contact 
told the Embassy he thought the next two weeks would be 
critical for Abe, and that his handling of the upcoming G8 
summit in Germany would be an important test for his 
leadership. Abe appears to be readying a push to force 
through civil service reform legislation, in an effort to 
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gain points with voters. 


9. (C) Pension reform has been an important issue for Abe 
since his campaign for prime minister in the summer of 2006. 
The plan to remake the SIA was labeled one of the \"three 
arrows\" of his policy agenda, along with education and civil 
service reform. Polls show pensions top the list of Japanese 
voter concerns, with well over fifty percent indicating it is 

a pressing issue, versus only 10 to 20 percent who indicate 
constitutional reform, foreign affairs, or education reform 

are important to them. The recent turn of events, however, 
has made it appear as if Abe\'s policy approach was too 
heavily focused on restructuring the SIA, and not enough on 
the record-keeping problems that threatened to shrink 
benefits for recipients who had otherwise paid properly into 
the system. Abe is being faulted in the press for having 
made the pension issue a low priority during this Diet 
session, choosing instead to focus on issues such as 
constitutional revision and education reform. Some of those 
same critics question why the ruling coalition brought the 
SIA-related bills to committee so close to the Upper House 
election, knowing how contentious they would be. Prior to 
Abe\'s most recent slide in the polls, Embassy contacts were 
relatively certain that the ruling coalition would not 

undertake serious debate on pension reform measures until the 
September extraordinary Diet session, given time restraints 
and Abe\'s other priorities. 
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1. (C) SUMMARY: Deputy Assistant to the Vice President for 
National Security Advisor Joseph Wood and Ambassador Derse 
met with Azerbaijani Foreign Minister Elmar Mammadyarov on 
May 30. Mammadyarov was relaxed and expansive about his 
recent discussions with new Turkmenistani President 
Gurbanguly Berdymukhmammedov, which he described as 
\"amazingly good and was very positive about the steps that 
Azerbaijan planned to take to implement improved 
Azerbaijani-Turkmenistani bilateral relations. He also 
covered Russia and Iran and touched on his views for 
Azerbaijan\'s future membership in NATO and the European 
Union, and media freedom issues. END SUMMARY. 


2. (C) In a May 30 meeting with VPOTUS Deputy Assistant 
National Security Advisor Joseph Wood and Ambassador Derse, 
Azerbaijani Minister of Foreign Affairs Elmar Mammadyarov 
said that Azerbaijan\'s ultimate goal of improving relations 

with Turkmenistan would be to solve the Caspian demarcation 
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issue, and lay the foundation for a possible trans-Caspian 
pipeline. Mammadyarov said that Azerbaijan was taking a 
longer-term approach to relations with Turkmenistan and views 
finalization of the Caspian demarcation issue with 
Turkmenistan as being the only impediment to development of 
the Caspian as an energy transit corridor. He said that once 
demarcation between Azerbaijan and Turkmenistan can be 
finalized, then \"everything can be done.\" He noted that 
Iran,s stance vis-a-vis the Caspian was unique, but that it 
would not affect trans-Caspian issues. On another matter, 
Mammadyarov said that he did not/not believe that 
exploitation of the Petronas field would be subject to a 
finalized a demarcation agreement with Turkmenistan. 


3. (C) Mammadyarov said that the key to dealing with 
Berdymukhmammedov on energy issues would be to stress the 
importance of diversification to Turkmenistan,s independence 
and that when Mammadyarov himself presented the energy issue 
to Berdymukhmammedov in this way, he seemed receptive. 
Mammadyarov said that there was also excess natural gas 
storage area in Azerbaijan which could be used to hold 

Turkmen natural gas, something that Berdymukhmammedov was 
also aware of and seemed to possibly be interested in. 
Mammadyarov said that Berdymukhmammedov seemed to view 
Azerbaijan positively as a transit corridor, since in 

addition to pipeline capacity; Berdymukhmammedov also viewed 
the Baku-Tbilisi-Kars railway as an additional source of 

transit. Mammadyarov seemed to be pleasantly surprised that 
Berdymukhmammedov\'s thinking on the energy transit issue had 
developed to this point. Mammadyarov said that he also 
believed that Kazakhstani President Nursultan Nazarbayev was 
supportive of a trans-Caspian pipeline but that he would not 

\"run in front of the issue.\" Mammadyarov believed that it 

would be easier to bring Turkmenistan along first and then it 
would be easier for Kazakhstan to follow. 


4. (C) Mammadyarov said that he expected a presidential 
decree would be signed very soon to create an Azerbaijan 
Turkmenistan intergovernmental commission. While the 
demarcation issue remained the biggest sticking point, 
Azerbaijan is content to leave this issue off the table for 

now in order to let relations develop, namely non-energy 
economic and trade ties, and educational and cultural 
programming. After these ties and a level of trust are 
established, the demarcation issue could then be addressed. 
Responding to a question from Wood, Mammadyarov urged the USG 
to take a low-key approach to Turkmenistan especially 
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vis--vis the energy issue, placing an emphasis on 
diversification as a vision for the future. He recommended 
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that the U.S. initially focus on educational and cultural 

issues first, before moving to major substantive issues. He 
noted that Berdymukhmammedov is a doctor by training, making 
issues of education, health and culture of interest to him. 


5. (C) Wood then asked if Turkmenistan was viewing the bevy 
of foreign policy and regional issues before it from a 

geopolitical or economical viewpoint. Mammadyarov said that 
Berdymukhmammedov was definitely \"using the oriental style\" 
in his relationships with interlocutors, which he defined as 
requiring the person across the table to \"read between the 
lines.\" He said that Berdymukhmammedows first year would be 
focused on showing that he is \"out of the shadow of 
Turkmenbashi.\" 


6. (C) In regard to the upcoming Caspian Oil and Gas Show 
(COGS) to be held in Baku on June 5-8, Mammadyarov said that 
there were a number of central and southeastern European 
countries (and companies) that would be sending important 
delegations, both for the show itself and to undertake 
negotiations with the State Oil Company of the Azerbaijan 
Republic (SOCAR). He noted that Greece, Italy, Hungary and 
Austria would have important delegations, with Greece sending 
the largest one, and that they would engage in negotiations 
with SOCAR after COGS regarding the Turkey-Greece-ltaly 
interconnector (TGI). 


7. (C) Mammadyarov said Azerbaijan and Turkey had agreed to 
open discussions on a gas transit agreement at COGS, and that 

a letter had already been sent from Prime Minister 

Rasizade,s office to Turkish Prime Minister Erdogan. 
Mammadyarov somewhat sheepishly admitted that the Azerbaijani 
side had not yet decided who would be the chief negotiator 
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but that a decision would be made by the time of COGS. He 
said that based on his recent discussions with Turkish 
Foreign Minister Abdullah Gul during the week of May 21, that 
Gul was not the main driver of Turkey,s policy on gas 

transit. He noted that Turkish Energy Minister Helmi Guler 
was trying to \"play with the case\" and that he \"wanted to 
create another Gazprom\" in which Turkey could buy Azerbaijani 
gas (or anyone\'s gas) and resell for multiple times higher. 
Unrelated to energy, Mammadyarov said that Gul was very 
concerned about the political situation in Turkey and that 

Gul said that the situation was \"very shaky.\" Mammadyarov 
was somewhat amused that Turkey\'s political future was 
hinging on one woman\'s wearing of a scarf, though he clearly 
understood the deeper importance. 


8. (C) Mammadyarov said that during his May 21-22 meeting 
with Russian Foreign Minister Sergey Lavrov in Baku, Lavrov 
told him that Russia was not yet ready for another (third) 
round of sanctions on Iran. However, it was noted that this 
discussion took place before the most recent IAEA report 
which contained information that the Iran nuclear program 
continues apace. Mammadyarov noted that Russia is putting \"a 
broad agenda on the table\" and that its support for or 

against UNSC sanctions on Iran was not necessarily related to 
if they think that more sanctions were warranted or not. 

Briefly touching on Russia energy issues, he said that the 
Russians wanted to \"be part of Nabucco\" though he did not 
elaborate on this point. 
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9. (C) In regard to missile defense, the Ambassador made the 
point that a recent press report that the U.S. and Russia 

had, or would, enter into some kind of joint agreement over 

the Qabala radar station was not correct. Mammadyarov said 
that Lavrov himself had told him that the U.S. had not rained 
Qalaba with Russia and that, since Qabala was on Azerbaijani 
territory that the Russians would not be able to make any 
agreements without involving Azerbaijan anyway. Mammadyarov 
seemed to accept both Lavrov\'s and the Ambassador\'s 
explanations. 


10. (C) Mammadyarov indicated that Russia\'s position on the 
Conventional Forces Europe (CFE) treaty was unclear. 
Mammadyarov said that the upcoming visit of Russian President 
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Vladimir Putin to Vienna would be very important, but he 

noted that Russia\'s statement about possibly withdrawing from 
the CFE treaty was likely a case of Russia \"putting out 

public feelers\". Mammadyarov expressed his skepticism about 
CFE saying that in many cases it is a matter of \"who suffered 
more vs. who achieved something.\" 


11. (C) In regard to Iran, Mammadyarov said that Iran\'s 
unwillingness to change or adapt to international pressure is 
the result of stubbornness on the part of Iranian President 
Makhmud Ahmedi-Nejad. Mammadyarov believes that Anmedi-Nejad 
is \"comfortable in his position\" and that \"external threats 
only strengthen his position.\" He said that Azerbaijan \"does 
not want to be sandwiched between two nuclear powers.\" 
Mammadyarov gave his personal assessment that Libya\'s 
decision to give up its WMD program was likely the result of 
Muhmar Qadaffi\'s son persuading his father that it would be 
in Libya\'s best interest. Mammadyarov said that based on his 
time spent as Azerbaijani Ambassador to Italy, where 
Qadaffi\'s son was also living at the time, that the son was 
fairly westernized and wanted to be able to travel and live 
more freely. 


12. (C) Mammadyarov said that he fully expected Russian 
President Putin to leave office in 2008, but he also expected 
that Putin would continue to wield significant influence. He 
said that Putin had unequivocally said that he would not seek 
a third term and that it was not in his character to back off 
from such a statement. He speculated that Putin would create 
some kind of \"advisory council" or similar structure in which 
he would be able to sway public opinion on issues of 
importance, and he noted that he thought that Putin would 

still run the country as he saw fit.\" 


13. (C) Wood asked Mammadyarov where he wanted Azerbaijan to 
be in five years regarding NATO and the EU. Mammadyarov 
replied that he hoped that Azerbaijan would be \"a member of 
NATO and the EU\". Mammadyarov said that currently, 

Azerbaijan was in the \"grey zone\" in terms of NATO. While it 
would ultimately be Azerbaijan\'s goal to be \"part of NATO\" 

(he noted that it is official Azerbaijani government policy 

in general to integrate into the Euro-Atlantic structures); 
Mammadyarov said that should Azerbaijan ever \"openly state 
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their strong desire to be a NATO member,\" Russia would \"never 
allow Nagorno-Karabakh to be returned to Azerbaijan.\" The 
\"full force of the Russian government would work against 

this,\" Mammadyarov said. 


14. (C) Mammadyarov also expressed his concern that the U.S. 
Congress \"would never vote to let Azerbaijan into NATO.\" 
Mammadyarov said that it remains important for Azerbaijan to 
take a gradual approach, adding that he envisioned Azerbaijan 
in NATO only after the return of NK and some level of 
integration had taken place. He also said that it would be 
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important for Armenia to \"participate\" as well and perhaps 
both should move together on NATO. He said that these 
approaches would be more important than making bold 
statements in the media now about joining NATO and that this 
would do little more than provoke Russia and Iran. 
Mammadyarov also noted there remain many internal structural 
reforms that need to take place within Azerbaijan, notably in 
the Ministry of Defense. 


15. (C) The Ambassador engaged Mammadyarov on the issue of 
media freedom and democratic reform, given his position as 
co-chair of the bilateral \"democracy dialogue\". The 

Ambassador gave a brief readout of her meeting earlier in the 
day with Ramiz Mekhtiyev. She noted that she had requested a 
meeting with Mehtiyev on behalf of several concerned 

diplomatic colleagues and asked Mammadyarov to urge Mekhtiyev 
to agree. Mammadyarov said that he would. When the 
Ambassador raised the issue of possibly declaring a 
\"moratorium\" on prosecution of journalists, Mammadyarov said 
that he did not believe that this was possible, though it may 

be possible to reduce the sentence time. He then said that 

even he and Finance Minister Samir Sharifov had been written 
about, apparently in derogatory terms, in a newspaper 

recently, and Mammadyarov seems to take offense to this. 
DERSE 
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LONDON PASS TO A/S FRAZER 


E.O. 12958: DECL: 060517 
TAGS: PGOV, PREL, SCUL, SO 
SUBJECT: Somalia - Meeting with President Yusuf 


CLASSIFIED BY AMB FOR REASONS 1.4 B/D 


1. (C) Summary. During a June 5 meeting, President Yusuf 
welcomed as positive the joint A/S Frazer/Lord Triesman 
letter to him and agreed with its key points, including on 
the need for inclusive reconciliation on an urgent basis. 
Yusuf promised to send a written communication to the 
Contact Group laying out key points. End summary. 


2. (C) Following up on the joint letter from A/S Frazer and 
the UK\'s Lord Triesman to Somalia President Yusuf, | met 
Yusuf (jointly with the UK High Commissioner) on June 5 
when he transited Nairobi en route back to Mogadishu. 


3. (C) Supported by the High Commissioner, | reviewed key 
points in the letter. | started by noting the strong 
statement we issued in reaction to the assassination 
attempt against PM Gedi and offered our support for the 
investigation. | stressed the need to move forward 
urgently on national reconciliation, including opening the 
Congress without further delay. | emphasized our support 
for Yusuf\'s continuing outreach to the Hawiye leadership 
council and to the sub-clans, and indicated that we were 
also in contact with key Hawiye leaders to emphasize the 
need to respond constructively. | underscored that - while 
we will continue to pursue efforts against terrorists as 
demonstrated by the recent actions in Puntland - the only 
way to bring about a stable security situation is through 
inclusive national reconciliation. Once achieved, 
reconciliation will marginalize radicals and terrorists 
seeking to disrupt the Somali political process. | 
emphasized the need for the national reconciliation 
congress to deal with key issues related to power-sharing 
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and the way forward for the 2009 transition. | stressed 

the importance of ensuring the independence of the National 
Reconciliation Committee headed by Ali Mahdi. | expressed 
appreciation for Yusuf?s efforts to cooperate in delivery 

of humanitarian assistance. 


4. (C) Yusuf referred to the three points raised in the 
Frazer/Triesman letter, demonstrating that he had reviewed 
it carefully. He made the following key points: 


-- There is a narrow window of opportunity to achieve 
reconciliation, which is the only way to ensure security. 
“We need to marginalize the terrorists,\" Yusuf said. He 
added that \"the terrorists come from many different sub- 
clans; it was an Abgal who carried out the suicide attack 
against Gedi. The problem is that radicals among the sub- 
clans do not listen to their elders, so it is difficult to 

control them.\" 

-- Funding is urgently needed so that the Congress can 
start on time. (The High Commissioner and | noted the 
funding that we are providing.) The High Commissioner said 
he would push his EU colleagues on the funding issue. 

-- Yusuf said he will do what the joint letter requests (re 
dialogue and reconciliation), and he will respond quickly. 

-- He will continue dialogue with both the Hawiye 
leadership council and the sub-clans. \"| have been meeting 
daily with the Ayr,\" he said. 

-- He specifically stated that the Congress can and should 
discuss political issues, including power-sharing (but 
without changing the Transitional Federal Charter), and the 
preparations for the 2009 transition. 

-- Yusuf said he strongly supports the independence of Ali 
Mahdi and his reconciliation committee. He said that, 
contrary to speculation, PM Gedi also supports their 
independence. 

-- He reiterated that any Somali leader who renounces 
violence can participate in the Congress. 


5. (C) The Ambassador suggested that it would be helpful 
for Yusuf to send a written message to the Contact Group 
laying out these points. Yusuf said that he would do so. 
We are following up with his staff. 

RANNEBERGER 
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E.O. 12958: DECL: 06/05/2017 
TAGS: PREL, ECON, PTER, VE, IR, KS 
SUBJECT: ROKG ON VENEZUELA-IRAN RELATIONSHIP 


REF: A. STATE 61378 
B. 06 SEOUL 2851 


Classified By: POL M/C Joseph Y. Yun. Reasons 1.4 (b/d) 


(S) In response to ref A demarche, Ministry of Foreign 

Affairs and Trade Director of the South America Division Lee 
In-ho said that his government had little prior information 

about the Venezuela-lran connection, but that he understood 
USG concerns about nuclear, weapons, and economic cooperation 
and the potential for terrorists to use Venezuelan travel 
documents. He noted that Venezuelan President Hugo Chavez 
had considered a trip to South and North Korea in 2006 (ref 

B), but said that he was not aware of any current official 
Venezuelan travel plans. He said that Venezuela\'s Embassy in 
Seoul now had only one administrative staffer, but the 

Embassy was expecting a new ambassador later this year. The 
Korean Embassy in Caracas was mostly looking out for Korean 
businesspeople, resulting in little communication with the 
Venezualan government. Lee added that Venezuela had 
expressed interest in purchasing some ROK military equipment, 
such as jeeps, and that MOFAT was consulting with the 
Ministry of Defense on this issue. He agreed to take into 
account the demarche points as this military sale is 

considered. 

VERSHBOW 
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E.O. 12958: DECL: 06/04/2017 
TAGS: EAID, JA, MARR, PREL, PRM, TPHY, AOR 


SUBJECT: THE US-JAPAN-AUSTRALIA CIVIL-MILITARY DISASTER 
ASSISTANCE WORKSHOPS ATTAIN THEIR OBJECTIVES--CAN WE PUSH 
FOR MORE? 


Classified By: Ambassador J.Thomas Schieffer for reasons 1.4 (b) and (d 
) 


1. (SBU) Summary. The U.S. Agency for International 
Development and the U.S. Embassy/Tokyo co-hosted with the 
Japan Institute of International Affairs (JIIA) the third 
U.S.-Japan-Australia Civil-Military Disaster Assistance 
Workshop on May 30-31, 2007. The first day of the workshop 
focused on transition or end-state of disaster assistance, 

¡.e., departing the disaster site transferring assistance and 
responsibilities to the host nation, local authorities and 

NGOs. The second day of the workshop reviewed the previous 
workshops which had focused on predeployment planning, and on 
deployment on-the-ground execution. Through the review, the 
participants summarized the lessons learned throughout the 
three phases of humanitarian assistance/disaster relief 
(HA/DR). Two significant, new participants were involved in 
this workshop: (1) the &new8 Japanese Ministry of Defense 
(the Japan Defense Agency became a ministry on 9 January 
2007) with its Self-Defense Forces including its newly formed 
Central Readiness Force, and (2) both Australia Defense and 
Australian Agency for International Development. All 
participants reported that the objectives of increased mutual 
respect, knowledge, and understanding of both civilian and 
military actors in HA/DR, and the encouragement of the 
continuous dialogue among U.S., Japanese and Australian 
civilian and military officers had been attained. The goal 

of enhancing joint responses to disasters within the Asian 
Pacific Theater will result from these workshops. The 
question of whether we expand these workshops to include 
\"complex disasters\" in addition to responding to &natural 
disasters8 remains unanswered. However, many participants 
and their agencies are eager to move in this direction. End 
summary. 


Background 
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2.(C) The Japanese media and public have been highly 
supportive of Japan,s Self Defense Forces engagement, 
assisting overseas disasters. USAID and the U.S. Embassy has 
used this opportunity not only to increase the knowledge and 
understanding between US-Japan bilateral HA/DR, but to 
encourage the Japan Ministry of Defense/Self Defense Forces, 
the Ministry of Foreign Affairs, the Japan International 
Cooperation Agency, and the Japanese NGOs to assume more 
active roles in disaster assistance as well as in 

peacekeeping operations and in responding to conflicts. 


3. (C) Within the US Embassy, STATE, DAO, and AID have been 
working with Japanese officials towards a common 

understanding of the security environment in the Asia-Pacific 

and of global threats (See U.S. Embassy/Tokyo 2008 Mission 
Performance Plan,s Regional Stability Strategic Goal). 

STATE, DAO, and AID have agreed to strengthen the U.S.-Japan 
alliance relationship to meet new and evolving security 
challenges, and \"to seek greater Japanese support for and 
participation in UN PKO and international humanitarian 
assistance activities.\" 


5.(U) In July 2006, USAID and the Japan Institute for 
International Affairs (JIIA), the Ministry of Foreign 

Affair,s think-tank, held its first US-Japan Civil-Military 

Disaster Assistance Workshop focusing on predeployment. The 
highly successful workshop evaluated by the 78 participants 

led to increased dialogue among the U.S. and Japanese 

military and civilian officials. This was clearly 

demonstrated in the field during the HA/DR response in 

Central Java, where U.S. and Japanese medical relief teams 
worked together. Another significant result of the first 

workshop is the increased communication among the Japanese 
agencies where inter- and intra-communications are often very 
stove-piped. Since the first workshop, the MOD/Self Defense 
Forces, the Japan International Cooperation Agency, and the 
NGO consortia, Japan Platform, began holding monthly meetings 
to discuss Japan,s HA/DR planning and response. 


6.(U) On December 13-14, 2006, USAID and JIIA, with the 
support of the US Embassy Public Affairs and the Tokyo 


American Center, and the Defense Attach held the second of 
three US-Japan Civil-Military Disaster Assistance Workshops. 
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This second workshop focused on on-the-ground execution, 
tools and resources, establishing key contacts. 


7. (U) On May 30-31, 2007, USAID and JIIA co-hosted, with 
the support of the U.S. Embassy Public Affairs and the Tokyo 
American Center and the Defense Attach the third workshop, 
focusing on transition or end-state. The participants also 
reviewed the three phases of HA/DR from predeployment 
planning through execution and transition. 


8.(U) The U.S. participants represented officers from the 

U.S. Pacific Command; U.S. Seventh Fleet; the Navy Maritime 
Civil Affairs Group (MCAG) Little Creek, VA; III Marine 
Expeditionary Forces (IIIMEF); Pacific Air Forces (PACAF); 
U.S. Forces Japan (USFJ); the USAID/DCHA Office of Foreign 
Disaster Assistance (OFDA)-Washington and Bangkok; and US 
Embassy/Tokyo (Defense Attach, Political/Military, Public 
Affairs and Tokyo American Center, and USAID.) 
Representatives from the International Medical Corps (Santa 
Monica, CA) also participated. The Japanese participants 
included the Ministry of Defense (MOD) civilians, the MOD 
Joint Staff Office (JSO), Japanese Air Self Defense Force 
(JASDF), Japanese Ground Self Defense Force (JGSDF), Japanese 
Maritime Self Defense Force (JMSDF), and the Japanese Central 
Readiness Force. Senior officials from the Ministry of 

Foreign Affairs (MOFA), the Cabinet Office, and the Japan 
International Cooperation Agency participated. Also 
participating were officials of the Japan Institute of 

International Affairs and NGO representatives of the NGO 
consortia-Japan Platform, Peace Winds-Japan and the Japan 
Association for Aid and Relief (AAR). 


9. (U) The Chief of the Civil-Military Coordination 

Section of the UN Office for the Coordination of Humanitarian 
Affairs (UNOCHA)-Geneva and the Senior Regional Program 
Advisor of the World Food Program (WFP)-Bangkok participated. 
Japan WFP representatives also participated. The 

International Organization for Migration (IOM) also had a 
representative. 


10. (U) In order to strengthen the US-Japan-Australia 
Trilateral Strategic Dialogue, USAID invited Australian 

senior military officers from the Australian Defense Force 
Warfare Centre and from the Australian Agency for 
International Development (AusAID). In responding to natural 
disasters in the Asia-Pacific, Australia is a key partner to 

the U.S.-Japan Civil-Military HA/DR response. 
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11. (U) In addition to the above participants from the U.S., 

Japan and Australia, and in addition to the key U.N. 

organization representatives, USAID invited Dr. Pujiono of 
Indonesia. Dr. Pujiono, who has worked from UNOCHA and UNDP, 
represented the &host nation8 providing the critical 

perspective of the nation in crisis, asking and receiving 

assistance, setting the parameters and timelines of HA/DR. 

Dr. Pujiono presently is working with the Indonesian 

Government to prepare its Disaster Assistance Plans and 
Guidelines. 


12. (U) Presentations and discussions focused on the U.S., 
Japanese, and Australian military and civilian, and U.N. 

HA/DR frameworks and operations. HA/DR case studies of the 
Pakistan earthquake, Central Java earthquake, Indian Ocean 
tsunami, Solomon Islands tsunami, Leyte mudslide were 
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actively discussed. Key to assistance planning, execution 
and transition were the discussions and presentations by the 
NGOs, host nation, and the U.N. agencies. Representatives 
from USAID,s Office of U.S. Foreign Disaster Assistance 
(OFDA) facilitated interactive exercises in planning, 
execution and in reaching the end-state while remaining 
flexible. Throughout the workshop, Japanese, American, and 
Australian and U.N. participants prepared and discussed 
response options, exploring ideas for US-Japan-Australian 
cooperation. The participants reported high satisfaction 


with all three workshops, with the culminating third workshop 
being excellently presented. The participants also reported 
that the dialogue within as well as among the national groups 
continues to be pivotal to building trust and confidence and 
to increasing the \"intra-\" and inter-\" dialogue and reducing 
the stove-piping. Key to workshop success has been the 
opportunity to discuss informally with others, whether from 
one,s immediate office or from another nation, whether 
civilian or military. 


13. (U) The Third Workshop closed with an address by MOD JSO 
J3 Lieutenant General Koji Shimohira who announced that as a 
result of these workshops the MODA would hold a table top 
exercise in December 2007 and a command post exercise in 2008 
on humanitarian assistance/disaster relief. 
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14. (U) Ambassador Schieffer hosted a reception for the 
participants plus the invited senior members and officials 
from the Diet, the Ministry of Defense, the Ministry of 
Foreign Affairs, the Cabinet, and the NGO and academic 
communities. All participants and other invited guests had 
the opportunity to discuss informally how the U.S., Japan, 
and Australia, civilians and military, could partner in 
responding to disasters. 


15. (U) Afterthese US-Japan-Australian civil-military 
workshops, U.S., Japanese, Australian and U.N. participants 
are even more enthusiastic--eager to build further respect, 
knowledge and understanding within and among each other. 
This respect, knowledge and understanding, followed by a 
continuous dialogue, will enhance US-Japan-Australian HA/DR 
operations in the Asian and Pacific Theater. USAID/Tokyo is 
continue to actively engage the various Japanese, U.S. and 
Australian entities represented at the Workshop, to 
continually improving the contact lists in the case of future 
disasters abroad or in Japan. 


16. (C) All participants encouraged the continuation of the 
US-Japan-Australia civil-military disaster assistance 
workshop every six to nine months. Many of the participants 
have expressed that the civil-military dialogue should be 
expanded to include &complex disasters8, or man-made 
disasters such as Darfur, Timor Leste, and Afghanistan. 
Other participants, although fewer, have expressed that the 
dialogue should continue its HA/DR focus on natural 
disasters. Each participating country handles differently 
natural and man-made disasters, within its ministries and 
departments. We do envision that with more confident and 
competent joint HA/DR operations, and with continuous 
dialogue, the U.S., Japan, and Australia will be working 
together in peacekeeping and conflict areas. 

SCHIEFFER 
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RELEASABLE TO NATO/ISAF 


E.O. 12958: DECL: 06/05/2017 

TAGS: EAID, KDEM, PGOV, PREL, AF 

SUBJECT: PRT GARDEZ: ASSESSMENT TEAM SUPPORTS NEW CZECH PRT 
FOR LOGAR PROVINCE 


Classified By: A/PolCouns Martin Murphy for reasons 1.4 (B) and (D). 


SUMMARY 


1. (C/REL) The Czech Republic is considering establishing a 
new PRT in Logar Province. During a May visit to US-led PRT 
Gardez, which currently has responsibility for Logar, a Czech 
assessment team indicated it planned to give a favorable 
recommendation to the Czech government and to ISAF HQ for 
establishing a new Czech PRT in Puli Alam, Logar. The team 
envisions a 120-person PRT contingent that would include a 
60-troop force protection element. With a permanent 
Coalition combat FOB already present in Logar, the Czech team 
believes it matches their limited resources. The team will 
push for quick Czech government approval in the hopes that 
the PRT would be fully operational for 2008. END SUMMARY. 


CZECH PRT ASSESSMENT TEAM VISITS 


2. (SBU) An assessment team from the Czech Republic spent 
five days at PRT Gardez exploring the feasibility of 

establishing a Czech-led PRT in Logar Province, currently 
covered by PRT Gardez. A Czech Army colonel headed the team 
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which included representatives from the Czech ministries of 
Defense and Foreign Affairs. The team viewed operations in 
and around the Gardez PRT FOB and spent several days 
accompanying a PRT convoy in Logar. They met local 
officials, observed PRT development project implementation, 
and participated in shuras with tribal elders in three 

districts. The Czech contingent was housed at the Puli Alam 
FOB of the Gardez mobile unit. 


POSITIVE FINDINGS 


3. (SBU) The Czech team indicated it was favorably impressed 
with the possibilities that Logar held for establishing a 

Czech PRT. They alluded to the welcoming attitude of local 
officials, notably Governor Hashimi, Logar\'s relative 

prosperity and development potential -- including a large 
number of NGO\'s, its proximity to Kabul, and natural 
resources -- and the presence of a permanent coalition combat 
unit in Puli Alam as features that met their criteria for a 

Czech PRT. The team indicated that limited resources made it 
highly desirable to be co-located with an existing coalition 
combat base. The team indicated that the Czech government 
had discussed with ISAF HQ prior to the visit its interest in 
leading a PRT and had selected Logar as the most likely 
venue. All team leaders were enthusiastic about creating a 
PRT in Logar and asserted that they planned to move 
expeditiously to make a positive recommendation to the Czech 
government. 


DETAILED PLAN 


4. (SBU) The Czech team was eager to gain Prague\'s approval 
in part to take advantage of an anticipated expansion of the 
coalition FOB in Puli Alam, currently attached to the Gardez 
FOB. A new FOB is being constructed to house a U.S. 
battalion-sized unit that would be responsible for Logar, 

leaving the Gardez FOB to operate in Paktia only. The Czechs 
would like to either reserve space in the new FOB facility 
scheduled to open in July/August 2007 or to take over the 
existing FOB in downtown Puli Alam. Team leaders hoped that 
their government would make a positive decision within the 
next two weeks. 


5. (C/REL) The new Czech PRT would have a larger contingent 
and superior equipment to the current Gardez PRT that has 
responsibility for both Paktia and Logar. The Czechs 
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envision a 120-person PRT group, compared to 95 USG personnel 
now in Gardez. The Czech PRT would include 60-force 
protection troops; two 30-man platoons, one for static 

perimeter defense and the other for mobile force protection. 

The Czech team indicated the PRT would be equipped with 30-40 
state-of-the-art vehicles and possibly 6 helicopters based in 

Kabul with medium airlift capabilities (a Czech aviation 
maintenance group is currently operating at Kabul airport.) 

The remainder of the PRT would have a heavier civilian 
component than most U.S. counterparts in Afghanistan, 

including civilian control of the civil affairs component. 

The Czech PRT would focus on development projects currently 
emphasized in the Logar Provincial Development Plan, 

including upgrading key secondary roads to Azra and Kharwar. 
They anticipate spending $30)90 million for development 
projects. 


EARLY APPROVAL SOUGHT 


6. (SBU) The Czech team would like to gain quick government 
approval for the Logar PRT in time to begin moving in an 
advance team of engineers this summer and then the full 
compliment next February. In this way, the PRT would be in 
place for full scale operations in 2008. The Gardez PRT 
offered support for the team\'s proposal to the Czech 
government. 


ISAF PRIORITIES 


7. (C/REL) ISAF\'s priority provinces for establishment of 

new PRTs remain Nimroz and Daykundi, with each presenting 
certain drawbacks to potential newcomers. Would-be 
contributors tend to prefer either the North (perceived as 
more stable) or the East (for an association with the robust 
U.S. presence in that region, which they tend to see as a 
reassuring, in extremis rescue resource). Both provinces 
present logistical challenges that most potential 

contributors find difficult to overcome. High summer 
temperatures and occasional dust storms impact Nimroz, while 
altitude, terrain and lack of roads would affect a PRT in 
Daykundi, probably Afghanistan\'s least developed province. 
Few potential contributors have rotary wing assets capable of 
operating in these environments. 


COMMENT 


8. (SBU) A Czech PRT in Logar would intensify development and 
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reconstruction support, complement the planned expansion of 
permanently based coalition combat strength to the area, and 
placate persistent requests from Logar for an independent 
PRT. While the Gardez PRT has a full range of development 
and reconstruction projects in Logar, a high mountain range 
separates the PRT in Paktia from Logar, slowing transit and 
impairing PRT access during the winter. A separate PRT in 
this strategic area on Kabul\'s doorstep would provide an 
important and significant contribution to improving security. 
END COMMENT. 

WOOD 
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Classified By: A/PolCouns Martin Murphy for reasons 1.4 (b) & (d) 


1. (C) SUMMARY: Last winter, the eight-year drought in 
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Badghis ended with torrential rains, which caused major 
flooding throughout the province. On two occasions, the 
flooding prompted provincial authorities to request 
humanitarian assistance (HA) from NGOs and donor countries. 
The heavy rains, coupled with poor road networks, made HA 
delivery extremely difficult and verification nearly 

impossible. Improving weather has enabled PRToff to evaluate 
HA delivery in Murghab, one of the more contentious and 
important districts. During the evaluation it became 

apparent that the current provincial administration lacks the 
capacity and integrity necessary to effectively manage HA 
operations. In the district of Murghab, the HA effort led to 
large-scale robbery by Murghab Provincial Administrator Haji 
Seifoldin Homedi, who was in charge of HA distribution. 

Based on visits PRToff made to several towns in Murghab 
district which Seifoldin claimed had received HA, it has 

become clear that less than 20 percent of the 30 tons of HA 
provided during the second round of flood relief reached the 
intended recipients. Seifoldin was clearly the one who 

diverted the bulk of the HA, but it is widely believed that 

he did so with the knowledge of Governor Mohammed Nasim. 
Pablo Yuste, the Country Director of the Spanish Development 
Agency, recommends that future HA projects not be undertaken 
unless UNAMA agrees to provide local staff to personally 
monitor HA delivery. The wholesale robbery of HA destined 

for flood victims by one of Nasim\'s confidants is another 
reason why Nasim should be removed from office. END SUMMARY 


2. (SBU) Heavy rains near the end of March caused heavy 
flooding and wide calls for assistance. Initial reports 
provided by provincial authorities said that over 7,000 
families had been made destitute by the flooding. The 
reports claimed damage to infrastructure and livestock beyond 
all credible belief. On March 28, during a meeting of the 
disaster response committee Governor Mohammed Nasim supported 
the reports provided by the teams that had \"evaluated\" the 
affected areas, including reports that 300 shops had been 
destroyed in a town of around 500 families. The Governor 
claimed that the village in question had a \"strong tradition 
as traders\" and would need a great deal of assistance to 
recover from the disaster. Participants at the meeting 
representing donor nations, led by UNAMA and the PRT, 
questioned the claimed number of victims. By focusing on 
those families \"most affected,\" the group eventually arrived 
at the number of 900 families province-wide who required 
immediate HA. It was agreed that 550 families in Murghab 
district and 50 families in each of the remaining six 

districts would receive HA consisting of 50 kilos of wheat, 5 
kilos of cooking oil, salt, and various non-food items. 


3. (SBU) The HA was distributed in each district by a team 
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headed by the district governor with NGO representatives 
included to verify that the aid was properly delivered. In 

the case of Murghab district, the NGO representative was a 
locally-hired member of the Red Cross/Red Crescent Society 
(RCRC). The bulk of the HA was provided by the Spanish 
Development Agency (AECI) via the World Food Program (WFP). 
WFP trucks delivered the bulk of the aid to the Murghab 
district center in early April, with one truck arriving as 

late as April 13. All indications are that all the HA 

arrived in Murghab and was consigned to the team headed by 
the district administrator Haji Seifoldin Homedi. 


4.(C) PRToff traveled to Murghab as part of a large 

presence patrol April 15-20. With the Spanish CIMIC 
commander, Captain Juan Menendez, PRToff dedicated several 
days to evaluating HA delivery in the district. In spite of 

a great deal of anecdotal evidence of impropriety during the 
much larger first flood relief operation, it was decided to 

focus on the more recent and smaller HA operation because the 
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team had better data on how much HA was actually delivered to 
the district. On April 16, PRToff and CIMIC commander met 
with Seifoldin, who characterized both HA operations as very 
beneficial for local residents. Regarding the second 

operation he claimed that he was still waiting for one truck, 

but that the majority of HA had already been distributed to 

the intended recipients. (NOTE: On April 17 the RCRC 
representative informed PRToff that the last truck had 

arrived April 13 and that the HA operation had been 

concluded. END NOTE.) Seifoldin provided a list of villages 
that had received assistance, including how many families in 
each village had received HA. Over the next three days, 
PRToff and CIMIC commander visited the villages of Joy Ganll, 
Goncha Ghul, Barakzai, Akazai, and Joy Khwaja, meeting with 
local elders and flood victims. All five villages had 

suffered flood damage and all were included as HA recipients 
on the list provided by Seifoldin. 


5. (C) Elders in the villages Joy Ganll, Goncha Ghul, 
Barakzai, and Joy Khwaja reported that their villages were 
not evaluated by GOA officials after the most recent flooding 
and that they had received no HA assistance. Barakzai 
village elder Abdul Jaled stated that Seifoldin sold the HA 

in the district center\'s bazaar and sent part of the funds to 
Nasim. Most elders echoed claims that the HA was sold by 
Seifoldin or given by him to his associates. Two elders also 
stated that the RCRC representative was involved in the 
selling of HA. 
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6. (C) Elder Haji Shiaolak stated that 11 families in the 
village of Akazai had received HA, and upon request produced 
two of the recipients. Each recipient stated that he had 
received a 50 kilogram bag of wheat, 5 liters of oil anda 
blanket, which they used to sustain their families of 11 and 
13 respectively for a period of about two weeks. (NOTE: 
According to the list provided by Seifoldin, 22 families in 
Akazai received HA, indicating that even in the rare 
instances that HA was delivered a large amount of it was 
diverted. END NOTE.) Shiaolak also stated that he had seen 
Afghan National Police (ANP) officers loading food and 
non-food items into police vehicles destined for Qal e Now. 


7.(C) On May 14, Mullah Badr, one of the most influential 
Mullahs in Murghab district, opined that HA did reach some of 
the intended recipients but admitted that there was theft and 
misappropriation in the distribution process. He added that 
Seifoldin was the main source of corruption in the district 

and was deeply involved in diverting resources sent to help 
the people of the district, especially HA. 


8. (SBU) Due to time and movement constraints, only those 
villages closest to the district center were visited and 

several locals informed members of the PRT that villages in 
the more remote valleys of Murichang and Panerak did in fact 
receive HA. Of course the Murichang and Panerak valleys are 
among the most remote areas of the district and home to a 
large percentage of the district\'s poppy fields. Locals 

claim Seifoldin directed HA to those valleys to increase his 
influence in some of the most highly profitable poppy areas 
over which he has limited control. While PRToff cannot 
confirm these rumors, they track with what has been learned 
about Seifoldin\'s involvement in poppy growth in the district 
(reftel). 


9.(C) Yuste agrees with PRToff that any future HA programs 
should only be contemplated if UNAMA provides locally hired 
staff to monitor the distribution of the aid to the intended 
recipients. This issue has been discussed with local UNAMA 
representatives and they agree that the provincial leadership 
and local members of some NGOs, including RCRC, lack the 
capacity and integrity to be entrusted with future HA 
programs. Local leadership has made great strides in 
disaster evaluation and the logistical challenges involved in 
relief efforts, but they simply can not be relied on to 

actually deliver the assistance. 
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10. (SBU) PRToff and CIMIC commander visited five of the 13 
villages that supposedly received HA, and in only one did we 
encounter people who had actually received assistance. Based 
upon the interviews conducted PRToff agrees with the opinion 
expressed by many Murghab elders that something less then 20 
percent of the HA sent to the district for the second flood 
actually reached the intended recipients. Anecdotal evidence 
suggests that a great deal of the much larger HA response to 
the first flood was also diverted by Seifoldin, but the 

evidence is not as clear as with the second HA effort. 


11. (C) Itis clear that Seifoldin diverted HA assistance 
destined for flood victims, and as with the equally clear 
evidence of his profiting from poppy cultivation (reftel) it 
seems certain that Governor Nasim directly profits from 
Seifoldin actions. Good governance, counter narcotic 
operations, development, and even basic humanitarian 
assistance will not be effective in this important district 

until Seifoldin is replaced, which appears unlikely unless 
Nasim himself is removed. Nasim illegally appointed his 
relative Seifoldin as Murghab administrator and has resisted 
court orders and requests from the Interior Ministry to 
replace him. Until Nasim and Seifoldin are replaced all 
efforts in the area of humanitarian assistance meant to gain 
the support of the local populace will more likely serve to 
underline local corruption and further erode local support 
for the GOA. 
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FOR DEPT AND AF/C 

E.O. 12958: N/A 

TAGS: EAID, EINV, EFIN, BY 

SUBJECT: ADF IDENTIFIES POTENTIAL PROJECTS IN BURUNDI 


REF: BUJUMBURA 409 


1. SUMMARY: During a May 20-27 visit to Burundi, African 
Development Foundation (ADF) representatives identified promising 
sectors for future support and attended Burundi\'s Donor Round Table. 
ADF gauged the climate for economic development for small and 
medium sized enterprises and surveyed current market opportunities, 
focusing on coffee, juice and fruit production, and microfinance. 

Local businesses cited the need for affordable credit in order to 
expand their operations. ADF also explored staffing and security 
issues with a view towards opening an office in Burundi at the 
beginning of fiscal year 2008. ADF met with the Burundian Second 
Vice President\'s office to further discuss the requisite 
ADF-Government of Burundi (GOB) Memorandum of Understanding (MOU). 
While the document is still unsigned, the GOB expressed strong 
support for ADF\'s assistance in Burundi. END SUMMARY 


2. US African Development Foundation Regional Coordinator Christine 
Fowles arrived in Bujumbura on May 20 and was joined by ADF\'s Trade 
and Investment Advisor Don Welty on May 23. Ms. Fowles and Mr. 
Welty met with local and international NGOs, government officials, 
businesspeople, and industry representatives. In discussions with 

all partners, ADF stressed the importance of working directly with 
grassroots, African owned organizations that have a direct effect on 
every aspect of the supply chain, especially rural producers. The 
private sector opportunities are somewhat limited at this point 

given enterprise ownership that is often not entirely Burundian. 
On-going reforms in the coffee sector also will take place in the 

coming months and serve to better guide USADF\'s intervention 
strategy. In discussions with local NGOs, ADF\'s interlocutors 
responded favorably to ADF financing proposals and provided further 
contacts for consultation. According to many of these 

organizations, the most prominent need for small and medium sized 
enterprises is capacity building. 


3. ADF met with several business people in the coffee, fruit, 

cheese, livestock, and banking sectors. The microfinance sector 
presents a possibility for ADF financing. While ADF usually focuses 
on agro-processing and value-added programs that have the strongest 
potential for profitability, socio-economic impact and 

replicability, micro financing is an avenue that quickly and 

efficiently affects large numbers of individuals. ADF expressed 
interest in working with those credit programs focusing on women and 
small farmers in the coffee and tea sectors, and especially with 
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credit institutions having already received their accreditation as 

MFIs from the Central Bank of Burundi. In meetings with the Burundi 
Enterprise Network (BEN), ADF learned that the three major obstacles 
to growth in Burundi are the high taxes on imported items, the 
expensive and inconsistent energy supply (all electricity is 

produced hydroelectrically), and the usurious levels of interest on 
credit (18% - 21%) provided by local banks. The BEN sees ADF\'s no 
interest loans as a great resource for its members. Many 
organizations also highlighted the endemic corruption in Burundi and 
its crippling effect on business development, among other things. 
Other businesspeople stressed the importance of coffee to the 
Burundian economy and its people. Estimates put the coffee sector 
as supporting as many as 800,000 farmers. ADF also explored other 
opportunities to reach small producer associations through the 
Catholic Church development network. 


4. In arguably ADF\'s most successful consultation, the local juice 
maker Fruito provided a tour of its factory. In subsequent 
exchanges, ADF and Fruito identified several impediments to further 
growth of the company - structural, logistical, and financial. None 

of these constraints are substantial and should not inhibit further 
development provided they are addressed by Fruito. Improving the 
supply chain and working with farmers to increase and sell their 

fruit to an assured market has exciting potential and likely 
significant socio-economic impact. 


5. Ms. Fowles and Mr. Welty also met with the Second Vice President 
of Burundi, Mr. Gabriel Ntisezerana, and his staff to discuss the 
details of the MOU that outlines the terms of an ADF and Government 
of Burundi partnership. Members of the Second Vice President\'s 
staff stressed that they are committed to the ADF proposal, but 

added that as yet Burundi\'s legal experts have not fully vetted the 
document. Thus, the GOB could not discuss the proposed MOU 
substantively. ADF also participated in the US delegation to the 
GOB\'s Roundtable for International Donors (reftel). 


6. ADF also identified possible future points of contacts to 
represent them in advance of establishing a permanent presence in 
Burundi. Ms. Fowles asked several NGOs to expand on their 
experiences in hiring local staff, the challenges of obtaining an 
office, and security concerns for a locally-staffed ADF office and 

its employees. 
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E.O. 12958: N/A 
TAGS: EINV, EFIN, ECON, PINR, TW 
SUBJECT: Taiwan Lifts Ban on New Bank Branches 


SUMMARY 


1. In May, Taiwan lifted a six-year ban on new bank branches. 
Regulators imposed the ban in order to encourage bank consolidation. 
The new policy permits banks to open new branches, but only if they 
meet strict requirements. Most banks will still need to rely on 

merger and acquisition (M&A) to expand. END SUMMARY. 


Ban on New Branches Lifted 


2. On May 11, the Financial Supervisory Commission (FSC) lifted a 
ban on new bank branches that had been imposed in 2001. The ban was 
designed to encourage banks to acquire insolvent banks and with it 
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their branches to expand their business. Under the ban, Taiwan 
auctioned off four insolvent banks placed in receivership, including 
three in 2004 and one in May 2007. 


Strict Requirements 


3. In place of the ban, FSC has now set stiff requirements for a 

bank to establish a new branch: a minimum capital adequacy ratio of 
10%, a maximum non-performing loan (NPL) ratio of 2%, a minimum bad 
debt/reserve ratio of 50%, and a minimum 5% return on net worth over 
the past three years. Eligible banks may not have losses or 

regulatory violations over the past year, or any cumulative losses 

at the end of the previous year. 


4. In addition, FSC will give priority to banks which have assisted 
resolution of insolvent financial institutions in the past and have 
a record of lending to small and medium enterprises. 


Small Quota 


5. The FSC has also set an annual quota of ten new branches for the 
entire banking community. An eligible bank may set up two branches 
in a year, and the number may increase to three if the new branches 
will be located in rural areas, or if the bank has assisted 

regulators to resolve problem financial institutions in the past. 


Limited Number of Eligible Banks 


6. Only 11 of the 41 Taiwan banks currently meet the FSC 
requirements. All 11 eligible banks submitted new branch 
applications to the FSC during May this year. The eleven banks and 
their ranking based on net worth follow: 

--Bank of Taiwan (1) 

--Mega International Commercial Bank (3) 

--Land Bank of Taiwan (4) 

--Taiwan Cooperative Bank (5) 

--First Commercial Bank (6) 

--Cathay United Bank (9) 

--Taipei Fubon Commercial Bank (10) 

--Shanghai Commercial Savings Bank (13) 

--E. Sun Commercial Bank (14) 

--Industrial Bank of Taiwan (17) 

--Export-Import Bank of ROC (21) 


Comment 


7. The strict requirements and small quota on new branches will not 
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satisfy the expansion desire of large banks. M&A will still be the 
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main way for banks to expand. 
YOUNG 
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1. This cable summarizes selected May 2007 economic events in 
Taiwan: 


--Economic Growth 

--Economic Prospects 

--High-speed Rail Impact 

--Taiwan and Japan Amend Aviation Agreement 
--New Cross-Strait Operations 

--Free Trade Agreement (FTA) 

--Ban on Bank Branches Lifted 

--Greenhouse Gas Legislation 


Taiwan Raises Economic Growth Rates 


2. Unexpectedly good trade performance in the first four months has 
offset the adverse effects of the still pending 2007 central budget 
causing Taiwan\'s Directorate General of Budget, Accounting and 
Statistics (DGBAS) to raise its estimate of real Q1 GDP growth to 
4.15%. The manufacturing sector reported growth accelerated from 
0.5% in Q4 of 2006 to 1.1% in Q1 and 3.1% in April of 2007. Higher 
real estate and stock prices have contributed to a \"wealth effect\" 
and faster growth in retail sales and private consumption. 

Inflation is below one percent, and the unemployment rate of 3.8% is 
the lowest over the past six years. 


Bright Economic Prospects 


3. The DGBAS expects regional trade will sustain growth of Taiwan\'s 
exports throughout 2007, despite signs of economic slowdown in the 
United States. (East Asia currently absorbs about 65% of Taiwan\'s 
total exports.) According to a Taiwan Institute of Economic 

Research (TIER) survey in May, half of manufacturing firms 

anticipate better performance in the next six months, while only 14% 
predict worse performance. Resolution of card debt problems and a 
decline in unemployment will drive up private consumption growth in 
2007 to 3.0% from 1.5% in 2006, according to DGBAS. The DGBAS 
expects Taiwan\'s real GDP growth will accelerate to 4.7% in Q4. 


Impact of High-speed Rail 


4. Taiwan\'s high-speed rail, which began operation in January, has 
cut travel time between major cities in Taiwan, drawn Taiwan\'s four 
science industrial parks closer, and stimulated development of 
tourism by permitting one-day trips. However, the high-speed rail 
has hunted the existing transportation businesses. Revenue of 
Taipei-Kaohsiung passenger buses have declined by one-third. The 
Taiwan Railway Administration reported a 5.6% decline in its 
non-high-speed service revenue in March. Airlines companies have 
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suspended all flights between Taipei and Taichung and have reduced 
fares and flights between Taipei and Kaohsiung. 


Taiwan and Japan Amend Aviation Agreement 


5. On May 21, 2007, Taiwan\'s Civil Aeronautics Administration (CAA) 
confirmed that Taiwan and Japan amended their bilateral aviation 
agreement in mid-March. According to the amendment, Japan will 
open charter flights to all Taiwan air carriers, and Taiwan will 

allow Japan\'s Nippon Cargo Airlines to enter Taiwan\'s air cargo 
market. Japan insisted that Taiwan open its air cargo market in 
exchange for lifting restrictions on charter flights. Taiwan agreed 
because of strong need among Taiwan\'s smaller carriers to alleviate 
the impact from Taiwan\'s high-speed rail. Taiwan\'s larger carriers, 
China Airlines and EVA, opposed the amendment. 


TAIPEI 00001257 002 OF 002 


New Cross-Strait Operations 


6. A Taiwan ship named the Chuan Fu Lun became the first vessel to 
sail directly from PRC-controlled Fuzhou to Taiwan-controlled Penghu 
via the expanded \"mini-links.\" It arrived in Penghu with 1,600 tons 
of gravel on May 14, 2007. Previously, the mini-links connected the 
Taiwan-controlled islands of Kinmen and Matsu, which lie just off 

the coast of China, with the ports of Xiamen and Fuzhou in Fujian 
Province. In March, Taiwan approved the expansion of the mini-links 
to include the Penghu Islands, which are much closer to Taiwan. 
Starting on April 1, 2007, Penghu residents are permitted to travel 

to China using the existing ferry service from Kinmen. Although 
cargo ships are permitted to sail directly to and from Penghu, 
passenger ships are allowed only on a case-by-case basis and then 
only with a stop in Kinmen. 


Free Trade Agreement (FTA) 


7. Taiwan signed a multi-lateral FTA with El Salvador and Honduras 
on May 7. Taiwan already has signed bilateral FTAs with Panama, 
Guatemala and Nicaragua. 


Ban on Bank Branches Lifted 


8. On May 11, the Financial Supervisory Commission (FSC) lifted a 
six-year ban on the establishment of branches by banks. Banks 
meeting FSC criteria will be permitted to establish up to three new 
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branches a year. The criteria include a minimum capital adequacy 
ratio of 10%, a maximum non-performing loan (NPL) ratio of 2%, a 
minimum bad debt/reserve ratio of 50%, and a minimum 5% return on 
net worth over the past three years. Few Taiwan banks meet these 
criteria. 


Greenhouse Gas Reduction Legislation 


9. On May 7, the Legislative Yuan (LY) Environmental Protection 
Committee completed its first reading of the proposed Greenhouse Gas 
Emission Reduction Law. The bill seeks to keep annual greenhouse 
gas emissions during 2025-2030 at the 2005 level. The Chen 
Administration opposes the bill which will prevent Taiwan from 
implementing major industrial projects, including a large steel mill 
planned by Formosa Plastic Group and a naphtha cracker project 
proposed by the state-owned CPC (Taiwan). 


YOUNG 


110868 

OO RUEHWEB 

DE RUEHBU #1090/01 1560913 

ZNR UUUUU ZZH 

O 050913Z JUN 07 

FM AMEMBASSY BUENOS AIRES 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 8322 

INFO RHMFISS/CDR USSOCOM MACDILL AFB FL//SCJ2// 
RULGPUA/USCOMSOLANT 


SIPDIS 


STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, 
WHA/EPSC 
CDR USSOCOM FOR J-2 IAD/LAMA 


SIPDIS 

E.O. 12958: N/A 

TAGS: KPAO, OPRC, KMDR, PREL, MEDIA REACTION 

SUBJECT: MEDIA REACTION; RCTV; G8 SUMMIT; 06/04/07 

1. SUMMARY STATEMENT 

Weekend international opinion pieces are mostly related to the 
implications of the revocation of RCTV\'s license in Venezuela; and 

the upcoming G8 Summit with the major topics of disagreement between 


the US and Russia. 


2. OPINION PIECES AND EDITORIALS 
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- "Venezuela - Chavez\'s black and white TV\" 


Leading \"Clarin\" carries an op-ed piece by its international analyst 

Oscar Raul Cardoso, who penned (06/02) \"When one watches Telesur, it 
is impossible not to think VI wish Hugo Chavez had not eliminated 

RCTV to replace it with Telesur-styled TV.\' 


Y... Obviously enough, RCTV used to be in complicity with conspirers 
against democracy trying to place businessman Pedro Carmona Estanga 
as a president... 


\"However, we can also say the same about Venevision private TV 
network, and, in spite of it, it obtained the renewal of its 

license. Of course, what must have helped it is that ever since 
2004, Venevision... cleaned its programming of all anti-Chavist 
vestiges. 


\"It is interesting to note that the same \'coup dVetat organizer\' 
term (which Chavez applies to RCTV) could be applied to Chavez 
himself when rebelling against the constitutional government in 
1992. 


Y... The concept of democracy is related to the idea of change and 
transformation that is intended to build a better life. However, 

making something Manichean of that change, in which everything that 
is not in line with the government is always bad, is not the way the 
present will work better.\" 


- \"A little bit of competition" 


Left-of-center \"Pagina 12\" (06/03) writes WHugo Chavez\'s decision 
not to renew RCTV\'s concession shocked Venezuela and the world of 
the media... 


\"It seems obvious that a government voted by two-thirds of the 
people to promote a socialist regime aspires to have a TV channel to 
broadcast cultural programs instead of garbage TV. It also seems 
apparent that a government has the right not to renew a license 
because the opposite would be to suppose that licenses are eternal. 
RCTV was neither censored nor expropriated or fined or punished, but 
it had to transfer its programming to a cable TV signal and an 

Internet Site... 


\"It seems obvious but it is not usual. The governments seldom 
confront economic groups controlling major mass media because the 
corporate response is frequently blunt. When they feel threatened, 
mass media wield their lobbying power to defend what they call 
Vfreedom of expression\' through their paid communicators who many 
times define themselves as Vindependent journalists. 
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\"One could argue that what Chavez did was not \'neat.\' He had 
abundant reasons not to renew and even to deprive RCTV of its 
license because the channel had promoted the failed 202 coup dVetat. 
However, the government never submitted a formal complaint to 
investigate this behavior nor did it explain why RCTV was the only 
channel paying for that support when most \'independent\' media had 
supported the coup. Nevertheless, here and everywhere governments 
negotiating renewals in private meetings are neither -\'neat\' in this 
regard. 


\"... Until not a long time ago, a private oligopoly used to control 
the media agenda in Venezuela. Now, this oligopoly faces the 
competition of the Chavez administration\'s communication 
apparatus... A bit of competition is always good for the sake of 
information diversity.\" 


- \"A hostile encounter between Moscow and the US\" 


Luisa Corradini, international columnist of daily-of-record \"La 

Nacion,\" writes (06/03) \"This week, G8 leaders will desperately seek 
to avoid a new Cold War between Moscow and the West, which seems 
inevitable after the US decision to set up an antimissile shield on 

the Russian borders and Vladimir Putin\'s threats to \'turn Europe 

into an explosive trouble spot.\' 


\"Other important points of disagreement, such as the way to contain 
climate change and Kosovo\'s future status, confirm the profound 
prevailing tension in the G8... 

\"The disagreement between Russia and the US has deepened during 
recent months due to Washington\'s decision to set up 10 interception 
missiles in Poland and ultra-modern radar in the Czech Republic in 
the framework of its antimissile shield project... 


\"According to Moscow, this project is an act of provocation. 16 
years after the end of the Cold War, the Kremlin has also denounced 
NATOVs intention to expand its borders and let the US set up new 
bases in its former sanctuary, from Rumania up to Kirguiztan, as a 
premeditated form of aggression. 


\"... Nonetheless, those are not the only points of friction between 
Washington and Moscow. The White House blames the Kremlin for the 
retreat suffered by democracy in Russia and the use of energy as a 
way of pressuring international politics. Additionally, both capital 

cities admit to having \'diametrically opposed\' positions vis- -vis 

the future of Kosovo. In opposition to the European countries and 

the US, Russia is against the UN mediator\'s plan for Kosovo, who is 
planning some form of \'monitored independence\' for the Serbian 
province...\" 


\"... In this framework, the only topic that seems to have consensus 
is Iran. The G8 could decide on new sanctions against Tehran if it 
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continues to refuse to halt its uranium enrichment-related 
activities in spite of the calls by the international community.\" 


To see more Buenos Aires reporting, visit our classified website 
at: 
http://www.state.sqov.gov/p/wha/buenosaires 
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SUBJECT: BOEING AND AIRBUS WIN CONTRACTS 


REF: TASHKENT 1034 
Classified By: CLASSIFIED BY CDA BRAD HANSON FOR REASONS 1.4 (B, D). 


1. (C) A Boeing official told econoff that on May 30 Uzbek 
Airways signed the contract to purchase two 787s (reftel). 
Additionally, the Uzbeks contractually agreed to purchase ten 
737s at a future date. The German Embassy confirmed Uzbek 
Airways signed a deal with Airbus on June 1 to purchase six 
A-320s. 


2. (C) Comment: For political balance, the GOU decided to 
split the order, although we have often heard many Uzbek 
Airways officials say they prefer Boeing to Airbus. 
HANSON 
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CLASSIFIED BY: Jillian Burns, Director, Iran Regional Presence 
Office - Dubai, Department of State. 
REASON: 1.4 (d) 


1.(S) Summary. An Iranian businessman who was involved in 
Dubai-based Al Aqili Group\'s tobacco distribution network in 

Iran discussed how it lost distribution rights with IRPOffs. 

The businessman said Al Aqili lost its $300 million/annual 
tobacco distribution network in Iran after a bid to purchase 

Iran Khodro\'s shares of Parsian bank went sour. The businessman 
predicted that international banks would not invest in Iran due 

to the government\'s forced lowering of interest rates. He said 
there is currently a run on private banks in Tehran by account 
holders who believe the banks will not survive with the lower 
rates. The businessman said Al Aqili\'s tobacco business in Iran 
has gone to JTI (Note: JTI is a Japan Tobacco and RJRI - the 
international operation of RJ Reynolds - conglomerate. Endnote) 
He claimed that JTI\'s operations in Iran are controlled by the 
\"Lebanese mafia\" and that its tobacco profits are funding 
terrorism in Iraq. He did not offer any proof to back up this 
claim, only advising that we should follow the network of JTI\'s 
distributors, claiming they were all Iraqis. In general, the 
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businessman claimed that corruption is on the rise in Iran in 
response to political uncertainty. While this is an unconfirmed 
single source cable -- from an individual who would naturally 
have an axe to grind with JTI -- Al Agili\'s saga demonstrates 
that the Iranian government continues to deter foreign 
investment through its own actions. End Summary. 


Al Agili\'s business in Iran 


2.(S) IRPOffs met June 3 with an Iranian businessman who said 
that he was involved in managing UAE-based Al Aqili Group\'s 
tobacco distribution network in Iran for six years. The 
businessman said Al Aqili faced multiple challenges when it 
initially began distributing tobacco in Iran as it was the first 
foreign distributor in the IRI. In the beginning, police 

regularly arrested the company\'s local distributors and seized 
Al Aqili shipments, as it was not widely known that a foreign 
operator could legally distribute cigarettes. After a few rough 
years, the businessman said tobacco distribution in Iran turned 
into an annual $300 million industry for Al Aqili. 


3.(S) The company\'s prospects in Iran took a negative turn 
roughly six months ago. According to the businessman, Al Aqili 
apparently alienated itself when it purchased Iran Khodro\'s 25% 
share of Parsian Bank, a private Iranian bank. The businessman 
claimed that while Al Aqili was in negotiations to buy the 

shares, former Intelligence Minister Mohammad Reshahri 
approached Parsian Bank about purchasing the shares. The 
managing director of Parsian Bank reportedly told Reshahri to 
\"go away,\" saying he should have approached Iran Khodro and not 
the bank if he had wanted to negotiate the price of the shares. 
The businessman inferred that Reshahri must have used his 
influence against Al Aqili, since soon thereafter; Anmadi-Nejad 
publicly criticized foreign investment in Parsian Bank. 


4.(S) After Anmadi-Nejad\'s criticism, Al Aqili was forced to 

return its shares of Parsian Bank to Iran Khodro, according to 

the businessman, although it is still waiting for its initial 

$60 million investment to be returned. In addition, Al Aqili 
reportedly lost its license to distribute tobacco in Iran. An 

April 16, 2007 Baztab article referred to the annulment of the 
\"biggest private sector transaction at Tehran Stock Exchange\" to 
date in which 28.8% of Parsian shares - a $320 million 
investment -- were transferred from a \"government affiliated 
auto-making company\" to private-buyer Mohammad Rostami Safa and 
a \"Dubai-based Iranian partner.\" According to the Baztab 
article, \"a stock exchange official told the press that the 
transaction had been annulled because of administrative 
irregularities.\" 
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5.(S) When asked if Al Aqili spoke to Anmadi-Nejad about the 
issue during his May 13 visit to Dubai (reftel), the businessman 
said Al Aqili did not get the meeting it requested with 
Ahmadi-Nejad. He believed, however, that UAE officials likely 
raised Al Aqili\'s case in their own bilateral discussions with 
Ahmadi-Nejad. 


6.(S) According to the businessman, Al Agili still retains a 
presence in Iran -- two tobacco manufacturing facilities, a 
cement factory, and a smaller-scale foodstuff and consumable 
distribution network -- although the foodstuff and distribution 
network is operating at a loss. The businessman said Al Aqili 
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hopes to eventually export out of Iran, but he did not specify 
which products. He also mentioned that Al-Aqili does 
significant business distributing tobacco in Iraq and has a 
presence in 22 cities. 


JTI\'s business profits funding terrorism? 


7.(S) When asked who made up for the tobacco demand previously 
met by Al Aqili, the businessman said \"JTI.\" (Note: JTI was 
created in 1999 when Japan Tobacco purchased RJRI - the 
international operation of RJ Reynolds. Endnote) The 
businessman claimed that JTI in Iran is controlled by \"Lebanese 
mafia;\" he alleged that the company\'s Iraqi directors in Iran 

are funneling the companys profits to support terrorism in 

Iraq. When asked to specify which groups JTI was allegedly 
funding in Iraq, the businessman merely said \"trace the history 
of their distributors.\" He acknowledged that the IRGC likely 
also had a hand in smuggling cigarettes into Iran but indicated 
that JTI controlled a much more significant share of the tobacco 
market. 


Iran\'s investment climate 


8.(S) When asked by IRPoffs about the contradictory nature of 
Ahmadi-Nejad\'s condemnation of foreign investment in Parsian 
Bank, and other more recent statements by Iran\'s Money and 
Credit Council encouraging foreign investment in the banking 
sector, the businessman snidely remarked that with the lowering 
of interest rates, foreign banks \"would not invest in Iran 
anyway.\" (Note: Ahmadi-Nejad recently forced all public and 
private banks to set borrowing rates at 12%. State banks had 
been set at 14% and private banks were offering rates of 17-28%. 
End note) He said that the government order to lower interest 
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rates has scared the customers of private banks, who worry that 
the banks won\'t remain solvent. This has reportedly led to a 

real \"run\" on the banks. The businessman also predicted another 
spike in real estate prices as individuals pull their money out 

of banks. He maintained that corruption is on the rise in Iran, 

due to the current uncertainty in Iran. He said that because 

people do not know if they will still have their jobs tomorrow, 

they are \"looking to get the most of their positions today.\" 


9.(S) Comment. This is a single source cable from a new IRPO 
contact and the veracity of the statements cannot be verified. 

His comments about JTI are noteworthy but should be caveated as 
coming from the company\'s direct business competitor. What Al 
Aqili\'s saga does demonstrate, however, is that the Iranian 
government is often more effective than any kind of external 
pressure in scaring off foreign investment. 
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E.O. 12958: N/A 

TAGS: PREL, PHUM, GE, BM, KS, CH 

SUBJECT: JUNE 5 MFA PRESS BRIEFING: TIANANMEN ANNIVERSARY, 
MISSILE DEFENSE, PM WEN RUMORS, G-8 COOPERATION, SPYING, NE 
ASIA FM TRILATERAL, PRE-OLYMPIC DEMOLITIONS, ENVIRONMENT, 
VISITS 


1. Key points at the June 5 MFA Press Conference were: 


-- When asked about the anniversary of Tiananmen the 
spokesperson noted China\'s progress over the past 20 years 
and slammed comments by American officials as \"groundless 
attacks on China\'s internal affairs.\" 


-- China believes a United States missile defense system will 
negatively impact the strategic balance, is not conducive to 
regional stability and will increase weapons proliferation. 
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-- A Japanese media report that Premier Wen would not seek a 
second term was dismissed as rumor. 


-- Cooperation between the G-8 and China is conducive to 
peace and stability of the world. 


-- Spying charges about China raised in the United States are 
groundless and rooted in ulterior motives. 


-- Visits: Suriname\'s Vice President will visit June 10-15. 
A Cuban Parliament delegation and a high-level Burmese 
delegation are currently in Beijing. 


2. At the June 5 regular MFA press briefing, spokesperson 
Jiang Yu responded to questions about the 1989 Tiananmen 
Square incident saying, \"There has already been a clear 
conclusion to the turmoil of the late \'80s.\" She added that 
over the past 20 years China has made great progress in 
social stability, economic development, democracy and legal 
systems. The Chinese people enjoy all kinds of rights and 
freedoms and the Chinese Government and people will 
unswervingly follow the road of socialism with Chinese 
characteristics, she said. Asked about the freedom of 
Chinese journalists to report the events of 1989, Jiang 

replied that the Constitution protects the freedom of all 
Chinese citizens and Chinese media can report within the 
framework of the Constitution and relevant laws. Asked about 
Speaker of the House Pelosi\'s comments on the June 4 
anniversary, Jiang called the remarks \"irresponsible, 
groundless attacks on China\'s internal affairs,\" and urged 
the United States to undertake a deep review of its own human 
rights abuses both domesticlly and internationally. 


Negative on U.S. Missile Defense Moves 


3. China is gravely concerned about the United States\' 
promotion of a missile defense system, said Jiang replying to 
questions on the recent defense ministers meeting in 
Singapore and the possibility of China\'s introducing a 
similar system. China believes missile defense will 
negatively impact the strategic balance, is not conducive to 
regional stability and will increase weapons proliferation. 
China maintains a consistent position and hopes relevant 
parties will act cautiously. 


Premier Stepping Down \"Completely a Rumor\" 
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4. Jiang said a June 3 report in the Japanese media that 
Premier Wen would not seek a second term was \"completely a 
rumor,\" when asked about the matter. 


China-G-8 Cooperation Conducive to Global Peace 


5. Cooperation between the G-8 and China is conducive to 

both sides and good for the peace and stability of the world 

and China is ready to conduct equal dialogue on the basis of 
equality and mutual benefit, stated the spokesperson. Jiang 
expressed hope for practical cooperation and a long-term, 
stable, equal partnership in establishing a \"north-south 
dialogue.\" Issues of innovation, IPR protection, trade 
liberalization, energy, climate change and aid to Africa will 

be discussed at the upcoming G-8 meeting which will open June 
8 in Germany, she added. 


Spying Charges Are \"Groundless\" 


6. Asked about three individuals in the United States who 
have recently pleaded guilty to spying for China, Jiang 
responded that such spying charges are groundless and rooted 
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in ulterior motives. 


Trilateral FM Meeting in ROK 


7. China, Japan and ROK foreign ministers exchanged ideas on 
future areas of cooperation and issues of common interests 
during trilateral meetings June 3, Jiang said. China 

believes the three countries have common responsibilities and 
will handle differences through consultation. China would 

like to grasp the opportunity to join hands and map the 

future of Asia, Jiang added. 


Pre-Olympics Evictions and Demolitions 


8. Responding to a question on a report by a Geneva-based 
NGO claiming that that there have been 1.25 million evictions 
in Beijing because of Olympic preparations, Jiang refuted the 
numbers and asserted that 6,037 households had been 
demolished since 2002 with all evictees receiving just 


Column 3 
compensation and none being forced to move from Beijing. 


International Environment Day, China\'s Plan 


9. The spirit of the Third International Environment Day is 
that everybody has responsibility to protect the environment, 
Jiang said replying to allegations that China hides behind 

per capita emissions numbers and a question on details of the 
recently announced climate change plan. China places 
importance on environmental protection and has set relevant 
goals in the 11th Five-Year Plan, said Jiang, adding that the 
recently issued plan demonstrates that China is a developing 
country responsibly dealing with climate change within the 
framework of sustainable development and in line with UNFCCC 
guidelines. Developed countries have greater responsibility 
for climate change and the problem cannot be effectively 
addressed without their efforts to limit emissions and 

provide clean technology transfer to the developing world. 


Visits: Suriname VP, Cuba Parliament Head, Burma 


10. At the invitation of VP Zeng, Suriname VP Sardjoe will 

visit June 10-15. A delegation including the Cuban 

Parliament President is visiting Beijing at the invitation of 

the National People\'s Congress and information has been 
released, said Jiang when asked for details. A high-level 
Burmese delegation currently in Beijing is not being hosted 

by the MFA. Whether China will move its Embassy in Burma to 
the new capital is an internal affair of Burma, replied Jiang 
responding to a follow-up question. 
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TAGS: PREL, PARM, MARR, MASS, MCAP, ECON, KN, ET 

SUBJECT: FINDING ALTERNATIVES TO DPRK TRADE AND STOPPING 
COUNTERFEITING AND MONEY LAUNDERING 


REF: A. STATE 72005 


B. ADDIS ABABA 1221 

C. ADDIS ABABA 1096 

D. ADDIS ABABA 105 

E. 06 ADDIS ABABA 3223 


Classified By: AMBASSADOR DONALD YAMAMOTO. REASON: 1.4 (A),(B) AND (D) 


1. (S/NF) Summary: Embassy Addis has pressed Ethiopian senior 
officials at every ministry and at every level to establish 
alternatives to North Korean trade and military ties. 

Ethiopia has significantly reduced trade with North Korea and 
is moving forward on phasing out the country\'s sole 
ammunition and small arms factories in Ambo, Ethiopia, both 
constructed by North Korea during the Soviet-backed Dergue 
regime over twenty years ago. Ethiopia is working with China 
on construction of new factories and looking to Eastern 
Europe--particularly Hungary, Romania, Ukraine, and Czech 
Republic--as sources for spare parts. 


2. (S/NF) This Embassy has also made it a point to advance 
U.S. efforts to help train Ethiopia\'s banking and police 
officials to counter North Korean counterfeiting and money 
laundering activities, a problem in Africa. End summary. 


3. (S/NF) For the past six months, the Ambassador has 
personally raised with senior Ethiopian officials the 

objective of ending North Korean trade and military sourcing, 

as well as working closely with the U.S. to stop North 

Korea\'s counterfeiting/money laundering activities. On June 

1, the Ambassador met privately with State Minister of 

Foreign Affairs Tekeda Alemu and, joined by DATT, met 
separately with State Minister of Defense Sultan Mohammed and 
with Ethiopian National Defense Force (ENDF) Chief of General 
Staff (CHOD) Lieutenant General Samora Yonus to raise points 
(ref A) on alternative military sourcing. These senior 

Ethiopian officials affirmed points made in prior meetings 

and by other GOE officials that North Korea is not/not a 

regular source for spare parts and materials. Further, trade 
with and material procurement from North Korea have 
significantly decreased. Finally, North Korea is being 
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phased out as a source for spare parts and military 
materials, as other alternatives develop. (NOTE: According 
to GOE officials, none of the parts procured from the DPRK 
are subject to the UNSC arms embargo. END NOTE.) 


4. (S/NF) State Minister Sultan stated emphatically that 

North Korean materials are inferior in quality, low 

technology, and, in the case of lubricants, high in 

impurities. But the cost offered by North Korea is sometimes 
50 percent below China\'s pricing. But even with the lower 
pricing, the poor quality and low technology have convinced 
the Ethiopians from very early on (since the establishment of 
the current government in 1991 of the need to phase out North 
Korea as a source, in favor of China and Eastern Europe. 
Minister Sultan pointed to the recent USD 3 million 
procurement from North Korea of lubricants and spare parts 
for munitions. The ship carrying the materials caught fire 

near the port of Djibouti in January, because of the poor 
packaging and lack of care in shipping the materials by North 
Korea. This was a good example, Minister Sultan noted, of 
why North Korea is not a consistent supplier, and underscored 
the need to push to work with the Chinese and others on 
procurement. 


5. (S/NF) Minister Sultan noted that Eastern Europe, in 
addition to China, while increasing the cost, remains an 
alternative source for equipment and materials. He said 
Hungary, Romania, Ukraine and the Czech Republic have 
provided materials in the past and are potential sources for 
procuring military goods. The U.S. is viewed as the best 
source for equipment and military hardware, but the cost was 
too prohibitive. 


6. (S/NF) General Samora emphasized that North Korea is not a 
major source for materials, nor is it the one country 

Ethiopia looks to for procurement of materials. It is 
Ethiopia\'s goal to be self-sufficient in ammunition and small 
arms production, as well as other types of military 
equipment. On equipment that Ethiopia cannot produce, a 
variety of sourcing is being sought with no one country 
serving as Ethiopia\'s main source for materials. He pointed 
out that the U.S. is the primary source for radios. The 
Vietnam-era PRC 77 radio is being replaced by 
U.S.-manufactured Harris radios. In an earlier meeting, 


General Samora noted that Ethiopia received six HMMWVs from 
the U.S. , and had planned to procure additional HMMWVs. But 
an embargo by the U.S. over human rights issues stemming from 
the GOE\'s response to post-election demonstrations in 
November 2005 ended this specific procurement relationship 
with the U.S. Other sourcing will be pursued for this type 
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of equipment, he said. 


7. (S/NF) Minister Sultan noted that the current government 
has been burdened by the prior Soviet-backed Dergue regime, 
which was overthrown in 1991. The Dergue leaders worked with 
North Korea to construct ammunitions and small arms factories 
in Ambo, Ethiopia. These are the only factories producing 
ammunition and small arms in Ethiopia, and are important to 
Ethiopia\'s military. Further, the spare parts can only be 
purchased from North Korea, because no other country can 
provide the spare parts for these North Korean factories. 

The factories are out of date, but constructing alternative 
factories will be expensive. Minister Sultan stated that 

Ethiopia is working with China to construct in Ambo new 
ammunition and small arms factories, which would help phase 
out the North Korean-built factories and also North Korea as 

a source for spare parts and lubricants. 


8. (S/NF) Ministers Sultan and Tekeda stressed that cost is a 
major factor for the historic ties with North Korea. The 
ministers and Foreign Minister Seyoum have always stated that 
the conflict with Eritrea impeded Ethiopia\'s military 

downsizing effort. The 1998 border conflict with Eritrea 
sparked a dramatic expansion of Ethiopia\'s military force 

from 50,000 to over 150,000 troops. But Minister Sultan 
stressed that Ethiopia hopes to close down the North 
Korean-built factories in Ambo. 


9. (S/NF) The Embassy has been active in working with the 
Ethiopian government on stopping North Korea\'s counterfeiting 
and money laundering activities. We continue to work on a 
workplan between the Department of the Treasury and the 
Ethiopian central bank\'s board of governors to upgrade skills 
and knowledge of Ethiopian banking staff, and to hold another 
workshop by the U.S. Secret Service for police and banking 
officials. While the discovery of North Korean counterfeit 

U.S. Federal Reserve notes has dramatically decreased from 
5,036 &supernotes8 uncovered in 2004 to only 170 notes in 
2006, the Embassy continues to recognize the importance of 
continuing to work with and push the archaic Ethiopian 

central bank to upgrade and expand skills. 


Column 3 
COMMENT 


10. (S/NF) The U.S. Embassy continues to pursue interaction 
with the GOE on pressing an end to North Korean military 
relations and stopping counterfeiting and money laundering 
activities by North Korea. The Ambassador, who also 
previously served as AF/DAS, is particularly sensitive to the 
North Korean counterfeiting/money laundering challenges in 
Africa. The Ambassador has spoken in private with other 
Ambassadors from China, Israel, India, Russia, Czech, 
Romania, U.K., France and other countries who serve as 
military suppliers or have good military-to-military 

relations with Ethiopia. They have all noted that they do 

not have close relations with Ethiopia\'s very private 

military hierarchy; even the Chinese and Israeli Ambassadors, 
who have the best military-to-military ties, have remarked 
that meeting General Samora is not easy and not on their 
priority list. We will continue to monitor progress on the 
Chinese construction of the new munitions and small arms 
factories and try to look closer at Ethiopia\'s procurement 
activities. END COMMENT. 
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SUBJECT: ETHIOPIA-SOMALILAND: PRESIDENT KAHIN KEEPS HIS 
PROMISE 


REF: A. ADDIS ABABA 1397 
B. ADDIS ABABA 420 
C. ADDIS ABABA 68 
D. ADDIS ABABA 60 


Classified By: AMBASSADOR DONALD YAMAMOTO. REASON: 1.4 (B), (C), AND ( 
D). 


1. (S/NF) SUMMARY. Somaliland President Dahir Rayale Kahin 
said he kept his promise by releasing a detained Somalilander 
of interest to the USG. The release was kept quiet with most 
of his own cabinet kept in the dark. President Kahin and 
Foreign Minister Abdillahi M. Duale stressed their hope that 
this prisoner release would enable Somaliland to move forward 
in forging a close economic, political, and 

information-sharing relationship with the United States. 

This would include a visit to the U.S. for President Kahin, 

as discussed with Washington over the years, as well as 
discussion of development assistance, coastal and border 
security training, loan assistance from the World Bank/IMF, 
facilitation from the U.S. to improve ties with Djibouti, and 
dialogue with other Somali entities such as Puntland and the 
Transitional Federal Government (TFG). The President 
portrayed Somaliland as a victim of terrorism, and urged 
closer exchanges with the United States which would also 
benefit the U.S. Kahin noted that his government wished to 
coordinate information on terrorist groups and individuals in 
Somalia, and that through joint cooperation with the U.S., 
Somaliland would develop into a valuable and supportive 
partner. END SUMMARY. 


2. (S/NF) Somaliland President Kahin and Foreign Minister 
Duale reaffirmed to Ambassador and ORA counselor June 3 that 
they have kept their promise to release a Somalilander 
detainee of interest to the U.S. This person would soon 

travel to Djibouti. The release was opposed by most of the 
cabinet and especially the courts, police, and security, 
because this detainee had been clearly implicated in a plot 
against the President and the Somaliland Government. To 
minimize attention to this particular person, the President 
reduced the sentences of the other 19 detainees also charged 
with crimes against the state, commuting to 20 years 
imprisonment those sentenced to death. The President kept 
the decision to release this detainee secret, with only four 
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of his close cabinet officials informed of the release 

because of the sensitivity of the case. The President, 
however, added that this may be difficult to keep secret, 

since there were already rumors in Nairobi of anticipated 
expanded U.S.-Somaliland relations as a result of the pending 
release from prison of an important person/asset to the USG. 


3. (S/NF) President Kahin and the Foreign Minister both 
expressed hope that the U.S. and Somaliland could now move 
beyond this case and expand relations. Kahin underscored 
that the U.S. could use Somaliland as an important partner, 
especially in the war on terrorism. The President and 

Foreign Minister remarked that they had officials in 

Mogadishu assessing the situation and that they had reliable 
information on the movement of extremists and terrorist 
groups. Kahin pointed out that Somaliland had information on 
the terrorist activities of groups like Ethiopia\'s Ogaden 
National Liberation Front (ONLF) and on the movement of other 
extremist individuals. He looked forward to expanding an 
information-sharing relationship with the U.S. 


4. (S/NF) Kahin reaffirmed Somaliland,s commitment to fight 
terrorism and highlighted that after discussions with the 
director of the State Department,s East Africa office in 

2004 and USG officials from other agencies, he had 
transferred five suspects to Addis Ababa for interrogation. 

He said he was not aware of the status of these suspects. 
Later, Somaliland helped support the U.S. in detaining an 
extremist suspect traveling from Mogadishu to the Middle East 
through Somaliland. The suspect, &Khalid,8 was detained 
and turned over to the Ethiopians for questioning. 
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5. (S/NF) Kahin outlined some ideas he would like to see ina 
future relationship with the U.S.: 


-- Close information-sharing relationship; 

-- A U.S. coastal and border security training program; 

-- Development assistance; 

-- Help with the World Bank/IMF to secure development loans; 
-- Facilitation from the U.S. in improving ties with Djibouti; 

-- Work with the U.S. in conducting a dialogue with Somalia\'s 
Transitional Federal Government and Puntland; 

-- Support in the African Union and UN Security Council to 
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treat Somaliland if not as a separate entity then as an 
important issue in a comprehensive dialogue on the future of 
Somalia; 

-- Visit to the U.S. to discuss directly with U.S. officials 

the future of Somaliland and Somalia; 

-- Coordination with the international community to support a 
dialogue on Somaliland. 


6. (S/NF) Kahin noted that Somaliland could be a constructive 
partner for the U.S., and that with assistance from the U.S. 

for training, Somaliland could be a highly effective partner 

in fighting terrorism. Of the points Kahin made, he said 

coastal and border security training was the most immediate 
need. Several years ago, there had been discussions of 
possible training from U.S. Central Command\'s Combined Joint 
Task Force-Horn of Africa (CUTF-HOA) and other USG agencies. 
Assistance with procurement of coastal patrol boats and 
equipment to monitor the border were also of high value and 
immediacy for Somaliland. The President and Foreign Minister 
both asserted that Somaliland was a victim of terrorism, with 
terrorist groups coming into Somaliland from southern Somalia 
and especially from Yemen. Kahin noted that Somaliland was 
trying to register all weapons, to keep track of the flow of 

illicit arms to and through Somaliland from Yemen. 


7. (S/NF) Kahin did not raise recognition. Rather, he called 
on the U.S. to help work with the UN and AU to promote a 
comprehensive dialogue on Somaliland in the context of 
discussing an overall plan for the future of Somalia. For 
example, rather than automatically give the TFG SomaliaWs 
seat at the UN and AU, leave it vacant until there was a 
comprehensive discussion on the future of Somaliland and 
Somalia. 


8. (S/NF) Kahin and Duale both urged the U.S. to help 
facilitate improved relations with Djibouti. The informal 
exchange of security officers had ended, they said. Duale 
noted the concern raised by Djibouti over sea port 
competition, with improvements at Berbera Port potentially 
cutting into profits at Djibouti,s new port at Dorale in a 

tight market. Kahin noted that the Chinese as well as a 
Malaysian group were helping improve Berbera port. Another 
problem was Somaliland,s shipment of livestock to Saudi 
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Arabia, which also cut into Djibouti,s USAID-initiated 
livestock export project. 


9. (S/NF) Kahin underscored, however, that port and livestock 
competition were only symptoms of a deeper problem based on 
clan ties. Kahin noted that his mother and Djibouti 

President Guelleh,s mother were both from the same sub-clan, 
and that Somaliland, Djibouti, and Ethiopia\'s Somali Region 
were all more closely tied by clan relations than with 

southern Somalia. But Kahin stressed that unlike Djibouti,s 
unity under one Somali sub-clan, Somaliland had a variety of 
sub-clans, and that balancing relations was highly delicate. 


ADDIS ABAB 00001744 003 OF 003 


Kahin reflected that the clan war in Somaliland had stopped 
because the clans reached out to each other and had developed 
a relatively transparent and open political process, creating 

a clear balance among the clans in ruling Somaliland. 


10. (S/NF) Kahin pointed out to the Ambassador that 
Somaliland had over 3 million people to Djibouti,s 

population of 600,000, and had much greater untapped 
resources compared to Djibouti,s barren landscape. 
Somaliland thus had the greater future potential for economic 
development. But Kahin stressed that Somaliland wanted 
better relations for regional stability, and for Somaliland 

and Djibouti to work together to meet each other,s economic 
development needs. 


11. (S/NF) COMMENT. Reports of terrorist threats coming from 
groups crossing Somaliland into Ethiopia underscore the need 
for developing an information-sharing relationship with 
Somaliland. The U.K. is looking into developing such a 
relationship with Somaliland. It would also be important to 
carefully coordinate with Ethiopia, which already has close 
ties to Somaliland, and to work with Djibouti to ensure a 
careful and more comprehensive information-sharing 
arrangement in the region. The release of the Somalilander 
of interest to the USG has opened new opportunities but also 
difficult challenges, in view of Somaliland,s difficult 

relations with Djibouti and historic and personal animosities 
with TFG President Yusuf, dating to his reign as Puntland 
President. President Kahin seeks a visit to Washington and 

is pushing for a greater dialogue with the U.S. A positive 
response is in order, but caution is important in the context 

of coordinating views with the UK, Ethiopia, and Djibouti. 

END COMMENT. 

YAMAMOTO 
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Classified By: AMBASSADOR DONALD YAMAMOTO. REASON: 1.4 (B), (D) AND (G 


1. (S/NF) Ethiopia\'s heightened security alerts in response 
to the kidnappings of British Embassy staff and Ethiopian 
guides by Afar rebels in February; the killings of Chinese 

and Ethiopian oil workers by the Ogaden National Liberation 
Front (ONLF) last month; and grenade attacks last week in 
Jijiga, Deghabur and Fik by suspected ONLF affiliates, have 
been accentuated by rumors of terrorist threats from Somalia 
against Ethiopian targets. Police have increased patrols in 
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Addis Ababa and raised security at hotels and restaurants. 

Of concern to the foreign and diplomatic communities has been 
the recent violent tactics targeting Ethiopian public 

gatherings and, more worrying, against projects to discourage 
foreign investment, as demonstrated by the ONLF announcement 
in London taking responsibility for the killings of the 

Chinese and Ethiopian oil workers in the Ogaden (ref C). 
Ethiopian officials have asked the USG why the ONLF has not 
been placed on the terrorist list (i.e., either designated a 
Foreign Terrorist Organization or included on the Terrorist 
Exclusion List). Post seeks Department\'s guidance on how the 
Department views the ONLF, and whether views are shifting on 
the ONLF. 


2. (S/NF) Further, in response to Post\'s Emergency Action 
Committee meeting (ref A, para 11), with 400 dependents and 
members of household, the Embassy strongly requested 
Department support authorizing dependents to have radios, as 
well as procurement of 100 to 200 additional radios to ensure 
that dependents can access the Embassy\'s emergency radio net 
in case of emergency. (Note: We understand radios will be 
forthcoming, Post extends appreciation to DS and IM for their 
support.) END SUMMARY AND ACTION REQUEST. 


3. (S/NF) Ethiopia\'s security, from police patrols in the 
capital and other towns, to deployment of troops and 
additional police to the Somalia border area, has become 
tighter since Ethiopian troops entered Somalia on December 
22, 2006. But security threats began much earlier. In the 
summer of 2006, according to NGOs, the ONLF began targeting 
foreigners in the Ogaden area (Ethiopia\'s Somali Region), 
taking their vehicles, money, and extra clothes. There were 
reports of religious friction in a country where there is a 

high level of religious tolerance. The killings of 

Christians in Jimma, with videotapes of the killings 
distributed to raise Christian-Muslim friction, attracted 
particular concern from the government, and was one reason 
for the entry into Somalia to fight extremist elements. 


4. (S/NF) The kidnapping of five British Embassy staff and 
eight Ethiopian guides by Afar rebels along the Eritrea 
border in February sparked concern that Eritrea was behind 
the kidnappings. Eritrea already supports and helps provide 
military training for some 30 opposition groups, many 
targeting Ethiopia. Many of the rebel groups (like the ONLF) 
which have adopted violent tactics against Ethiopian targets, 
have been trained in Eritrea. 
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5. (S/NF) The ONLF killings of seven Chinese and over sixty 
Ethiopian oil workers and security people last month in the 
Ogaden area (ref C) marked a new and more violent tactic by 
the ONLF which now targeted foreigners as well as foreign 
projects to discourage foreign investment. The ONLF 
spokesperson in London claimed responsibility for the 
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killings. 


6. (S/NF) The grenade attack killing at least four and 
wounding scores of other civilians and Ethiopian officials in 
gatherings in Jijiga, Deghabur, and Fik in the Oromo/Ogaden 
area by those suspected to be aligned to the ONLF, marks yet 
another violent tactic by rebel and other groups against 
Ethiopia. The indiscriminate killing of innocent bystanders 

in gatherings has raised the specter that future public 
gatherings of any kind will attract potential terrorist 

attacks. The upcoming Ethiopian Millennium activities on 
September 11/12 will attract thousands of foreigners, mostly 
Ethiopians from the diaspora, and huge crowds in Addis Ababa. 
Security protection will be impossible and the Millennium 
celebrations could potentially be targeted by extremist 

groups, such as the ONLF. 


7. (S/NF) The GOE\'s heightened security alert has led to more 
arrests and other consequences. A USG contractor with our 

U.S. Central Command Combined Joint Task Force-Horn of Africa 
(CJTF-HOA) force protection team was detained for being in 

the Ogaden area. While two U.S. soldiers were immediately 
released, the Amcit DOD-contractor (who was born in Ethiopia 
and currently has family members in the Ogaden) remains 
detained under suspicion of assisting ONLF extremists. Three 
New York Times reporters were temporarily detained after 
meeting and interviewing some ONLF members in the Ogaden. 


8. (S/NF) There continue to be rumors of possible terrorist 
attacks from Somalia-based groups. The Ethiopian Government 
has become particularly concerned that groups like the ONLF 
have not been placed on USG terrorist lists, despite their 

claims of responsibility for the killing of foreigners and 

civilians. The Ethiopians are also concerned about Eritrea 

and its continued military training of the ONLF and other 

rebel groups. Also, it regularly hosts former Islamic Court 
officials, some of whom are extremists. Ethiopian officials 

are perplexed as to why Eritrea has not been condemned by the 
international community for arms shipment to Somalia, 
according to UN reports, and military training of the ONLF 
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and other groups engaged in violent tactics against Ethiopia. 


9. (U) Post notes that while Africa-based groups such as 
Uganda\'s Lord\'s Resistance Army (LRA), South Africa\'s PAGAD, 
Congo\'s ALIR/ex-FAR, and Somalia\'s Al-Itinaad al-Islamiya 
(AIAI) have not been designated by the USG as \"Foreign 
Terrorist Organizations,\" they are listed on the USG\'s 
December 2004 Terrorist Exclusion List (TEL). Criteria for 
inclusion on the TEL include, inter alia: committing or 

inciting to commit, under circumstances indicating an 

intention to cause death or serious bodily injury, a 

terrorist activity; preparing or planning a terrorist 

activity; gathering information on potential targets for 

terrorist activity; or providing material support to further 

terrorist activity. Currently, neither the ONLF nor 

Ethiopia\'s Oromo Liberation Front (OLF) appear on either USG 
list. 


10. (S/NF) We see the security threats in Ethiopia primarily 

in Ethiopia\'s Somali Region, in the Ogaden along the border 
with Somalia. We have placed this region off-limits in our 
warden messages and Department-approved travel advisories. 
We are holding more frequent Emergency Action Committee (EAC) 
meetings, as well as more open country team meetings with 
Embassy staff and families on security. We are holding our 
second American community meeting next week to discuss their 
security concerns. We remain in close contact with the 

police and security services, but have not received specific 
threat information that would require a change in our current 
security procedures for the Embassy, residential units, or 

public announcements. 


11. (S/NF) A primary security request from the EAC members 
and families has been the need for quick communications. 
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During the November 2005 post-election riots cell phones were 
down, and communications with family members in town was 
impossible. Fortunately, no Embassy personnel was injured 
during the riots which took the lives of 197 people. The one 
major security enhancement would be the procurement of 
additional radios. Some 100 to 200 would be required to 

cover for the nearly 400 dependents and members of household 
at the Mission. 
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12. (S/NF) Until we see more specificity in the threats, we 
do not see any reason for a country-specific travel warning 
for Ethiopia, which is already under a regional travel 

warning for East Africa. We continue to monitor the current 
security situation on a daily basis. This message was to 
review security concerns raised by the Ethiopians and the 
Mission, actions being taken, and potential challenges for 
the future, especially the Millennium celebration activities 

in September; as well as to draw the Department\'s attention 
to concerns by post management about addressing potential 
Post security concerns and also the need to respond to the 
Ethiopian government about our posture towards the ONLF. END 
COMMENT. 

YAMAMOTO 
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SUBJECT: CHINA/STEEL: MERGER EFFORTS HIGHLIGHT PROTECTIONIST 
TENSIONS AND CHANGING SECTOR DYNAMICS 
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1. (SBU) Reflecting concerns about energy, environmental efficiency, 
and competitiveness in the steel industry, China\'s State Council 
recently adopted policies aimed at eliminating excess capacity, 
facilitating mergers, and reducing resource intensity. Econoff\'s 
recent meetings with industry reps and watchers in Beijing and 
Shandong Province suggest that moving the industry in this direction 
will be a significant challenge given underlying protectionist 
sentiment towards foreign acquisition and provincial-level anxiety 
about consolidation that eliminates jobs or redirects tax flows. 


2. (SBU) Global giant Arcelor-Mittal, for example, aims to acquire 
38% of Shandong\'s Laiwu Steel (China\'s number eight producer), while 
Laiwu is at the same time looking at a merger with provincial 
competitor Jinan Iron and Steel (not to mention that Jinan is 
considering a tie-up with number one Baosteel). Econoff\'s 
discussions about these proposed mergers drew out from contacts a 
variety of opinions relating to foreign investment in China\'s steel 
sector, highlighted the impact of China\'s stock market rise on 
valuations of domestic enterprises, and called into question the 
efficacy of local government intervention in the steel sector. A 
closer look at Laiwu also underscored how the future of the industry 
may increasingly lie in new coastal production bases that will 

better position China\'s steel enterprises to access the overseas 
market with higher-end products. END INTRODUCTION/SUMMARY 


3. (SBU) Central Government concerns notwithstanding, Luxembourg\'s 
Arcelor-Mittal (AM) is still working with a willing Laiwu to acquire 

a 38% stake in the firm, according to Laiwu Vice President Wang 
Yaowei. He told Econoff that negotiations are still ongoing, 

although Chinese media reports that the National Development and 
Reform Commission (NDRC) on March 13, 2007, refused to approve the 
bid. The NDRC stated that the RMB 2 billion offer (or RMB 5.888 per 
share of Laiwu stock) significantly undervalues Laiwu, and Wang 

added that this is just one of seven problems the NDRC identified 

with the offer. The two companies are working to address the NDRC\'s 
concerns. As Wang sees it, Laiwu wants to cooperate with AM to gain 
access to more advanced technology, better management techniques, 
and new overseas markets. Wang noted that the Shandong Provincial 
Government fully supports the bid and is lobbying Beijing on Laiwu\'s 
behalf. 


4. (SBU) Conversations with steel industry experts in Beijing 
suggest the outlook for the merger may not be so rosy, but the two 
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experts we spoke with differ on what stands in the way of the bid 
going through. Zhou Weifu, a senior researcher at the Chinese 
Academy of Social Science (CASS), said that in addition to the 
NDRC\'s concerns about price, the commission\'s steel policy does not 
permit the 38.41% stake. NDRC believes AM should have offered at 
least RMB 4 billion. Zhou added that AM\'s bid was based upon 
Laiwu\'s domestic stock market value during 2005 and 2006. The bid 
at the time of its issuance was a 15 percent premium on the 
company\'s listed stock price. With Chinese equity markets in a 

rally -- maybe even a bubble -- Laiwu\'s stock price has more than 
doubled since the bid. 


5. (SBU) Zhou went so far as to question Laiwu\'s actual interest in 
a tie-up. Meanwhile, Danny Chen, a steel sector analyst with Fitch 
Ratings, told us that the NDRC is blocking the bid because it wants 
to keep foreign steel enterprises, especially AM, out of the Chinese 
market. AM itself is the product of its own recent merger, and the 
company\'s interest in expanding into China has rattled Beijing. 
Beijing is now taking more active measures to promote the growth of 
domestic steel majors to thwart foreign takeovers, said Chan. (Note: 
AM\'s bid may violate aspects of China\'s mergers and acquisitions 
regulations issued in September 2006, most notably Article 14 which 
calls for the proper valuation of acquired assets; however, the 
regulations so far have not been directly cited as a roadblock to 

the bid. End Note.) 


LAIWU WANTS NEW PROVINCIAL STEEL GROUP COMPANY 
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6. (SBU) Laiwu\'s Wang said the company is separately pursuing a 
merger with provincial rival Jinan Steel (Jigang), China\'s number 
six steel producer. The result would be a large provincial steel 
company with some 20 million metric tons of production capacity 
under its control. Wang stated that the merger would form a wholly, 
or largely provincial government-owned group company that would 
manage Jigang and Laiwu as separate listed companies. Laiwu\'s 
merger with AM could still take place, but AM\'s proposed 38% 
acquisition of Laiwu would fall instead within the provincial steel 
group company. The new company\'s headquarters would be along 
Shandong\'s coast and would include construction of new steel 
production capacity. (Note: China\'s Economic Research News reports 
that the new provincial steel company would be headquartered in 
Rizhao, a port city south of Qingdao and just north of Shandong\'s 
border with Zhejiang Province. End Note.) 


Column 3 
SHANDONG OFFICIALS OFFER MIXED VIEWS ON POSSIBLE PROVINCIAL STEEL 
GROUP COMPANY 


7. (SBU) A senior Shandong Province NDRC Planning Division official 
confirmed to us that Shandong SASAC and NDRC are enthusiastically 
backing the creation of the provincial group steel company, which he 
believes is a mistake. The merger would not be a \"happy marriage,\" 
given Jigang\'s own interest in pursuing a cross-provincial boundary 
merger with Baosteel instead. The NDRC official stated that forcing 
the merger also runs counter to market principles. The government 
should play a role of providing services and support to provincial 
enterprises, rather than making decisions for them, according to the 
official. 


8. (SBU) Expresing a different view, Han Minging, a Shandong 
Provincial CASS research fellow, enthusiastically supported creation 

of a new provincial steel company, citing potential improvements to 
overall competitiveness by creating opportunities to cooperate on 
product lines and sourcing of raw materials. Han observed that 
Shandong Province is a large manufacturing base and needs access to 
large amounts of steel; a provincial-level group company would 

ensure the continued availability of steel to Shandong customers at 

a competitive price. This may not be the case were Jigang and 
Baosteel to merge, according to Han. 


9. (SBU) CASS\' Zhou disagreed with his provincial CASS counterpart 
on the potential efficiencies created by a merger between Laiwu and 
Jigang. The two companies\' product structure, management 
techniques, and labor costs are very different, said Zhou. For 
example, Jigang\'s salaries are three times higher than Laiwu\'s 
because Laiwu is located in a remote area more than a three hour 
drive from the provincial capital of Jinan, where Jigang is located. 
Zhou also dismissed fears that a Jigang-Baosteel merger would 
somehow impact the price or availability of steel in Shandong. The 
Shandong Government\'s support for the merger is really about keeping 
Baosteel out of Shandong, according to Zhou and fellow CASS 
researcher Lu Tie. 


10. (SBU) CASS\' Zhou and Lu stated that a possible merger between 
Baosteel and Jigang would probably take the form of Baosteel\'s 
acquisition of Jigang. This means future tax revenue generated by 
the merged company would flow to Shanghai, leaving Jinan in the 
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cold. Lu said that similar tax issues are preventing other 
cross-provincial boundary steel mergers advocated by the NDRC. 
Local governments are blocking proposed mergers to prevent tax 
revenue loss. Lu went on to observe that such tax issues are not 
limited to the steel industry. For example, tax revenue generated 

by Three Gorges Dam work being done in Sichuan Province is paid to 
the Hubei Provincial Government since the project is headquartered 
there. As a result of this type of problem, the NDRC has tasked 
CASS and other government research organizations to study local tax 
flow issues and make recommendations for possible policy or 
regulatory changes, said Lu. 
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EXPERTS, MILLS PROMOTE COASTAL PRODUCTION BASES 


11. (SBU) CASS\' Lu stated that working out tax flow issues is also 
important for Chinese steel sector development since most experts 
assume newly merged steel mills will want to build new production 
bases along the country\'s coast. New coastal production bases would 
facilitate access to cheaper input materials, such as iron ore, 

which would reduce transportation costs. A CASS study conducted 
several years ago indicated that Chinese steel companies transport 
four times the volume of raw materials as finished steel products. 

Lu noted that water transportation costs are significantly cheaper 
than overland costs, making it more cost effective to import raw 
materials from overseas and transport finished products overland. 
Most of China\'s steel demand is located near the coast, limiting the 
distance required to ship final products. Lu stated that the 
development of new coastal steel production bases would also give 
China\'s large steel companies an opportunity to significantly 
improve their production technology levels. This is a key component 
in China\'s future competitiveness in the international steel market, 
according to Lu. 


12. (SBU) CASS\' Zhou said that better technology will be needed to 
improve the efficiency of China\'s steel mills. To date, China\'s 

steel prices have been lower than international market prices 
because their production does not adequately factor in the true 
costs of land use, natural resource exploitation, or labor. Zhou 
stated that this will change in the future. Beijing is increasingly 
focused on the steel sector\'s environmental and labor costs, 
including those relating to worker safety and provision of an 
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adequate worker social safety net. CASS\' Lu observed that a 
contradiction between inland and coastal provinces has emerged in 
this regard. So far, provinces in China\'s central and western 
regions are more willing to tolerate polluting, inefficient steel 

mills than coastal provinces in order to preserve continued high GDP 
growth. Lu said Beijing\'s challenge is to eliminate this 

difference. 


13. (SBU) CASS\' Zhou stated that China\'s steel enterprises have made 
some recent gains in efficiency through production scale increases, 
changes in product mix, management reform, and reduction of 
production costs. This has helped them maintain or improve profit 
levels in the face of rising input costs. Laiwu appears to be a 

good example of this type of efficiency gain. The company claims to 
have cut its water usage per ton of steel produced from more than 8 
tons of water to 3.5 tons during the last several years. The 

company also claims to have improved its product mix by becoming 
China\'s largest H-beam producer. 


14. (SBU) Not everyone in Chinese Government research circles is 
buying this argument. Some are openly questioning why profits of 
China\'s steel and other industrial enterprises are rising so fast 

given rising input costs, explained Zhou. Wang Jian, a 

well-regarded government researcher at the NDRC\'s Macroeconomic 
Research Institute is studying this issue right now, according to 

Zhou. 


15. (SBU) Not only does there appear to be protectionist sentiment 
against the foreign acquisition by AM of a stake in Laiwu, but also 
similar (and possibly stronger) views in play among the provinces 
themselves. The Vice President of China\'s steel industry 
association stated in late-2006 that more stringent foreign 
investment restrictions are needed to protect China\'s steel mills 
from AM and others. The recent and dramatic rise in China\'s stock 
market, which has at minimum doubled the market cap for firms like 
Laiwu, appears to be serving as a useful foil against foreign 
acquisition making the firms less attractive as value buys and 

giving government officials a basis for alleging low-ball bids. 
Chinese steel experts and government officials may acquiesce in the 
trying to keep the foreigners out, but they are likely at some point 

to take on the provincial protectionism since it directly challenges 
their efforts to streamline the energy-hungry steel sector. 
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16. (SBU) Foreign stakes in Chinese steel companies can bring needed 
management skills and technologies to the sector. More importantly, 

if and when domestic merger and acquisition gains steam, Chinese 
steel enterprises movement to the coast will most likely accelerate. 

As a result, Chinese steel companies would be much better 

positioned to access the international market with higher value 

products resulting from the construction of new, more efficient 
production bases. In the end, this may prove a bigger impact on the 
international steel market than present concerns in developed 

markets of China dumping low-value steel products. 
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Summary 
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1. (C) MFA and Chinese Embassy sources are billing President 
Triet\'s May 14-18 trip to China a success, both in 

maintaining the momentum of improved political relations 
between the two countries and in generating concrete results, 
particularly in the areas of trade and investment (Ref A). 

At the same time, thorny issues in the bilateral 

relationship, such as Vietnam\'s trade deficit with the PRC, 
rival territorial claims in the South China Sea and negative 
commentary on China in Vietnam\'s media indicate that, while 
the two sides continue to accentuate the positive, frictions 
remain that defy near-term solutions. For GVN policymakers, 
maintaining a balance between seeking stable ties with the 
PRC and defending Vietnam\'s national interests will remain a 
key challenge. End summary. 


Visit Diplomacy Cornerstone of Bilateral Ties 


2. (C) According to Chinese Embassy Political Counselor Zhou 
Tong, the Vietnamese president\'s Beijing visit was a \"key 
event for China-Vietnam relations in 2007.\" The overall 
positive development of Vietnam-China relations, together 

with increased mutual trust in the political sphere, are 

reflected in this \"tradition\" of annual exchanges of 

high-level visits. In this case, Triet\'s trip is a 

\"reciprocal visit\" following President Hu Jintao\'s 2005 and 
2006 visits to Vietnam. MFA Asia | (Northeast Asia) 
Department Deputy Director Nguyen Hung Hai also stressed the 
importance of these frequent meetings between Vietnam\'s and 
China\'s leaders, citing their contribution to the bolstering 

of mutual understanding. 


Main Accomplishments 


3. (C) In addition to strengthening political ties, Zhou 

highlighted heightened economic cooperation and the new 
target of USD 15 billion in trade by 2010 as major results of 

the visit. The value of commercial agreements signed at 
business forums held during the visit reached USD 2.6 

billion. Furthermore, according to Zhou, the visit reflected 

an enhanced role for the China-Vietnam Steering Committee for 
Bilateral Cooperation. This committee, co-chaired by Tang 
Jiaxuan and Vietnamese DPM/FM Pham Gia Khiem, is responsible 
for coordinating the two countries\' activities in foreign 

affairs, defense, culture, economics and trade. The leaders 
also agreed to increase the number of Communist Party and 
youth exchanges and to conduct seminars on ideology. 


Two Corridors, One Belt 


Column 3 


4. (C) The \"two corridors, one belt" project is a Vietnamese 
initiative to modernize transportation routes leading from 
southern China to Haiphong port. It was proposed by former 
Prime Minister Phan Van Khai in 2004, but took on new life 
when Nguyen Tan Dzung became Prime Minister last year. The 
project involves modernizing colonial-era roads and railways 
leading from the border crossings with China near Lao Cai and 
Lang Son down to Haiphong. According to the MFA\'s Hai, 
Chinese officials were very positive about the project and 

will send a group of engineers to make a survey of possible 
routes. Zhou noted that the two sides have not specifically 
identified where they will work together. The infrastructure 

on the Chinese side is adequate, but improving the railways 
from the border to Hanoi would be the first step. Both sides 
agreed that transportation and other infrastructure projects 

are key, after which they can move ahead to identify other 
projects. 


Addressing the Trade Imbalance 


5. (C) During their discussions, the Chinese acknowledged 
Vietnam\'s \"huge\" deficit in their bilateral trade, Zhou 
noted, and the two sides agreed to take steps to \"adjust 
this.\" China specifically asked Vietnam to increase its 
exports of oil, rubber and other raw materials. Zhou 
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reported that the Vietnamese took note of the suggestion and 
will study it as a way of increasing exports. The Chinese 

side also made the point that the trade imbalance is not 
created by the government: both countries\' economies are 
\"governed by the market\" because both have \"market 
economies,\" Zhou averred. In addition, the Vietnamese and 
Chinese leaders discussed measures that would encourage a 
greater trade volume, such as channeling more trade through 
large companies, and discourage the smuggling of small 
quantities of goods across the border. Hai noted that 
Chinese Premier Wen said China is concerned about the 
imbalance and is willing to import more Vietnamese goods and 
commodities, such as sea and agricultural products and, \"of 
course, coal, oil, rubber and minerals.\" That said, Hai 
shared his view that Vietnam will not be able to resolve its 
trade deficit because of China\'s size, competitiveness and 
reliance on exports. 


Taiwan and South China Sea Issues 


Column 3 


6. (C) As a matter of course, China\'s leaders always raise 
Taiwan \"with every country, at every meeting,\" said Zhou. 
President Triet expressed Vietnam\'s continued support for its 
\"one China policy.\" In previous years, this was always 
mentioned in the joint statements following high-level 
meetings, but its omission this time did not indicate a 

policy change, Zhou said. According to Hai, China reminded 
Vietnam that, until Taiwanese elections are held in 2008, 
there will be \"agitation for independence by Taiwan\'s 
leaders,\" and Vietnam should not play into this by conducting 
government-to-government relations with Taiwan, only economic 
and cultural relations. 


7. (C) The two sides\' competing territorial claims in the 
South China Sea were only discussed in general terms. Hai 
noted that the details of such issues are \"left to be worked 
out at lower-level negotiations.\" The two sides agreed to 
continue to negotiate and maintain peace and the status quo. 
Zhou mentioned that they also agreed to \"try to respect\" the 
spirit of the ASEAN Declaration of Conduct concerning the 
South China Sea, and to \"increase their cooperation\" in the 
area with the Philippines. (Note: This is a possible 
reference to Vietnam\'s joining the PRC and the Philippines in 
joint oil exploration in disputed waters, a move that the GVN 
had previously rejected as diluting its own territorial 

claim. End Note.) 


Public Diplomacy to Highlight Friendly Relations 


8. (C) The two countries also agreed to use public diplomacy 
to publicize their friendly relations. Their \"traditional 
friendship\" is a valuable asset in the relationship, and both 
countries need to maintain and appreciate it. Zhou referred 
to \"elements\" in Vietnam who use the press, magazines and 
internet to negatively portray Vietnam-China relations, 
harkening back to the \"difficult period\" between the two 
countries during the late 70s and 80s. While the PRC 
recognizes that such media coverage is \"not the GVN\'s 
official position, it nonetheless affects bilateral 

relations,\" noted Zhou. The public diplomacy efforts agreed 
to by the two countries will be implemented by 
state-controlled mass media outlets, the propaganda 
committees of their respective Communist Parties and 
publishing houses. 


Comment 


9. (C) While warming political relations and expanding trade 
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and investment ties are the heavily publicized features of 
high-level visits and, more broadly, the Vietnam-China 
relationship, territorial disputes and vestiges of historical 
animosity remain thorny problems that defy near-term 
solutions. For example, the GVN is well aware of recent 
Chinese efforts to undercut Vietnamese petroleum deals in 
disputed South China Sea waters, and VFM Le Van Bang reported 
to visiting EAP A/S Hill that the GVN has assured its 

partners that \"we will protect them\" (Ref B). As this 
illustrates, maintaining a balance between seeking stable 
ties with the PRC and defending Vietnam\'s national interests 
will remain a key challenge for GVN policymakers. End 
Comment. 
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E.O. 12958: N/A 

TAGS: ETRD, ECON, KTEX, VM 

SUBJECT: VIETNAM\'S TRADE IN 2006: RAPID GROWTH IN LEAD UP TO WTO 
ACCESSION 


(U) THIS CABLE IS SENSITIVE BUT UNCLASSIFIED. NOT FOR INTERNET. 


1. (SBU) Summary: According to recently-released figures from the 
Government of Vietnam\'s General Statistics Office (GSO), Vietnam\'s 
2006 trade increased 21.6 percent from 2005, reaching USD 84.02 
billion. This growth reflects Vietnam\'s increasingly international 
economic policy orientation and economic reforms undertaken as part 
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of its WTO accession process. Led by crude oil, textiles and 
garments, footwear and fishery products, exports grew 22.1 percent 
to USD 39.6 billion. Total imports were USD 44.41 billion, a 20.1 
percent rise over 2005. Total trade in services exceeded USD 10 
billion in 2006, driven by increases in tourism, transportation, 
financial services and insurance services. According to GSO, 
bilateral trade with the United States was USD 8.81 billion, a 29.7 
percent increase over 2005 - moving the United States from fifth to 
third place in total two-way trade with Vietnam. Following 
Vietnam\'s January 2007 WTO accession, these trends in growth should 
continue, though the country faces a number of challenges to 
maintain this growth over the longer term. (Note: Unless otherwise 
stated, all figures are from official Vietnamese statistical 

sources.) End Summary. 


THE OVERALL TRADE PICTURE 


2. (U) In 2006, Vietnam\'s policy orientation towards integration 
into the global market, coupled with economic reforms and 
liberalization, resulted in trade playing an increasingly 

significant role in Vietnam\'s continued economic development. 
Recently released figures from Vietnam\'s General Statistics Office 
(GSO) show that in the year leading up to Vietnam\'s World Trade 
Organization (WTO) accession, its trade grew 21.6 percent to reach 
USD 84.02 billion. Total exports rose 22.1 percent to USD 39.6 
billion, while total imports were USD 44.41 billion, up 20.1 

percent. Vietnam\'s trade deficit remained relatively stable in 
2006, growing 3 percent from USD 4.65 billion in 2005 to 4.81 
billion. In a further sign of the increasingly global nature of 
Vietnam\'s economy, total export turnover was equal to about 65 
percent of 2006 GDP. 


3. (U) China continued to be Vietnam\'s largest single trading 
partner. Vietnamese exports to China were USD 3.03 billion, a 
moderate 2.3 percent increase, while it imported USD 7.39 billion in 
2006. Vietnam\'s USD 4.33 billion trade deficit with China was its 
second largest in 2006, behind only its USD 4.64 billion trade 

deficit with Singapore. Japan ranked as Vietnam\'s second largest 
trading partner at USD 9.93 billion in total trade, with USD 5.2 

billion in exports and USD 4.73 billion in imports. The United 
States, at USD 8.81 billion, ranked third in total trade with 

Vietnam, up from fifth place in 2005, due in large part to a 32 
percent increase in Vietnamese exports during 2006. For the fourth 
straight year, the United States was the largest export market for 
Vietnamese products. Exports to Vietnam\'s other primary markets, 
the EU and Japan, also increased by 27.8 percent, and 18.6 
respectively. Behind China and Singapore, Vietnam\'s largest sources 
of imports were Taiwan (USD 4.8 billion), Korea (USD 3.9 billion) 
and Thailand (USD 3 billion). 


Column 3 
FOREIGN INVESTED ENTERPRISES DRIVING EXPORT GROWTH 


4. (U) Of the USD 39.6 billion in export revenue, foreign invested 
enterprises contributed USD 22.9 billion (57.7 percent of total 
exports), an increase of 23.2 percent. Domestic enterprises 
contributed USD 16.7 billion (42.3 percent of total exports), up 

20.5 percent over 2005. Increased investment and new technologies 
helped domestic industries expand production and enhance export 
quality and value with an aim to narrowing the export margin with 
foreign invested enterprises. 


HIGHER PRICES CONTINUE TO DRIVE COMMODITY EXPORT GROWTH 


5. (U) Many of Vietnam\'s strategic commodity exports benefited from 
rising global prices in 2006. Crude oil remained Vietnam\'s top 
export earner, growing 12.1 percent to USD 8.26 billion as a result 

of the continued rise in world oil prices. Vietnam was able to 

achieve these gains because its average oil export price increased 
by 22 percent, which offset a 7.5 percent decrease in export volume. 
Vietnam\'s main crude oil export markets were the United States, 
Japan, Australia, Indonesia, and Malaysia. Other natural mineral 
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resources also enjoyed healthy growth in 2006. Coal exports, for 
example, grew 65.6 percent in volume and reached a total value of 
USD 914 million. 


6. (U) Many other traditional agricultural and commodity products 
(other than rice, which fell 9.5 percent in quantity and 7.2 percent 

in value) achieved equally solid growth in 2006. The value of 
rubber and coffee exports grew 58.3 percent and 49.9 percent, 
respectively. These significant increases are attributable to 
growing world prices for these goods, as the export quantities of 
both products remained relatively stable. Total export revenues of 
rubber and coffee exceeded USD 1 billion for the first time, growing 
the list of export products earning USD 1 billion or more per year 

to nine. Tea export revenues grew 13.9 percent and cashew revenues 
grew 4 percent. Fishery products, another key commodity export, 
also achieved solid growth of 23.1 percent over 2005, earning a 
total of USD 3.4 billion. 


MANUFACTURING EXPORTS ENJOY DOUBLE-DIGIT GROWTH RATES 


7. (U) Increased investment, use of new technologies, 
diversification of product lines and accelerated marketing and trade 
promotion activities contributed to the rapid growth of 
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manufacturing exports. Key products such as footwear, wood products 
and electronics all achieved solid growth, earning USD 3.6 billion 

(16.9 percent increase), USD 1.9 billion (23.1 percent increase) and 
USD 1.8 billion (24 percent increase), respectively. Vietnam also 
increased exports in some new categories such as steel and cast 

iron, which grew 68 percent to USD 370 million in 2006. 


8. (U) Despite facing intense competition from other countries no 
longer subject to quotas because of the expiration of the WTO 
Agreement on Textile and Cotton (ATC) in 2005, Vietnamese textile 
and garment exports grew 19.9 percent in 2006 - nearly double the 
2005 growth rate of 10.3 percent - which equated to USD 5.8 million 
in export value. (Note: Following its January 11, 2007 accession to 
the WTO, Vietnam too is now no longer subject to quotas. End note.) 
Textile and garment exports to Vietnam\'s three primary markets 
achieved high growth rates in 2006. Exports to the United States 
grew 21 percent to USD 3.04 billion, equivalent to 53.8 percent of 
Vietnam\'s total apparel export revenue; exports to the European 
Union grew 43 percent to USD 1.2 million,; and exports to Japan, a 
country which has never imposed quotas on Vietnam, grew 20.2 
percent. 


EXPORT DESTINATIONS CHANGING 


9. (U) Vietnamese exports increasingly went to larger, 

industrialized and more distant markets in 2006. Export volume to 
Asia decreased from 50 percent to 47.3 percent. Notably, within 
this category exports to other ASEAN countries fell from 16.8 
percent to 16.1 percent, despite favorable tariff policies between 
members. Although starting from a minimal baseline, exports to 
Africa also fell from 2.1 percent of overall volume to 1.6 percent. 

To offset these decreases, exports to Europe grew from 18.6 percent 
to 19.2 percent of total volume, export turnover to the Americas 
grew from 21.3 percent to 22.9 percent (of which the United States 
alone accounted for 19.6 percent) and exports to Australia and New 
Zealand grew from 8.1 percent to 8.9 percent. 


PRICES AND INCREASED DEMAND GROW IMPORTS 


10. (U) Total import turnover in 2006 was USD 44.41 billion, up 20.1 
percent from 2005. The domestic sector imported USD 27.99 billion, 
representing 19.9 percent growth, nearly catching up with the 20.4 
percent growth rate in the foreign invested sector, which imported 
USD 16.42 billion. The increase in total import value can be 
attributed to an 8.6 average growth in prices of imported goods and 
the increasing demand for imports needed to feed Vietnam\'s growing 
economy. The prices of critical production inputs such as fuel and 
common metals experienced particularly high price increases of 21 
percent and 50.1 percent, respectively. 
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11. (U) Vietnam\'s amended Commercial Law, which became effective 
January 1, 2006, and regulations to guide implementation of the 
Commercial Law helped to remove restrictive import measures and 
create more favorable conditions for enterprises to import goods to 
expand production. Notably, consumer goods imports grew 24.4 
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percent to USD 1.24 billion - a sector which will likely continue to 
experience solid growth as the disposable income of Vietnamese 
citizens continues to grow. 


12. (U) Machinery, equipment and spare parts were Vietnam\'s leading 
import category. The import value of these products increased 24.1 
percent to USD 6.6 billion, of which the foreign invested sector 
accounted for USD 2.3 billion, or 39.3 percent. Gasoline and fuel 
price increases led to a 16.4 percent surge in import value to USD 
5.97 billion, despite a 3.8 percent drop in import volume. Imports 
of several traditional production inputs were up, including yarn 
(60.3 percent growth), cotton (34.1 percent growth), fabric (23.1 
percent growth), plastic (26.8 percent growth) and wood and wood 
product accessories (16.8 percent growth). On the other side, iron 
imports fell 0.9 percent in value to USD 2.9 billion (the fourth 
largest import category) while the volume increased by 1.8 percent. 


13. (U) Imports of garment and footwear accessories and automobiles 
were among the few categories that saw import volume reductions in 
2006. Imports of garment and footwear accessories fell by 14.1 
percent because Vietnam was able to produce more of the products 
domestically. Automobile imports (including completed and 
disassembled units) fell sharply by 34.7 percent. On the other hand, 
imports of assembled motorbikes soared 27.8 percent in volume, 
representing a 16 percent increase in value. 


14. (U) Imports from Asian countries grew by 21.7 percent and 
accounted for 80.7 percent of total import value. Imports from 
Vietnam\'s top Asian trading partners, such as China, Japan, 
Singapore, Thailand and Taiwan soared 27.9 percent, 14.9 percent, 
36.5 percent, 26.8 percent, and 11.4 percent, respectively. Total 
imports from ASEAN countries grew 32.7 percent, constituting a total 
of 28 percent of all imports. The value of goods purchased from 
Europe and Africa fell slightly in 2006. 


TRADE IN SERVICES 


15. (U) Service exports reached USD 5.1 billion, 19.6 percent more 
than 2005. The major service export sectors each achieved 
significant growth: tourism grew at 23.9 percent, air transportation 
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at 35.5 percent, maritime transportation at 27.5 percent and 
financial services at 22.7 percent. A total of 3.6 million visitors 

to Vietnam in 2006 contributed to tourism remaining Vietnam\'s top 
service export, accounting for 56 percent of service export revenue. 


16. (U) Imports of services reached USD 5.12 billion, 14.3 percent 
more than 2005. International transport of imported goods accounted 
for USD 1.8 billion, or 35 percent of all service imports. Outbound 
travel shared 20.1 percent of the total import value, increasing 

16.7 percent over 2005. Other major service imports were 
transportation, financial and banking services and insurance, which 
grew 20.1 percent. 


BILATERAL TRADE WITH THE UNITED STATES 


17. (U) GSO statistics show that total two-way trade with the United 
States in 2006 was USD 8.81 billion, up 29.7 percent from USD 6.80 
billion in 2005. Vietnam exported USD 7.83 billion to the United 
States - a 32 percent increase over to 2005 - and imported USD 982 
million from the United States, representing an increase of 13.7 
percent over 2005 imports. In 2006, the United States ranked third 
in total two-way trade with Vietnam, moving from fifth place in 

2005. It remained the largest export market for Vietnamese 
products. This contributed to Vietnam\'s USD 6.85 billion trade 
surplus with the United States, which grew from an already 
significant 2005 trade surplus of USD 5.07 billion. 


18. (U) Textile and garment products topped the list of exports to 

the United States with USD 3 billion in turnover, far exceeding the 
amount earned through other exports. Textile and garment exports 
grew 17 percent, up from 5.2 percent the previous year, although 
Vietnam was still subject to textile and garment quotas as it was 

not yeta WTO member in 2006. Exports of crude oil to the United 
States grew by a sizable 114.9 percent to USD 1 billion, replacing 
fishery products as the number two export. Exports of footwear (USD 
803 million) and wood products (USD 744 million) both achieved solid 
growth rates of 31.4 percent and 31.2 percent, respectively, 
maintaining the third and the fourth ranking in 2006. Despite 
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anti-dumping duties on certain goods, fishery products (USD 665 
million) ranked as the fifth top earning export, with a 5.3 percent 
increase over 2005. 


19. (U) Imports of machinery and equipment (USD 226 million) 
remained on top of Vietnam\'s imports from the United States and 
increased by 25 percent over 2005. Plastic materials (USD 86 
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million), the number two import from the United States, rose 43.2 
percent. Imports of wood-product materials (USD 60 million) grew 
51.9 percent, moving it into the top five import categories from the 
United States. Textile and garment-related imports, however, saw a 
reverse trend: while Vietnam\'s overall imports of cotton, yarn and 
fabric grew, imports of those items from the United States fell 4.3 
percent, 40.7 percent and 10.9 percent respectively. 


COMMENT 


20. (SBU) Vietnam\'s 21.6 percent increase in trade volume in large 
part reflects Vietnam\'s growing international engagement in tandem 
with the economic reforms undertaken to join theWTO. Barring a 
major downturn in global prices in Vietnam\'s key export sectors, 
Vietnam aims to continue increase its exports, particularly as it 
benefits from being the WTO\'s newest member. 


21. (SBU) Notwithstanding overall optimism, for Vietnam to sustain 
its growth in trade, it still faces some critical challenges. 

First, continued diversification of its export products away from 
reliance on commodity goods such as crude oil, whose export growth 
is dependent upon global market prices, to higher value-added 
products will help. Second, Vietnam needs to implement its WTO 
commitments fully, particularly with respect to trading rights for 
foreign invested enterprises, in order to establish a fair and 
transparent environment conducive to creating increased trade and 
investment opportunities. Third, Vietnam has to improve human 
resource development, education and training to enhance its status 
as an attractive labor market. The GVN is now seeking international 
assistance and know-how to help reform its education system to keep 
apace of changing demands on its labor force, its success in this 
endeavor will be paramount. 


22. (SBU) Fourth, given real infrastructure restraints, particularly 
its port capacity, Vietnam should accelerate efforts to expand its 
infrastructure capacity in order to continue to attract new 
investment and increase trade. Fifth, strengthening 
anti-corruption, transparency and the rule of law would enhance 
Vietnam\'s competitiveness as a destination for foreign investment. 
How the GVN implements its equitization polices will have a major 
impact on this process. Finally, over time additional financial and 
banking reforms, if implemented effectively, will help to attract 
more investment, and ensure that it is effectively and efficiently 
directed to high-return sectors. End Comment. 
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REF: A. BANGKOK 03058 (AMNESTY FOR THAI RAK THAI? TRIAL 
BALLOON POPS) 
B. BANGKOK 2994 (TRT DISSOLVED) 
C. BANGKOK 2993 (DEMOCRAT PARTY CLEARED) 


Classified By: Politicial Counselor Susan M. Sutton. Reason 1.4 (b,d) 


1. (SBU) In a briefing for the diplomatic corps on June 5, 
Ministry of Foreign Affairs (MFA) Permanent Secretary Virasak 
Futrakul affirmed that Thailand Vis a nation of laws and 

that the recent (ref B) Constitutional Tribunal case 

dissolving ousted PM Thaksin\'s Thai Rak Thai (TRT) party and 
banning its leaders from running for office for five years 

was consistent with Thai law and would not lead to delays in 
the return to democracy. Ministry of Justice Permanent 
Secretary Jaran Pakdithanakul, who also serves as deputy 
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chair of the Constitutional Drafting Committee (CDC), 

followed by offering a detailed defense of the court case. 

Jaran explained that the Constitutional Tribunal was widely 
viewed as impartial and professional. No outside pressure or 
intervention influenced the judges\' decision. The charges 
against both TRT and the Democrat party were filed before the 
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September 2006 coup. According to Jaran, the judges were 
unanimous in their finding of the facts of the case: that TRT 
leaders violated election law. 


2. (SBU) Jaran acknowledged debate within the legal 
community--and the Tribunal--over TRT\'s punishment. While 
election laws under the 1997 constitution provided for the 
dissolution of a political party guilty of legal violations, 

the revocation of certain political rights (voting, running 

for office) from 111 members of TRT\'s executive board was 
established after the coup by the military leadership. Jaran 
admitted that this was a retroactive application of the law, 

but argued that, since this was not a criminal legal issue, 

it did not violate international legal norms. 


3. (SBU) In response to questions from foreign envoys, Jaran 
denied that legal appeal of the ruling was possible and 
voiced his opinion that any amnesty (a topic briefly broached 
over the weekend; ref A) would not be \"the best result for 
the country.\" The Tribunal\'s decision was a firm warning 
that \"political misconduct does not pay.\" Jaran also 
explained that the 111 TRT leaders cannot run for office, 
vote or serve as leaders of a political party, but they will 

be able to participate in politics. Virasak added that those 
punished would also have full \"freedom of expression.\" 


4. (SBU) Jaran likewise denied that the dissolution of the 
country\'s largest party and the removal of over a hundred top 
political leaders would undercut the effectiveness of Thai 
democracy in the election tentatively scheduled for later 

this year. \"This may be an opportunity\" for Thai democracy 
now that a new generation of leaders and several smaller (and 
in some cases older) parties have a better chance to win 
election. Virasak added that TRT\'s flagrant violation of 
election laws--as detailed by the Tribunal--was hardly 
evidence of healthy democratic behavior. 


5. (SBU) Following a lengthy description of the process for 
TRT supporters to register a new political party, Jaran 
confirmed that the government is considering lifting the ban 

on political activities established in post-coup 

Announcements 15 and 27. He denied public speculation that 
such a move could result in amnesty for TRT leaders--the 
article providing for their punishment by the Tribunal would 

not be lifted. Jaran said that lifting the broader ban on 

political activities by all parties would allow the country\'s 
politicians to prepare for the upcoming election \"to be held 
December 16 or 23 at the latest.\" Echoing reports in this 
morning\'s newspapers, Jaran said if the referendum on the new 
constitution was moved from September to August 19, that 
could result in even earlier elections. 


Column 3 


COMMENT 

6. (C) As boilerplate as portions of the briefing were, the 

overall tone was consistent with MFA\'s defensive message 

since September 2006: we had a coup because Thaksin was bad, 
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but we are really democratic and base our actions on the rule 
of law. Jaran\'s public mention of possible earlier 
elections--while a welcome idea--does not reflect any serious 
commitment to such: MFA officials present were unwilling to 
confirm that this scenario is under consideration. Advancing 
the date for elections is likely to become a hot topic among 
the Bangkok elite, particularly once the ban on broader 
political activities is lifted, but there are both practical 

and political obstacles that would have to be overcome to 
advance the date. 

BOYCE 
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E.O. 12958: N/A 

TAGS: CH, HK, MK, SENV, PGOV, ENRG 

SUBJECT: SUSTAINABLE GROWTH: MACAU\'S PRESSING NEED FOR 
ENVIRONMENTAL LEGISLATION 


1. (SBU) Summary: As Macau\'s economy booms, local 
authorities confront the dual challenges of modernizing the 
territory\'s infrastructure, while ameliorating the adverse 
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effects of this rapid development. Macau,s air quality is 
worsening due to manufacturing in Guangdong province, 
emissions from the transportation sector and localized 
electricity production. Macau\'s drinking water supply is 

almost completely dependent on tributaries of the Pearl 

River, which face problems with pollution and excessive 
salinity. The Macau Environmental Council (EC), a government 
body charged with monitoring the condition of the 

environment, has neither regulatory nor law enforcement 
powers. The EC only has the ability to conduct public 
awareness campaigns, investigate (but not resolve) citizen 
complaints on pollution, and provide non-binding 

environmental impact assessment opinions. The Macau Special 
Administrative Region Government (MSARG) recognizes the need 
to restructure the EC into a formal Environmental Protection 
Department, but appears perplexed about how to go about 
creating a body with true regulatory and enforcement 
capabilities. MSARG authorities have expressed interest in 
increasing cooperation with the U.S. and learning more about 
creating a framework for sustainable economic growth and 
environmental protection. END SUMMARY. 


2. (SBU) Air Quality: Vong Man Hung, Acting President of 

the Executive Committee of the Environment Council, told 
EconOff that, under its current structure, the MSARG cannot 
effectively manage the explosive growth in and economic 
transformation of the territory. This is particularly 

evident in the environmental sector, where deteriorating air 
quality is the most pressing environmental issue, yet the 
MSARG has not even measured how much pollution blows into 
Macau from mainland China and how much is produced locally. 
Local power plants continue to burn diesel fuel, while a 

small percentage of power is produced by an incinerator. 

Both spew high quantities of pollutants into the air. Car 

and truck emissions also contribute to low air quality due to 
high use of diesel and other poor-quality fuels. While the 

EC has instituted new standards for the import of commercial 
fuels, it lacks any means to curtail the heavy flow of 

vehicles from mainland China. 


3. (SBU) Water quality: Vong noted that with only four sewage 
treatment plants, Macau can provide secondary treatment for 
only 19% of its waste water. The MSARG has not yet released 
water quality figures for 2006, but its 2005 Environmental 
Status Report notes that water quality around Taipa Island, 
Macau\'s Inner and Outer Harbors, and Coloane Island reached 
extreme levels where \"water pollution endangers the existence 
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of all organisms and the public health.\" In the beach resort 
areas and airport, coastal water ranged from \"acceptable 
quality\" to \"water pollution at levels that affects the 

normal growth of plants and the existence of sensitive 
organisms.\" The concentration of heavy metal pollutants in 
coastal waters has already exceeded the \"Seawater Quality 
Standard of China\". It remains unclear how much water 
pollution stems from local sources and how much comes from 
factories in mainland China. 


4. (SBU) Drinking Water: 98% of Macau\'s water supply comes 
from the Xijiang River, a tributary of the Pearl River in 
Guangdong province. While this river also suffers from 
pollution, a recent decrease in volume and water levels in 

the rivers frequently causes seawater to flow into Macau\'s 
main source of drinking water. Along with increased economic 
development, Macau\'s water consumption has increased by 3.4% 
since 2003 and it is certain to keep rising as more luxury 

hotels come on line. The impact of salinity on Macau\'s 
drinking water continues to adversely impact human health and 
could impede the sustainable development of Macau, implied 
Vong. For this reason, the EC has begun water conservation 
campaigns and recommends that the government incorporate 
water conservation into an overall socio-economic development 
strategy, including the use of treated wastewater for 
construction and irrigation. 


5. (SBU) Environmental Impact Assessments: Despite the number 
of new construction and land reclamation projects, there is 
no formal mechanism for the EC to provide environmental 
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impact assessments (EIA). If another government department 
requests that the EC perform an assessment, the EC will give 
a non-binding opinion on the impact of that specific project. 
However, the majority of construction and infrastructure 
projects in the territory proceed without any independent 

EIA. 


6. (SBU) The EC\'s current mission is to promote 
environmental awareness among the general population and 
within government departments. It liaises with other MSARG 
agencies to collect data on environmental issues, but lacks 

the authority or staffing to conduct independent monitoring 

of its own. For example, the Macau Meteorological Department 
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examines air quality; the Port Authority and Health Bureau 
monitor water quality; the Civil Aviation Department 
researches airport-related pollution problems, while the 
Macau Customs Service works on animal conservation and 
trafficking. The EC does not draft new regulations and 
cannot impose penalties on polluters. Instead, it makes 
recommendations to other agencies on how to improve 
environmental practices and urges the above departments and 
business licensing bureaus to revoke operating permits of 
polluters. However, the EC cannot force any department or 
bureau to take action on any environmental problem. 


7. (SBU) The EC is the single MSARG entity that is dedicated 
to the environment. However, it is mainly an advisory body. 
Financially and administratively, the EC falls under the 

MSARG Secretary for Transportation and Public Works. But, 
the VGeneral Council on the Environment,\' an eleven-member 
body appointed by the Macau Chief Executive from government 
and business sectors (including construction, garment 
manufacturing, transportation, architecture and education) 
oversees the programmatic and policy aspects of the EC. Each 
year, the General Council approves the EC,s annual work plan 
and its end-of-year environmental status report. Given the 
General Council\'s membership, it remains unclear the extent 
to which the EC can formulate independent policy 
recommendations. 


8. (SBU) The Chief Executive of Macau and the Governor of 
Guangdong have formed a Liaison Group to cooperate on water 
and air issues. Vong claimed this arrangement facilitates 
information sharing at numerous levels of government, but did 
not elaborate on the extent of that cooperation. 

Nevertheless, it appears to be less developed than the 

contact between Hong Kong and Guangdong. She also stated 
that Macau and Hong Kong lack an official 
government-to-government mechanism to cooperate on the 
environment, though considerable informal communication 
occurs between technical experts in both cities. Macau still 
depends on contacts in the Portuguese civil service for 
assistance and expertise on the environment, and Macau does 
not yet have a large environmental movement, she noted. 


9. (SBU) To address deteriorating air quality, Macau will 
begin using natural gas by the end of 2007, with future plans 
to build a LNG terminal in mainland China. Due to the high 
price of land in the territory, all new energy infrastructure 
construction, including LNG terminals and additional power 
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plants, will be located in the mainland, indicating that 

Macau is tying its energy security closely to mainland China. 
Vong noted that plans for LNG will allow Macau to gradually 
shift its electricity production to cleaner sources. To 
address emissions from the transportation sector, Vong also 
noted that the MSARG has issued new regulations for the 
import of commercial fuels, but declined to give details on 
the sulfur content of those fuels. 


10. (SBU) A very high population density and the strong 
growth of tourism mandate that Macau monitor the state of its 
green spaces as part of an overall nature conservation 
program, said Vong. The Lands, Public Works and Transport 
Bureau has plans to preserve existing green areas and 
increase urban greenery in new areas under development and 
reclamation. Construction projects, particularly in the 
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Cotai reclamation area, are changing Macau\'s land and sea 
ecological systems, however. The EC urges more environmental 
monitoring, protection and conservation programs to address 

the changing ecology. 


11. (SBU) For the past three years, the Macanese public has 
increased demands that the EC implement environmental 
regulations. The public is particularly concerned about 

noise and light pollution from the construction and 

operations ofthe new casinos. These quality of life issues 
have raised the profile of the EC and increased the public\'s 
receptivity to its general environmental message. Macau\'s 
Legislative Council is considering a plan to upgrade the EC 
into an Environmental Protection Department (EPD), but there 
is neither a timetable for this government restructuring nor 

a Clear indication of what powers a new EPD would hold. Vong 
stated the ECVs immediate goal is obtain regulatory powers 
and then begin drafting new environmental legislation. She 
had no specifics on how the MSARG would go about 
strengthening environmental regulations, but welcomed 
expertise and opinions from U.S. counterparts. 


12. (SBU) The EC\'s existing outreach programs highlight green 
enterprises by working with the hotel sector to promote 

energy and water efficiency. Since the hospitality industry 

is the main employer, the EC believes engaging the hotel 
sector will have ripple effects in Macanese society. The EC 

will soon start a \"green hotel\" award program to recognize 

the most environmentally-friendly and energy efficient hotels 

in Macau. Vong stated that American hotel and casino chains 
tend to be some of the \"greenest\" in Macau and can serve as 


Column 3 
models for their local competitors. 


13. (SBU) Vong also discussed efforts to combat animal 
trafficking, which falls under the Macau Customs Services and 
Economic Development Bureau. Macau is a signatory to the 
Convention on International Trade in Endangered Species of 
Wild Fauna and Flora (CITES). Each year, Macau Customs 
prosecutes animal traffickers. It has recently seized 

orchids, cacti, coral, giant salamanders, and various tiger 
parts. 

Cunningham 
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SUBJECT: LEE MYUNG-BAK: SMOOTH SAILING TILL DECEMBER? 


REF: A. SEOUL 1418 
B. SEOUL 975 


Classified By: Alexander Vershbow. Reasons 1.4 (b,d). 


1. (C) SUMMARY: In a June 4 meeting, the Ambassador and GNP 
presidential front-runner Lee Myung-bak discussed North 

Korea, the December elections, and the FTA. Lee also asked 

the Ambassador to help set up a meeting with Secretary Rice 
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during his scheduled June 11-14 trip to Washington D.C. Lee 
said he feared the progressives would try to make North Korea 
a key issue in the presidential elections even though most 
South Koreans were not as concerned over security issues as 
they were over the economy. Lee noted that the North had to 
denuclearize in order to reap the benefits of his proposed 
assistance to improve the DPRKYs economy. He said that 
North Korea would try to influence the election, and that Kim 
Jong-il and Kim Dae-jung were the two who most wanted to keep 
the GNP out of the Blue House. On the FTA, Lee said the 
U.S. decision to keep rice out of the KORUS FTA would be a 
great help toward ratifying the agreement in Korea. He 

noted, however, that it might be difficult to ratify the 

agreement 

before the December elections. If the GNP won, Lee said, it 
would mean better relations with the U.S. and a more 
advanced, globalized Korea. END SUMMARY. 


2. (C) Former Mayor Lee Myung-bak told the Ambassador on 
June 4 that North Korea would have a big impact on the 2007 
presidential elections. Recently, a North Korean press 

release noted that Lee was a \"puppet of the U.S. and, if Lee 
won the election, it would lead to war. Since former 

President Kim Dae-jung (DJ) and Kim Jong-il had the most to 
fear from a Grand National Party (GNP) administration, they 
would actively support any progressive candidate while 
President Roh Moo-hyun would also work to keep the GNP out of 
office. Lee said that many progressive lawmakers had 

recently gone to North Korea and delivered the same message 
to the North: that a GNP president would decrease stability 

on the Peninsula. Several months ago, Lee sent a 
representative to meet with a high-ranking DPRK official and 
explain Lee\'s 13000 Unification Plan (Ref A, a plan to raise 
DPRK per capita GDP to USD 3000). Since that time, the North 
has requested further details about the plan; so, despite 

recent critiques, Lee was not convinced the North was 
determined to undermine his candidacy. 


3. (C) The Ambassador asked if Lee thought Kim Jong-il was 
preparing some bold initiative to present to the ROK to move 
inter-Korean relations forward and influence the elections. 

Lee said that since Roh wanted a North-South summit so badly, 
Kim Jong-il would make outrageous demands to which Roh might 
accede. Despite the desire for a summit that RohYs advisors 
have clearly communicated to the North, there has been no 
positive response from Kim Jong-il. Lee surmised this might 
indicate Kim Jong-il expects the GNP to win the presidential 
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election, and in that case, he knows he should not make too 
many deals with the current president. Lee said that DPRK 
officials consistently ask South Korean delegations what 
South Korea would be like with Lee as president. 


4. (C) Lee said this year\'s campaign marked the first time 

the GNP has had a series of policy debates and an open 
primary (Ref B). The debate series favored the trailing 
candidates. Lee noted that the Roh government hoped Park 
Geun-hye would become the GNP candidate since Roh thought any 
progressive candidate could defeat her in the general 

election. Lee said he would refrain from attacking Park in 

the primary campaign and would not release information he had 
on Park. Since he was the frontrunner, he should remain 
\"gentlemanly\" toward Park. Lee said that there would be lots 
of negative attacks on him from Park and from the 
progressives, but he was not worried. The campaign structure 
was seven people versus him - Roh, DJ, Kim Jong-il and the 
GNP candidates all together against his candidacy. 


5. (C) Lee said the ROK was at a crucial crossroads. If the 
GNP took power in 2008, it would not only improve ROK-U.S. 
relations but lead to a change in Korea\'s national identity. 

Korea could become a more advanced, globalized country under 
the GNP, or move further toward a more pro-North, pro-China 
identity under another progressive regime. Lee noted that 

the ROK had to improve economically in order to be ready for 
eventual unification and the next administration should focus 

on social welfare and decreasing the gap between the rich and 
poor. 


6. (C) Former President Kim Dae-jung (DJ) wants a single 
progressive candidate and so does President Roh, Lee claimed, 
but each wanted their own candidate so it might be difficult 

for the progressives to unite. For example, DJ supported 
former Gyeonggi Governor (and GNP defector) Sohn Hak-kyu, but 
Roh could never support Sohn due to personal differences. So 
there could be two progressive candidates. The only sure 

thing, Lee said, was that the GNP would field one candidate. 
Since the Democratic Labor Party would also field a 

candidate, there could be three progressive candidates, Lee 
said. 
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7. (C) Lee said Roh will try to emphasize that the 

progressives would support peace and a GNP candidate would 
upset the \"peace mood\" Roh hoped to create on the Peninsula 
this summer and fall with a summit and other \"shows.\" Roh 
also hoped to focus the campaign on North-South issues rather 
than on the economy. Normal citizens were not deeply 
interested in North Korea or security issues -- they simply 
wanted to live a better life. Lee said both DJ and Roh 

thought the strategies that got them elected could result in 
another progressive administration. But the Korean 

electorate had changed a lot since 2002, Lee said, and their 
old strategies would likely prove ineffective. 


8. (C) In response to the Ambassador\'s query about the 
effect regionalism would have on the upcoming election, Lee 
said he maintained a 25-30 percent support rating in the 
southwestern Jeolla Provinces. Lee asserted that the era of 
any candidate receiving 90 percent support in Jeolla was over 


and if he received 20 percent in December, that would assure 
victory for him. 


9. (C) Lee asked why the Banco Delta Asia (BDA) problem had 
not been solved. The Ambassador noted that BDA had, ina 
sense, been solved since North Korea could retrieve its money 
since the accounts were unblocked on April 10. But North 
Korea was insisting on a wire transfer and this was proving 
difficult given other banks\' reluctance to handle tainted 

funds. Lee wished the U.S. good luck, saying that he hoped 
the BDA funds issue would be over soon and the Six-Party 
Talks would succeed in denuclearizing North Korea while the 
Ambassador was in Korea. The Ambassador said it was 
unnatural to have a continued state of crisis in Northeast 

Asia and this situation could lead to a regional arms race. 

Until North Korea denuclearizes, it would be difficult to 

give much assistance to the DPRK to overcome its economic 
differences. Lee said that the North Korean nuclear problem 
should be solved through close cooperation by the ROK with 
China and the U.S. 
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10. (C) Lee noted that if North Korea did not receive rice 

aid soon, the people would suffer. He also noted that there 

were many trucks going into North Korea from Gangwon Province 
and no one was sure of the contents. According to Gangwon 
citizens Lee met recently, the trucks going North were well 
covered. If the trucks were carrying construction materials 

for Mt. Geumgang as reported, there would be no reason to 
obscure the contents. Many Gangwon residents distrust the 

Roh administration and therefore were suspicious of the 

cargo. 


11. (C) Lee said he was shocked by President Roh\'s four-hour 
speech on June 2 in front of 1000 of his supporters and was 
worried about the impression foreign observers would have of 
South Korea after viewing the speech. Roh\'s explicit 
comments about presidential candidates and his statement that 
\"the thought of the GNP winning makes me shudder in horror\" 
were in violation of election law. Lee said the tirade, in 

which Roh criticized all the presidential candidates except 
those loyal to him, would serve to unite his ardent 

supporters. 


12. (C) Lee noted that anti-Americanism would not be an 
issue in this year\'s election thanks in part to changed 
perceptions in Korea. The U.S. public reaction to the tragic 
incident at Virginia Tech taught Koreans much about America 
-- Koreans expected a backlash against Koreans and 
Korean-Americans, but Americans did not consider the 
Korean-American student who committed the murders to be 
representative of Korea or Koreans. The fact that Americans 
thought of the Korean-American shooter as one unfortunate 
psychopath rather than blaming Korea or Koreans was 
fortunate. The Ambassador agreed that the U.S. people 
handled the situation well and said that in the U.S. we think 
of individual responsibility first. 


13. (C) The Ambassador explained that some clarifications 
were needed to the KORUS FTA chapters on labor and 
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environment, but that the clarifications would in no way 

change the balance of the agreement. He added he hoped Korea 
would ratify the FTA before the December election. Lee 
agreed that the FTA should be ratified, but noted that if the 
ratification process were too close to the December election, 
anti-American, anti-FTA sentiment could become an election 
issue. Former Mayor Lee noted he was concerned the U.S. 
ratification process might be delayed until 2008. Lee 
cautioned that while most GNP lawmakers were pro-FTA, even 
some conservative lawmakers from rural districts might be 
hard-pressed by their constituents to vote against the FTA. 
Koreans were very emotional; while this contributed to 

Korea\'s dynamism, it also could cause difficulty for the FTA. 
For example, one insignificant bone chip in a large beef 
shipment can become a national issue. 


14. (C) For a few beef or tangerine producers, Korea should 
not abandon the KORUS FTA, Lee said. The FTA will benefit 
all Korean consumers and create cheaper goods for all. The 
government has a responsibility to act in the interest of all 
Koreans. Lee joked that the emphasis on saving Korean beef 
was already water under the bridge since Korean beef was not 
really Korean since the cows eat U.S. feed. Excluding rice 
from the KORUS FTA was very positive and would help 
ratification in Korea. 


15. (C) Lee said he oversaw Hyundai\'s production of the 

Pony, the first Korean car exported to the U.S., and said 

that he owed his success to the open U.S. market. If the 

U.S. had not been open to Korean cars in the late 1970s, 

Korea would not have developed as it did, Lee said. That 

said, Lee expressed concern that Japanese cars assembled in 
the U.S. could come to Korea and cause problems in the Korean 
auto market. The Ambassador downplayed this concern, noting 
that there was sufficient demand for Japanese cars in the 

U.S. so there would likely be no need for Japanese producers 
to export cars from the U.S. to Korea. It was important, 
however, for Korea to live up to its commitment to open the 
Korean market to U.S. auto imports. 


16. (C) Lee said he hoped to travel to China and Russia 
before the December election. But before that, he felt he 
should go to the U.S., so he decided to go to Washington June 
11-14. Lee requested a meeting with Secretary Rice, and 
indicated he may participate in a portion of the June 13-14 
meeting of the U.S. Korea Business Council. (He subsequently 
cancelled his planned trip). 
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17. (C) Lee Myung-bak is confident and has the swagger, the 
money and the organization of a front-runner. Many GNP and 
even some progressives have joined Lee\'s camp because of his 
commanding lead. However, there is no such thing as a sure 
bet in Korean politics. While Lee has acommanding lead, a 
landmark achievement in the heart of Seoul in the Cheonggye 
Stream, and a solid background as a politician and CEO, he 
may have overreached with his canal project. If Park or the 
progressives can convince people the canal project is 
far-fetched, old-fashioned or environmentally unwise, Lee\'s 
support could shrink. For now, at least, he is widely 

perceived as the man who could bring Korea to advanced-nation 
status and revitalize the economy. 

VERSHBOW 
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Column 3 
Classified By: Political Counselor Susan M. Sutton. Reason 1.4 (b,d) 


1. (C) Summary. In one of the largest protests since the 
surge in separatist violence in 2004, several thousand 
Malay-Muslims peacefully gathered in Pattani province\'s 
central mosque from May 31 to June 4. The 
protestors--including students from Bangkok\'s Ramkhamhaeng 
and Pattani\'s Prince of Songkhla Universities--demanded the 
removal of some security forces, an end to local curfews and 
investigations into reported abuses by paramilitary forces. 

A counter-protest by a mixed Muslim-Buddhist crowd raised 
concerns over potential clashes, but the groups were kept 
separated by government officials. Protesters ended their 
action on June 4 after the local Army Commander agreed to 
establish an independent commission to investigate alleged 
abuses. End Summary. 


2. (C) While the rest of the country remain fixated on the 

fate of Thailand\'s two leading political parties (ref), 

several thousand Malay-Muslims entered Pattani\'s central 
Mosque on May 31 to protest RTG policy in the southern 
provinces. Accounts of crowd size vary, with the Deputy 
Pattani governor telling us that at most 1,500 people were 
involved. A local journalist contact at the scene, however, 
estimated that nearly 8,000 people had joined the protest at 

its peak. Our contacts agreed that the scene was peaceful, 
despite some tensions when the protesters moved to seal off 
the mosque to prevent the infiltration of security forces. 
Following this episode on May 31, concerns eased and local 
citizens were free to enter and exit the building for 

prayers. Security forces established a loose cordon around 
the mosque, blocking several surrounding roads and using cell 
phone jamming equipment to prevent the use of remotely 
detonated explosive devices. A brief counter protest by a 
mixed group of Malay-Muslims and Buddhists on June 3 raised 
the prospect of violent clashes, but security officials were 

able to keep the groups separated. 


3. (C) The exact make-up of the protesting group is not 

clear. The Deputy Governor of Pattani--who led the 

government negotiating team--listed a range of local social 
networks and student groups as represented. Thai media 
identified Tuvaedaniya Tuvaemaengae--a student from Bangkok\'s 
Ramkhamhaeng University, home to a sizable Malay-Muslim 
student body--as a leader of the protest. Spokesmen from 
Ramkhamhaeng\'s leading student groups publicly denied formal 
participation in the protest, however. 


4. (C) The protest appears to have been sparked by 
allegations that security officials were responsible for the 
murder of four people in two separate mid-May incidents in 
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the Yaha district of Yala. Among the most incendiary rumors 
surrounding these incidents, according to a local journalist 
contact, was the account of a survivor of one ofthese 

attacks, who alleged that a female victim was raped before 
being killed by government paramilitaries. Despite local 
government officials\' statements denying this claim, based on 
an autopsy of the victim, the story sparked wide outrage. 


5. (C) In discussions with government officials and press 
statements, the protesters listed ten demands, including 
removal of military and paramilitary forces from the Southern 
provinces, the lifting of local curfews and the Emergency 
Decree, investigation and prosecution for state officials\' 

abuse of power, and the release of \"innocent\" people 
arrested. Of note, the group did not espouse a separatist or 
Islamic agenda; there were no calls for independence, 
autonomy, or the imposition of Islamic law in the three 
southern provinces. Following grueling negotiations between 
protest leaders and local government officials on June 1-2, 

it appeared that the protest would end, after RTG officials 
agreed to establish an independent commission to investigate 
allegations of abuses by security forces. At the last 

minute, the protesters reportedly added a new demand: that 
Prime Minister Surayud formally agree to this new commission. 
Finally, on June 4, the top military official in the South, 

4th Army Commander Wirote Buajaroon, publicly signed an order 
establishing this independent investigatory body, after which 
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the protesters dispersed. 


6. (C) According to the Deputy Pattani Governor, the 30-40 
member independent commission will be chaired by the head of 
the Pattani Islamic Committee. A local journalist says that 
this new body will have responsibility for all three southern 
provinces and will serve as a focal point for citizen 

complaints against the government. (Note: several southern 
contacts have pointed that the Southern Border Administration 
Center--disbanded by Thaksin in 2002--filled this role to 

great effect. The newly constituted Southern Border 
Provinces Administration Center does not appear to be 
effectively providing this service for the local population. 

End Note.) 


COMMENT 


7. (C) The use of protests to pressure local officials into 
releasing suspected separatists has become a regular and 
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disconcerting dynamic in the troubled South. Thai officials, 
leery of overreacting as they did in the October 2005 tragedy 
of Tak Bai, have repeatedly given in to this tactic. The 
Pattani central mosque protest, however, appears to have 
produced a positive result. The lack of credible, 

independent investigations into allegations of abuses by 
security officials has been a major weakness of RTG policy in 
the South, and as more security forces are based in that 
region, has contributed to the perception that the central 
government does not care about the concerns of Malay-Muslim 
citizens in the South. If this new commission is able to 
address some of these grievances, it would be a small, but 
important step forward in RTG policy. Failing to follow 
through on this commitment, however, would add to the list of 
broken promises by the RTG in the South. The involvement of 
Muslim-Malay student activists from Bangkok\'s universities is 
a new wrinkle. This could inspire more paranoid musing by 
security officials of a link between students in the capital 

and separatist violence, although those students involved 
appear to be playing a positive role in enhancing public 
dialogue, not conducting attacks. Finally, the peaceful 

nature of the protest and the lack of any separatist or 

Islamic demands sheds some positive--if dim--light on the 
difficult question of broader political sentiment in the 

South. 
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1. On June 5, Econoff spoke with Mr. Thitisesh Seshtabutra, Senior 
Trade Officer at the Department of Trade Negotiations and relayed 
talking points as requested in reftel. Thitiseth said the RTG 

position was not yet final, but that his office has recommended to 
their Director General that Thailand support a project approach 
rather than a list approach to reducing tariffs on environmental 
goods. Under a project approach the RTG would drop tariffs on 
environmental goods only in conjunction with an application for an 
environmental project that could verify the goods would be used for 
environmental protection. Thitisesh said his department had 
concerns that many items on the latest proposed list had no obvious 
environmental relevance, and that most were multi-use and could be 
used for projects other than environmental ones. However, he 
conceded that if the consensus in the WTO leans toward a list 
approach Thailand may be forced to alter its position. 

Nevertheless, the RTG would still raise questions on inclusion of 
many items on the proposed list. 
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E.O. 12958: DECL: 05/31/2017 

TAGS: PREL, ECON, KPAO, KMPI, KDEM 

SUBJECT: SYRIA NOMINATION FOR LEADERS FOR DEMOCRACY 
FELLOWSHIP 


REF: STATE 041787 
Classified By: Charge d\'Affaires Michael H. Corbin for reasons 1.4 b/d 
1. (C) Post would like to nominate a sole candidate for the 


Leaders for Democracy Fellowship program, Joumana Seif, 
daughter of internal opposition leader Riad Seif. Although 
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reftel requested that Post nominate at least four persons, 
the SARG\'s ongoing crackdown on civil society and regime 
efforts to limit contact between the Embassy and the Syrian 
public obliged us to focus our efforts on finding the most 
qualified candidate who still retains travel privileges. We 
hope that an exception would be made to the four-nomination 
requirement and that Ms. Seif would be selected as a fellow 
(rather than an alternate). We will continue to seek, in the 
current situation in Syria, to nominate family members of 
opposition figures who are being persecuted. To date, we 
have found this candidate and we are looking for others. 


2. (C) Joumana Seif has demonstrated her commitment to 
democratic reforms in Syria, despite efforts by the Syrian 
regime to quash all such efforts by civil society leaders. 

We are certain that she would benefit greatly from the 
program\'s academic and practical sessions and networking 
opportunities by exposure to other emerging leaders and 
democracy activists from the region. We are also certain 
that she would contribute valuable insights and experiences 
from inside the Syrian opposition. 


3. (SBU) Ms. Seif is currently taking her examinations for 
the Syrian Bar, which were delayed because of the May 27 
presidential referendum, and will complete an official resume 
and the essays in early June. In the meantime, Post offers a 
summary of her background and experience: 


-- DOB Jan 5, 1970 

-- POB Damascus, Syria 

-- Married with three children. 

-- Travel in the MidEast: Lebanon, Jordan, Egypt, Saudi Arabia 
-- Travel in Europe: Germany, France, Austria, Britain 

-- Languages: Arabic, French, English 


Education: 


-- 1988-1989: Studied French Literature at Damascus 
University (no degree received) 

-- January 2003-September 2006: Law School at the Arab 
University of Beirut (graduated) 

-- 2006-2007: Syrian Bar exams 


Work: 


1992-2000: Assisted her father, Riad Seif, at his factory 
manufacturing Addidas goods. Worked in several departments, 
eventually heading the social services section, establishing 
resources for the factory\'s 1,200 employees and their 

families, including a daycare, medical clinic, cafeteria, 
educational assistance, and sports facilities. Also assisted 


Column 3 
her father in international business relations. 


1994: Campaign organizer/adviser for her father\'s successful 
run for the Syrian Parliament. Joumana created an innovative 
discussion forum for female voters in a conservative 
neighborhood of Damascus, an idea that eventually spread 
throughout the country. 


1998: Campaign organizer/advisor for her father\'s second 
successful run for the Syrian Parliament. 


July 2000-September 2001: Assisted her father in establishing 
a political salon called the National Dialogue Forum, which 
was closed by authorities in the fall of 2001 at about the 

same time that Riad Seif was arrested and sentenced to five 
years in prison for \"trying to change the constitution by 

illegal means.\" 


Fall 2001-January 2006: Served as her father\'s 
representative in meetings with diplomats, the media and 
Syrian opposition figures. Accepted international awards on 
his behalf, including one from the German government, and 
attended international human rights conferences. 


January 2006 - present: Political assistant to her father, 

who is the head of the Damascus Declaration group, a loose 
coalition of illegal political organizations critical of the 

regime. Assists in public outreach and the establishment of 

a Syrian National Congress aimed at expanding the membership 
of the Damascus Declaration group. 
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STATE FOR USAID/OFDA AND EAP/CM 

BANGKOK FOR OFDA/DOLAN 

KATHMANDU FOR OFDA/BERGER 


E.O. 12958: N/A 
TAGS: EAID, ECON, CASC, CH 
SUBJECT: YUNNAN EARTHQUAKE -- TENS OF THOUSANDS LEFT HOMELESS 


1. (U) On June 3, Southwest China\'s Yunnan Province experienced 
an earthquake measuring 6.4 on the Richter scale. The quake hit 
PuVer City, close to Yunnan\'s southern border with Burma, 

killing at least three, injuring 313, and leaving more than 

180,000 people displaced, according to Chinese official press 
reports. 


2. (U) The region, famed for tea, has reportedly since been 

rocked by \"1,253\" aftershocks, three of which measured more than 
three on the Richter scale with the largest at 5.1. Experts have 
warned of the possibility of more. 


3. (U) The Yunnan Foreign Affairs Office (FAO) confirmed to us 
some of the information contained in Chinese press reports. An 
official we spoke to on June 4 claimed a \"few\" people had died 
and that \"less than three dozen\" were injured. When asked if 
the FAO had received any reports of injured or missing 
Americans, the official said PuVer was a rural and relatively 
sparsely populated tea producing area, and that as far as they 
knew, no foreigners were injured. 


4. (SBU) Although initially hesitant to provide information to 

us, the Ning\'er County Earthquake Relieve Office eventually told 
us on June 5 that the earthquake left three people dead and 329 
people injured, 17 of them seriously. As reported in the press, 
the official confirmed that 180,000 people had been moved to 
temporary simple houses or tents in the area. 


5. (SBU) The Relief Office also indicated approximately 530,000 
people living in the immediate area have been affected by the 
earthquake. Over 360,000 houses are damaged in some way. 
Additionally, many other facilities including highways, power 
supply and telecommunication networks, and schools have been 
destroyed. 


6. (SBU) Many PuVer tea factories have had to stop production. 
The Relief Office estimates the direct economic loss to be 
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approximately 2.5 billion RMB (USD 323 million). Following the 
earthquake, PuVer has received relief materials and funds from 
the central government and other provinces. 
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E.O. 12958: DECL: 12/10/2014 
TAGS: PGOV, PREL, KS 
SUBJECT: PARK GEUN-HYE REMAINS CONFIDENT IN HER PRINCIPLES 


Classified By: Alexander Vershbow. Reasons 1.4 (b,d). 


1. (C) Ina June 4 meeting with the Ambassador, ROK 
presidential candidate Park Geun-hye said that she was 
optimistic that the public would increasingly support her 
campaign as she got her policy messages out. Park said that 
the public responded well to the first nationally televised 
debate among GNP candidates last week, which showed 
differences between her and former Seoul Mayor Lee Myung-bak 
on economic issues. She hoped to see similar results later 
this week when the candidates discuss education and social 
issues. Park said that in order to resolve issues with the 
DPRK, the North Koreans needed to completely denuclearize, 
while the other parties involved needed to coordinate their 

use of carrots and sticks, while emphasizing the principle of 
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reciprocity. She reiterated her commitment to an engagement 
policy with North Korea that is based on principles, an 
essential element missing in the current administration\'s 
engagement policy, according to Park. Similarly, Park said 
she would support an inter-Korean summit if it were 

structured to help reach the ultimate goal of 

denuclearization and was not merely a political tool to sway 
the election. END SUMMARY. 


2. (C) Ina June 4 meeting with the Ambassador, GNP 
presidential candidate Park Geun-hye said that she was 
optimistic that the publicly televised debates with her GNP 
opponent, Lee Myung-bak, would continue to help get her 
policy message out. President Roh\'s lengthy speech on June 
2, in which he lashed out at Park and other candidates, could 
be seen as helpful to the GNP as it reminded the Korean 
people why a dramatic change in leadership was needed. Roh 
should not be focusing his attention on political candidates 

but rather working to help improve the economy--the issue 
weighing most heavily on the minds of the people, according 
to Park. 


3. (C) Outlining the basic elements of her domestic agenda, 
Park said that she would continue to advocate for smaller 
central government, more autonomy for local governments, 
deregulation and tax reductions. Lee\'s campaign focus on a 
canal project and plans to help raise per capita GDP to USD 
40,000 seemed to be falling flat based on the results of the 
first debate, where Lee received less favorable responses 
from those surveyed. 


4. (C) Responding to the Ambassador\'s question about foreign 
policy goals, Park said that the progressive camp was focused 
more on inter-Korean issues than the domestic economy. Park 
reiterated her support for a North-South summit if it served 

as a tool to achieve the complete denuclearization of North 
Korea and was not merely used to sway the election in favor 

of the progressives. Similarly, Park said she supported 
engagement with the North as long as it was based on the 
principle of reciprocity. The Roh administration\'s version 

of engagement was not based on principles and had allowed the 
North to develop nuclear weapons. The Korean people wanted 
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peace but this could only be achieved through adherence to 
principles. 


5. (C) Park suggested three principles were needed to 
resolve the ongoing issues with the DPRK. First, the DPRK 
must denuclearize and then the other six-party partners 
should carefully coordinate to effectively use carrots and 
sticks in dealing with the North. Park said that the entire 
world was closely monitoring how the U.S. interacted with the 
DPRK on resolving the Banco Delta Asia (BDA) issue. Ifthe 
international community perceived that the U.S. was not 
sticking to its principles, it would be widely noted. The 
Ambassador assured Park that the U.S. was willing to 
normalize relations with the DPRK but only when they fully 
denuclearize. The U.S. would not accept a nuclear North 
Korea and carrots would only be provided after the North 
upholds its end of the deal. On BDA, the Ambassador said we 
did not want to let the North use this issue as an excuse to 
avoid denuclearization, but we were not compromising on the 
larger issue of DPRK illicit activities. 


6. (C) The Ambassador said he hoped that the ROK would be 
able to move this fall on the ratification of the KORUS FTA. 
Given the difficulties the FTA was facing in the U.S., it 

would be helpful if the National Assembly could ratify the 

deal this fall and send a positive signal to the U.S. 

Congress. Park said that she remained committed to the deal 
and would continue to work in support of ratification. 


7. (C) Although Park is upbeat and hopeful following the 

first GNP candidate debate, she still trails Lee in the polls 

by an average of 15-20 percent. While she hopes that her 
adherence to principles and a clear policy platform will 
eventually erode the gap between her and Lee, most pundits 
predict a more dramatic development, such as a new revelation 
of wrongdoing in Lee\'s past, is needed if Park is to be truly 
competitive in the August GNP primary. Time is not on her 
side, but she shows no signs of desperation or wanting out of 
the race. 
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E.O. 12958: DECL: 05/31/2017 

TAGS: PREL, ECON, KPAO, KMPI, KDEM 

SUBJECT: SYRIA NOMINATION FOR LEADERS FOR DEMOCRACY 
FELLOWSHIP 


REF: STATE 041787 
Classified By: Charge d\'Affaires Michael H. Corbin for reasons 1.4 b/d 


1. (C) Post would like to nominate a sole candidate for the 
Leaders for Democracy Fellowship program, Joumana Seif, 
daughter of internal opposition leader Riad Seif. Although 
reftel requested that Post nominate at least four persons, 
the SARG\'s ongoing crackdown on civil society and regime 
efforts to limit contact between the Embassy and the Syrian 
public obliged us to focus our efforts on finding the most 
qualified candidate who still retains travel privileges. We 
hope that an exception would be made to the four-nomination 
requirement and that Ms. Seif would be selected as a fellow 
(rather than an alternate). We will continue to seek, in the 
current situation in Syria, to nominate family members of 
opposition figures who are being persecuted. To date, we 
have found this candidate and we are looking for others. 


2. (C) Joumana Seif has demonstrated her commitment to 
democratic reforms in Syria, despite efforts by the Syrian 
regime to quash all such efforts by civil society leaders. 

We are certain that she would benefit greatly from the 
program\'s academic and practical sessions and networking 
opportunities by exposure to other emerging leaders and 
democracy activists from the region. We are also certain 
that she would contribute valuable insights and experiences 
from inside the Syrian opposition. 


3. (SBU) Ms. Seif is currently taking her examinations for 
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the Syrian Bar, which were delayed because of the May 27 
presidential referendum, and will complete an official resume 
and the essays in early June. In the meantime, Post offers a 
summary of her background and experience: 


-- DOB Jan 5, 1970 

-- POB Damascus, Syria 

-- Married with three children. 

-- Travel in the MidEast: Lebanon, Jordan, Egypt, Saudi Arabia 
-- Travel in Europe: Germany, France, Austria, Britain 

-- Languages: Arabic, French, English 


Education: 


-- 1988-1989: Studied French Literature at Damascus 
University (no degree received) 

-- January 2003-September 2006: Law School at the Arab 
University of Beirut (graduated) 

-- 2006-2007: Syrian Bar exams 


Work: 


1992-2000: Assisted her father, Riad Seif, at his factory 
manufacturing Addidas goods. Worked in several departments, 
eventually heading the social services section, establishing 
resources for the factory\'s 1,200 employees and their 

families, including a daycare, medical clinic, cafeteria, 
educational assistance, and sports facilities. Also assisted 

her father in international business relations. 


1994: Campaign organizer/adviser for her father\'s successful 
run for the Syrian Parliament. Joumana created an innovative 
discussion forum for female voters in a conservative 
neighborhood of Damascus, an idea that eventually spread 
throughout the country. 


1998: Campaign organizer/advisor for her father\'s second 
successful run for the Syrian Parliament. 


July 2000-September 2001: Assisted her father in establishing 
a political salon called the National Dialogue Forum, which 
was closed by authorities in the fall of 2001 at about the 

same time that Riad Seif was arrested and sentenced to five 
years in prison for \"trying to change the constitution by 

illegal means.\" 


Fall 2001-January 2006: Served as her father\'s 
representative in meetings with diplomats, the media and 
Syrian opposition figures. Accepted international awards on 
his behalf, including one from the German government, and 
attended international human rights conferences. 


Column 3 


January 2006 - present: Political assistant to her father, 

who is the head of the Damascus Declaration group, a loose 
coalition of illegal political organizations critical of the 

regime. Assists in public outreach and the establishment of 

a Syrian National Congress aimed at expanding the membership 
ofthe Damascus Declaration group. 
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SUBJECT: FRENCH WILL NOT LEAVE AFGHANISTAN; LESS PRESSURE 
ON IRAQ; EU IS THE PRIORITY 


REF: PARIS 2208 


Classified By: AMBASSADOR CRAIG R. STAPLETON FOR REASONS 1.4 (b) and (d 
) 


1. (C) SUMMARY: MFA Political Director Gerard Araud told the 
Ambassador on June 4 that President Sarkozy had made a 
decision the previous day that France would not leave 
Afghanistan, but did want to begin discussing an exit 

strategy in a restricted format (Germany, the UK, the U.S., 

and France). Araud said that Sarkozy intended to increase 
military training assistance by augmenting the number of 
embedded teams from one to 14 (we presume he was referring to 
NATO\'s Operational Mentoring and Liaison Teams, or OMLTs). 
On Iraq, Araud reiterated (ref) that the GOF would be backing 
off from statements by the previous administration suggesting 
the U.S. should have a time horizon for withdrawal. Araud 

said Sarkozy was also heavily involved in working to obtain 
support for an EU simplified treaty, if only to shift blame 
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for any future impasse to another country. Araud said that 

Pierre Vimont remained the top candidate to become Ambassador 
to the U.S., but that it was not yet a done deal. END SUMMARY 


2. (C) President Sarkozy decided during a restricted cabinet 
meeting on June 3 that France would stay in Afghanistan and 
augment military training assistance, Araud said. Araud 
focused on Sarkozy\'s decision to increase military training 
assistance (again we assume he was referring to the OMLTs) 
and downplayed the request to discuss an exit strategy ina 
restricted format by noting that the discussions did not 
necessarily need to come to any conclusions for the time 
being. He added that we should begin to prepare for the 
unavoidable -- that some European governments would bow to 
their public opinion and withdraw before the U.S. and NATO 
were necessarily prepared to call the mission complete. 
Reiterating his earlier comment (reftel), Araud laid out his 
Qasoning very simply, saying, \"the Taliban can\'t win, NATO 
can\'t win, and we have years and years of fighting ahead of 
us, while European public opinion is tiring quickly... the 

only outcome is Afghanization... we need to begin discussing 
at what point we will be ready to turn the responsibility 

over to the Afghans.\" Araud insisted that the talks would be 
aimed at discussing what the \"end-game\" should look like, but 
would not be a premise for France\'s withdrawal. He did not 
offer specific requests on format or timing, except to say, 
\"soon.\" 


IRAQ 


3. (C) Araud noted that the GOF would be backing off from 
statements about Iraq and calls on the U.S. to provide a 
horizon for an eventual withdrawal. The new administration, 
he said, saw no utility in such rhetoric. 


4. (C) Araud expressed some optimism that Sarkozy was making 
headway with other EU member states on his call for a 
\"simplified\" treaty. Even if France did not succeed, ata 
minimum its current activism would shift responsibility for 

any potential impasse from France to another country. Araud 
praised Presidential Diplomatic Advisor Jean-David Levitte 
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for the strategy, which he likened to a French children\'s 
game similar to \"Old Maid.\" For the moment, he said, it 
appeared that either the British or the Polish would become 
the key obstacle. While PM Tony Blair might agree to the 
simplified treaty, signals from Gordon Brown were not 
particularly positive though he remained somewhat of an 
unknown quantity. Araud argued that the Poles were the wild 
card because of their unpredictability. As it stood, the 
current signals from Warsaw were rather negative. Sarkozy 
remained engaged, he said, and the EU and domestic issues 
would likely be taking up most of his summer straight through 
the UNGA in September. 


5.(C) Araud said that Pierre Vimont was still the top choice 
to be Ambassador to the U.S., but noted that the lack of an 


active Mrs. Vimont was working against him. Because the 

social duties of an Ambassador to the U.S. were rather 
demanding, this was actually a fairly serious issue, he 

added. Despite all that, Araud said he felt fairly 

comfortable with whatever the final decision would be since 

it now appeared that Sarkozy would choose someone from inside 
the foreign affairs establishment. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: DECL: 06/01/2017 

TAGS: PGOV, KISL, PREL, SOCI, SY, IR 

SUBJECT: IRANIAN AND IRAQI INFLUENCE IN THE SHIVA SUBURB OF 
SAYEDA ZEINAB 


REF: DAMASCUS 00162 
Classified By: Charge d\'Affaires Michael Corbin, per 1.4 b,d. 


1. (C) SUMMARY: On May 21, Emboffs visited the predominantly 
ShiVa suburb of Sayeda Zeinab located on the outskirts of 
Damascus. An important pilgrimage site for Shi'a Muslims, 
Iranians have long played an influential role in the area, 
providing both financial and religious support. More 

recently, the city has also become home to a large and 
growing number of predominantly Iraqi Shi'a refugees, a major 
component of the 1.5 million Iraqi refugees, whom Syrians 
view as an increasing burden. There are rumors in Damascus 
that this Shi'a stronghold is a potential breeding ground for 
Islamic radicals, with anecdotes of hostage-taking and other 
violent acts becoming more commonplace. End Summary. 


2. (U) SHRINE ATTRACTS SHIVA DONATIONS: Sayeda Zeinab is a 
densely populated suburb, composed mainly of Iraqi (Shi\'a) 
refugees, located on the outskirts of Damascus. Sayeda 
Zeinab has long been an important pilgrimage site for 

visiting Shi'a Muslims because according to religious 
tradition it hosts the shrine and tomb of Sayeda Zeinab, 
granddaughter of the Prophet Mohammed. During a May 21 
visit, the manager of the Sayeda Zeinab shrine, Jamil 
Al-Shekh, gave Emboffs a tour. The Director said the Former 
SARG Minister of Higher Education, Hani Murtada (the most 
prominent ShiVa in Asad\'s cabinet when he served as minister 
from 2003-6), and his brother, are the joint custodians of 

the shrine. In the 1980\'s, the Murtada family - accepted by 
ShiVa in Syria to be direct descendants of the Prophet 
Mohammad - renovated the shrine with the help of Iranian 
financing. The Director said the shrine continues to receive 
large cash and in-kind donations from individual ShiVa 
donors, mentioning a recent private Pakistani donation of a 
USD 20,000 cloth to cover the tomb. During the visit Emboffs 
noted that the women\'s section was full of women and 
children, many shrouded in lraqi and Iranian style coverings, 
who appeared involved in various social activities as well as 
in prayer. The men\'s section was noticeably quieter and the 
Director acknowledged that except for religious occasions ) 
such as Ashura - women were more constant devotees of the 
shrine. 
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3. (U) LONG-TERM IRANIAN INFLUENCE: As the site of an 
important ShiVa shrine, Sayeda Zeinab has a long history of 
Iranian influence. Iranian pilgrims started flooding to the 

city in large numbers in the late seventies. Today, several 
hundred thousand Iranian pilgrims are estimated to visit the 
area each year. The large number of Iranian pilgrims has 
encouraged the area\'s development, with Syrian investors 
constructing large apartment buildings and other facilities 

to accommodate the influx of visitors. A prominent Syrian 
ShiVa businessman, Saeb Nahas, established a tourism company 
that organizes pilgrimage visits ) with financing from the 
Iranian government - from Iran to Damascus at an estimated 
rate of 2,000 per week. Nahas also built the only 
quasi-luxury hotel in the area, the Safir. Emboffs noted the 
visible Iranian influence, including a large \"Ayatollah 
Khomeini8 hospital that was built some ten or more years ago 
with at least partial funding from the Iranian government ) 

it also prominently featured the Ayatollah\'s photo. 
Additionally, there were more than a few Iranian sponsored 
religious schools located throughout the community. 


4. (C) RELIGIOUS TOURISM IN CRAMPED QUARTERS: The 
predominance of tourism was evident in the large number of 
hotels, restaurants, and religious stores and schools that 
peppered the community. The town is more than 90 percent 
ShiVa and appeared conservative in comparison to other 
sections of Damascus - almost without exception women in the 
area wore the Hijab, with many in the more conservative 
Iranian Chador. The area was bustling with tour buses and 
locals out buying items from well-stocked shelves. 

Considering the number of wealthy religious tourists who 

visit the shrine, however, the area was noticeably poorer 

than other districts in Damascus. There is a significant 
amount of construction in the city, but it appeared shoddy 

and unplanned. There were also no public parks of note or 
other clearly identifiable public spaces where residents 

could escape from presumably cramped quarters in rental 
flats. 


5. (C) GROWING BURDEN OF IRAQI REFUGEES: In addition to its 
connection with Iran, Sayeda Zeinab has recently received 
notoriety for its hosting of a large number of Iraqi ShiVa 
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refugees. Past estimates placed the suburb\'s Syrian 
population at around 200,000, but an additional 400,000 to 
600,000 Iraqi ShiVas are now rumored to have moved to the 
area ) a tripling of the population, and in effect 

transforming this \"suburb\" into a city. As a testament to 
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the number of Iraqis in the area, more then 75 percent of the 
cars at the Sayeda Zeinab shrine had Iraqi license plates. 
The sudden large influx of Iraqis has been noticeable and 
Sayeda Zeinab is often described in the local media as a 
&little Baghdad.8 Damascenes complain that Iraqi refugees 
have caused rental prices in the area to increase as much as 
300 percent over the last couple of years. In addition, 

while the local media has focused more on increased crime due 
to Iraqis in Jeremana (a predominantly Druze and Christian 
suburb which has received a large influx of Iraqi Christian 
refugees), crime rates are also rumored to have increased in 
Sayeda Zeinab. An embassy contact asserted, however, that 
violence in Sayeda Zeinab has so far been contained by the 
various Iraqi ShiVa sheikhs who have accompanied the high 
influx and are exerting a powerful influence. 


6. (C) BREEDING GROUND FOR RADICALS?: Rumors heard around 
Damascus portray Sayeda Zeinab as a breeding ground for 
Islamic radicalism and crime, with anecdotes of 

hostage-taking and other violent acts becoming more 
commonplace. Considering this, it was noticeable that there 
was not an overt SARG security presence in the area when 
Emboffs visited ) certainly less than in other parts of 

Damascus. Contacts report, however, that the SARG does send 
significant security forces to the area during various ShiVa 
religious celebrations. The increasingly active ShiVa groups 
also inspired Prominent Sunni sheikh, Salah Kuftaro, to 
complain recently to the SARG about the eight Iraqi ShiVa 
religious offices that were allowed to open in the area, 

viewing the development as one sign of increasing 
ShiVa-ization in the country (ref A). Iraqi ShiVa leader 

Moqtada al Sadr is also said to have an office in Sayeda 
Zeinab, maintained by a local representative, although 

Emboffs only saw a few posters of Sadr in the city. In March 
2007, there were also local media reports that the SARG 
arrested a Sayeda Zeinab-based fundamentalist group planning 
terrorist attacks in the region. 


7. (C) COMMENT: If estimates of the size of the Iraqi 
population in Sayeda Zeinab are true, we presume that many 
are living in severely cramped rental quarters. Emboffs were 
struck by the relative serenity in the shrine and by the 

chaos and lack of public space everywhere else in the area. 
We expect that the summer months will bring an additional 
influx of Iraqi and Iranian ShiVa tourists to the area, 

further straining Sayeda Zeinab\'s capacity and sending prices 
- and tensions - even higher, at least temporarily. 

CORBIN 
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SIPDIS 
SIPDIS 
IO/PSC (ECROWE), EEB/TFS (RFEDEWA) AND L/EEB (THEINEMANN) 


E.O. 12958: DECL: 06/04/2017 
TAGS: EFIN, ETTC, EUN, PREL, PTER, KTFN, NO 
SUBJECT: NORWEGIANS RECEIVE SLAHI POINTS 


REF: STATE 75096 
Classified By: Acting DCM Kristen Bauer, reasons 1.4 (b) and (d) 


(C) On June 4 we delivered reftel points to MFA Legal 
Section Deputy Director General Torfinn Arntsen, who will 
discuss the points concerning Mahamedou Ould Slahi with his 
Norwegian law enforcement colleagues. Arntsen pledged to 
provide us with any relevant information, including whether 
the GON has frozen assets on the basis of the Slahi listing 

as an alias for Abu Hafs. 
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1. Summary: President Deb, in a meeting with the 
Ambassador June 4, welcoed the announcement by the United 
States of additonal sanctions on Sudan. He continuedto 

resist the idea of an international force in Chad. Money for 
such an expensive project, he said, would be better spent 
moving refugee camps further from the border. No lasting 
progress on Sudanese-Chadian relations or humanitarian issues 
would occur without a reinvigorated Darfur peace process. 
Deby repeated his request for C-130s. On the internal front, 
he said he would not accept a delay of legislative elections 
beyond the end of 2007. End Summary. 


2. The Ambassador had a much-delayed meeting with President 
Idriss Deby Itno June 4 to cover an issue reported 

separately. National Security Agency Director General 

Ishmael Chaibo and Minister of State for Infrastructure Adoum 
Younousmi attended; poloff was notetaker. 


Help in the East 


3. The Ambassador said that he had just returned from a trip 
to eastern Chad with Senator Nelson and he was pleased to see 
that security in the refugee camps and along the border 
seemed to be improving. Deby said that all of Chad\'s 
problems were coming from Darfur. The situation in eastern 
Chad was calm at present but Chad needed greater means to 
cope in the longer term. He did not exclude the possibility 
that serious \"jolts\" could be expected from Darfur. The 
Ambassador asked if the present calm could be attributed to 
his efforts to heal relations with Sudan. Deby acknowledged 
progress in that domain. 


4. Deby repeated a request, made earlier in the year, for 
C-130s. The Ambassador said that a technical expert had 
visited Chad recently and reviewed this request. The 
Ambassador expected that a team would arrive in the coming 
weeks to do a further review, and he expected to have a 
response soon. 


International Force 


5. The Ambassador asked Deby\'s current thinking on an 
international force on the border. Deby remained adamantly 
negative. He said that such a force would not address the 
Darfur crisis. It would be ineffective and hugely expensive, 
given the length of the border. Removing the refugee camps 
further inside Chad would cost less and address the stated 
goals of protecting refugees and humanitarian workers. In 
the absence of an effective Darfur peace process and 
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international force on the ground in Darfur, there would be 
no lasting resolution of insecurity in Chad. 


6. Deby applauded the United States\' recent announcement of 
further sanctions against Sudan. Such concrete dissuasive 
actions against Sudan were necessary to stimulate the peace 
process. Deby regretted that the peace process had lain 
dormant since the Abuja effort for more than a year. He said 
that the new French foreign minister\'s concept of a 
humanitarian corridor might not adequately take into account 
the immensity and compexity of Darfur. He regretted that the 
crisis was also affecting the Central African Republic, with 
10,000 refugees coming into Chad from CAR in recent days, due 
to attacks on CAR from Sudan. 


Internal 


7. The Ambassador said that he was pleased that there 
appeared to be an ongoing internal political dialogue in Chad 
and some forward movement on electoral reform. Deby 
acknowledged the utility of dialogue but he said that the 
opposition parties were too demanding. In particular, they 
insisted on a census and further delay in holding the 
legislative elections until that census was accomplished. 
Minister of State Younousmi pointed out that a census would 
take at least two years, probably meaning further electoral 
delay of three years. Deby said that he would not accept 
delay of legislative elections beyond the end of 2007. He 
claimed that his government had taken the necessary steps for 
full transparency. 


8. Comment: President Deby, just returned from another trip 
to Tripoli, had not softened his views opposing a UN force in 
Chad, expressed in his meeting with the Deputy Secretary in 
April. On the other hand, he used this exchange to 
underscore his support for more pressure on Khartoum, 
including the announcement of additional U.S. sanctions. He 
is still looking for an answer on the C-130 sale. On his 
domestic front, his refusal to accept another postponement in 
the legislative and local elections will once again put him 
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at odds with many in the political opposition. 
WALL 
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SUBJECT: YEH CHU-LAN DISCUSSES DPP PRESIDENTIAL CANDIDATE 
FRANK HSIEH\'S CAMPAIGN 


Classified By: AIT Director Stephen M. Young, 
Reasons: 1.4 (b/d) 


1. (C) Summary: Former acting Kaohsiung Mayor Yeh Chu-lan 
told the Director on May 31 that she supports DPP 
presidential candidate Frank Hsieh because he wants to end 
partisan confrontation in Taiwan, which is also the hope of 
the general public. Hsieh had been successful in Kaohsiung 
in establishing harmonious working relations with the city 
council, Yeh recalled, despite the DPP\'s minority status in 
the council. Yeh believed Hsieh and President Chen will be 
able to work together because, no longer competitors, they 
share the same strong interest in getting Hsieh elected. 

Hsieh clearly understands the redlines in U.S.-Taiwan 
relations, Yeh suggested, and his personality and pragmatism 
will make him easier to work with than President Chen. Yeh 
expressed hope that Hsieh will have high-level meetings 
during his upcoming visit to Washington. End Summary. 


2. (C) The Director met with former acting Kaohsiung Mayor 

Yeh Chu-lan on May 31 to discuss Frank Hsieh\'s presidential 
campaign and related political issues. Yeh said she supports 
Hsieh because Hsieh wants to end the ongoing partisan 
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confrontation in Taiwan. Eight years ago the DPP needed a 
powerful leader like Chen Shui-bian to oppose the KMT. But 
after eight years, the public is tired of confrontations such 

as last year\'s Red Shirt \"Depose President Chen\" movement. 
Now, the public wants political leaders who are reasonable, 
calm, and conciliatory. When Hsieh was first elected mayor 

of Kaohsiung in 1998, Yeh recalled, he faced an uncooperative 
city council in which the DPP was the minority. Over time, 
however, Hsieh won control of the council by building an 
alliance with non-DPP members. As a consequence, Yeh said, 
the Kaohsiung City Council was peaceful and harmonious when 
she became acting mayor in 2005, and DPP and non-DPP 
politicians were able to work together focusing on the 

practical issues of Kaohsiung\'s development. 


3. (C) Both Hsieh and DPP Chairman Yu Si-kun had asked for 
her support during the presidential primary, Yeh noted, 
explaining that she had served as Yu\'s vice premier for 
several months in 2004-2005. The Yu camp had argued that 
Yeh, who favored Taiwan independence, should not support 
Hsieh, who, they claimed, favored the \"one-China 
constitution.\" Yeh had responded that she agreed with 
Hsieh\'s view that the \"one-China constitution\" needs to be 
changed, but only when there is general public consensus on 
the issue. Changing the national name to Taiwan is a 
long-term dream and ideal, not a short term goal, Yeh 
explained. In addition, Taiwan needs to consider its 

relations with the U.S. and Japan in deciding sensitive 
policies, Yeh stressed. 


4. (C) Hsieh had expected to lose the May 6 party member 
ballot, the first part of the presidential primary process, 

by 20,000 votes, Yeh said, with Hsieh hoping to come back in 
the planned second stage of the primary, a public opinion 
poll. Hsieh\'s unexpected victory in the party member vote 
reflected the fact that DPP members have grown tired of 
political confrontation and want a more conciliatory leader. 

As the ruling party, Yeh stressed, the DPP needs to be 
confident and inclusive to attract more people. 


5. (C) Yeh expressed confidence that Hsieh will win the 2008 
presidential election. KMT candidate Ma Ying-jeou has been 
\"very stupid,\" she argued, because he has not done or said 
things that would attract support, such as fostering a more 
peaceful atmosphere in the LY. Ma gives the impression that 
his only goal is to grasp power and that he is not seeking 

the presidency as an opportunity to do something positive. 
Because of his focus on power for its own sake, Ma will 
definitely lose the election, Yeh predicted. By contrast, 

Yeh said, Hsieh is sincere and touches people\'s hearts, so 
they can understand and will trust him. 
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6. (C) Yeh said Hsieh, who is very smart, has already 
thought about the problem of possible differences with 
President Chen during the presidential campaign, and that is 
why Hsieh has not placed any of his own people in the new 
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cabinet. It will be difficult for the cabinet to accomplish 
anything in the current political atmosphere, Yeh explained. 
By not having any of his own people in the cabinet, Hsieh 
does not need to endorse or take responsibility for what the 
cabinet does. 


7. (C) President Chen will assist Hsieh in the presidential 
campaign, Yeh maintained, because Chen\'s most important goal 
during his final year in office is to get Hsieh elected. 

Previously both friends and competitors, Chen and Hsieh are 
now no longer competitors. They need each other, and their 
relations will progressively improve, Yeh predicted. 

Furthermore, people will take less interest in Chen and pay 
increasing attention to Hsieh as the campaign unfolds. 


8. (C) Taiwan\'s leaders, including President Chen, will be 
careful not to do anything to provoke cross-Strait tensions 

or upset U.S.-Taiwan relations, Yeh stressed. Hsieh, who is 
pragmatic and has a different type of personality than Chen, 
understands the redlines in U.S.-Taiwan relations very 
clearly. Yeh expressed hope that the USG would be willing to 
have enhanced communication with Hsieh if he is elected 
president. Hsieh is very trustworthy, Yeh observed, and he 
would not leak information to the media. Yeh also expressed 
hope that Hsieh will be able to meet with high-level U.S. 
officials during his upcoming trip to the U.S. 


9. (C) Asked about qualities Hsieh would look for in a 
running mate, Yeh noted the personality clash between 
President Chen and Vice President Annette Lu that has 
resulted in an unhappy relationship. With this experience in 
mind, Hsieh will wisely choose someone who can help both in 
winning the election and in governing, she suggested. 


10. (C) Yeh said that the \"Taiwanese identity\" being 
promoted by the DPP is an inclusive concept, meant to include 
those Taiwanese, Hakka, mainlanders, and aborigines who 
identify with Taiwan. The Hakka are cohesive and 
conservative, she noted, adding that they are very proud when 
they see a Hakka gain a prominent position. Although KMT 
Chairman Wu Poh-hsiung, like herself, is a Hakka, he has not 
done much for the Hakka community, Yeh observed. 
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Comment 


11. (C) Yeh Chu-lan met us at the office-museum that honors 
her late husband Cheng Nan-jung, who in 1989 incinerated 
himself rather than allowing the police to arrest him to face 
charges for publishing Taiwan independence-related material. 
She said that our next meeting would probably be at Frank 
Hsieh\'s new presidential campaign headquarters, an indication 
that she intends to play an important role in Hsieh\'s 
campaign. Yeh appears to be Hsieh\'s preferred choice for 
running mate, but President Chen hopes Hsieh will pick former 
Premier Su Tseng-chang in the interests of restoring party 
unity following the contentious primary. Hsieh will have to 
weigh his choice carefully, considering both the need to 

unify the party and the need to field the strongest possible 
team in the presidential campaign. 

YOUNG 
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DEPT FOR T (KATSAPIS) AND ISN (WARDEN, PRESCOTT) 


E.O. 12958: N/A 

TAGS: PTER, KGIC, PARM, PREL, CH 

SUBJECT: CHINA WELCOMES NEW GLOBAL INITIATIVE MEMBERS, 
PREPARED FOR OLYMPIC PRESENTATION 


REF: SECSTATE 75990 


(SBU) China welcomes reftel information about expansion of 
the Global Initiative to Combat Nuclear Terrorism (Gl) to 
include four new members, MFA Arms Control Department 
official Yu Dunhai told poloff June 4. China\'s preparations 

for the upcoming Third GI meeting in Kazakhstan are complete 
and it will make a detailed presentation on preparations for 

the Olympics, Yu said. 
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SUBJECT: NE ASIAN TRILATERAL DISCUSSES DPRK, CENTRAL ASIA 
AND MIDDLE EAST 


Classified By: Acting Political External Unit Chief Mark Tesone. Reaso 
ns 1.4 (b/d). 


1. (C) The June 3 Northeast Asian Trilateral Foreign 
Minister\'s Meeting focused on discussion of the North Korean 
nuclear issue, regional cooperation and policies towards 
Central Asia and the Middle East, MFA Asia Department 
Multilateral Affairs Division Deputy Director He Xiangqi told 
poloff. The meeting fit into the pre-existing framework for 
trilateral cooperation, He said, but South Korea sought to 
regularize and raise the profile of the meeting, even though 
there is not yet a decision on when the next session will 

take place. 


2. (C) In a two hour meeting, the foreign ministers first 
discussed trilateral cooperation, focusing on energy and 
environment, cultural exchange and science and technology. 
Study of trilateral investment and free trade agreements will 
continue, but made no concrete progress. Later, the FMs 
discussed regional and international issues, highlighted by 
their concern over the DPRK nuclear issue and desire to 
resume Six-Party Talks, He said. Finally, the FMs compared 
notes on Chinese, Japanese and ROK policy towards the Middle 
East and Central Asia, with a focus on current events and 
energy security. China also briefed on its foreign policy 

and energy security issues in Africa, she said. 


3. (C) FM Yang remained in the ROK for the Sixth Asia 
Cooperation Dialogue (ACD), involving representatives from 30 
Asian countries, He said. The talks focused on international 
and regional issues, as well as the ACD\'s institutional 
capacity. FM Yang urged the ACD to continue basic capacity 
building for less developed member states, to focus on Asia 
and to study whether expansion and establishment of a formal 
Secretariat is necessary, He told us. 


SIPDIS 


Column 3 
PICCUTA 


110894 

PP RUEHROV 

DE RUEHAE #0490 1561017 

ZNR UUUUU ZZH 

P 051017Z JUN 07 

FM AMEMBASSY ASMARA 

TO RUEHC/SECSTATE WASHDC PRIORITY 8876 
RUCNIAD/IGAD COLLECTIVE 
RUEHEG/AMEMBASSY CAIRO 0399 
RUEHLO/AMEMBASSY LONDON 1362 
RUEHFR/AMEMBASSY PARIS 1540 
RUEKJCS/SECDEF WASHDC 

RUEAIIA/CIA WASHDCG 

RUEKDIA/DIA WASHDC 

RUEPADJ/CJTF-HOA J2X CAMP LEMONIER Du","UNCLAS ASMARA 000490 


SIPDIS 
SIPDIS 


LONDON FOR AFRICA WATCHERS 
PARIS FOR AFRICA WATCHERS 


E.O. 12958: N/A 
TAGS: PGOV, PHUM, KIRF, ER 
SUBJECT: ERITREAN ORTHODOX CHURCH CONSECRATES NEW PATRIARCH 


1. On Sunday May 27, the Eritrean Orthodox Tewhado Church 
consecrated Abune Dioskoros in Asmara as the church\'s fourth 
patriarch. Present at the ceremony were representatives from the 
Evangelical Lutheran church and the Eritrean mufti, and 
representatives of the Government of the State of Eritrea (GSE), 
including Yemane Ghebremeskel of the Office of the President and the 
Minister of Defense, General Sebhat Efrem. Because of the 
controversy surrounding Abune Dioskoros\' appointment as patriarch, 
most in the diplomatic community refused to attend the ceremony. 
Despite an understanding by the European Commission Heads of Mission 
that no one would go to the event, the French Deputy Chief of 

Mission attended. The Egyptian Deputy Chief of Mission also 
attended due to the historic ties between the Egyptian Coptic and 
Eritrean Orthodox churches. 


2. Abune Dioskoros, who has served as the de facto patriarch of the 
church since the previous patriarch Abune Antonios was removed in 
January 2006, was elected unanimously by the Holy Synod April 19. 
Abune Antonios remains under house arrest in Asmara with his 
movements strictly controlled by the GSE. He is reportedly in 
ill-health and being denied medical attention. While the Eritrean 
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Orthodox Church lay administrator Yoftahe Demetrios, appointed by 
the GSE in mid-2005, continues to assert that the former patriarch 
was removed for (unspecified) heretical acts, many of the faithful 
believe his removal was actually tied to his efforts to modernize 

the church and increase outreach to the youth. Others link 
Antonios\' removal more specifically to his refusal in 2005 to 
excommunicate members of the liberal and popular Medhane Alem 
congregation at the request of the GSE. To date, at least three 
members of the Medhane Alem congregation continue to be held in 
prison without charge or due process. 


3. Comment: The consecration ceremony of Abune Dioskoros was 
unremarkable, and occurred with no open opposition from the Eritrean 
Orthodox Church congregation. End Comment. 


Bionote 


4. Born in 1935, Abune Dioskoros the joined Abune Abranios Monastery 
at the age of 15 where he received religious education. He has been 
acting as the de facto patriarch since January 2006. 


MCINTYRE 
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1. SUMMARY: In an unprecedented case, a young female 
university student, Davlatmoh Ismailova, is suing the Tajik 
Institute of Languages and the Ministry of Education for 

expelling her for wearing a hijab to school. This is the first 

time a student has brought a case against a university and the 
Ministry of Education, and the first court case disputing the 

ban on hijabs (reftel). On May 31, the courageous young woman 
told PolOff her story and what motivated her to take on the 

Tajik government. END SUMMARY. 


2. On May 2 the Sino District courthouse received Ismailova\'s 
case petitioning for the Institute of Languages and Ministry of 
Education to readmit her into the university with her hijab. 
However, the judicial system postponed the case and redirected 
it to the Shomansur District Court where the Ministry of 
Education is located. On May 16, the rescheduled court date, 
Ministry of Education representatives did not show up. 

Ismailova said that the next court hearing is scheduled for the 
week of June 4. (Note: If the Ministry of Education does not 
appear in court, the hearing will most likely be postponed 

again. End Note.) Ismailova initially obtained a lawyer 
recommended by the Islamic Renaissance Party, but is seeking a 
more experienced lawyer. 


3. Davlatmoh Ismailova is a third year student at the Institute 
of Languages studying Arabic and English. She is also taking 
correspondence courses in economics at Tajik National 
University. In April, Ismailova along with five other female 
students of the Institute of Languages were not permitted to 
attend lectures because they were wearing hijabs, a violation of 
the Ministry of Education\'s unwritten ban on hijabs. The 
students sought assistance from Muhiddin Kabiri, Chairman of the 
Islamic Renaissance Party. Kabiri convinced the university 
rector to readmit the students. Less than three weeks after 
returning to school, administrators convinced five of the 
students to remove their hijabs, but Ismailova refused. School 
officials visited Ismailova\'s home on two occasions to speak to 
her parents about the issue. 


4. Ismailova\'s parents support her stance against the ban on 
hijabs. Ironically, her mother explained to school officials 

that when she first got married, her husband requested she wear 
a traditional Tajik headscarf, similar to a hijab. At the time 

she replied, \"I will not wear the headscarf, even if you shoot 
me.\" Now her daughter faces the opposite dilemma. She is 
convinced that even if somebody threatens to shoot Davlatmoh, 
her daughter will not remove the hijab. Ismailova\'s parents are 
both retirees and she helps to support a family of nine siblings 


Column 3 

-- seven sisters, and two brothers. Ismailova\'s family is not 
religious and her parents at first discouraged her from wearing 
the hijab, debunking the government\'s argument that a ban is 
necessary to counter pressure from parents forcing girls to wear 
the hijab. Ismailova\'s decision is completely her own. Most of 
her sisters do not wear hijab, but she managed to persuade two 
of her sisters to follow the Islamic tradition. 


5. Ina meeting on May 31, when PolOff asked Ismailova what she 
plans for the future if she is not permitted to continue her 

studies, Ismailova became despondent and said that she would be 
forced to quit school and remain at home, or end up working in a 
local bazaar selling wares. She said she would take solace in 

the fact that she did not voluntarily leave and was not kicked 

out because of poor academic standing, but rather because she 
stood up for her convictions. 


6. As a young girl, Ismailova wished to study at the Islamic 
University; however, her mother discouraged her, fearing that 
she would not be able to find gainful employment after 
graduation. Ismailova now fears that without a university 
degree she will have to take a factory job or work in the 
markets. She reported that factory supervisors also requested 
that women remove hijabs when working, so she will most likely 
have to work in the bazaars. 


7. COMMENT: This particular case exemplifies how the ban on 
hijabs not only discriminates against devout Muslims, but 

further marginalizes women in general, forcing women to choose 
between religious tradition and access to education and 
employment. Ismailova is truly a brave individual. Tajiks 

rarely take a stand against the government or use the courts to 
fight injustice because most doubt they will find justice in the 
corrupt judicial system. 


8. Although the Tajik constitution in principle protects 
religious freedom and religious expression, in practice, this 
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has not always been the case. If the courts rule that the ban 

on hijabs is unconstitutional, it will represent an 

unprecedented decision against a government body and a big step 
forward for human rights and rule of law. Unfortunately, past 
court decisions point to a trend of upholding government 

policies. END COMMENT. 
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SUBJECT: DEMARCHE DELIVERED: GLOBAL INITIATIVE 


REF: STATE 75990 


1. (U) We delivered reftel information to Arshak Manukyan, 
head of the MFA\'s Division of Non-Conventional Arms and 
Global Security, who thanked us for the update. 
GODFREY 
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E.O. 12958: DECL: 06/05/2022 

TAGS: KCFE, NATO, PARM, PREL, HU 

SUBJECT: HUNGARY RESPONDS TO DEVELOPING A UNIFIED ALLIANCE 
RESPONSE TO RUSSIA\'S CFE CONCERNS 

REF: SECSTATE 75293 

Classified By: POL/ECON-C Eric V. Gaudiosi. Reasons: 1.4 (b) and (d). 

1. (C) Poloff delivered reftel demarche points to MFA 


Security and Non-proliferation Department head Gyorgy Molnar, 
department deputy Vilmos Hamikus and department NATO expert 
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Gabor Marosfi on June 4. According to Molnar, Hungary agrees 
with our positions noting that Russia withdrawing from the 
CFE Treaty would be \"bad for Europe; bad for NATO; and 
ultimately bad for Russia.\" Hungary sees the main players on 
this issue as the U.S., Germany, France and Russia, who \"are 
the only ones that can influence the final outcome.\" Molnar 
emphasized the need to preserve the treaty by \"settling this 
issue before the June 12 meeting.\" Failing to reach a 
settlement, according to Molnar, will likely cause \"a rift in 
NATO on this issue that will require a compromise on a new 
agreement.\" Should that happen, \"Hungary will assess its 
options at that time.\" Hungary will not engage directly or 
publicly on this issue. 


2. (C) Mr. Molnar confirmed that the MFA has been closely 
monitoring this issue since the Oslo meeting in April. He 

said that at the Oslo meeting, German FM Steinmeir called for 
a compromise with Russia regarding their CFE claims. Hungary 
did not (and does not) agree with the German position, but 
believes that Germany, together with France, will push for 
accepting Russia\'s stance as laid out in the Russia\'s reftel 
note verbale. Mr. Hamikus acknowledged that Hungary is \"well 
aware of Russia\'s history regarding threats to withdraw from 
the CFE\" and sees their latest actions as likely a posturing 
tactic. He said that even though they are named directly in 

the note verbale \"Hungary is not a primary player on this 

issue and will remain below the radar.\" 


3. (C) Though the GoH is in complete agreement with our 
positions regarding the CFE Treaty, currently they have no 
desire to oppose Russia publicly. Mr. Molnar was clear that 
the GoH will support the U.S. position as \"the main players 
seek a quiet resolution.\" If however Russia withdraws from 
the Treaty, necessitating a new agreement, the GoH will 
review its position at that time. 

FOLEY 
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DEPARTMENT FOR AF/SE ANDREW STEINFELD 
USUN FOR PHEE 


E.O. 12958: DECL: 06/05/2027 

TAGS: PREL, ETRD, UN, CH, SU, AU-1 

SUBJECT: CHINA/SUDAN: BEIJING OPPOSES CONGRESSIONAL 
RESOLUTIONS AIMED AT CHINAYS ROLE IN SUDAN/DARFUR 


Classified By: Acting Political Minister Counselor Robert Griffiths. R 
easons: 1.4 (b/d). 


Summary 


1. (C) China is strongly dissatisfied with and opposes two 
proposed Congressional resolutions related to China\'s role in 
Darfur, Director General for North American and Oceanian 
Affairs Liu Jieyi told the Charg on June 5. Liu contended 
\"Darfur is moving in the direction of being resolved\" and 

then outlined China\'s diplomatic efforts to date, criticized 
United States\' unilateral sanctions and cautioned that 
Congressional action to rebuke China or link the Beijing 
Olympics to Darfur could adversely affect United States-China 
cooperation on Darfur. The Charg said that the United 

States appreciates China\'s diplomatic efforts to date, but 
what really counts is stopping the killing as soon as 

possible. The Congressional actions, which the Congress may 
take as a separate branch of government, reflect the concerns 
of the American people. The United States hopes that China 
will continue to cooperate with our efforts toward ending the 
crisis, including in the U.N. Security Council. End Summary. 


2. (C) China understands the United States Congress will 
consider and vote upon two resolutions designed to pressure 
China on Sudan/Darfur, Liu told the Charg on June 5, citing 
House Resolution 422, introduced by Representative Barbara 
Lee, and Senate Resolution 203, introduced by Senator Robert 
Menendez. Liu said the resolutions confuse the facts, 

attempt to link Darfur to the Beijing Olympics, disregard 
China\'s constructive efforts to help resolve the Darfur 

problem and contain baseless accusations against China. The 
PRC expresses its strong dissatisfaction with and opposition 
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to the resolutions, which Beijing considers to be gross 
interference with China\'s internal affairs. 


3. (C) Darfur is an old and complex problem involving ethnic 
or tribal disputes, scarce resources and religious 
differences, Liu said. China believes poverty is the root 
cause of the conflict. A multifaceted solution based on 
political, economic, security and humanitarian considerations 
is required, along with constructive efforts by all sides 
involved, Liu noted. 


4. (C) It is evident to all, Liu said, that China has made 
important contributions toward resolving Darfur. China\'s 
unremitting efforts to encourage the Sudanese Government to 
cooperate with international efforts to resolve Darfur 

include President Hu Jintao\'s personal attempts to \"work on\" 
President Bashir, frequent official exchanges with Sudan, the 
dispatch of PRC envoys to Sudan and the appointment of a 
Special Representative for Africa/Darfur. China attaches 
great importance to Darfur\'s humanitarian and security 
situation and has provided humanitarian assistance and 
funding to the Darfur region and to the African Union Mission 
in Sudan (AMIS). China also will contribute an engineering 
unit to the Heavy Support Package (HSP) under the Annan Plan. 


5. (C) Overall the Darfur issue is \"moving in the direction 

of being resolved,\" Liu said. The United Nations, African 
Union and Sudanese Government efforts have yielded results 
and steps are being taken to implement the HSP under Phase 
Two of the Annan Plan. President Bashir recently agreed in 
principle to a hybrid African Union-United Nations operation 

in Darfur. China believes the \"dual track\" approach must be 
pursued, with the international community pushing for 
implementation of Phase Three of the Annan Plan while 
simultaneously pressuring non-signatory rebel groups to join 
the Darfur Peace Agreement (DPA). China hopes the United 
States will play a positive role and use its influence to get 

the non-signatory rebels to sign the DPA. Recent United 
States unilateral sanctions dealt a blow to United Nations 

and African Union efforts to convince the Sudanese Government 
to cooperate with the international community on Phase Three 
of the Annan Plan and sent the wrong signal to non-signatory 
rebels, Liu said. Unilateral sanctions made the solution 

more complex. 


6. (C) Darfur is not a Chinese issue, Liu said. The United 
States should support China and other relevant parties in 
seeking a solution for Darfur. Some people in the United 
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States make an issue of Darfur and attack China baselessly 
for domestic political reasons. If the proposed 

Congressional resolutions are adopted, they would send the 
wrong signal to the outside world and seriously damage United 
States-China cooperation on Darfur. The PRC urges the United 
States to stop consideration and passage of the resolutions. 
The United States administration should correctly guide 
Congress, the media and the public to better understand 
China\'s constructive role on Darfur. China should not be 
vilified for Darfur and the Beijing Olympics should not be 
linked to Darfur. The United States Government should set 
the record straight and prevent some people from poisoning 
the atmosphere, Liu said, noting that Special Representative 
Liu Guijin will have a difficult time coordinating with the 

United States amidst all th 

e \"finger-wagging.\" 


7. (C) The Charg stressed to DG Liu that the United States 

is deeply committed to stopping the killing and ending the 
humanitarian crisis in Darfur. Our sanctions are designed to 
ensure President Bashir fulfills his obligations and 
cooperates with the international community to end the 
violence. The United States appreciates China\'s diplomatic 
efforts to date but more pressure must be brought to bear on 
Sudan in light of the dire security situation. Congress is a 
separate branch of the United States Government and is free 
to pass non-binding resolutions as it wishes. We also have 
free press and media that the United States government does 
not control. Moreover, the United States public demands 
action to alleviate the suffering in Darfur. We hope that 
China will continue to work with us, including in the United 
Nations Security Council, to bring an end to this 

humanitarian crisis and hope that Special Representative Liu 
and Special Envoy Natsios will have the opportunity to meet 
in the near future. 

PICCUTA 
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E.O. 12958: N/A 

TAGS: AMGT, APER, ENIV, KU, OTRA, OPIC, PREL, 

COUNTRY CLEARANCE 

SUBJECT: KUWAIT COUNTRY CLEARANCE GRANTED FOR OPIC DIRECTOR 
NANCY RIVERA 


REF: STATE 76253 


1. (SBU) Embassy Kuwait welcomes and hereby grants country 
clearance for Overseas Private Investment Corporation (OPIC) 
Director Nancy Rivera to travel to Kuwait June 8-9 to attend 
meetings with client Kuwait Gulf Link regarding a port 
privatization project in Jordan. 


2. (U) This clearance is not/not valid for entry into Iraq; 
you must apply for Iraq clearance through Embassy Baghdad. 


3. (U) Embassy Point of Contact: Leah Cato, Economic 
Officer. Phone: 965-259-1287. Cell: 965-786-1723. Fax: 
965-259-1051. Email: catowe@state.gov 


4. (U) Per reftel, no post assistance is requested for 
lodging or transportation. 


5. (U) Following is post\'s standard guidance for visitors 
to Kuwait: 


a. Entry Requirements: Kuwait now issues single-entry 
visas to American citizens on arrival, upon presentation of a 
valid passport. There is a processing fee of three (3) 

Kuwaiti Dinar (KD 3.000, approximately USD 10.50) for each 
visa issued. The fee may be paid either in KD or USD. Post 
strongly advises travelers to carry some documentation on the 
purpose of their visit. Passengers arriving on other than 
commercial flights should anticipate extra delays, because 
immigration services are not available on the military side 

of the airfield and passports have to be carried to a 

different location at the airport for processing. Airport 

visas are valid for 90 days after arrival; anyone staying 
beyond this period must obtain an extension, which should be 
requested 2 weeks prior to visa expiration. Anyone departing 
Kuwait who has overstayed the visa will be charged a fine of 
KD 10.00 (USD 35.00) per day at the airport. All travelers 
planning to visit Iraq should make sure that they obtain the 
required exit/entry stamps for each transit through Kuwait, 
and be aware that they will need to obtain a new Kuwaiti visa 
upon return, even after a day trip to Baghdad. Failure to do 
so can result in heavy fines. If possible, travelers should 

try to obtain a multiple-entry visa before arriving in Kuwait. 


b. Visitors are reminded that the importation of 
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alcohol, pork products, personal firearms, and any 
suggestive/pornographic materials (videotapes, magazines or 
books) is strictly prohibited by Kuwaiti law. Kuwait is 

still clearing mines and munitions. Visitors must remain on 
major paved roads when traveling in Kuwait. Travel north of 
Jahra toward the lraqi-Kuwaiti border is not authorized 
without approval from the embassy and an appropriate escort. 


c. Embassy Kuwait\'s normal workweek is Saturday through 
Wednesday. Office hours are 8:00 a.m. to 4:30 p.m. The time 
difference with the East Coast of the United States is EST 
plus 8 hours. The Embassy switchboard number is (965) 
259-1001, and the IVG number is 4950000. The after hours 
number which rings at Marine Guard post one is (965) 
538-2098. The mission duty officer can be reached through 
the embassy switchboard, Post One, or by cell phone at (965) 
967-7265. The embassy pouch address is 6200 Kuwait Place, 
Dulles, VA 20189-6200. 


d. Threat Assessment: Kuwait is a high-threat post and 
the military threatcon is currently Charlie. We have 
increased security precautions at official U.S. installations 
in Kuwait and recommend that all Americans in Kuwait remain 
alert to their surroundings and review their personal 
security practices. 


e. Health Advisory for Kuwait: April through October is 
the hot season in Kuwait. Temperatures reach 120-140F in 
summer. Caution should be taken to prevent dehydration and 
heat exhaustion by 1) drinking plenty of fluids and 2) 
staying indoors, especially during peak temperature hours of 
12:00-15:00. Low humidity coupled with high temperatures 
creates excessive moisture loss from evaporation. It is 
necessary to drink 2-4 quarts of water daily to prevent 
dehydration. Visitors in November through March can expect 
cold winds and at times heavy rains. Light winter clothing is 
suitable for Kuwait during these months. At this time 
allergies and colds are more common. Persons traveling to 
the area are advised to have over-the-counter medications, 
such as Tylenol, Ibuprofen, cold and cough medications with 
them for self-treatment. 


f. Money: Credit cards are widely accepted in hotels, 
restaurants and other establishments throughout Kuwait and 
ATM machines are also readily available. For travelers on 
official orders, the Commercial Bank of Kuwait can provide 
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accommodation services (cashing a personal check drawn on a 
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U.S. bank into local currency) up to a maximum of USD 300.00 
per day from noon to 2:00pm, Saturday through Wednesday. At 
the current rate of exchange, one Kuwaiti Dinar (KD) is 
equivalent to approximately USD 3.50. 


g. CAA Access: Visitors who need unescorted access into 
secure areas of the mission must slug cables to the attention 
ofthe RSO, and include the level of their clearance. The 
cable should include the visitor\'s Social Security Number, 
and the name of the agency granting the clearance. Cables 
should include the ASEC tag to ensure distribution to the RSO 
office and the Marine Security guard at post one. 


h. Computer and Electronics usage: Sensitive military 
information has been discovered recently on business center 
computers at local hotels in Kuwait City. All U.S. 

Government personnel and contractors must remember that it is 
their responsibility to observe good computer and information 
security practices. Information processed on computers in 
hotel business centers, through email correspondence or 
document creation, is highly exploitable. Public computers 
located in hotel business centers, internet cafes, airport 
lounges, etc. should never be used to process, store or 
disseminate sensitive information. Compromise of sensitive 
government or military information can result in serious 
damage to national security. Compromises of sensitive 
personal data can result in significant personal and 

financial hardship. Random checks are conducted by Embassy 
personnel on public PC\'s. Breaches in COMPUSEC will result 
in the violator receiving security infractions and/or 

security violations. Inter-agency security standards 

prohibit the introduction or use of non-USG owned computer 
hardware and software at all USG diplomatic facilities. Cell 
phones, palm pilots, radios and other convenience electronics 
are prohibited in all secure areas of the mission. 


i. Photography: Tourist photography is encouraged in 
Kuwait. However, it is strictly forbidden to photograph 
public buildings, economic infrastructure, or military and 
other security-related facilities and personnel. 

Confiscation of film and camera and even arrest may result 
from doing so. A good rule of thumb: If there is any doubt 
as to whether a photograph should be taken, don\'t take it. 


j. Action Request: Each visitor, regardless of length 
of stay, must bring or forward fiscal data to pay for direct 
costs of the visit. Each agency, organization, or visiting 
delegation will be charged for the actual costs attributed to 
their visit. Direct charge costs include, but are not limited 
to: American and LES staff overtime (e.g., expeditor, 
accommodation exchange, representational event support), 
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field travel, lodging and meals and incidental expenses 
(M&IE) by embassy employees, vehicle rentals, long-distance 
telephone calls, equipment rentals, office supplies and all 
other costs that are directly attributable to the visit. If 

fiscal data on visitor\'s travel authorization is to be used 

for this purpose, this information must be spelled out in the 
travel orders and sufficient funding must be provided to meet 
these expenses. In addition, for TDYers over thirty (30) 

days, there will be a charge for ICASS support services. If 
your sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign an ICASS Memorandum of 
Understanding (MOU) for ICASS support services upon arrival. 
The agency should provide post with written communication, 
generated by the traveler\'s headquarters, that confirms the 
agency will pay ICASS charges for the TDYer, provide the 
agency ICASS billing code for the TDY support to be provided, 
and authorize the traveler to sign the ICASS invoice 
generated by the TDY module. When travel is urgent, TDYers 
should bring this document with them to ensure there are no 
interruptions in the provision of services. Post will not 

provide any services to a TDYer staying in excess of 30 days 
without having received this documentation prior to day 31 of 
the TDY. 


k. Visit Kuwait\'s unclassified intranet website at 
http://kuwait.state.gov. 


6. (U) This cable was last updated on October 30, 2006. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: N/A 

TAGS: ASEC OTRA SC L 

SUBJECT: COUNTRY CLEARANCE GRANTED TO HAISE TO RAVEL TO SAINT KITTS 
AND NEVIS 


REF: 291607Z MY 7 


1. Embassy Bridgetown warmly welcomes andgrants country clearance 
to Mr. Dennis Haise, USG for travel to Saint Kitts and Nevis June 

17 - 2,2007. The purpose of this mission is to have pot security 
discussions with Government officials and port facility officials of 

Saint Kitts and Nevis IAW sections 70108-70110 of the U.S. Maritime 
Transportation Security Act of 2002. 


2. Travelers will be staying at the Marriott Saint Kitts Hotel, 

Frigate Bay for the duration of visit, tel. 1-869-466-1200. Embassy 
points of contact are CDR P. Kofi Aboagye, Chief, Military Liaison 
Office, 1-246-227-4339 or cell 1-246-230-2705; Major Curtis 
Schmucker, Deputy Chief, Military Liaison Office, tel. 
1-246-227-4166 or cell 1-246-230-2712 and Major Rachelle Harris, 
Operations & Exercises Officer, tel. 1-246-227-4123 or cell 
1-246-230-2725. 


3. The exchange rate is approximately $2.70 xcd (Eastern Caribbean) 
dollars for $1.00 U.S. dollar. U.S. currency, traveler\'s checks, 
and credit cards are routinely and widely accepted here. 


4. Entry requirements: A valid U.S. passport is required to enter 

Saint Kitts and Nevis. No visa is required if your stay is under 

six months, including those travelers arriving with diplomatic or 

official passports. For further information, travelers may contact 

the Embassy of Barbados, 2144 Wyoming Avenue N.W., Washington D.C. 
20008, tel. 1-202-939-9200. 


5. Departure tax for Saint Kitts and Nevis is $30.00 ECC (Eastern 
Caribbean Currency) or $12.00 USD. 


6. Restrictions: The laws of Barbados, Antigua and Barbuda, St. 
Lucia, Grenada, Dominica, and Saint Kitts and Nevis prohibit 
non-military personnel from wearing any articles of camouflage 
clothing. Immigration officers in these countries randomly check 
visitor\'s baggage on arrival at the airport; if items of restriction 
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are found, you will be asked to surrender them to the officers. 


7. The following is general information pertaining to security and 
health considerations throughout the Eastern Caribbean: 


Security 

In the Eastern Caribbean, foot travel outside of well-established 
tourist areas is not generally recommended, especially at night. Be 
vigilant when using public telephones or ATM machines near roadsides 
or quiet areas. As in many U.S. metropolitan areas, wearing 
expensive jewelry, carrying expensive objects, or carrying large 
amounts of cash should be avoided. Visitors should also safeguard 
valuables while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be locked in 
room safes if possible. 


Health Information 

Throughout the Eastern Caribbean, the most likely threat to a 

visitor\'s health is sunburn. It takes several weeks to become 
accustomed to the heat and humidity. Prolonged exposure to the sun, 
without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 
protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 
cases are most often seen in the summer months. Persons should 
therefore protect themselves with insect repellant. There is also a 
growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e. tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the best 

medical facilities of all the islands in the region and most of the 
medical specialties have practitioners here. 
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DEPT FOR AF/C 


E.O. 12958: DECL: 06/05/2017 
TAGS: PGOV, PREL, PINR, BY 
SUBJECT: BURUNDI: CHANGES IN PRESIDENT\'S SENIOR STAFF 


REF: BUJUMBURA 025 
Classified By: Ambassador Patricia Moller for reasons 1.4 (B) and (D). 


1. (U) Burundi\'s President Nkurunziza announced on May 31 
changes in his two most senior staff positions. The new 

Chief of Cabinet, Melchior Wagara, replaces Martin 
Mbazumutima. The new Deputy Chief of Cabinet, Jean-Bosco 
Ndikumana, replaces Melchiade Nzopfabarushe, who left the 
position more than a month earlier to become Vice-President 
of Burundi\'s Anti-Corruption Brigade. 


New Chief of Cabinet 


2. (SBU) New Chief of Cabinet Wagara\'s first position with 
the Government of Burundi (GOB) was with the National 
Social Security Institute (INSS) in 1994. He was removed 
from his position in 1995, upon accusations of 
embezzlement. Following his removal, Wagara became 
actively involved in the crisis gripping the country, when 

he \"entered the bush\" and joined the CNDD-FDD rebel 
movement. 


3. (SBU) Wagara\'s most recent appointment with the GOB was 
as General Director of COTEBU, Burundi\'s government-owned 
textile company, after the CNDD-FDD\'s victory in the 2005 
elections. His tenure there (2005-early 2006) was marked 

by a series of general strikes, where company employees 
accused him of corruption and embezzlement. He was 
eventually removed from his position by the Minister of 
Commerce (Madame Denise Sinankwa, currently the Minister 
of Finance). 


New Deputy Chief of Cabinet 


4. (SBU) Jean-Bosco Ndikumana, the new Deputy Chief of 
Cabinet, most recently served in the GOB as the National 
Prosecutor. Ndikumana unsuccessfully prosecuted the GOB\'s 
case against seven individuals, including former President 
Domitien Ndayizeye and former Vice-President Alphonse 


Column 3 
Kadege, who were alleged to have threatened state security 
by plotting to overthrow the government (Reftel). 


5. (C) Comment. Considering the new Chief of Cabinet\'s 
checkered background, it is unclear why the President chose 
him for such a high-profile, and important, position. One 
Burundian observer suggested that President Nkurunziza\'s 
widely noted loyalty to former compatriots from his rebel 
years in the bush may partially explain his choice of 

Wagara as new Chief of Cabinet. He commented further that 
the Deputy Chief of Cabinet is, however, a position where 
\"one hasn\'t the authority to cause much damage.\" Perhaps, 
as this observer suggested, Ndikumana\'s new position could 
be interpreted as a demotion, following the government\'s 
flawed coup plotter trial (Reftel), where he can \"do no 

further harm.\" End Comment. 
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SIPDIS 


LONDON FOR AFRICA WATCHERS 
PARIS FOR AFRICA WATCHERS 


E.O. 12958: DECL: 06/04/2017 
TAGS: PREL, ER, SU 
SUBJECT: EASTERN SUDAN PEACE AGREEMENT: A STRUGGLE TO IMPLEMENT 


CLASSIFIED BY: CDA Jennifer A. Mcintyre, for reasons 1.4 (b) and (d). 


1. (C) Summary: The disunity between Eastern Front(EF) leaders 
continues to obstruct implementation of the Eastern Sudan Peace 
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Agreement (ESPA). While in the past, they appeared to be working 
together constructively, the internal fissures within the EF and the 

lack of any formal structure have proven too much for the weak 
leadership to overcome. In response, the Eritrean mediators - who need 
the ESPA to be successful - and the Sudanese People\'s Liberation 
Movement (SPLM) have called for additional resources and support to 
help the EF address the current situation. Even with these stepped-up 
efforts, the ESPA may not ultimately succeed, thus preventing the 
people of Eastern Sudan from reaping the benefits of the agreement, and 
possibly undermining the Eritreans\' careful efforts over the past year 

to build their reputation as a regional leader and garner support for 

their bid to assume the role of mediator for a Darfur negotiation. End 
Summary. 


2. (U) After months of fruitless discussions regarding how to allocate 

the 120 political positions granted to the East under the ESPA, EF 
leaders sought out the Eritrean mediator the beginning of May and 
requested he determine how the positions should be distributed. The EF 
leaders agreed to the mediator\'s proposal that 60 of the positions be 
distributed based on tribal representation within the EF: 18 positions 

for the Hadendawa, 16 for the BeniAmer, 14 for the Rashaida and the 
remaining 12 for the other ethnic groups, such as the Nubians, 
represented in the EF. The individuals for these positions would be 
nominated by the leaders of their respective tribes and ultimately 

vetted for final approval by Sudanese President Bashir. For the 
remaining 60 positions, the local communities would agree by consensus 
on the nominees. (Note: These positions do not require President 
Bashir\'s approval. End note.) The three EF leaders also consented to 
the mediator\'s proposed nominees to the top three posts: EF Chairman 
Musa Mohammed Ahmed will be nominated for the Assistant to the 
President, Dr. Amna Dirar for the Advisor to the President and Mubrouk 
Mubarak Salim for the State ministerial position. 


3. (C) Concerned over the political bickering between EF leaders and 
the continuing viability of the EF - and Eritrea\'s credibility should 

the ESPA crumble - the Eritrean mediators recently approached Dr. 
Taisier Ali of the Center for Peacekeeping in the Horn of Africa for 
training assistance. In response, Dr. Taisier is developing a 

week-long training program for 105 members of the EF, including those 
first 60 individuals nominated to the political positions. The 

training will address issues of leadership and management and work 
toward the establishment of a much-needed formal structure for the EF. 
Dr. Taisier hoped the training will begin in early June, timing which 
appears too optimistic. The mediators have offered their full support; 
however, the level of commitment by the EF to the training remains 
uncertain. (Note: Earlier and similar training requested by the 
mediator following the signing of the ESPA was scheduled in fall 2006 
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and trainers flown in. Although the EF consented to the training and 
promised they would participate, on the first day of training, not a 
single member of the EF appeared. End Note.) 


4. (C) The Sudanese People\'s Liberation Movement (SPLM), who are 
long-time allies of the EF and who participated in the ESPA 
negotiations as part of the Government of Sudan negotiating team, also 
expressed concerns. The week of May 14, they sent a message to the EF 
leaders pressing them to resolve their problems and stay together as a 
political entity. The message appears not to have bolstered the EF at 
all. According to Dr. Taisier, Musa dismissed the SPLM\'s plea, saying 
\"the EF no longer exists.\" Dr. Amna echoed this sentiment in a 
conversation with Poloff, stating there was \"no hope for the EF\". She 
added that she was considering abandoning her position and moving to 
Doha as she could no longer live in Eritrea or Sudan. 


5. (C) Meanwhile, the integration of EF troops with Sudan\'s armed 
forces has not progressed. The EF armed rebels are a combination of 
the troops of the Beja Congress and the Rashaida Free Lions with each 
group paying and commanding their own troops. While most EF soldiers 
reportedly planned to return to civilian life, some were expected to 

join Sudan\'s military. The delays in implementing the integration have 
lead to desertions of EF soldiers as the EF (and more specifically the 
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Beja Congress) is unable to pay its troops. According to Dr. Amna, 
nearly half of the Beja Congress troops (approximately 500) have 
already disappeared into civilian life, with any weapons they may have 
held. The Rashaida Free Lions troops are in a slightly better economic 
position due to their profitable import/export business in the region, 
and thus while most of the 3000 troops plan to become civilians, they 
continue to be paid and accounted for in the Free Lions troops. 


6. (C) Further jeopardizing the weak alliance are challenges within the 

Beja Congress to Dr. Dirar and increasing negative rhetoric from 

Eastern Sudan about the EF. Dr. Dirar claims two Beja Congress members 
recently challenged her leadership and physically threatened her in 

public over the issue of obtaining a greater share of political 

representation. At one public meeting with representatives of the 
Government of Sudan and the EF, two men hassled her and attempted to 
grab her, yet no one present intervened or rose to her support. In 
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addition, Dr. Dirar told Poloff that a group from Eastern Sudan has 
emerged claiming to be the \"People\'s Front for Eastern Sudan\" and is 
launching a campaign against the EF in general, and more specifically, 
aimed at discrediting her. Although the group publicly claims they are 
supported by Ethiopia, Dr. Dirar speculates this effort is supported by 

the Government of Sudan\'s National Congress Party (NCP) as part of its 
efforts to undermine the EF. 


7. (C) Since the inception of the EF as a political entity, the 

tentative alliance between the Beja Congress, (itself divisive between 

the Beja BeniAmer and Hadendawa tribes), the Rashaida Free Lions, and 
other smaller tribes of Eastern Sudan, has been an uneasy partnership. 
While many assume the greatest tension is between the Rashaida and the 
Beja, the difficulties within the Beja - particularly the personal 

difficulties between Musa and Dirar - are proving the most problematic 

to the viability of the EF. The fractures within the Beja Congress, 

and the continuing unwillingness of the three EF leaders to build, 

develop and lead the EF organization is fulfilling the most pessimistic 
predictions that the ESPA could end up existing only on paper. As the 

EF slowly dissipates, the Eritreans have cause to be alarmed, and post 
anticipates the Eritreans will attempt to prop up the EF and keep them 
alive. The Eritreans have a lot riding on the success or failure of 

the ESPA as a demonstration of their government\'s ability to 

effectively take on a leadership role in the region and in support of 

their assertions of being the most suitable mediator for a Darfur 
negotiation. End Comment. 
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E.O. 12958: DECL: 06/04/2017 


Column 3 
TAGS: PREL, PINR, SU, ER 
SUBJECT: SHARIF HARIR CLAIMS U.S. WEAPONS CONFISCATED IN DARFUR 


CLASSIFIED BY: CDA Jennifer A. Mcintyre, for reasons 1.4 (b) and (d). 


1. (C) SLM leader Sharif Harir met with Poloff on May 29 to report the 
confiscation of over 100 small arms from the Sudanese Armed Forces 
(SAF) in Darfur in the past few weeks. These weapons, predominantly 
handguns all bear markings identifying them as U.S. Property. To 
support his claim, Sharif provided Poloff with the details of the 
engravings of one confiscated handgun: on the right hand side is 
engraved \"U.S. property M 1911 A1 US Army No. 1286228 ANAD 575\"; on the 
left hand side, \"Ithaca Gun Co. Inc Ithaca, NY\". Sharif expressed 
concern that U.S. policy had changed and that the U.S. was now 
supplying weapons to the Sudan Armed Forces. Poloff responded by 
informing Sharif that this was not the case and we do not provide 
material support to the SAF. 


2. (C) Comment: According to Post\'s DATT, the appearance of this 
pistol, a composite of two different Colt 1911A pistols is no great 
surprise. Since World War Il, the USG has sold as surplus thousands of 
these pistols. Pistols such as these have been sold and resold in many 
parts of the African continent. End Comment. 
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E.O. 12958: N/A 

TAGS: OPRC, KMDR, IS 


SUBJECT: ISRAEL MEDIA REACTION 


1. 40th Anniversary of the Six-Day War 


2. Mideast 
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Israel Radio quoted Palestinian sources as saying that PM Ehud 
Olmert will meet on Thursday in Jericho with PA Chairman (President) 
Mahmoud Abbas. Israel Radio reported that the PA government has 
demanded that the calm with Israel be restored -- also in the West 
Bank. The radio said that on Monday the Palestinian government 
rejected Abbas\'s request that a truce in the West Bank be postponed 
by one month. 


HaVaretz quoted a GOI source as saying on Monday that resuming 
negotiations with Syria is not on the agenda for a scheduled meeting 
between Olmert and President Bush in Washington in two weeks. 
Rather, the two are expected to discuss the diplomatic process with 
the Palestinians, the Arab Peace Initiative and ways of preventing 

Iran from acquiring nuclear weapons. HaVaretz noted that some of 
Olmert\'s advisors are concerned that an initiative to renew peace 
talks with Syria might undermine Israel\'s relations with the US. 
However, the newspaper said that IDF Chief of Staff Gabi Ashkenazi 
strongly supports renewed talks with Syria, with the goal of 

distancing Damascus from its alliance with Iran and contributing to 

a new regional order in which Syria would forge closer relations 

with moderate Arab states. The Jerusalem Post reported that Defense 
Minister Peretz told the Knesset\'s Foreign Affairs and Defense 
Committee on Monday that, while the Syrian calls for negotiations 
must be carefully examined, the IDF cannot afford to lower its 

defense along Israel\'s northern border. This morning Israel Radio 
quoted Syrian MP Muhammad Habash as saying on Al Jazeera-TV that 
Israel is planning to start a war with Syria in the summer. 


The Jerusalem Post reported that Transportation Minister Shaul 
Mofaz, who is in charge of the strategic dialogue with the US, told 
the newspaper on Monday that there is a 50 percent chance that 
sanctions will convince Tehran to halt its military nuclear program. 
Mofaz is due to leave today for Washington for talks on the issue 
with senior US officials. 


All media marked and commented on the anniversary of the outbreak of 
the Six-Day War 40 years ago today. Akiva Eldar of HaVaretz 
recounted that David Kimche, then an IDF Intelligence officer who 
would later become director-general of the Foreign Ministry, and Dan 
Bavli, who was a reserve officer, handed the GOI a document 
proposing a two-state solution, but that the state chose to ignore 

it. Makor Rishon-Hatzofe reported that this week small left-wing 
groups plan to disrupt life in Israel and harm the IDF to mark the 

40th anniversary of the war. The Jerusalem Post reported that 
historian Michael Oren told the newspaper on Monday that those who 
call the Six-Day War a disaster or a Pyrrhic victory are grossly 
mistaken, because they overlook the fact that Israel was not 
destroyed. In the interview, Oren said that his research of 
documents in Arab countries has revealed clearly that the Arabs had 
planned to destroy Israel. The Jerusalem Post noted that, although 
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this seems obvious to persons sympathetic to Israel who hold to the 
traditional story of the Arabs\' responsibility for the outbreak of 

war, the intervening decades have seen the promulgation of a myth 
that Israel was not really in danger. 


HaVaretz reported that, on July 16, 2006, four days after the Second 
Lebanon War started, Israel\'s National Security Council recommended 
that the Israeli offensive against Hizbullah be wrapped up as 

quickly as possible, as most of the possible objectives had already 
been met. In retrospect, however, HaVaretz noted that it is evident 
that no serious discussion was ever held over recommendations to 
shorten the war. HaVaretz also reported that on Monday the head of 
the research division of Military Intelligence, Brig. Gen. Yossi 

Baidatz, told the Knesset\'s Foreign Affairs and Defense Committee 
that Hizbullah was rebuilding its forces south of the Litani River 

in Lebanon, despite the presence of international peacekeepers in 

the area. Baidatz\'s remarks apparently contradict comments made by 
Prime Minister Ehud Olmert at a speech to the Knesset last week, in 
which he said that \"the situation in southern Lebanon has changed 
completely\" since the summer 2006 war. 


HaVaretz reported that on Monday Justice Minister Daniel Friedmann 
ordered Justice Ministry officials to draft a new version of a law 

that exempts the state from compensating Palestinians for damage 
caused in the course of non-combat activities in the territories. 

If such a law passes, it will mark the first time the Knesset has 
reenacted legislation that was overturned by the High Court of 
Justice. The court overturned the original law, known as the 

Intifada Law, in December 2006, four years after its enactment. 
Friedmann has asked that the government-sponsored legislation be 
ready within the next two weeks, even if its passage will also 

require a change in the Basic Law. For the new Intifada law to 
survive judicial review, the Basic Law on Human Dignity and Freedom 
will likely need to be amended -- also for the first time. On the 

other hand, Ha\'aretz wrote that Friedmann might prefer to revise the 
Basic Law on the Judiciary to explicitly state that the High Court 

has no authority to rule on the constitutionality of the new law. 

It is unclear whether the Knesset has the authority to pass a 
previously overturned law without changing the wording, or whether 
it must adhere to the guidelines set by the court. It is also 

uncertain if the High Court would automatically overturn the 
legislation if it passed without any changes. 


HaVaretz reported that on Monday, speaking to his supporters, 

Knesset Member Ami Ayalon, who is running neck and neck with former 
PM Ehud Barak to become head of the Labor Party, left open the 
possibility that Labor will stay in the government if he is elected 

party leader. He was quoted as saying that the decision would be 

made by the party\'s institutions. HaVaretz said that the outgoing 

Labor Chairman, Defense Minister Amir Peretz, who is backing Ayalon, 
hopes to stay in the government. HaVaretz wrote that Peretz wants 
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a cabinet post that will involve him in socioeconomic issues. 


HaVaretz reported that on Monday Shas Party Chairman Eli Yishai told 
Vice PM Shimon Peres that the party will support his bid for the 
presidency, having gotten the nod to do so from its spiritual 

leader, Rabbi Ovadia Yosef. Yishai reportedly told Peres that Yosef 
would instruct all 12 of the ultra-Orthodox party\'s Knesset members 
to vote for him in the presidential balloting. Yediot, which filed 

a similar story, found that in a first round of voting among the 

Knesset members, former Knesset speaker Reuven Rivlin would garner 
49 votes, Vice PM Shimon Peres 48, and Labor MK Colette Avital 23. 
According to Yediot, Peres would win in a second round with 66 votes 
vs. 54 to Rivlin. 


The Jerusalem Post reported that on Monday an alliance of Jerusalem 
Arab organizations launched an international campaign to create an 
independent municipality for Arab residents of East Jerusalem. 


Leading media commented on a limited military operation and arrests 
by the IDF in the Gaza Strip. This morning Israel Radio quoted 
Palestinian sources as saying that IDF troops wounded Palestinian 
youths in the West Bank. 


HaVaretz reported that the Shin Bet will tell a Knesset committee 
today that it has halved its reliance on the special detention 
authority it was granted last year. According to the order, which 
functions as a temporary law, the Shin Bet is allowed to hold 
detainees for four days before they receive a hearing. The order in 
question is a temporary provision designed to allow the Shin Bet to 
detain Gaza citizens even after the disengagement from the Gaza 
Strip in 2005 and the subsequent abolition of military rule there by 
the IDF. 


HaVaretz reported that an internal report by the IDF\'s Civil 
Administration in the territories found that at least 25 percent of 

the structures built by Israelis in the West Bank\'s Area C (full 
Israeli control) were constructed on private Arab-owned land. 
According to the report, only 0.5 percent of the illegal structures 
were constructed on land registered to Jewish owners. The data also 
indicate that Israel is practicing a discriminatory policy: It is 

more lenient on illegal construction by Jews than by Palestinians. 
Although the Jewish population in the area is four times larger than 
the Arab population, the authorities have demolished three times as 
many Palestinian-controlled structures as Jewish-controlled 
structures. HaVaretz also reported that the report found that the 
Civil Administration had finished mapping only nine illegal outposts 
in the West Bank, containing 131 structures, by mid-2006. 


Leading media reported that the IDF and police will provide security 
for a Peace Now rally today in Hebron, near the center of the Jewish 
community there, to protest 40 years of settlements. 
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The Jerusalem Post reported that, in adebate among Democratic Party 
US presidential candidates on Sunday, New Mexico Governor and former 
US Permanent Representative to the UN Bill Richardson backtracked on 
his earlier suggestion that former Secretary of State James Baker 

would be his Middle East envoy and instead suggested former 

President Bill Clinton 


The Jerusalem Post reported that on Monday the Justice Ministry 
charged that Amnesty International\'s report on the treatment of 
Palestinians in the West Bank was \"immoral\" and \"inaccurate.\" 


The Jerusalem Post reported that former IDF Intelligence head Maj. 
Gen. (Res.) Aharon Zeevi-Farkash called on Monday, during a 
conference at the Institute for National Security Studies in Tel 

Aviv, for the establishment of an international \"intelligence pool\" 

to combat Al-Qaida. He was quoted as saying that countries like the 
US and the UK need to start to \"view their Muslim populations 
differently\" and as a potential threat. 


The Jerusalem Post reported that expanding the powers of the 
European monitors at the Rafah crossing between the Gaza Strip and 
Egypt was among the topics discussed when senior EU and Israeli 
officials met in Jerusalem on Monday for the annual EU-Israel 
Association meeting. 


HaVaretz reported that Egypt will host representatives of the major 
Palestinian factions later this month for talks in a cease-fire 
agreement that Egyptian officials are busy preparing. 


Ha\'aretz quoted Acting Israel Tax Authority Director General Yehuda 
Nasradishi as saying on Monday that compensation for direct damage 
from the fighting around communities surrounding the Gaza Strip -- 
which he estimated at 826 million shekels (approx. USD 203.5 

million) would be paid only on the basis of claims filed, and not 
automatically, as was the case for damages from the Second Lebanon 
War. Nasradishi was quoted as saying that 626 claims have been 
filed for damages sustained around Gaza. 


HaVaretz reported on a drama series on Iranian state TV that carries 
the message that the Israeli-Palestinian conflict is a \"European 
problem\" and that Israeli Jews should therefore return to their 
original homelands on that continent. 


Yediot reported that the police have recommended that Finance 
Minister Abraham Hirchson be indicted for theft and embezzlement. 
Leading media reported that the police have recommended the Shula 
Zaken, PM Olmert\'s former chief of staff, be indicted in an alleged 
bribery affair. 


Maariv prominently commented on a possible resumption of the Cold 
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War, this time between the US and Russia. 


HaVaretz reported that the American hedge fund Cerberus-Gabriel is 
resuming its bid to obtain a permit from the Bank of Israel to 
control Bank Leumi, Israel\'s second-largest bank. 


HaVaretz presented the results of Tel Aviv University\'s Peace Index 
poll conducted among Israeli Jews on May 28-30: 

-Only 37 percent are currently convinced by PM Olmert\'s claim that 
there is no immediate and total way to stop the Qassam fire; 53.5 
percent think he is mistaken. Indeed, 46 percent ascribe the 
leadership\'s decision not to launch a military operation in Gaza to 
the conclusions of the Winograd Commission\'s interim report (vs. 39 
percent who do not believe this is the reason). 

- A large minority -- 42 percent -- favors reoccupying Gaza and 
staying there to make sure the fire is not resumed, while 48 percent 
oppose such a move. Sixty-three percent (vs. 28 percent), however, 
support a limited ground operation after which IDF forces would 
withdraw. The public is almost evenly divided between 47 percent 
who support holding direct negotiations with Hamas on stopping the 
rocket fire on Sderot, and 48 percent who oppose such negotiations. 
- Among those who generally support negotiations, 63 percent also 
favor direct contacts with Hamas on the rocket fire and only 33 
percent are opposed to such talks. But among those who generally 
oppose contacts with the Palestinian Authority, only 18 percent 

favor negotiating with Hamas, compared with a majority of 56 percent 
who are opposed. 

- In any case, an overwhelming majority -- 76 percent -- of the 
Jewish public believe that Israel should not respond positively to 
Hamas\'s offer about ceasing IDF arrests of and strikes on its 
members in the West Bank in return for promises to stop the Qassam 
fire. 


The Jerusalem Post presented a poll released on Monday by James 
Zogby\'s Arab American Institute in conjunction with Americans For 
Peace Now, which shows strong support for a two-state solution among 
both American Arabs and Jews, and for a presidential candidate who 
would play an active role in the peace process if elected. 


Chief Economic Editor Sever Plotker wrote in the mass-circulation, 
pluralist Yediot Aharonot: \"Just like the name of the unforgettable 
[Israeli] book ... from 1967 -- \'Sorry We Won Y -- Israel in June 
2007 looks like a country that is ashamed of everything that 
happened here 40 years ago. But had it happened differently, we 
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would not be here today.\" 


The conservative, independent Jerusalem Post editorialized: \"It is 
not the lack of a Palestinian state that perpetuates the war, but 
the war, and the rejection of Israeli sovereignty at its heart, that 
perpetuates the lack of a Palestinian state.\" 


Historian and columnist Tom Segev wrote in the independent, 
left-leaning HaVaretz: \"Those [Israelis belonging to] the 1967 
generation did not appreciate the damage caused by the occupation -- 
among other things, to the fundamental ideological and moral values 
that gave birth to the country, and to its democratic fabric. This 

was the major failure of that generation.\" 


Palestinian affairs correspondent and far-left Palestinian 

sympathizer Amira Hass wrote in HaVaretz: \"Starting in 1991, Israel 
has been creating two kinds of expanses between the Mediterranean 
and the Jordan: a superior, open, developed and improved space for 
the Jews, and a shattered space tainted by intentional 
de-development for the Palestinians.... No wonder there is nostalgia 
for the occupation that existed before 1991!\" 


Dr. Saeb Erekat, the chief Palestinian negotiator of the Palestine 
Liberation Organization, wrote in HaVaretz: \"If Israel fails to 

accept [the Arab League\'s] generous offer, we could lose the last 
chance for peace based on the two-state solution and might instead 
face a long bloody conflict.\" 


Block Quotes: 


|. \"Had Things Happened Differently, We Wouldn\'t Be Here\" 


Chief Economic Editor Sever Plotker wrote in the mass-circulation, 
pluralist Yediot Aharonot (6/5): \"The [Six-Day] War was preceded by 
days of existential fear. The public in Israel was exposed to 
Nazi-like Arab propaganda, which threatened to kill, to annihilate, 

to destroy and to throw the Jews into the sea.... Forty years after 
the Six-Day War, Israel under the Olmert government is defeated in 
the public diplomacy battle, defeated in the politics of history and 

is incapable of eliciting even the most minimal air of national 
uplifting. Just like the name of the unforgettable [Israeli] book 

... from 1967 -- \'Sorry We Won Y -- Israel in June 2007 looks like a 
country that is ashamed of everything that happened here 40 years 
ago. But had it happened differently, we would not be here today.\" 


Il. \"The War That Didn\'t End\" 
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The conservative, independent Jerusalem Post editorialized (6/5): 
\"Over the past 40 years, [the Six-Day War] victory has been 
transformed in international and even, to a large extent, in Israeli 
eyes into a burden and a mark of Cain. The besieged Israel of June 
4, 1967 has, for some, become the besieger of the Palestinians. A 
nation, once threatened, is seen as an occupier. This 
transformation has contributed to and been exacerbated by an 
internal rift within our society, as symbolized by the poles of 

Peace Now and the settler movement. Both of these movements are now 
badly battered: the first destroyed by the wave of Palestinian 

suicide bombings that were the response to the Israeli offer of a 
Palestinian state, the second devastated both by war and peace 
agreements that convinced the public that the Palestinian population 
cannot be absorbed without destroying our society and democracy... 
It is not the lack of a Palestinian state that perpetuates the war, 

but the war, and the rejection of Israeli sovereignty at its heart, 

that perpetuates the lack of a Palestinian state. Until this 
fundamental truth is absorbed and becomes the basis of international 
policy, the 1967 war, like all those before and after, will not be 

fully resolved.\" 


Ill. "What Was Forgotten That Morning\" 


Historian and columnist Tom Segev wrote in the independent, 
left-leaning HaVaretz (6/5): \"It cannot be said with certainty that 

had all Israelis agreed to withdraw from all the territories, all 

the Arabs would have agreed to make peace. But those of the 1967 
generation did not appreciate the damage caused by the occupation -- 
among other things, to the fundamental ideological and moral values 
that gave birth to the country, and to its democratic fabric. This 

was the major failure of that generation. More and more Israelis 
say today that they do not believe in peace. Many among them are 
young.... The challenge they face is merely to manage the conflict 

in a better way than their parents did, so that life will be more 
tolerable. In view of the circumstances they are inheriting from 

their parents, that is no small task.\" 


IV. \"In Praise of the Occupation\" 


Palestinian affairs correspondent and far-left Palestinian 

sympathizer Amira Hass wrote in HaVaretz (6/5): \"The occupations 
brought about by the 1967 war accomplished one great thing: They 
reunited the majority of the Palestinian people within the 

boundaries of their homeland. For the first time in 19 years it was 
once again possible for Palestinians to live and experience 

together, as a group, the expanse between the Mediterranean Sea and 
the Jordan River.... [However,] starting in 1991, Israel has been 
creating two kinds of expanses between the Mediterranean and the 
Jordan: a superior, open, developed and improved space for the Jews, 
and a shattered space tainted by intentional de-development for the 
Palestinians.... No wonder there is nostalgia for the occupation 
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that existed before 1991!\" 


V. \"An Offer That Cannot Be Refused\" 


Dr. Saeb Erekat, the chief Palestinian negotiator of the Palestine 
Liberation Organization, wrote in Ha\'aretz (6/5): \"Like all the 
nations of the world, we refuse to live under occupation or any 
other system that denies us our full civil and political rights. If 
Israel fails to accept [the Arab League\'s] generous offer, we could 
lose the last chance for peace based on the two-state solution and 
might instead face a long bloody conflict that will result in many 
victims on both sides -- something Israel can prevent if it begins 

to face the current realities of the new Middle East. In the life 

of every nation, there comes a time to face difficult and historic 
choices. Based on past experience, with a critical eye to the 
future and our commitment to future generations, the Arab world is 
choosing the path of peace, compromise and negotiation by extending 
its hand to you, the Israeli people. In order that we might see 
peace in our generation and secure a peaceful future for our 
children, let us together shape a new reality of peace in the Middle 
East.\" 


Deputy Managing Editor and right-wing columnist Caroline B. Glick 
wrote in the conservative, independent Jerusalem Post: \"In contrast 
[to Woodrow Wilson,] Bush never completely matched his visionary 
rhetoric to his actual policies.\" 


Block Quotes: 


\"Echoes of 1919\" 


Deputy Managing Editor and right-wing columnist Caroline B. Glick 
wrote in the conservative, independent Jerusalem Post (6/5): \"While 
[the late US President Woodrow] Wilson\'s vision was unrealistic, he 
has to be credited for his unstinting devotion to it. In contrast, 

Bush never completely matched his visionary rhetoric to his actual 
policies. And today, increasingly abandoned by his supporters and 
undermined by his own advisers who reject his vision and insist on 
returning to fantasyland, Bush has apparently abandoned his own 
doctrine of war and peace.... While upholding Islam as a religion of 
peace, the administration courted Islamic preachers of war.... As 

for the Palestinians, Bush has opted to ignore Fatah\'s involvement 
in terrorism, its jinadist indoctrination of Palestinian society and 
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its strategic collaboration with Hamas, Islamic Jihad, Hizbullah, 

Iran, and Syria. By upholding Fatah, Bush blocked all possibility 

that an alternative, liberal and democratic Palestinian leadership 

could emerge. The same pattern has held in Egypt.... As Iranian 
President Mahmoud Ahmadinejad proclaims that the countdown to the 
next Holocaust has begun while actively waging war against the US 
and its allies on all available fronts, the catastrophe that will 

follow an American relapse into isolationism and appeasement is 
undeniable.\" 


JONES 
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SUBJECT: SUDANESE OFFICIALS REACT TO U.S. ECONOMIC SANCTIONS 


1. (U) SUMMARY: Many Sudanese officials have quickly and publicly 
responded to the May 29 announcement of tightening U.S. economic 
sanctions on Sudan. Sudanese President Omar Al-Bashir stated that 
he believes the sanctions will most dramatically affect the Sudanese 
poor. Others, such as Salva Kiir Mayardit, First Vice President of 

the Government of National Unity and President of the Government of 
Southern Sudan (GoSS), criticized the economic sanctions and stated 
that they will not help achieve peace in Darfur, but will only harm 
Sudanese citizens in other parts of the country. While uniformly 
pessimistic, responses focus on varying themes such as Sudanese 
resilience and defiance, the sanctions\' alleged negative impact on 
humanitarian efforts and the poor, and the timing of the 
announcement. END SUMMARY. 


1. (U) All remarks are taken from four Sudanese Arabic newspapers 
from May 30 to June 2: Al-Ayaam, Akbar Lahza, Al-Sharia\' Al-Siasi: 
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2. (U) President Al-Bashir stated that the US economic sanctions 
actually target Sudanese citizens. He declared that most of the 
companies added to the sanctions list are agricultural and have no 
relation to Darfur. He added that sanctions have also caused great 
damage to many U.S. companies, especially in the oil and mining 
sectors. He commented that the Government of Sudan has replaced 
these American companies with Asian firms. 


3. (U) First Vice President Kiir, criticized the economic sanctions 
and stated that they will not help achieve peace in Darfur, but will 
only harm Sudanese citizens in other parts of the country. 


4. (U) Dr. Magzoub El-Khalifa, President Bashir\'s advisor and the 

chair of the Darfur Peace Agreement (DPA) Implementation Commission, 
stated that the GoS will not bow to U.S. sanctions. He added that 

Sudan will contact its friends to overcome the sanctions\' effects. 

He commented that the sanctions will have a negative impact on the 

DPA and that they may hamper the upcoming negotiations between 
Darfur rebels, the AU, and the UN. 


5. (U) Mohamed Ali El-Mardi, Minister of Justice, described the 
sanctions as unfair. He added that President Bush is trying to 
divert U.S. citizens\' attention from his failure in Iraq and the 
casualties of U.S. soldiers there. 


6. (U) Abdel Rahim Hamdi, Ex-Minister of Finance and National 
Economy and the National Congress Party (NCP) economic advisor 
described the sanctions as fragile and merely a political 

distraction. He stated that the sanctions will have no impact on 
Sudan\'s economy, hinting that there have been no financial 
transactions between Sudan and the U.S. since 1997. He stated that 
most of the targeted companies are privately owned. For example, 
El-Sunut Development Co. is owned by the agent of Coca-Cola in Sudan 
and 70% of SUDATEL, AAAID, and GIAD companies are owned by 
expatriates. Hamdi further noted that sanctions do not include the 
Chinese or Malaysian oil companies. 


7. (U) Dr. Izz El-Din Ibrahim, Ex-State Minister of the Ministry of 
Finance and National Economy, stated that the sanctions are merely a 
renewal of the previous economic sanctions instituted in 1997. 


8. (U) Bader El-Din Mahmmoud Abbas, Deputy Governor of the Central 
Bank of Sudan (CBOS), stated that U.S. sanctions are not new. He 
added that because sanctions were imposed by the U.S. alone, they 
will not hamper Sudan\'s economy. In his opinion, the sanctions are a 
psychological tactic for prompting greater divestment from Sudan. 

He stated that the CBOS is exploring options for using a currency 
other than the U.S. dollar for international commercial 

transactions. 


9. (U) Dr. Anmed El-Magzoub, State Minister at the Ministry of 
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Finance, and Ms. Nagat Mohamed Salih, Undersecretary of the Ministry 
of Foreign Trade, stated that sanctions will not have any impact on 
Sudan\'s economy. 


10. (U) Dr. Babiker M. Tom, Deputy Chairman of the Economic 
Committee, National Assembly, criticized the U.S. sanctions and 
described them as unfair. He opined that the sanctions will likely 
have more of asymbolic or psychological effect than an economic 
one, since Sudan has not had commercial ties with the U.S. since 
1997. 


11. (U) Hashim El-Bashir of the Sudanese Workers Trade Union 
Federation (SWTUF) criticized the sanctions and stated that Sudan 
will not bow or kneel to the U.S. 


12. (U) COMMENT: The sanctions\' effect on the poor, the perceived 
ill-timing of the announcement, and the call for Sudanese resilience 
are all different themes running through these remarks. Many 
Sudanese politicians have questioned the efficacy of sanctions on 
Sudan, its effect on the Darfur Peace Agreement, and its relation to 
the war in Iraq. Public Diplomacy efforts highlighting the U.S. 
contribution to Sudanese humanitarian relief and development may 
provide a resource for countering some of the positions espoused 
above. END COMMENT. 
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Column 3 
E. CAIRO 1499 


Classified by DCM Stuart Jones for reasons 1.4 (b) and (d). 


1. (C) Editorials in the GOE-controlled press (Refs A-C) 
have strongly criticized the May 27-29 conference in Doha on 
\"Democracy and Political Reform in the Arab World.\" The 
attacks have singled out the Doha meeting\'s most prominent 
Egyptian participant, Egyptian-American democracy activist 
Saad Eddin Ibrahim (SEI), whose Ibn Khaldun Center is the 
recipient of MEPI and USAID funding. GOE irritation with SEI 
is long-standing, but a column that he published on May 9 
that was sharply critical of President Mubarak may have 
rekindled GOE anger. With SEI now in Prague to attend the 
June 5-6 conference on \"Democracy and Security: Core Values 
and Sound Policies,\" where President Bush is expected to 
deliver remarks on democracy, we anticipate that the 
GOE-controlled press will continue its offensive against both 
SEI and democracy promotion in Egypt. End summary. 


2. (C) SENS activism, and in particular his leading role 

in the May 27-29 Doha conference on \"Democracy and Political 
Reform in the Arab World,\" appears to have touched a nerve. 
Leading GOE-controlled newspapers, such as Al-Gomhoriya and 
Al-Akhbar, have slammed the Doha meeting and SElVs 
participation as evidence of \"foreign interference\" in 

Egyptian affairs. In addition, the \"independent\" daily Rose 
Al-Yousef, which is widely believed to be bankrolled by Gamal 
Mubarak associate Anmed Ezz (a steel tycoon and member of 
Parliament who also serves as the NDP\'s Secretary for 
Membership), and to serve as a conduit for derogatory 
information channeled by the security services, has also 
strongly criticized the Doha meeting as well as the Egyptian 
activists who participated in it. (Septel reports a related 

Rose Al-Yousef article strongly criticizing USG democracy 
grants to Egyptian civil society.) 


3. (SBU) Ina flurry of columns (May 29, 30, and June 4, 
Refs A-C) Gomhoriya chief editor Mohamed Ali Ibrahim accused 
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the USG of \"choosing\" Qatar to hold the conference because of 
the good relations between Qatar and Israel. Ibrahim 
described the Doha meeting as \"a means to gather 
oppositionists ... and grant them U.S. protection,\" and noted 
that the conference did not discuss democracy in Qatar 

itself. Ibrahim dismissed the appeals by some activists in 
Qatar for additional donor funding as \"a new kind of 

political begging..., which writes reports against Egypt... 

and which makes lies and gives false testimonies against us 
as long as it secures its resources.\" Ibrahim criticized the 
Egyptian participants as the same activists who appear on the 
Qatar-based Al-Jazeerah, and criticized the Qatari leadership 
for buying property in Israel and buying property in Arab 
states on behalf of Israel. Ibrahim also criticized SEI for 
\"relinquishing\" his Egyptian citizenship, and for 

\"forgetting\" Egypt's democratic history in a rush to take 
inspiration from the recent example of Mauritania\'s 

transition to democracy. The May 30 and June 4 columns 
followed the same lines, but also attacked Amcit Coptic 
Christian activist Michael Monier, who had the \"false 
audacity\" to offer testimony on religious freedom in Egypt 
before the Congressional Human Rights Caucus (on May 23). 


4. (SBU) A June 3 front-page cartoon by noted political 
cartoonist Mustafa Hussein in Al-Akhbar, another nationalist 
state-owned daily, depicted a nearly nude SEI, clad only ina 
mini-skirt and with horn-like tufts of hair rising from his 
temples, dancing with coins in his hands, while an onlooker 
observed that SEI was happy to be paid in either U.S. dollars 
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or Israeli shekels. 


5. (SBU) A May 30 column by chief editor Abdullah Kamal in 
Rose Al-Yousef, the \"independent\" daily widely believed to be 
a mouthpiece for the NDP leadership and the security 

services, described SEI as a dual-citizen who is motivated by 
his desire \"to get the largest sum of money.\" Kamal wrote 

that \"respectable\" Egyptians like Arab League Secretary 
General Amre Moussa, NDP reformists Mohamed Kamal and Ali 
El-Din Hillal, and National Council for Human Rights chairman 
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Kamal Aboul Magd, had all refused to participate in the Doha 
meeting. Kamal criticized the other Egyptians who \"followed\" 
SEI, such as former Prime Minister Aziz Siddi, 

parliamentarian Anwar Esmat Al-Sadat, and Judges\' Club 
activist Hisham Al-Bastawisi, as failures and sell-outs. 


6. (C) In atelcon with poloff on June 3 as he transited 
Cairo en route to Prague, SEl expressed his satisfaction with 
the Doha meeting. He noted that the participants had been 
pleased to learn of the positive USG reaction to the 
establishment of the Arab Democracy Foundation, which SEI 
said would be able to support Arab civil society in the 
manner first envisioned for the Foundation for the Future. 
SEI brushed off the attacks in the GOE-controlled press as 
\"totally expected." 


7. (C) In a June 4 meeting, Ghada Shahbender, who also 
attended the Doha meeting, told poloff that the decision by 

the ruling party to forbid participation at the meeting by 

such \"official\" reformists as Mohamed Kamal, Ali Al-Din 

Hillal, and Kamal Aboul Magd, was evidence of an absence of 
will on the part of the Egyptian leadership to engage 

seriously on the issues of political reform in Egypt and the 
Arab world. Shahbender, who is the director of Shayfeen.com, 
a popular citizensY monitoring group, said that the GOE\'s 
rejectionist approach to the Doha meeting did not bode well 
for the future of political reform in Egypt. (Note: On May 

29 (Ref D), Interior Minister Adly told the Ambassador that 

the Doha meeting \"would not achieve anythingW and suggested 
that it was a waste of time for Egyptians to participate in 

the meeting. End note.) 


8. (C) As noted in Ref E, SEI has continued his outspoken 
criticism of the GOE--often personally directed at the 
Mubarak family. In a May 9 column in the leading opposition 
daily Al-Dustur, SEl invoked examples from Egyptian history 
to argue that the oppression of the Mubarak era may spark a 
violent backlash. SEI wrote that \"when dictators exceed all 
limits in their tyranny, they create extremists who also know 
no limits.\" He asserted that \"the Mubarak family\'s 
tyrannical excesses... may very well lead to a violent and 
bloody explosion, even if the dictator has fortified his 

position with security forces and constitutional amendments.\" 
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(Note: SEIN's office told us that he had initially submitted 

the article to the leading independent daily Al-Masry 

Al-Youm, where he publishes a weekly column, but Al-Masry\'s 
editors rejected the article, which SEI drafted on the 

occasion of Mubarak\'s 79th birthday, apparently because they 
saw it as too harsh a critique. End note.) 


9. (SBU) Also in the May 9 column, SEI wrote that the 
Mubarak era had \"witnessed an unprecedented amount of 
violence\" by the state against its citizens, but that 

\"Mubarak feels untouchable in his fortress of constitutional 
texts which were amended to ensure the longevity of his 
familiy\'s reign over Egypt.\" SEI argued, however, that 
Egyptian history is replete with instances where oppressive 
rulers have been assassinated or overthrown by the Egyptian 
people. \"When oppression reaches this level,\" wrote SEI, 
\"there is bound to be a reaction.\" He concludes: \"This 
stifling, arbitrary atmosphere has pushed the sons of 
Egypt--Bedouins, workers, judges, teachers, and 
students--towards unconventional responses. Perhaps one of 
these men will provide the spark that accelerates the end of 
the Mubarak regime.\" 
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10. (C) Since mid-2005, SEI\'s Ibn Khaldun Center for 
Development Studies (IKC) has benefited from two USG grants. 
A MEPI grant for approximately $500,000, to support 
publications, conferences, election monitoring, and general 
operations and which was signed in 2005, should be exhausted 
during the next few weeks as IKC completes its monitoring of 
the Shura elections. The USAID grant, worth approximately 
$100,000 and aimed at supporting specific projects to promote 
tolerance and diversity, will continue through 2007. We note 
that IKC has not yet approached either USAID or MEPI with any 
other additional proposals for funding. Upon SEI\'s return 

from Prague, we will seek to determine if indeed he has 
secured future funding for IKC\'s future activities from the 

Arab Democracy FoundQion, which was launced in Doha with a 
$10 million Qatari contribution. 


Column 3 

11. (C) The GOE-controlled press is angry about SEI, and 

the \"insult\" of the Doha conference, in a manner reminiscent 

of previous episodes of manufactured outrage, such as the 
2003-2004 debates about MEPI and BMENA, the 2005 controversy 
over USG direct funding to Egyptian democracy NGOs, and the 
June 2006 \"freeze\" on IRI, NDI, and IFES. We anticipate that 
President Bush\'s planned June 5 speech in Prague on democracy 
promotion may occasion additional outrage, possibly targeting 

SEI, in the GOE-controlled media. Based on the strong media 
attacks we are seeing, we cannot rule out that the GOE is 
preparing the ground for a further crackdown on Egyptian 
democracy activists. 

RICCIARDONE 
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SUBJECT: SUDANESE OFFICIALS REACT TO U.S. ECONOMIC SANCTIONS 


1. (U) SUMMARY: Many Sudanese officials have quickly and publicly 
responded to the May 29 announcement of tightening U.S. economic 
sanctions on Sudan. Sudanese President Omar Al-Bashir stated that 
he believes the sanctions will most dramatically affect the Sudanese 
poor. Others, such as Salva Kiir Mayardit, First Vice President of 

the Government of National Unity and President of the Government of 
Southern Sudan (GoSS), criticized the economic sanctions and stated 
that they will not help achieve peace in Darfur, but will only harm 
Sudanese citizens in other parts of the country. While uniformly 
pessimistic, responses focus on varying themes such as Sudanese 
resilience and defiance, the sanctions\' alleged negative impact on 
humanitarian efforts and the poor, and the timing of the 
announcement. END SUMMARY. 


1. (U) All remarks are taken from four Sudanese Arabic newspapers 
from May 30 to June 2: Al-Ayaam, Akbar Lahza, Al-Sharia\' Al-Siasi: 


Column 3 


2. (U) President Al-Bashir stated that the US economic sanctions 
actually target Sudanese citizens. He declared that most of the 
companies added to the sanctions list are agricultural and have no 
relation to Darfur. He added that sanctions have also caused great 
damage to many U.S. companies, especially in the oil and mining 
sectors. He commented that the Government of Sudan has replaced 
these American companies with Asian firms. 


3. (U) First Vice President Kiir, criticized the economic sanctions 
and stated that they will not help achieve peace in Darfur, but will 
only harm Sudanese citizens in other parts of the country. 


4. (U) Dr. Magzoub El-Khalifa, President Bashir\'s advisor and the 

chair ofthe Darfur Peace Agreement (DPA) Implementation Commission, 
stated that the GoS will not bow to U.S. sanctions. He added that 

Sudan will contact its friends to overcome the sanctions\' effects. 

He commented that the sanctions will have a negative impact on the 

DPA and that they may hamper the upcoming negotiations between 
Darfur rebels, the AU, and the UN. 


5. (U) Mohamed Ali El-Mardi, Minister of Justice, described the 
sanctions as unfair. He added that President Bush is trying to 
divert U.S. citizens\' attention from his failure in Iraq and the 
casualties of U.S. soldiers there. 


6. (U) Abdel Rahim Hamdi, Ex-Minister of Finance and National 
Economy and the National Congress Party (NCP) economic advisor 
described the sanctions as fragile and merely a political 

distraction. He stated that the sanctions will have no impact on 
Sudan\'s economy, hinting that there have been no financial 
transactions between Sudan and the U.S. since 1997. He stated that 
most of the targeted companies are privately owned. For example, 
El-Sunut Development Co. is owned by the agent of Coca-Cola in Sudan 
and 70% of SUDATEL, AAAID, and GIAD companies are owned by 
expatriates. Hamdi further noted that sanctions do not include the 
Chinese or Malaysian oil companies. 


7. (U) Dr. Izz El-Din Ibrahim, Ex-State Minister of the Ministry of 
Finance and National Economy, stated that the sanctions are merely a 
renewal of the previous economic sanctions instituted in 1997. 


8. (U) Bader El-Din Mahmmoud Abbas, Deputy Governor of the Central 
Bank of Sudan (CBOS), stated that U.S. sanctions are not new. He 
added that because sanctions were imposed by the U.S. alone, they 
will not hamper Sudan\'s economy. In his opinion, the sanctions are a 
psychological tactic for prompting greater divestment from Sudan. 

He stated that the CBOS is exploring options for using a currency 
other than the U.S. dollar for international commercial 

transactions. 
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9. (U) Dr. Ahmed El-Magzoub, State Minister at the Ministry of 

Finance, and Ms. Nagat Mohamed Salih, Undersecretary of the Ministry 
of Foreign Trade, stated that sanctions will not have any impact on 
Sudan\'s economy. 


10. (U) Dr. Babiker M. Tom, Deputy Chairman of the Economic 
Committee, National Assembly, criticized the U.S. sanctions and 
described them as unfair. He opined that the sanctions will likely 
have more of a symbolic or psychological effect than an economic 
one, since Sudan has not had commercial ties with the U.S. since 
1997. 


11. (U) Hashim El-Bashir of the Sudanese Workers Trade Union 
Federation (SWTUF) criticized the sanctions and stated that Sudan 
will not bow or kneel to the U.S. 


12. (U) COMMENT: The sanctions\' effect on the poor, the perceived 
ill-timing of the announcement, and the call for Sudanese resilience 
are all different themes running through these remarks. Many 
Sudanese politicians have questioned the efficacy of sanctions on 
Sudan, its effect on the Darfur Peace Agreement, and its relation to 
the war in Iraq. Public Diplomacy efforts highlighting the U.S. 
contribution to Sudanese humanitarian relief and development may 
provide a resource for countering some of the positions espoused 
above. END COMMENT. 
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Column 3 
Summary 


1. (SBU) A fatal road traffic accident on May 30 between an AMIS APC 
and an SLA/Minawi truck in South Darfur left one SLA dead and nine 
injured. The accident sparked a reprisal from SLA fighters, who 

later shot three AMIS soldiers and commandeered 13 AMIS vehicles. 
The incident illustrates SLA leader Minni Minawi\'s declining 

influence in the absence of any leverage, such as non-military 
logistical support, over his fighters in the field. End Summary. 


2. (SBU) On May 30, a convoy of eight African Union Mission in Sudan 
(AMIS) vehicles was traveling near Labado, South Darfur when it 
intersected with a truck carrying 13 fighters affiliated with the 

Sudan Liberation Army/Minawi. Without warning, an armored personnel 
carrier (APC) in the AMIS convoy veered into the SLA vehicle, 

killing two of the passengers and wounding nine. AMIS Deputy Force 
Commander Ephrem Rurangwa ordered the Sector 8 commander to render 
medical assistance to the wounded SLA. Believing that the collision 
was intentional and that AMIS reacted too slowly in providing 

medical services, SLA fighters shot three AMIS soldiers on the 

scene, stole eight AMIS vehicles from a market in Labado, and took 
another five AMIS vehicles from nearby Muhajeria. AMIS later 
evacuated nine of the SLA wounded to El Fasher, four of whom were 
deemed in serious condition and were transported to Khartoum. 

(Note: The three AMIS soldiers shot by the SLA were not seriously 
wounded. End note.) 


3. (SBU) Rurangwa convened an emergency session of the Ceasefire 
Commission (CFC) on June 1, but due to a heavy dust storm, an 
investigation team was unable to make it to Labado Military Group 

Site (MGS) until the next day. The team interviewed the Sector and 
Group Site commanders and spoke with local SLA representatives. The 
SLA insisted that the collision was not an accident. They refused 

to discuss the shooting of the AMIS soldiers or the seizure of the 

AMIS vehicles until a formal investigation of the original collision 

was undertaken. 


4. (SBU) On June 3, the CFC investigation team returned to Labado 
Group Site. The team interviewed the APC driver, the convoy patrol 
leader, and an SLA representative who had accompanied the convoy. 
The SLA vehicle had been moved and stripped of its wheels and 
engine. Local SLA crowded around to hear the testimony, but CFC SLA 
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representatives helped distance them from the witnesses. 


5. (SBU) The investigation team plans to visit Muhajeria MGS on June 
5 to interview additional witnesses. AMIS requested that their 

vehicles be returned but were told through back channels that 

several had already been \"chopped up\" and modified for SLA use. 
Based on the SLA CFC representative\'s statements linking the Labado 
incident with the deaths of SLA members in Haskanita, Umm Barru, and 
Graida, Rurangwa asserted that the SLA leadership must have directed 
the vehicle seizure. 


6. (SBU) In a June 3 meeting with Poloff in Khartoum, Senior 
Assistant to the President Minni Minawi explained that he had 
ordered the SLA fighters in Labado to return the vehicles. The 
fighters explained to Minawi that AMIS\' \"attack\" on the SLA 
represented the most recent in a string of killings for which 

neither the families nor the SLA had received compensation, 
including the incident in Umm Barru. SLA Chief of Staff Jumma 
Haggar has also been unsuccessful at persuading the SLA fighters to 
return the vehicles. 


7. (SBU) Though there is no evidence that the SLA leadership ordered 
the shooting of the three AMIS soldiers or the seizure of AMIS 
vehicles, the incident is illustrative of the breakdown of command 

and control within the SLA. Without any leverage over his forces, 
such as non-military logistical support, Minawi\'s influence in the 

field declines while the disconnect grows between the political and 
military wings of the SLA. End Comment. 
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SUBJECT: MEDIA REACTION: REGIONAL CONFLICTS, LEBANON VIOLENCE, OMAN 
ELECTIONS 


1. SUMMARY: \"Oman\" government daily compares crises in Somalia and 
Sudan to violence in Palestine and Iraq; also says national 

reconciliation in Lebanon is more vital than ever; privately owned 

\"al Watan\" says that election Majlis al Shura candidates on a tribal 

basis is not a solution to challenges in Oman\'s elections. Violence 

in Lebanon receives consistent coverage in all dailies. A Women in 
Business conference in Muscat also receives some local press 

coverage. END SUMMARY. 


2. The \"Nahr al Barid\" violence in Lebanon captured pride-of-place 
in Omani dailies this week. On June 2 and 3, all English-language 
dailies and the \"Al-Shabiba\" (youth-oriented, privately owned, 
circulation 20,000) reported on a \"Women in Business\" conference 
that the Embassy participated in. 


3. On May 31, government-owned \"Oman\" (circulation 38,000) worried 
about the spread of conflict in East Africa and the Arab world in an 
editorial entitled \"Regional Conflicts and Sustainable 

Development\": 


\"Armed conflicts that spread to several places in a region should be 
stopped and solved on a logical and just basis... The Arab-Israeli 
conflict should be solved for good, and there should be peaceful 
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co-existence in other countries of the world, especially the 
conflicts in Iraq that result from sectarianism. What is happening 
in Iraq and Palestine is a replay of what is going on in Somalia and 
Darfur. The unexcused external interference in Sudan\'s affairs 
indicates that these conflicts are in a chronic political state. 

The international community must exercise its collective will to end 
these conflicts and bring hope to the peoples of these countries. 
There must be efforts to achieve development and stability in these 
places that is far away from the language of violence and 
destruction.\" 


4. \"Oman\" published a piece on June 3 entitled \"Lebanon Facing 
Difficult Challenges\": 


\"It is very important for a majority of Lebanese including Saad al 
Hariri, the representative of a future political wing, to call for 
Lebanese reconciliation and fraternity with Hezbollah...they must 
bypass the dangerous state of polarity and provide a proper degree 
of cooperation between Lebanese parties, so that there can be a 
proper framework through which to deal with current developments in 
Lebanon including the international tribunal [over Rafiq al Hariri\'s 
assassination]. A Lebanese national dialogue is more vital than 

ever before, despite disagreements that various regional players may 
have with the country...lending support to the Lebanese is vital not 
only on the level of the Arab League, but also when it comes to 
Lebanon\'s bilateral relations with other Arab states.\" 


5. On June 4, \"Al-Watan\" (privately owned daily, circulation 42,000) 
columnist Abdulla Bahjaj commented on Oman\'s \"Al Shura Council and 
Tribalism\": 


\"Why are some people trying to use illiteracy as an excuse to 
influence the voters\' choice for the best nominee among the 717 
candidates in the 2007 Majlis al Shura elections? Illiteracy is a 
challenge to the process, but the solution is not simply to elect 
members on a tribal basis...From the very beginning, we did not 
accept the notion that the Majlis al Shura\'s inability to exercise 
legislative authority was due to the fact that a third of its 
members are illiterate...illiteracy shouldn\'t be a distraction from 
addressing some of the other issues that prevent the Majlis from 
becoming a legislative entity, like nomination requirements...at 
present, candidates must retire from their present jobs to take a 
Majlis seat. But if people are given the opportunity to return to 
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their jobs after their tenure in the Majlis, then we will get 
candidates that are more qualified.\" 


GRAPPO 
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C. NEW DELHI 2624 


Classified By: PolCouns Ted Osius for reasons 1.4 (B,D) 


1. (C) Summary: On June 4, Rajasthan Chief Minister (CM) 
Vasundhara Raje and Gujjar leader Col. Kirori Singh Bhaisala 
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reached an agreement that ended the Gujjar agitation. Under 
the terms of the compact, the Rajasthan state government will 
establish a three-person committee to investigate the Gujjar 
demand to change status from the Other Backward Caste (OBC) 
to a Scheduled Tribe (ST) category. Such a determination 
would enable the community to access reservations designated 
for STs in education and jobs. In turn, Bhaisala called off 

the Gujjar agitation that began on May 29. Both Meena and 
Gujjar leaderships are declaring victory and a sense of 
normalcy is slowly returning to the state. Despite a 1981 

ruling by the Rajasthan government denying Gujjars ST status, 
the community has kept pushing for reconsideration. CM Raje 
is under fire for failing to preempt the unrest. While the 

current agreement has bought time, it could encourage other 
caste groups to mount similar agitations, and further 
Gujjar/Meena clashes could follow. The center government 
might do well to quell the tide and make decisions about all 
caste groups before the waves start coming in. End Summary. 


Ending the Agitation 


2. (SBU) On June 4, Rajasthan CM Vasundhara Raje met Gujjar 
leader Col. Kirori Singh Bhaisala in Jaipur to seek a 

compromise that could end the violent agitations that began 

on May 29. After six hours of intense negotiation, the two 
leaders emerged and announced that they had arrived at a 
formula. Under the terms of the agreement, the Rajasthan 
government promised to establish a high level three-person 
committee, chaired by a retired High Court judge and 

including an expert on tribal issues and reservations to 

examine the Gujjar demand for a change in status. The 
committee will issue a report to the state government in 

three months. This sets an unusual precedent, as all 

previous such determinations were made by a consensus among 
District Collectors. Raje was only able to gain Bhaisala\'s 
acquiescence after agreeing to convene a high level committee 
to re-examine the issue. After Bhaisala called off the 

agitation, roads slowly re-opened and the railways ran extra 
trains to bring home passengers stranded throughout the 
week-long agitation. 


Meena and Gujjar Reactions 


3. (SBU) Both the Meena and Gujjar leaderships are declaring 
victory. Meena leaders had threatened to stage new 
demonstrations if the Rajasthan government ruled in the 
Gujjar\'s favor. As the Gujjars have retained their OBC 

status, the Meenas are satisfied and agreed to return to 

their homes. The Gujjar leadership also declared the outcome 
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to be a victory by claiming that they had wanted such a 
committee to examine their status all along. The media 
reported that many within the Gujjar community, though 
complying with the agreement, felt betrayed. Protestors told 
reporters they felt \"cheated\" and did not understand the 
reason they were asked to halt their protest. To them, a 
mere report, that demonstrators recognize could conclude 
Gujjars are not entitled to ST status, was not worth this 
week\'s loss of life or damage to homes and the economy. 


The Struggle to Become ST 


4. (SBU) Since 1977, no additions have been made to the 
Rajasthan ST/Scheduled Caste (SC) list. In 1981, a Congress 
government rejected the Gujjars\' application to be put on the 
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ST list, noting \"these people are basically milk-sellers and 
keep cattle. They are fairly well-off and suffer from no 
shyness of contact with people of other castes. Also, they 
do not have any primitive traits to be considered for 
inclusion in the ST list.\" More than five years ago, under 
the previous Congress government, Gujjars questioned the 
\"judgement\" of the District Collectors who made the 1981 
determination. (Note: under rules stipulated by the central 
government, District Collectors are tasked with compililng 
reports on behalf of the state government whenever a caste is 
being considered for inclusion in the ST/SC list. End 
Note.). In this instance, CM Raje is being criticized for 
agreeing to reconsider the request, and for creating a 
special committee to conduct the enquiry, as no other caste 
has received such special treatment. 


5. (C) Gujjars have long felt cut out of the ever competitive 
struggle to move down the social ladder and gain access to 
benefits. This unhappiness became especially acute when they 
were compelled to share OBC status with the politically 
powerful and wealthy Jat community in Rajasthan. The GOI 
granted OBC status to the Jats, typically landowners and one 
of the ruling communities in the state in 2000, and the 
government of Rajasthan folowed suit in 2002. CM Raje hoped 
to use a similar tactic with the Gujjars in hopes of bringing 

them into the BJP fold, but her strategy backfired when she 
was unable to deliver, and her promises sparked a harsh 
reaction from the Meenas. 


The Future of CM Vasundhara Raje 
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6. (C) Political pundits and her own Bharatiya Janata Party 
(BJP) colleagues are doling out harsh criticism of CM Raje 
and her handling of the Gujjar situation. In public, the BUP 
leadership has claimed that it is \"satisfied by the 
\"harmonious\" end to the crisis. In private, the BUP satraps 
have condemned Raje for spending too much time out of the 
state and not possessing sufficient foresight to recognize a 
serious crisis in the works. Raje could have set up a 
committee to bury the issue long ago. A long line of people 
are queuing up to replace her if the BUP can retain control 

of the state in state assembly elections scheduled for 
November 2008. The list includes Jaswant Singh, Leader of 
the Opposition in the Rajya Sabha, State Home Minister Gulab 
Chand Kataria, Education Minister Ghanshyam Tewari, and 
former BUP state president Lalit Kishore Chaturvedi. 


Comment: Buying Time 


7. (C) It will be difficult for the committee to come up with 

a determination regarding the Gujjars status. In India, such 
committees have often worked assiduously to put off a 
decision for as long as possible, and we expect the same 
thing to happen in this instance. Given the demonstrated 

fury of the Gujjar community and the diammetrically opposed 
demands of the Gujjars and Meenas, any decision would likely 
result in widespread violence and demonstrations throughout 
Northern India. The committee will probably prefer to let a 
sleeping dog lie. 


8. (C) Even if Rajasthan never overturns the current decision 
on the status of Gujjars, it has potentially opened a 
pandora\'s box. Having seen the ability of the Gujjars to use 
violence to get results, other caste groups could mount 
similar campaigns in the years ahead. To head off this 
prospect, the central government may consider convening a 
commission to investigate the impact of affirmative action 
and determine which groups still need assistance in climbing 
the social ladder. Otherwise, the appeal of the cushion at 
the bottom will continue to compel caste groups to the slide 
down the ladder regardless of economic need. End Comment. 
MULFORD 
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SUBJECT: SARG BACKS AWAY FROM HOSTING IRAQI SECURITY 
WORKING GROUP MEETING 


REF: BAGHDAD 1620 
Classified By: CDA Michael H. Corbin for reasons 1.5 b/d 


1. Summary: Diplomatic sources tell us the Syrians are not 
moving ahead with the border security working group, either 
because of unhappiness over detained Syrian soldiers, or 
simply because of continued Iraqi nonresponsiveness. We do 
not know the validity of these reports, but see no evidence 

the SARG/Iraq track is advancing. End Summary. 


2. (C) Ina June 3 meeting, Adel Ibrahim, political 

counselor at the Egyptian embassy in Damascus, told us that 
his embassy had been notified by the Syrian MFA that the SARG 
would not host the Iraq security issues working group 

meeting, which had been scheduled to occur sometime between 
June 5-15 in Damascus. Ibrahim said the SARG declined to 
specify a reason for cancelling the meeting, but in a 

separate meeting he was told by the Iraqi Charge d\'Affaires, 
Hasan Sawedi Abdul al-Aziz, that MFA officials told him they 
were cancelling the meeting because of a lack of GOI 
responsiveness in the case of two Syrian soldiers who have 
been detained in Iraq since February 2007. Ibrahim commented 
that the SARG originally claimed the two went missing on the 
Syrian side of the border, to only later be compelled to 

admit they were well inside Iraq when taken into custody. 

Iraqi Charge Abdul Aziz reportedly complained to Ibrahim that 
the GOI had no information on the two Syrian soldiers, which 

led Aziz to speculate that Coalition forces were holding the 

two. Ibrahim commented to POL/ECON Chief that the security 
working group seemed like the ideal venue for resolving the 
SARG\'s concerns about its two detained solders. He expressed 
disappointment that the meeting wouldn\'t occur in Damascus 
but hoped the venue could simply be moved to another member 
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country, which, he asserted, would compel the SARG to attend 
despite its objections. 


3. (C) In a separate meeting, the Norwegian Ambassador, Hans 
Langva, told Charge that he had, likewise, heard that the 
SARG would not carry through with its commitment to host the 
security issues working group. Syrian Deputy FM Faisal 
Mikdad told Lengva that the GOI\'s lack of responsiveness to 
SARG attempts to coordinate the specifics of the meeting 
caused the SARG to re-think hosting the working group. 
Mikdad commented to Langva that the SARG could have gone 
forward with the meeting in spite of the GOl\'s lack of 

interest but chose not to because the meeting\'s success 
mandated the GONs active participation. 

CORBIN 


110912 

PP RUEHDBU 

DE RUEHNT #1069/01 1561148 

ZNY CCCCC ZZH 

P 051148Z JUN 07 

FM AMEMBASSY TASHKENT 

TO RUEHC/SECSTATE WASHDC PRIORITY 7969 
INFO RUEHAK/AMEMBASSY ANKARA 2718 
RUEHAH/AMEMBASSY ASHGABAT 3084 
RUEHTA/AMEMBASSY ASTANA 9217 
RUEHEK/AMEMBASSY BISHKEK 3691 
RUEHDBU/AMEMBASSY DUSHANBE 3554 
RUEKJCS/SECDEF WASHINGTON DC 
RHMFISS/HQ USCENTCOM MACDILL AFB FL 
RHEHNSC/NSC WASHINGTON DC""CONFIDENTIAL SECTION 01 OF 03 TASHKENT 001069 


SIPDIS 

SIPDIS 

DEPARTMENT FOR SCA/CEN AND EUR/ACE 
ANKARA FOR AG ATTACHE 

ASTANA ALSO FOR USAID 

E.O. 12958: DECL: 06/05/2017 

TAGS: PREL, EAID, UZ 

SUBJECT: THE ERA OF U.S. ASSISTANCE IS OVER 


REF: A. TASHKENT 1060 AND PREVIOUS 
B. TASHKENT 536 AND PREVIOUS 


Classified By: CDA Brad Hanson for reasons 1.4 (b) and (d). 


Summary 


Column 3 


1. (C) U.S. Coordinator for Assistance to Europe and Eurasia 
Tom Adams urged Deputy Prime Minister Azimov and First Deputy 
Foreign Minister Nematov to resolve ongoing issues involving 
an Embassy FSN and the seizure of U.S. assistance funding 
from two nongovernmental organizations. The U.S. is 
reviewing both its assistance programs to Uzbekistan and the 
overall bilateral relationship, he warned, and failure to 

resolve these issues could have negative consequences. Both 
Azimov and Nematov expressed appreciation for past U.S. 
assistance, and both called for an increase in the bilateral 
trade relationship. However, neither was prepared to engage 
substantively on the issues Adams raised, parroting the 

official line that everything was being done in full 

accordance with Uzbek law. Both officials also noted that 
Uzbekistan no longer requires additional assistance from 
abroad. Nematov said Uzbekistan appreciates assistance from 
the United States, but the relationship between the countries 
must be equal with no political pressure and nongovernmental 
organizations implementing such assistance must comply with 
specific requirements. Azimov said only that the era of U.S. 
assistance has ended. Both officials were in listen mode and 
had clearly not received instructions from President Karimov, 
who will ultimately decide whether to show any flexibility on 

the issues. Recent events suggest that while Uzbek rhetoric 
about wanting a better relationship with the United States 

will continue, Uzbek actions will lag behind. End summary. 


2. (C) U.S. Coordinator for Assistance to Europe and Eurasia 
Tom Adams, accompanied by the Charge, met separately with 
Deputy Prime Minister Rustam Azimov and First Deputy Foreign 
Minister IIkhomjon Nematov June 4 to discuss obstacles in 

U.S. assistance programs with Uzbekistan. Azimov was 
accompanied by the Minister of Foreign Economic Relations, a 
Deputy Minister of Justice, and the First Deputy Chairman of 
the State Tax Committee. In both meetings, Adams recalled 
the value of U.S. assistance to Uzbekistan and said that we 
wanted our assistance programs to continue in support of 
improved relations between our two countries. However, 

recent events - particularly the case against Embassy FSN 
Dmitriy Bityutskiy (Ref A) and the seizure of USG funds from 
two U.S. nongovernmental organizations (Ref B) - had called 
into question the Government of Uzbekistan\'s commitment to a 
better relationship. On the second issue, Adams said that 

the U.S. would consider reprogramming funds from microfinance 
programs into an area of mutual agreement, such as health 
care, if the Uzbek government would agree to return the 

seized funds. Adams warned that the Government of 
Uzbekistan\'s actions have prompted a review of U.S. 
assistance programs as well as a review of the overall 
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U.S.-Uzbekistan relationship, and urged quick action to 
resolve both of these issues. Failure to do so, he said, 
could well have negative consequences. 


3. (C) Adams also prodded Azimov and Nematov to have the 
Government of Uzbekistan move faster on implementing already 
agreed upon agricultural projects, funded by the sales 

proceeds of surplus commodities, under USDA\'s previous years 
Food for Progress programs. To date, the government has 
issued presidential decrees on financing ten of 38 approved 
projects, representing approximately $5.3 million of the 

original $13.6 million worth of projects approved. Azimov 
merely responded that these projects needed to operate 
successfully and he took Adams! point to use the dollars more 
effectively. Nematov said nothing on the subject. (Comment: 
Post hopes this high-level mention will spur some action by 

the Cabinet of Ministers on the 28 projects prior to the next 
U.S.-Uzbek Joint Working Group meeting the end of 
June/beginning of July. End comment.) 
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4. (C) Deputy Prime Minister and Minister of Finance Azimov 
told Adams that Uzbekistan has experienced strong economic 
growth over the past 16 years. This positive economic 
performance, he said, has been matched by political and 
economic reform directed by President Karimov. Uzbekistan 
has run a budget surplus in recent years and also acquired 
much human resource expertise. He noted, however, that 
Uzbekistan wants to increase its economic and trade 
relationship with American companies, and that Minister of 
Foreign Economic Relations Ganiev plans to participate in the 
annual American Uzbek Chamber of Commerce meeting in 
Washington later in June. In business, Azimov said, there is 
no double standard; the only standard is profit. 


5. (C) Azimov said that he had consulted with tax authorities 

on the funds seizure issue and could only say that everything 
had been done consistent with Uzbek law. Compromise 
proposals should be addressed to the Ministry of Foreign 
Affairs. He acknowledged that U.S. programs have helped 
Uzbekistan; however, he said, the Government of Uzbekistan is 
not looking for additional assistance from the United States 
because it can now fund these types of programs itself. The 
era of American assistance, according to Azimov, has come to 
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an end. 


6. (C) First Deputy Foreign Minister Nematov also expressed 
appreciation for past U.S. assistance on counterterrorism, 
counternarcotics, border security, and nonproliferation. He 
also said that the Government of Uzbekistan is grateful for 
U.S. humanitarian assistance, mentioning specifically the 
recent delivery of $12 million of medical assistance under 
Project Hope. Like Azimov, Nematov also mentioned Minister 
Ganiev\'s plans to participate in the American Uzbek Chamber 
of Commerce meeting, commenting that the U.S.-Uzbek trade 
relationship is not close to meeting its full potential. 

Nematov stated total bilateral trade turnover had declined 
from $543 million in 2004 to $245 million in 2006 and that 
there was much potential to expand. He reiterated previous 
comments to the Ambassador and Charge that there is no 
campaign against U.S. interests, nongovernmental 
organizations, or employees. The Government of Uzbekistan 
wants a good relationship with the United States, but the 
relationship must be on an equal footing, and with no 

political pressure. Uzbekistan, Nematov said, appreciates 
assistance, but as a sovereign, independent, and stable 
country, does not absolutely require outside help, 

particularly in areas such as democratic reform where the 
country is doing fine on its own. 


7. (C) Nematov repeated past comments to the Charge that 
Bityutskiy\'s case was being handled in full accordance with 
Uzbek law, that the investigation is ongoing, and that the 

United States should not jump to conclusions until it is 
completed. The Government of Uzbekistan, he said, respects 
and values the work done by the U.S. Embassy in Tashkent and 
its staff. However, these activities also must be conducted 
within the context of Uzbek law. 


8. (C) Nematov continued his \"obey the law\" theme with regard 
to the funds seizure case. He said that financial sanctions 
against the organizations were imposed in accordance with 
law. Organizations that obey the law do not have any 
problems operating in Uzbekistan. However, in this case, tax 
audits conclusively demonstrated that the organizations did 

not deposit cash in the bank as they were required to do. 
Nematov estimated a total of approximately seven billion soum 
($5.6 million) was involved, broken down as Mercy Corps - 707 
million soum ($565,000), ACDI/VOCA - 3.5 billion soum ($2.8 
million), Joint Development Associates - 68.1 million 
($54,000), and FINCA - 2.6 billion soum ($2 million). This 
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was a very large sum in Uzbekistan, he asserted. He said 
that the Government of Uzbekistan would consider Adams\' 
proposal to reprogram the seized funds into a mutually 
acceptable area, but that the proposal would be looked at in 
the context of Uzbek law. 
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9. (C) According to Nematov, the Government of Uzbekistan 
welcomes continued operation of American nongovernmental 
organizations. However, if they were to operate in 
Uzbekistan, they must abide by several requirements: First, 
they must obey Uzbek law. Second, all activities must be 
coordinated with and approved by the government. Third, all 
activities must work for Uzbekistan\'s interests. Fourth, the 
activities must contribute to ongoing Government of 
Uzbekistan reform efforts. 


10. (C) Azimov and Nematov were in receive mode and clearly 
did not have instructions from on high to do anything more 
than parrot oft-repeated, and meaningless, statements about 
Uzbekistan\'s respect for the law. They will report the 
meetings to President Karimov, who will ultimately decide 
whether to show any flexibility on the FSN and 
nongovernmental organization seizure of funds cases. Based 
on recent events and past experience, most likely Uzbek 
rhetoric about the desire for good relations and respect for 
the rule of law will continue while Uzbek actions will lag 

far behind. Post found it interesting that both Azimov and 
Nematov pointedly mentioned Minister Ganiev\'s planned visit 
to Washington. The message between the lines was that the 
U.S. should not allow disputes in the bilateral relationship 

to negatively affect the Government of Uzbekistan\'s ability 

to court investment from U.S. companies. 

HANSON 
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SENSITIVE 
SIPDIS 


STATE OES/EGC ED FENDLEY 


E.O. 12958: N/A 

TAGS: CLMT, SENV, ENRG, FI 

SUBJECT: FINLAND WELCOMES PRESIDENT BUSH\'S CLIMATE CHANGE 
LEADERSHIP 


REF: A. SECSTATE 74417 
B. SECSTATE 75287 


1. (SBU) Following the President\'s new proposal on climate 
change, Econoff briefed Outi Berghall, Director of the 
International Climate Change Project at the Finnish Ministry 
of Environment and Vice Chair of the Kyoto Ad Hoc Working 
Group (AWG) on Further Commitments, as well as key contacts 
at the Finnish Ministry for Foreign Affairs. Finnish 
government contacts welcomed the President\'s climate 
proposal, stating it would greatly strengthen international 
resolve to address climate change. Berghall was especially 
intrigued by the Bush Administration,s plan to promote 
funding for climate-friendly initiatives in developing 
countries. Berghall plans to brief Environment Minister 
Paula Lehtomaki on this \"significant announcement\" soon; 
Lehtomaki sits on the GOF,s Climate and Energy Security 
Ministerial Committee. MFA contacts added that U.S. 
leadership in addressing the challenges of climate change is 
perfect timing and that the message should be well received 
during the up-coming G8 meetings. 


2. (SBU) According to Berghall, EU Energy Commissioner Andris 
Piebalgs, while speaking at an energy seminar in Helsinki on 
June 1, said the Bush Administration proposal was \"the most 
important news this year\" related to climate change. He 
continued by stating the proposal has already generated a 

great deal of interest in the EU, and he expects this 

proposal to be a starting point for additional international 
cooperation. 


3. (U) Thus far Finnish press coverage on the new proposal 
has been light. Under the leadership of Ambassador Ware, 
Embassy Helsinki plans to engage additional high ranking 
government and media contacts to build Finnish public and 
governmental support for the President\'s climate change 
proposal. Traditionally the GOF has been a strong European 
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advocate for addressing climate change by pushing energy 
efficiency and clean energy technology. 

WARE 
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DEPARTMENT FOR SCA/CEN AND EUR/ACE 
ANKARA FOR AG ATTACHE 
ASTANA ALSO FOR USAID 


E.O. 12958: DECL: 06/05/2015 

TAGS: PREL, EAID, UZ 

SUBJECT: GOU AGREES TO RETURN SEIZED U.S. ASSISTANCE FUNDS, 
REPROGRAM IN HEALTH SECTOR 


REF: TASHKENT 1069 
Classified By: CDA Brad Hanson for reasons 1.4 (b) and (d). 


1. (C) First Deputy Foreign Minister IIkhom Nematov summoned 
Charge to the Ministry of Foreign Affairs June 5 and said 

that the Government of Uzbekistan accepted the proposal 
(reftel) made June 4 by U.S. Coordinator for Assistance to 
Europe and Eurasia Tom Adams. The proposal calls for the 
Government of Uzbekistan to return U.S. assistance funds 
seized from ACDI/VOCA and the Foundation for International 
Community Assistance (FINCA) and release the organization\'s 
bank accounts. In return, Adams said that the USG would be 
willing to reprogram the funding into other assistance 

programs such as health. Nematov agreed with Charge that a 
working group should meet soon to consider the details and 
agreed to consider Post\'s proposed dates in mid-June. 
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2. (C) Comment: The decision to accept Adams\' proposal 
undoubtedly was made by President Karimov himself. Post had 
thought that such a decision would take weeks to months, but 
it appears that Karimov is ready to deal, at least on this 

one issue. The devil may be in the details; however, 
assuming they can be worked out, this decision removes a 
major potential irritant in the bilateral relationship. All 

is not right yet, however, as the very serious issue of the 
criminal case against one of our local employees and a 
pattern of harassment against others remains. 

HANSON 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, OTRA, ASEC, ALBE, BE 

SUBJECT: WELCOME FOR JUNE 12-13, 2007 NATO MANPADS 
CONFERENCE 


REF: STATE 76974 


1. U.S. Mission to NATO welcomes the visit of Lisa Benthien, 
Herman Rediess, and Frank Diaz for the purpose of attending 
the Man-Portable Air Defense System (MANPADS) Conference. 
The control officer for this visit is Political Officer Mr. 

Tom Underwood, work:(32-2)724-3142, fax:(32-2)724-3421. He 
can also be reached through the tri-mission switchboard at 
(32-2)508-2111. Administrative support is provided by Lucia 
Krul 32 3 724 3233. 


2. Hotel accommodations have been confirmed for Ms. Benthien 
at the Jolly Sablon for arrival June 11 and departure June 

17. Hotel information: Bodenbroeck 2, 1000 Brussels. Tel: 

32 2 512 8800, Fax: 32 2 725 4040. Confirmation number: 
361163. Early check in has been requested but cannot be 
guaranteed. Accommodations for Mr. Rediess and Mr. Diaz have 
been arranged separately according to reftel. 


3. The primary mode of transportation for visitors to 
Brussels is metered taxis, which are plentiful and reliable. 
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However, fares, which can be vouchered, are quite expensive. 
The bus, tram and metro system are excellent. 


4. NATO visitor passes have been arranged and can be picked 
up at the front gate. Electronic equipment with cameras must 
be left atthe front gate. Visitors should then proceed to 

the main entrance. NATO meeting rooms are located through 
the glass doors. The U.S. Mission is located near the NATO 
\"F-wing\" entrance. For security reasons, all visitors, even 
those with green NATO badges, must present two pieces of 
identification or their blue State Department-issued badge to 
the Marine Guard before being admitted into the U.S. Mission. 


5. Computer and Electronics Usage: Inter-agency security 
standards prohibit the introduction or use of non-USG owned 
computer hardware and software at all USG diplomatic 
facilities. Cell phones, palm pilots, radios and other 
convenience electronics are prohibited in all secure areas of 
the Mission. Travelers who anticipate having special needs 
in terms of either access or computer usage should contact 
the RSO office before arriving at post. Visitors must leave 
cell phones and other electronic equipment with the Marine 
Guard. Mission appreciates your cooperation. 


6. Threat Assessment: A worldwide caution regarding the 
threat of transnational terrorism was issued by the 
Department of State. (Please consult the Department\'s 
website for text: HTTP:HTravel.State.Gov.) In light of this 
caution and the events of September 11, 2001, all visitors 
are encouraged to assess their security posture, and be alert 
to their surroundings. All visitors should exercise caution 
while traveling abroad as U.S. citizens and facilities are 

often the target of groups demonstrating opposition to the 
U.S. foreign policy. 


7. Belgium remains a relatively safe country but as a result 
of the war in Iraq, and sentiments expressed by its citizens 
against the war, American visitors are advised to exercise 
caution and avoid anti-American demonstrations. Also, it is 
prudent not to wear clothes or carry articles with logos and 
emblems associated with the United States at this time. By 
taking reasonable precautions, visitors should enjoy an 
uneventful stay. However, purse snatching and pick-pocketing 
are occurring more frequently. In Brussels, pick-pocketing 
and purse snatching are more prevalent in the metro system 
(subway, bus, tram) and at Brussels\' three major train 
stations: Gare du Nord (North Station), Gare Central 

(Central Station), and especially Gare du Midi (South 
Station). Extra caution should be used at the Gare Centrale 
Station. Victims have been asked for assistance by someone 
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who appeared lost and anxious to catch their train. As the 
victim responds to the request, a third person appears and 
steals laptop computers, and other related travel items. 
According to the police, this is a new strategy by criminal 
gangs operating at Central Station. Apparently they prefer 
platforms 3 and 4, used by trains going to the airport and 
obviously carrying the best category of potential victims. 
Valuables should never be left unattended in vehicles and car 
doors should always be kept locked when driving. Carry only 
a minimum amount of cash, credit cards and ID. Expensive 
jewelry, financial records, address books and other personal 
effects should be left at home or stored in a safe place 
during your visit. 


8. Emergency numbers for the Police and Medical Assistance 
are 101 and 100 respectively, and for cellular phones 

(locally) 112. Visitors to Belgium requiring additional 
information should contact the Brussels Regional Security 
Office at 32-2-508-2370 (if dialing locally, 02-508-2370). 


9. Please advise if further assistance is needed. 
NULAND 
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E.O. 12958: DECL: 06/05/2017 

TAGS: PREL, UNSC, YI, RS 

SUBJECT: KOSOVO: MFA ON VETO, AND UN PERMREP CHURKIN\'S LEASH 
REF: USUN NEW YORK 442 

Classified By: Charge d\'Affaires Daniel Russell: 1.4 (b, d). 

1. (C) InaJune 5 meeting, prior to his June 6 departure 

for the G8 summit, Russian Special Envoy for Kosovo Aleksandr 


Botsan-Kharchenko warned that the international community was 
\"close to gridlock\" on Kosovo. He expressed concern over a 
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potential effort to push for a quick vote within the Security 
Council on the Ahtisaari plan, which would further \"raise 
tensions.\" (More bluntly, according to UK Ambassador 
Brenton, Deputy Foreign Minister Karasin explicitly warned a 
visiting group of UK parliamentarians on June 4 that Russia 
would veto, if its hand was forced.) Botsan-Kharchenko 
reiterated that the GOR was ready to discuss Kosovo at the 
Heilingendamm G-8 Summit, and held out a \"small chance\" for 
compromise in the Security Council. 


2. (C) Botsan-Kharchenko raised the exchanges between 
Russian Ambassador to the UN Churkin and USUN Ambassador 
Khalilzad, characterizing the conversations as \"interesting,\" 

but not enough to address Russian concerns. In response to 
whether Churkin had any room to maneuver, Botsan-Kharchenko 
insisted that \"some space\" existed for creativity. 
Botsan-Kharchenko noted that Churkin was operating within two 
firm constraints (reftel): 


-- First, FM Lavrov remained completely averse to the 
Ahtisaari plan, which extended to \"taking note\" of the 
document in the resolution text. Botsan-Kharchenko clarified 
that the GOR was prepared to accept \"80 percent\" of the 
Ahtisaari plan, including annex elements that strengthened 
the self-administration functions in Kosovo, and that in 
preparation for the G8 he was itemizing all aspects of the 
Ahtisaari plan that the GOR endorsed. 


-- Second, the GOR rejected any process that automatically 

led to Kosovo\'s independence, and insisted upon a second UNSC 
vote. Botsan-Kharchenko indicated that the negotiating 

period of \"no less than one year\" was a going in position. 


3. (C) Pushed to explain why this refashioned formula would 
produce anything other than the current gridlock, 
Botsan-Kharchenko was unpersuasive. While the GOR would use 
a new negotiating period to encourage the Serbs to reach a 
compromise with the Kosovars, Russia could not guarantee 
Serbian flexibility and would not commit to abstain from a 
follow-on resolution in that circumstance. Botsan-Kharchenko 
reiterated that the Serbs needed more time and that Belgrade 
would change its approach as Serbia moved closer to EU 
integration. By adopting significant portions of the 

Ahitsaari plan, Botsan-Kharchenko argued that Belgrade would 
be denied a \"victory\" and the reality of strengthened Kosovo 
self-governing institutions would instill greater pragmatism 

in the negotiations. Recognizing that his recap of MFA 

talking points provided little optimism for a breakthrough, 
Botsan-Kharchenko concluded by saying \"we have to place our 
hopes on the Churkin-Khalilzad dialogue.\" 
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4. (C) Comment: Botsan-Kharchenko\'s comments confirmed 
that the MFA is not engaged in creative thinking on solutions 

to the Kosovo impasse. Putin\'s public pronouncements and 
direct engagement on this issue appear to have left little 

room for maneuver. 

RUSSELL 
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STATE FOR SCA/CEN 


E.O. 12958: N/A 
TAGS: PGOV, PREL, ENRG, SENV, TI 
SUBJECT: TAJIKISTANVS LAKE SAREZ- IS HYDROPOWER THE ANSWER? 


DUSHANBE 00000801 001.2 OF 002 


1. Ten years after the First International Conference on Lake 

Sarez Problems in 1997, the United Nations International 

Strategy for Disaster Reduction (Central Asia Office) and the 
Government of Tajikistan\'s Committee on Emergencies and Civil 
Defense conducted the Second International Conference on Lake 
Sarez Problems May 22-23. Conference participants recommended 
three steps in order to mitigate a disaster at Lake Sarez 

including: 1) conduct a feasibility study for construction of a 
downstream hydropower station; 2) lower the lake\'s water level 
through hydropower development; 3) conduct an assessment of dam 
safety in Tajikistan with the aim of implementing monitoring and 
early warning systems throughout the country. Participants 

included Tajik geologists and seismologists and a panel of 
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experts from Germany, Norway and the international donor 
community, most notably the World Bank, a supporter of Lake 
Sarez projects. The panel supported the conference\'s 
recommendations. 


2. Scientists continue to warn against the dangers of Lake 

Sarez, created after a powerful earthquake in 1911. Researchers 
believe that the Usoy Dam, formed during the earthquake, is 
eroding away and another large earthquake could mean its 
destruction. Some geologists predict that the next big 

earthquake in this seismically active region could occur soon, 

100 years after the last big one. If the dam breaks, the lake\'s 
water would flood downstream, causing massive damage to villages 
and agriculture and endangering lives. The devastation could 
reach all the way to communities in Uzbekistan. USAID and other 
international donors have funded research and implemented early 
warning systems for communities that would be first affected by 
potential flooding. Government officials and the panel of 

experts praised the early warning system and are confident that 

it will help save lives, should a disaster occur. 


3. PolOff met with Goulsara Pulatova June 1 to discuss 
conference participants\' recommendations. Pulatova, a senior 
advisor at the United Nations International Strategy for 

Disaster Reduction, pointed out that Tajik President Rahmon is 
keen to develop Lake Sarez\'s hydropower potential and is giving 
it high priority. Two to three weeks before the conference, 
Rahmon delivered a public speech calling for solutions to 
mitigate a potential disaster at Lake Sarez, one idea being to 
build a pipeline from Lake Sarez to Iran to supply its people 

with pure drinking water. (Comment: We hope someone will advise 
Rahmon that this idea is a bit of a stretch. End Comment.) 


4. Scientists working with the Lake Sarez Risk Mitigation 

Project, supported by the World Bank, warn that before 
Tajikistan begins constructing hydropower stations on the Pyanj 
River, the government needs to ensure the Usoy Dam is stable. 
If the Usoy Dam containing Lake Sarez breaks and the river 
floods, downstream hydropower stations may suffer damage. 
Conference presenters advocated for additional research into the 
ever-changing geology of the lake. In the past two years, the 
water level has increased at an unprecedented rate and new holes 
in the dam have appeared. The water level of the dam could be 
lowered 100 meters by constructing a tunnel from the north bank 
of the lake. This would then allow for the construction of a 
250-megwatt hydropower plant on the Murghab River. 


5. Developing Tajikistan\'s hydropower potential has long topped 
Rahmon\'s agenda and the panel of experts support for the 
conference\'s recommendations adds fuel to his fire. The panel 
of experts estimated the feasibility study for this particular 
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hydropower station would cost around $3 million and the station 
itself $120 million. (Comment: Considering that the costs for 
the similarly-sized Sangtuda--Il hydropower station, located in 

a more accessible area are already $256 million, this figure 
appears unrealistically low. End Comment.) Pulatova said that 
the government is considering a loan for the project. She was 
optimistic the World Bank would be able to resolve the problem. 


6. COMMENT: Helping to resolve the Lake Sarez threat could 
save lives and property, and we will continue to engage the 

Tajik government on practical, disaster-mitigating solutions. 
However, developing a hydropower station to use run-off from 
Lake Sarez may be several years down the road. Constructing a 
250-megawatt power station where there are few roads and far 
from transmission lines would not draw in the private financing 
required for such an investment, and the World Bank would not be 
able to shoulder all the costs. Post will continue monitoring 
developments and report any concrete proposals or calls for 
funding from the government or other actors in order to identify 
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potential opportunities of cooperation. END COMMENT. 
JACOBSON 
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SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PREL, ECON, BL 

SUBJECT: MORALES LASHES OUT AGAINST CAPITALISM AND THE 
MEDIA. 


1. SUMMARY: The Fifth World Encounter of the Network in 
Defense of Humanity was held May 22-25 in Cochabamba, 
Bolivia. Bolivian President Evo Morales opened the gathering 
of leftist intellectuals and artists with a fiery speech that 
condemned capitalism as the \"worst enemy of humanity.\" His 
hot-tempered speech set the tone for the rest of the summit. 
Not surprisingly, the event\'s most notable participants were 
from Cuba, Ecuador, and Venezuela, although there were over 
100 attendees from 26 countries. END SUMMARY 


2. The \"World Encounter\" May 22-25 in Cochabamba focused on 
the impact of media. Morales, however, used the opportunity 

to accuse capitalism as the enemy of humankind, saying that 
\"capitalism brings egotism, individualism, and poverty, 

capitalism brings war, capitalism and imperialism are 

nourished and fed by war.\" Culture Ministers Abel Prieto of 

Cuba, Francisco Sesto of Venezuela, and Antonio Preciado of 
Ecuador applauded Morales\' analysis. 


3. Morales extended this tone to the summit\'s main theme, 
media. He told reporters that he \"considers media outlets as 
the primary obstacles and source of resistance to the process 
of change.\" Arguing that media is the result of capital 
concentrated in the hands of a few, he stated that it does 

not serve the people of Bolivia. 


4. Cuban Minister of Culture Abel Prieto warned that media 
owners who lie should be sentenced to life in prison. 

Striking a similar tone as Morales, he claimed that 

mainstream media ignores the genuine culture of Latin America 
and is only an expression \"hegemonic\" interests. To counter 
the \"hegemonic\" influences, the Bolivian, Cuban, and 
Venezuelan governments signed a joint agreement to create an 
observatory that will monitor communications. In addition to 

the observatory, Prieto announced that the three countries 

will establish a tribunal to judge against those who are 
responsible for lies propelled by the media. Ironically, 
participants applauded these pronouncements as steps towards 
the \"democratization\" of media. 


5. COMMENT: Whenever Morales appears in public accompanied by 
Cuban and Venezuelan officials, his rhetoric runs hot. It 

remains to be seen just how far Morales is poised to follow 

his mentor Hugo Chavez in pursuing the media. In fact, on May 
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26, Morales avoided commenting on RCTV, by stating, \"We have 
never thought about shutting down channels, as some have 
distorted, as some media outlets always distort.\" END 
COMMENT. 

URS 
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SENSITIVE 

SIPDIS 

DEPARTMENT PASS TO USAID AND OFDA 


E.O. 12958: N/A 
TAGS: PHUM, PREF, PREL, MOPS, ASEC, CASC, EAID, UG, SU 
SUBJECT: NORTHERN UGANDA NOTES (May 19-June 2, 2007) 


1. (U) Summary: The following Northern Uganda Notes 
provides information on the situation on the ground and USG 
activities aimed at meeting MissionQs objectives in 

northern Uganda. These objectives include promoting 
regional stability through peace and security, good 
governance, access to social services, economic growth, and 
humanitarian assistance. Post appreciates feedback from 
consumers on the utility of this product and any gaps in 
information that need to be filled. End Summary. 


2. (U) Vincent Otti, the Lord\'s Resistance Army (LRA) 
second-in-command re-stated the rebel group\'s demand that 
the International Criminal Court (ICC) lift the warrants 

for the arrest of its top leaders before any disarmament 

and demobilization occurs. Otti made the remarks during a 
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visit by Sky TV reporters, who spent three days with the 

LRA leadership at Garamba National Park. The footage aired 
on May 25. Otti stated that \"we cannot go back to Uganda 
without lifting these indictments.\" Otti claimed that the 

GOU had the power to get the indictments dropped. He 
threatened that the LRA \"has enough to capture power. We 
were seven, now we are thousands. Everybody in Uganda 
wants change, but they cannot do anything without the 

barrel of a gun.\" Otti also said that the LRA \"can fight\" 

if the indictments were not lifted. 


3. (U) On May 27, President Museveni condemned Otti\'s 
remarks as an assault on the peace process. On May 30, 
government negotiators said that remarks made by LRA\'s 
second-in-command, Vincent Otti, would not deter the GOU 
from achieving its goals at the negotiations. The GOU 
stated that its objectives were reaching an agreement that 
will bring lasting peace to Northern Uganda and Southern 
Sudan; ensuring that there is no impunity and there is 
justice for the victims; satisfying the traditional norms 

of the affected communities; and ensuring that the 
legitimate concerns and respect for international laws, 
including the ICC are adequately addressed. 


5. (U) The peace talks resumed on May 31. A workshop on 
accountability issues kicked off the meetings. Acholi 
traditional leader, Rwot Acana, presented a paper on 
traditional reconciliation and accountability mechanisms. 


6. (U) USG Activities: Political/Economic Chief attended 
a briefing by the Government of Uganda negotiating team on 
May 30. 


7. (SBU) Cynthia Brady, Conflict Specialist in USAIDQs 
Office of Conflict Mitigation and Management, visited 

Uganda from May 9-30 to help the Mission design a new, 
community-based peace and reconciliation activity for the 
conflict-affected areas of northern Uganda. Within the 
framework of the Government of UgandaQs Peace, Recovery and 
Development Plan for Northern Uganda and based on lessons 
learned from evaluations of the Northern Uganda Peace 
Initiative and the Community Resilience and Dialogue 

activity, the new program includes components for (1) 
peace-building and reconciliation, (2) economic security 

and social inclusion, and (3) access to justice. A 

solicitation is planned for later this summer. 
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8. (SBU) According to U.N. Office for the Coordination of 
Humanitarian Affairs (OCHA) in Juba, the Cessation of 
Hostilities Monitoring Team (CHMT) was working out proposed 
assembly routes after the LRA rejected the Ugandan Peoples\' 
Defense Forces (UPDF) and Sudan Peoples\' Liberation Army 
(SPLA) proposed routes announced on May 8. The CHMT 
announced the routes and reported that various LRA groups 
have crossed the Nile and were moving to Garamba National 
Park. 


9. (SBU) On May 19, a group of 75 alleged LRA attacked 
villages north of Laihya, Central Equatoria State, Southern 
Sudan, which is 25 miles west of Juba. One of the homes 
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looted belonged to the Southern Sudanese Minister of 
Information, Samson Kwaje, who is also a member of the 
mediating team. On May 22, the LRA attacked the village of 
Fore, 80 miles west of Juba. Two SPLA soldiers were killed 
during an LRA attack on May 23 near the same village. The 

LRA group with commander Thomas Kwoyello was believed to be 
responsible for these attacks. Reportedly, Kwoyello\'s 

group subsequently sustained serious losses at the hands of 

a southern Sudanese militia group. 


10. (U) In LRA-affected northern Uganda, the general 
security situation remained calm in Lango, Teso and Acholi 
regions. In Kaabong, Karamoja, a WFP truck was attacked 
and one staff person killed, reportedly by Karamojong. WFP 
temporarily suspended operations. Otuke county, Lira 
District and portions of eastern Pader District continue to 

be affected by Karamajong attacks. 


11. (U) In Lira District, there was a fairly high degree 

of movement from Abia, Aliwang and Adwari where there are 
now less then 1,000 internally displaced persons (IDPs) in 
the three camps. Many IDPs were maintaining some minimal 
contact with their huts in the camp although they do not 

stay there permanently. For example, 80 percent of the 

huts in these three camps were locked with no sign of 
residents around, but clearly not abandoned. Over the past 
month there has been increased movement of IDPs originating 
from Pader District moving from southern Lira into camps in 
northern Lira (closer to Pader). IDPs in these did not 

report land access as a problem. More than 80 percent of 
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the IDPS still living in the camps are accessing their 
original land for cultivation. 


12. (U) In Acholi districts, there were no significant 

changes in the pattern of movement. The majority of IDPs 
moving out ofthe camps were settling in new sites. 
Approximately 50,000 IDPs moved to transit sites in April, 
increasing the number of IDPs in transit from 271,000 to 
321,000. There was some evidence that the number of IDPs 
moving back to their homes is increasing from approximately 
1 percent in March to roughly 5 percent in May. (Complete 
numbers for May are not yet available.) Similar to the 
situation in Lango, approximately 80 percent of the 
population was accessing land for cultivation. Land under 
cultivation also continues to increase. In Gulu and Amuru 
districts the amount of land under cultivation per 

household was up from 3 acres in June 2006 to 4.4 acres in 
May 2007. 


13. (U) IDPs continue to cite lack of safe water sources, 
lack of grass for thatching (next season for dry grass is 
October), fear to return before peace agreement is signed, 
lack of farm implements and tools, and fear of unexploded 
ordnance at return sites as factors hindering returns. 


14. (SBU) Coordination and U.N. cluster management issues 
continue. Overwhelmed by its cluster coordination 
responsibilities, UNICEF tried to pass responsibility for 
Gender-Based Violence (GBV) to U.N. Fund for Population 
Activities (UNFPA) with two weeks notice. UNFPA is barely 
operational. UNFPA might be a good place for GBV to be 
covered in the long run, but currently, UNFPA does not have 
the capacity to take a leadership role. UNICEF agreed to 
continue in its coordination role until a better solution 

was found. The other alternative is UNHCR, but it has its 
hands full, and has only just begun addressing camp 
management in an organized manner. 


15. (SBU) UNHCR began rolling out the new camp management 
guidelines in northern Uganda. Emphasis is being placed on 
using the camp management coordination structure to begin 
planning for camp closure. This should help facilitate the 

shift away from camp leadership to the Local Councilor (LC) 
system. Currently, these two tracks run in parallel. Only 

Lango has a clear process for degazzetting camps, but over 

the past week Pader District officials began drafting 

procedures for camp closure. UNHCR plans to extend the 
process underway in Pader to other districts in Acholiland. 
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16. (SBU) Land continues to be a key protection issue. 
While land disputes were not inhibiting IDP returns, there 
is no functioning legal structure to handle disputes. 
Without legal guidelines or remedies, the potential for the 
further marginalization of vulnerable groups, such as 
female-headed households and child mothers continues to 
exist. Districts are exploring ways to tackle this 

matter, but often vulnerable groups are not included in the 
discussion. 


17. (U) The May 25 Daily Monitor published an QOpen Letter 
to the LRAQ by Olara Otuunu, former U.N. Undersecretary for 
Children and Armed Conflict and Acholi critic of the GOU. 
Otuunu accuses the LRA and President Museveni of a smear 
campaign to intimidate him. The accusation followed press 
reports in late April which quoted LRA negotiator David 
Nyekorach Matsanga as saying that the rebels had requested 
the removal of the LRA from the list of international 

terrorist organizations, so that Otuunu and others could 
participate in the peace process without being labeled as 
terrorists. Otuunu denies ever being a member or supporter 
of the LRA. He does claim a Qlong standing relationship 
(covert and overt) between the Museveni regime and the LRA 
leadership.Q He also calls for the immediate dismantling of 
all QconcentrationQ camps in the North. 


18. (U) The Daily Monitor published an editorial on May 30 
that was strongly supportive of President MuseveniQs sharp 
reaction to Vincent OttiQs comments on Sky TV that the LRA 
would resume war if the ICC indictments were not dropped. 
Under the headline QPresident Museveni Right About the 
LRA,Q the Monitor called the LRA position Qexasperating.Q 
The paper noted that QAII people of goodwill have against 
their moral conscience chosen peace and sacrificed justice 
in the name of ending Q the conflict.Q It added that QIf 

the rebels do not see the wisdom in the Juba process, then 
as the President correctly puts it, they will surely 

perish.Q 


19. (U) The Uganda Conflict Action Network posted a 
statement to its website announcing that the new U.S.-based 
Resolve Uganda NGO is committed to Qpressuring U.S. 
political officialsQ to engage more publicly and 

Qadvocating for increased international engagement and 
renewed investment in the ongoing peace process.Q The 
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statement quotes Resolve Uganda Executive Director Michael 
Poffenberger: QResolve Uganda is working with members of 
the U.S. Senate and House of Representatives to press 
President Bush to send a senior-level diplomat to Juba. \"By 
sending a senior diplomat to Juba, the U.S. could bring 
much-needed attention to the talks, and be available to 

help at the discretion of the mediator. We are not at all 
advocating for a U.S. takeover of the negotiations, but 

think that the U.S. should be doing more to see that the 
African leadership has all the resources and respect it 

needs to bring the parties to an agreement.\" 


20. (U) Philadelphia Inquirer Editorial Board writer 

Carolyn Davis will be coming to Uganda on June 5, 
accompanying a 16-year-old northern Ugandan burn victim who 
received treatment in the U.S. (the LRA set fire to her 

familyQs home while she was in it). The Inquirer plans to 

do a series of articles and website posts about Jennifer 
AnyayoQs journey home to Uganda, and Davis will be 
QbloggingQ about it. 
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1. (C) In a brief June 1 meeting United Civic Front leader 
Garry Kasparov reviewed recent Other Russia demonstrations 
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and discussed the efforts of the fragmented, Western-leaning 
organizations and personalities to agree (to disagree) on a 
presidential nominee. Whatever the decision of his 

colleagues on RussiaWs western-leaning fringe, Other Russia 
would back ex-Central Banker Viktor Gerashchenko\'s 
recently-announced bid to replace President Putin. As 
expected, ex-Prime Minister Mikhail Kasyanov announced his 
own long-shot bid for the presidency at his movement\'s June 2 
convention. Kasyanov aides suggested that Gerashchenko, who 
attended the convention, might withdraw his candidacy in 

favor of Kasyanov. End summary. 


Multiple Factors Combine 
to Sabotage Voronezh 
Other Russia Demonstration 


2. (C) United Civic Front leader Garry Kasparov June 1 
described Other Russia\'s efforts to stage a demonstration May 
29 in Voronezh as sabotaged by a combination of overwhelming 
police presence, a Moscow-induced change of heart by the 
Voronezh mayor, and the inadequacies of OR\'s Voronezh 
organizers. Kasparov said that OR had selected Voronezh 
because it believed the city had benefited less than other 
provincial towns from economic progress in Russia. The 

city\'s mayor had initially backed the demonstration, Kasparov 
said, but as the demonstration date approached, he had what 
Kasparov described as a Kremlin-induced change-of-heart. 
Still, the city agreed that the demonstration could go 

forward, but not in the center of the city, as originally 

planned. The new venue, Kasparov said, was far from all 
public transportation. Lack of access, the 35 degree 
(centigrade) heat, and a large police presence, combined to 
keep participation to a minimum. Kasparov did not say how 
many had turned out. He alleged, that successful efforts by 
law enforcement had kept the numbers well below their 
potential. 


3. (C) Kasparov was not prevented from traveling, as he had 
been when he attempted to attend his organization\'s Samara 
march (reftel). He believed that, with each successive 

march, police tactics were becoming more refined. On this 
occasion, Kasparov alleged that local law enforcement had 
pressured Voronezh OR organizers, who had economic equities 
that made them vulnerable, to effectively halt their efforts 

to organize the event. The intent, Kasparov thought, was to 
have him preside over a very sparsely-attended event. 


Problems Advertising St. Petersburg 


Column 3 
and Moscow Marches 


4. (C) City authorities\' confiscation of OR\'s special issue 
newspaper would hinder the demonstration planned for June 9 
in St. Petersburg, but OR organizers planned to use their 

own, well-established grapevine to ensure a turnout. OR 
efforts to publicize its June 11 Moscow rally faced a similar 
impediment: nine publishers in Moscow had refused to print a 
special edition newspaper, although OR was offering prices 
well above market levels. Kasparov had received a letter 

from the Murmansk Administration, which said that OR\'s June 
12 demonstration could not go forward, because regional 
special forces troops would not have returned by that date 
from St. Petersburg, where they would be used to patrol OR\'s 
June 9 meeting. 


5. (U) On a brighter note, St. Petersburg authorities June 4 
gave Other Russia permission to march in the city center June 
9, concurrently with the GOR\'s International Economic Forum. 
Kasparov proclaimed the decision, which reversed an earlier 
city decision to confine Other Russia to the periphery, a 
victory. The city\'s agreement to a city center march comes 
with conditions attached; among them, that the number of 
participants be limited to five hundred. Some Other Russia 
participants were reported by the media to suspect that the 
authorities will indirectly impede the march, as they had in 
Samara. 
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Gerashchenko: Age is Virtue 


6. (C) Kasparov thought it likely that OR would back 

ex-Central Banker Viktor Gerashchenko\'s bid for the 
presidency. Arguing, paradoxically, in Gerashchenko\'s favor 
was his age (70), which would make him less threatening to 
the Kremlin than younger candidates, like ex-Prime Minister 
Mikhail Kasyanov. Kasparov waved away doubts that a banker 
would not play well with the Communist Party, pointing to 
Gerashchenko\'s Party background and alleging that he had 
discussed Gerashchenko\'s candidacy with some in the Party who 
are allegedly tired of perpetual presidential candidate, KPRF 
Chairman Gennadiy Zyuganov. There would be no need, said 
Kasparov, for Gerashchenko to undertake strenuous trips 
around Russia, as all of the presidential dealmakers were in 
Moscow. Kasparov seemed unfazed by the possibility of 
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numerous western-leaning candidates contending for the 
presidency, or the long odds facing an agreed candidate. He 
thought that the initial free-for-all would end in an agreed 
candidate by the fall. He expected that OR would formally 
anoint Gerashchenko at its July 10 - 12 conference. 


7.(C) Kasparov, angry about Boris Berezovskiy\'s remarks, 
subsequently disavowed that he had provided funding for Other 
Russia. The Moscow daily Nezavisimaya Gazeta had gleefully 
devoted a front-page article to the alleged connection which, 
Kasparov noted, would only make the life of the already 
beleaguered Other Russia more difficult. Kasparov had no 
doubt that Berezovskiy had attempted to claim responsibility 
for OR, as the exiled oligarch \"likes to be the center of 
attention.\" 


8. (C) On June 5, Kasyanov Press Secretary Yelena Dikun 
described her boss as very satisfied with the rollout of his 
long-shot presidential bid at the Popular Democratic Union\'s 
(PDU) June 2 congress. Dikun estimated that about 650 
delegates from the regions had attended the one-day affair. 
Although representatives of the Kremlin-sponsored youth 
groups Young Guard and Nashi had protested the conference, 
they had been prevented by PDU guards from disrupting the 
convention itself. The PDU event was not covered by central 
television, although it did receive national newspaper and 

radio coverage. Presidential candidate Gerashchenko, Other 
Russia\'s Eduard Limonov, PDU Presidium member Irina 
Khakamada, and Union of Right Forces Boris Nemtsov attended 
the event. According to Dikun, Gerashchenko told Kasyanov 
that he was prepared to withdraw his own, equally long-shot 
candidacy in Kasyanov\'s favor, although Kasparov\'s continued 
support for Gerashchenko appeared to remain firm after the 
event. 


9. (C) Dikun insisted that Kasyanov supporters would succeed 
in collecting the two million signatures necessary to 

register his candidacy. It was less certain, but not 

impossible, that the signatures would pass muster with the 
authorities, she said. Handicapping the campaign would be 
lack of media access and the efforts of overzealous 
authorities in the regions to prevent Kasyanov from meeting 
would-be supporters. Dikun expected that further 
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compromising materials on Kasyanov would emerge as the 
campaign progressed, but she described the expected dirt to 
have little shock value for an already cynical Russian 

public. 


10. (C) Kasparov was tired and a little bit irritable on June 

1, particularly in his discussion of what he expects will be 

OR\'s decision to back Gerashchenko\'s bid for the presidency. 
It did not appear that Kasparov had thought beyond ORVs 
endorsement of Gerashchenko to the mechanics of the campaign 
necessary to, somehow, make his a semi-plausible candidate in 
an electoral process whose outcome is not in the first 

instance determined by the voter. Gerashchenko, Kasyanov, 
and any other candidate that may be tossed out by the 
disorganized opposition have little chance of registering 

with a public that seems prepared to accept a succession 
instead of competitive election, in exchange for continued 
political and economic stability. 
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5. (S) Minister of National Defense Kamel Morjane also used 
his May 31 meeting with the delegation to argue for increased 
US aid, particularly Foreign Military Financing (FMF). 

Morjane told Reps. Tanner, Gillmor, Shimkus and Emerson that 
the Tunisian Armed Forces, which have never been a GOT 
priority, are stretched to the limits by recent increases in 
counterterrorism and border surveillance activities. (NOTE: 
Historically, GOT budget priorities are education, social 
programs and funding for the Ministry of Interior. END 
NOTE.) To combat terrorism, the United States and Tunisia 
must cooperate, both in terms of sharing information and 
intelligence, but also through the provision of equipment and 
material assistance. In response to a question from Rep. 
Gillmor, Morjane explained that that terrorist threat to 

Tunisia is complicated by the difficult nature of the 

country\'s borders, particularly in the southern desert 

region. He opined that he did not believe the Al-Qaeda 
system has any structure or hierarchy, as it seems that even 
a single individual could announce he is an Al-Qaeda cell. 
More dangerous, said Morjane, is the fact that terrorism has 
become an ideology, rather than a means to an end. Terrorism 
has no borders, therefore military and security cooperation 

is more important than ever. \"We talk about globalization,\" 
said Morjane, but the terrorists Ware using it\" to their 
advantage. 


6. (C) Returning to the need for more military assistance, 
Morjane clarified that ten years ago FMF cuts were not 
serious. Today, the need is urgent, as half of Tunisia\'s 
army is on the borders and the maintenance of these efforts 
is extremely costly. Morjane explained, \"We count on (the 
United States) because we cannot depend on ourselves.\" 
Tunisia has an urgent need for helicopters, which are 
suitable for the desert and mountainous border terrain, to 
support the troops on the borders. Highlighting the need for 
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US assistance, Morjane explained that the Tunisian Air Force 

is comprised almost entirely of US equipment, and it is 

difficult to change, even if other partners were willing to 

help. He added that material and financial constraints 

prevent Tunisia\'s military from offering greater support for 
bilateral and multilateral objectives, including UN 

peacekeeping operations. Tunisian Air Force Chief of Staff 
Brigadier General Mahmoud Ben M\'hamed added that Tunisia is 
familiar with NATO equipment and procedures, but cannot 
engage in joint operations \"because our equipment is too 

old.\" With US assistance for Tunisia\'s equipment, the 

military could dedicate its own funds to upgrading existing 
facilities and engaging in more exercises. BG Ben M\'hamed 
lamented the delays in Tunisia\'s receipt of refurbished UH-1H 
helicopters, which the minister assured Rep. Emerson Tunisia 
is ready to put into immediate use. Chairman Tanner told the 
Minister that he would look into the helicopters\' delay, 

while Rep. Emerson promised to examine Tunisia\'s FMF levels. 


7. (C) Turning to NATO, Minister Morjane urged the group to 
convey to NATO the importance of explaining its objectives to 
the Arab and Muslim world. \"NATO has a perception issue in 
the region,\" Morjane said, in part because of its stance on 

the Israeli-Palestinian issue. As NATO reviews its mission, 
\"don\'t let people think NATO is anti-Muslim,\" warned Morjane. 


8. (C) During the CODEL\'s May 31 meeting with Foued M\'bazaa, 
President of the Chamber of Deputies, M\'bazaa said the 
Chamber enjoys good relations with the US Congress and would 
be interested in expanding its relationship with NATO 
parliamentarians. M\'bazaa suggested an annual Maghreb-NATO 
parliamentary meeting could be established, particularly as 

the Chamber\'s First Vice President Afif Chiboub leads the 

Arab Maghreb Union Parliamentary Council. Chairman Tanner 
welcomed the idea, noting that NATO is shifting its focus 

from Eastern Europe to the Mediterranean. When Congressman 
Shimkus stressed the need for greater information sharing of 
threat information, M\'bazaa, detouring from GOT talking 

points, said that the disrupted December/January terrorism 

plot targeted tourist areas, not the US embassy. While the 
investigation is underway, MVbazaa said that it is clear that 

the Tunisian public rejects such activities and extremism, 

more generally. Ambassador said that the USG recognized 
Tunisia\'s success in disrupting the plot and clarified that 

he had been officially informed the embassy was a target. In 
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any case, said M\'bazaa, such issues are the purview of the 
GOT, not the Parliament, which focuses on legislation. 


9. (C) The CODEL\'s visit capped several busy weeks of 
bilateral engagement, particularly on military issues. The 

GOT clearly welcomed the visit as another indication of the 
strong bilateral relationship and chose to highlight economic 
and security ties while glossing over sensitive political 

issues. Given the increasing terrorist threat and the urgent 
need for military assistance, we can expect similar themes to 
be echoed during FM Abdallah\'s upcoming visit to Washington. 


10. (C) On counterterrorism cooperation, officials preferred 
to stick to generalities rather than address the delegation\'s 
specific requests for greater information sharing. It is 
unclear if M\'bazaa\'s statement that tourist areas were the 
target of the disrupted cell, or if he in fact was revealing 
more than he should have about the true threat. 
Unfortunately, the continued lack of substantive details from 
the GOT about the event means we have little by which to 
judge his statement. END COMMENT. 


11. (SBU) CODEL Tanner did not clear this message. 
GODEC 
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1. (C) In a meeting May 31 with Congressman John Tanner 
(D-TN) and nine other Representatives, President Zine EI 
Abidine Ben Ali emphasized his commitment to close ties with 
the United States. He also: 


-- asked for more US economic engagement; 

-- insisted the ruling political party is too strong, and 

that he is working to weaken it; 

-- criticized China for its actions in the region; 

-- warned Iran poses a danger, and must not get a nuclear 
weapon; 

-- said the United States \"cannot leave Iraq defeated;\" 

-- opined that a solution between Israel and the Palestinians 
must wait for the departure of Hamas; and 

-- said Tunisia would support any solution to the 
Israel-Palestinian situation the United States could suggest. 


2. (C) The congressmen underscored the excellent relations 
between the United States and Tunisia, and said they were in 
Tunis to listen. After the meeting, several representatives 
said they were impressed by Ben Ali,s vigor and openness. 
End summary. 


3. (SBU) President Ben Ali met for almost 90 minutes on May 
31 with the congressional delegation led by Congressman John 
Tanner (D-TN). Participants were: 


Rep. Paul Gillmor (R-OH) 
Rep. Jo Ann Emerson (R-MO) 
Rep. John Shimkus (R-IL) 
Rep. Dennis Moore (R-KS) 
Rep. John Boozman (R-AR) 
Rep. Baron Hill (D-IN) 

Rep. Albert Chandler (D-KY) 
Rep. Charles Melacon (D-LA) 
Ambassador Robert F. Godec 


During the meeting, the President spoke mostly in Arabic, 
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with interpretation provided by the Director of Tunisia,s 
External Communications Agency (ATCE), Oussama Romdhani. 


4. (C) Ben Ali warmly welcomed the CODEL, noting that the 
United States and Tunisia \"share the same values and 
principles.\" Chairman Tanner replied that the delegation had 
received a \"heart-warming\" reception. He added the 
delegation was impressed with Tunisia,s economic progress, 
and that \"we appreciate your leadership in this area.\" He 
underscored the delegation was in Tunis to listen. 
Congressman Gillmor emphasized the good relations between 
Tunisia and the United States, noting our cooperation on key 
challenges, including security. He asked how the delegation 
might further strengthen US-Tunisian ties. 


5. (C) Ben Ali responded that US-Tunisian political 

relations are \"outstanding.\" The congressional visit is a 
\"token\" of this \"special friendship. Trade and business 
relations, however, are not at the same level, describing 
them as \"modest.\" He added that while the United States is 
establishing a military command in Africa, China is active 
offering easy loans and investments. 


6. (C) The Ambassador responded that US-Tunisian relations 
are very good, but agreed more could be done to strengthen 
economic bonds. He said he had discussed economic relations 
with several GOT ministers (including Minister Jouini), US 
officials and business representatives. The Embassy is 
working, he added, to bring a US trade and investment mission 
to Tunisia, and had raised with Washington the possibility of 
economic discussions. Opportunities for commercial 

relations, the Ambassador said, would be improved if Tunisia 
took additional steps, for example, permitted franchising. 

Ben Ali responded emphatically that Tunisia wants stronger 
economic ties and would \"reciprocate entirely.\" 
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7. (C) The President turned to political matters, 
emphasizing the \"political process has to move on\" in 
Tunisia. It is \"our most daunting task,\" he said, and the 
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big challenge is to \"change mind sets.\" He reviewed 

Tunisia,s political progress, including the presence of 

opposition parties and women in Parliament. Ben Ali noted 

that while an occasional \"abuse\" may happen, it \"does not 
determine whether we are making progress.\" He added Tunisia 
is taking steps in many areas, citing the schools in remote 
villages, home ownership levels and the right to vote. 

These, too, are the basis for freedom and democracy. 


8. (C) Ben Ali continued: \"Let me share a secret, | want to 
weaken the ruling party.\" He said the ruling Democratic 
Constitutional Rally (RCD) is too strong, and that he wants 

to strengthen the opposition parties. Congressman Tanner 
responded that the President,s remarks were \"most 
enlightening\" and promised to take them back to Washington. 


9. (C) Responding to a question on terrorism from 
Congressman Tanner, Ben Ali emphasized his own long fight 
against it. He detailed his proposal for an international 
conference and code of conduct. He complained that Rachid 
Ghannouchi (the leader of the banned an-Nahdha party) had 
been responsible for bombings in the 1980s, but was now 
living in London. Regionally, he said fundamentalists had 
chosen in the 1990s to target North Africa, and began in 
Algeria because of its size and oil riches. He added there 

is still a threat coming from Algeria, and from Libya. 


10. (C) The reasons for terrorism are diverse, according to 
Ben Ali. They include the extremist religious discourse, 
economic problems, programming on satellite television, and 
developments in Iraq and the Palestinian territories. 

Tunisia, he added, is \"vigilant\" not to allow \"elements\" to 
go to Iraq or Palestine. It is, he said, \"our duty.\" 


Regional: \"Neither China nor Iran care much for 
the Arab world\" 


11. (C) Congressman Moore asked for Ben Ali,s assessment of 
Iran. The President responded that he sees two dangers in 

the region. The first, he said, is China, adding that he had 

read a book 40 years ago entitled the \"Yellow Peril.\" 

\"Today,\" Ben Ali said, \"we see it happening.\" The second 
danger is Iran. Ben Ali said, \"While | don,t want to accuse 

the United States of intentionally helping Iran, that is what 

your policies did.\" 
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12. (C) Ben Ali said there is a Shia trend across the Gulf 
region, the Levant and the entire Arab world. This trend, he 
said, poses a danger. He added, \"Neither China nor Iran care 
much for the Arab world.\" Ben Ali continued, \"If Iran gets a 
nuclear weapon then it will pose a very grave danger.\" He 
said the Iranian government had sent a special envoy to 
reassure Tunisia that its development of nuclear power was 
entirely peaceful. \"| admonished him,\" Ben Ali said, by 
asking how Iran could talk about the peaceful development of 
nuclear power when at the same time saying Israel should 
disappear from the face of the earth. The congressmen warmly 
welcomed Ben Ali,s views on Iran. 


13. (C) Congressman Chandler asked for Ben Ali,s assessment 
of Iraq. The President replied while Saddam Hussein had been 
a despot, Tunisia had opposed the decision to remove him by 
force. Iraq, he said, will now become a Shia nation, 

possibly an anti-American Shia nation. Moreover, the current 
conflict could easily spread from Iraq to its neighbors and 

the United States should not expect the situation to 

stabilize anytime soon. The current Iraqi government is not, 
Ben Ali said, totally representative and is not fulfilling 

the aspirations of the Iraqi people. He also expressed 

concern about the declining US public support for the war in 
Iraq. 
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14. (C) Despite the many challenges and complexities, Ben 

Ali forcefully said the United States \"should not pick up its 
luggage and go\" and \"cannot leave Iraq defeated.\" The United 
States, he said, must ensure a level of stability in Iraq. 


15. (C) At the request of Congressman Gillmor, Ben Ali 
reviewed Tunisia,s views on the Palestinians and Israel. 
After noting Tunisia,s role in the first talks between 

Israel and the Palestinians, Ben Ali said the situation has 
become even more difficult in recent years. It was a 
\"mistake,\" he said, to allow Hamas to enter the Palestinian 
government. With Yasser Arafat, a solution could have been 
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found, said Ben Ali, and indeed, almost was. 


16. (C) Peace, however, with Hamas is not possible, Ben Ali 
said. How can there be a solution with someone who does not 
recognize Israel,s right to exist? The only answer is that, 

\"We must wait for the departure of Hamas.\" He added, 
however, that the United States has a continuing role to play 

in settling this problem. He concluQd: any solution the 

United States can suggest, Tunisia pledges to support it. 


17. (C) Congressman Tanner closed by saying that the meeting 
with the President reaffirmed the strong, long-lasting 

friendship between the United States and Tunisia. The 

session, he said, had been most enlightening and reaffirmed 
the delegation,s decision to come to Tunisia. 


18. (C) President Ben Ali concluded by noting Tunisia,s 
commitment to co-existence and security in the region. This 
commitment was demonstrated, he said, by the recent 
pilgrimage of thousands of Jews to the Tunisian island of 
Djerba, home of an ancient Jewish synagogue. During the 
event, there was \"no difference\" between Jews and Muslims on 
the island. It was, he said, a model for the region. He 
concluded he was pleased and honored by the congressional 
visit. 


19. (C) Throughout the conversation, Ben Ali was vigorous, 
open and engaged. Despite the rumors regarding Ben Ali,s 
poor health, he showed no outward sign of illness during the 
session. On several occasions, he interjected words and even 
phrases in English. He clearly understood at least some of 
what the congressmen said in English. Romdhani later 
commented to the Ambassador that Ben Ali does, in fact, 
understand English, sometimes making his role as interpreter 
difficult. 


20. (C) Ben Ali,s performance was strong and well-received. 
It was remarkable that the President offered so much time 
(almost ninety minutes) to the delegation. Afterward, two of 
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the congressmen said that it was the most impressive meeting 
they have had with a head of state. The delegation found Ben 
Ali,s remarks on regional issues, notably Iran and 

Palestine, welcome. Even on Iraq, the congressmen 
appreciated the President,s analysis. Ben Ali,s strongly 
negative remarks on China were more surprising. Although he 
did not say so specifically, they were probably partly the 

result of Chinese economic competition and the recent 
departure from Tunisia of some manufacturing firms for 
lower-cost China. 


21. (C) On the political front, Ben Ali, clearly 

anticipating questions on Tunisia,s lack of progress, turned 
aside the issue with his forceful explanation of his 

commitment to further liberalization, even though it did not 
reflect reality on the ground. In contrast, his vocal 

support for deeping economic and commercial relations is new 
and can be used to further US economic goals in Tunisia. We 
should follow up on this opening with a visit from an 
interagency economic delegation, which could pave the way for 
a third TIFA Council meeting later in the year. 
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22. (C) Overall, Ben Ali,s vigor and seeming openness 
impressed the congressional delegation. In brief press 
remarks at end of the meeting, Chairman Tanner said that he 
found Ben Ali,s comments to be encouraging. He added that 
it was clear the United States and Tunisia share many values 
and that he would be sure to share the President,s comments 
with other officials in Washington. Tanner\'s statement was 
broadcast on Tunisian television (Tunis 7) national news the 
same evening. 


23. (SBU) CODEL Tanner did not clear this message. 
GODEC 
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SUBJECT: FRINGE CANDIDATE SUPPORTS ANNAN PLAN REVIVAL 


1. (SBU) SUMMARY: Costas Themistocleous, a former Minister of 
Agriculture in the Glafkos Clerides administration (1998-2003), will 
run in next year\'s presidential elections, \"not to win, but to tell 
Cypriots my version of the \'truth\' about the Cyprus problem.\" 
Themistocleous warns that Cyprus is at the brink of partition, which 
can be averted only if the two sides engage in intensive talks to 
revive and revise the 2004 Annan Plan reunification initiative. As 

one of few openly pro-solution politicians, he is cognizant a 

majority of Greek Cypriots will discount and/or disparage his 
pro-Annan stance, but seems not to care a whit. With little to lose 

-- Cyprus\'s political class already has marginalized, if not 

ostracized Themistocleous -- he will delight in this gadfly role. 

Lacking campaign cash and access to the media, however, and offering 
an unpopular message, his chances of shaping the debate look lower 
than his likely voter tally. A short biography of Costas 
Themistocleous commences in Paragraph 10. END SUMMARY. 


Current Policies Untenable, Brought Disaster 


2. (SBU) While the main would-be presidential candidates are 
competing on who will bury the Annan Plan deeper, Costas 
Themistocleous, Minister of Agriculture in the Clerides 
administration and former leader of the United Democrats (EDI), has 
made the rejected UN plan the banner of his presidential campaign. 
He announced his candidacy April 24, the third anniversary of the 
referendum on the Annan Plan, together with a desperate call for 
action to prevent the island\'s permanent partition. Believing that 
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Greek Cypriots had rejected the Annan Plan mainly because they were 
misled by their leaders\' argument -- that after Cyprus acceded to 

the EU, the Greek Cypriot side would have more leverage to push for 
a \"European\" CyProb solution -- Themistocleous has issued a 
manifesto designed to prove this assertion false and warn that 
continuation of the current hard-line policies will lead only to 
permanent partition. 


3. (SBU) Themistocleous May 31 not only welcomed the chance to 
speak to Embassy officials, but insisted on meeting at the Chancery 
- \"\'m not afraid of being seen here, like most politicians,\" he 
boasted. Atthe get-together, he outlined his Annan Plan-centric 
platform, contrasting how Cyprus might look now, had the \"yes\" vote 
prevailed, with the current situation on the island. By April 2007, 
Themistocleous asserted, the last installment of Greek Cypriot 
territory would have been returned, the influx of Turkish settlers 
would have ended, all Christian places of worship would have been 
opened, and a maximum of 6000 Turkish soldiers would have remained 
on the island. Additionally, half of the territory of the British 
Sovereign Base Areas would have reverted to the \"United Cyprus 
Republic.\" 


4. (SBU) Cypriots\' rejection of the Annan Plan had prevented these 
positive developments from occurring, Themistocleous lamented. As a 
direct result, majorities in both communities now considered the de 
facto division of the island acceptable, and the prospect of 

permanent partition was gaining support both locally and abroad. EU 
institutions and other international players already recognized 

Turkish Cypriot authorities indirectly, and frequently were inviting 

them to various international fora. The Turkish Cypriot property 
commission stood a good chance of being accepted as an effective 
domestic remedy, potentially trumping a favored G/C tack of 

attacking Turkey\'s \"occupation\" of north Cyprus through the property 
cases at the ECHR. Finally, G/C properties north of the Buffer Zone 
were being developed so quickly, that in three to four years, \"there 
would be no property issue left to discuss 


Finding the Good in the Annan Plan 

5. (SBU) To reverse course and prevent permanent partition of 
Cyprus, Themistocleous proposed resumption of negotiations on the 
Annan Plan. Talks would be closed-ended, taking place between March 
and August 2008. His plan culminated in new referenda, to be 
presented to both communities the following fall. The Greek Cypriot 
side\'s goal should be to improve certain aspects of the Annan Plan, 
not to re-write it completely, which the Turkish Cypriots would 
dismiss out of hand anyway. Papadopoulos had failed to seek such 
revisions in the last round of the 2004 talks, Themistocleous 

fretted; the G/C community must not miss another opportunity. 


6. (SBU) He was well-aware his message resonated with only a small 
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minority of Greek Cypriots, and sadly remarked that, under the 
current administration, his compatriots had come to prefer partition 
to reunification. Themistocleous expected to garner 1-2 percent of 
the popular vote in February. In this extremely adverse climate, 
however, an actual result falling on the high side of the range 
would mark success. 


Some Races Are Won by Just 1-2 Percent 


7. (SBU) The Cypriot election system requires an absolute majority 
for the election of the president, and many races require a second 
round seven days later. Before the runoff, failed candidates, small 
parties and even influential personalities suddenly acquire great 
importance and engage in hard bargaining with the two top candidates 
in order to trade their support for cabinet seats or other 

high-ranking positions. 


8. (SBU) Front-runners seem unlikely to be knocking on 
Themistocleous\'s door come February, however, owing mainly to his 
unpopular pro-solution bent. Further, in our meeting he proved 
unable or unwilling to explain how he might \"shop\" his vote haul to 
runoff candidates in hopes of influencing their platforms. His 
supporters, Themistocleous claimed, were independent thinkers, 
pro-solution and smart enough to make their own decisions. 


Comment: 

9. (SBU) Not endorsing his preferred runoff candidate appears a 
wise move for Themistocleous. His support likely would function 
more as a kiss of death than helping hand anyway, since Annan 
supporters in Greek Cyprus currently trail undertakers and tax 
collectors in popularity. Additionally, Themistocleous\'s tendency 
to speak his mind, coupled with the current establishment\'s 
relentless defamation campaign, have made him a political outcast. 
Nonetheless, while other moderates and pro-solution politicians are 
laying low or adjusting positions to respond to the hard-line public 
sentiment, Themistocleous has shown admirable courage in publicly 
defending views now synonymous with treason. All for naught, 
unfortunately. End Comment. 


Biographical Information 


10. (U) Costas Themistocleous was born in 1949. He studied 
Economics and Political Science at the University of Athens, and did 
graduate studies in Economic Development in London. Themistocleous 
began his professional career as an employee of the Communist party 
AKEL, first in London and later in Cyprus as a journalist for the 

AKEL newspaper HARAVGHI. In 1982, he joined the AKEL-affiliated 
labor organization PEO and was placed in charge of international 
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relations and relations with Turkish Cypriot labor organizations. 


11. (U) In 1990, Themistocleous broke with AKEL and helped form 
ADESOK, the Socialist Democratic Renewal Party. Soon after, he won 
the vice-presidency of ADESOK, holding the position until December 
1996 when the party merged with the Free Democrats Movement of 
former President George Vassiliou. He was elected General Secretary 
of the new party formed out of the merger, the United Democrats. 
Themistocleous was appointed Minister of Agriculture, Natural 
Resources and Environment after President Clerides\'s re-election in 
February 1998, serving until the end of the administration in 2003. 


12. (U) In 2006, he resigned from his post as General Secretary of 
the United Democrats when his statement that Greek Cypriots should 
stop using derogatory terms such as \"pseudo\" when referring to 
Turkish Cypriot officials caused an uproar. Earlier, Themistocleous 
was embroiled in controversy when the pro-government, sensationalist 
tabloid \"Pontiki\" published a copy of a check for 30,000 CYP issued 
in Themistocleous\'s name and signed by two Turkish Cypriot 
businessmen. His explanations that the money was to be used as the 
capital for the first joint G/C-T/C company legally registered in 

the RoC fell in deaf ears. Together, the two \"scandals\" tarnished 

his and the United Democrats\' reputations. 


13. (SBU) Themistocleous has written numerous articles on the 
Cyprus problem and is an ardent supporter of rapprochement between 
the Turkish- and Greek-Cypriot communities. He has participated in 
many bi-communal seminars and conflict resolution workshops in 
Cyprus and abroad. In 1995, he participated in the Fulbright 
Commission-funded Public Policy Leader\'s Workshop, known as 
\"Coolfont\", in Virginia, U.S.A. Costas Themistocleous is married to 
Avgi, a high school art teacher, and has three children. He speaks 
English well. 
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E.O. 12958: N/A 
TAGS: OIIP, PGOV, PHUM, KJUS, PREL, PA 
SUBJECT: JournalistsQ Union Backs Down on Backing Chavez 


REF: Asuncion 444 


1. Responding to a fierce backlash over its defense of Chavez 

decision not to renew RCTVQs license, the SPP reversed course on the 
communiqu issued May 29th (reftel). The majority of SPP members 
voted 6/1 to issue a new communiqu that rejects Qthe attack on 

press freedom. 


2. The new communiqu issued 6/2 reads as follows: QAfter a long and 
ample debate of ideas about freedom of expression, the SPP 
membership considered it necessary to issue a statement which 
reflects the new institutional position of the JournalistsQ Union. 

In that sense, the plenary session of the membership of the Union 
considers the denial of RCTVQs license a threat to freedom of the 
press and expresses solidarity with the affected Venezuelan 
colleagues. 


FITZPATRICK 
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E.O. 12958: N/A 

TAGS: PGOV, PINR, PHUM, ELAB, ECON, BR 

SUBJECT: WHITHER THE LULA ADMINISTRATION - A PT EX-DEPUTYVS 
PERSPECTIVE 


REF: (A) SAO PAULO 367; (B) BRASILIA 555; 
(C) SAO PAULO 129; (D) BRASILIA 149; 
(E) 06 SAO PAULO 449 


SENSITIVE BUT UNCLASSIFIED - PLEASE PROTECT ACCORDINGLY. 


1. (SBU) Workers Party (PT) stalwart and former Federal Deputy Luiz 
Eduardo Greenhalgh sees President Lula as working for the first time 
in his career without a real power behind the throne, either in the 
government or in his party. This situation has turned Lula into a 
political operator who makes his own deals. Greenhalgh cited Lula\'s 
distancing himself from his own party and political base (as 

illustrated by recent Cabinet decisions which short-changed the PT) 
as evidence that he is not, contrary to rumor, trying to position 

himself to make a presidential comeback in 2014. While Lula\'s 
coalition-building efforts have been impressive, they have not been 
matched on the policy side. The only major policy initiative to 

emerge in the first five months of Lula\'s second term is the Growth 
Acceleration Plan (PAC), which remains stalled and is viewed by some 
observers as at best a bundle of good intentions. End Summary. 


2. (U) Luiz Eduardo Greenhalgh served as a Federal Deputy from Sao 
Paulo from 1997 through 2006, when he failed to win re-election. 

One of many founders, along with President Lula, in 1980 of the 
Workers Party (Partido dos Trabalhadores - PT), he has served as a 
PT Vice-President and Secretary of International Relations, as well 

as Vice-Mayor of Sao Paulo (1989-92). In February 2005, he was the 
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party\'s candidate for President of the Chamber of Deputies, but lost 
when a rival within the party decided to seek the job, effectively 
splitting the pro-government vote. During his years in Congress, 
Greenhalgh was strongly identified with the Landless Movement (MST) 
and with promotion of human rights. In a recent conversation with 
Poloffs, Greenhalgh shared his irreverent views on the current state 

of play in the PT and in the Lula administration. His opinion on 
relations between Lula\'s government and the MST are reported ref A. 


3. (SBU) Greenhalgh attributed his own failure to be re-elected 

last October to three factors: Loss of support from social security 
beneficiaries due to his support for social security reform; loss of 
support from MST militants as he distanced himself from the landless 
movement; and the public\'s general weariness with the PT as a result 
of the political corruption scandals (though he acknowledged that 

this disillusion did not prevent several PT Deputies who were 

actually implicated in the scandals from being re-elected). He has 
returned to his private law practice and remains active on the human 
rights front. He told us he had been offered the position of 

National Secretary of Human Rights, but did not accept because Paulo 
Vanucchi was not ready to relinquish his office for another six 

months, and Greenhalgh did not want to wait. 


4. (SBU) Historically, Greenhalgh said, President Lula was never a 
political organizer or operator. Rather, he was the \"star\" or 

\"talent\" of the PT, surrounded by able handlers and managers who 
would bring him out to make speeches and inspire the faithful. 

There was always somebody in the shadows pulling the strings, 
whether Jose Genoino (erstwhile PT president), Jose Dirceu (Chief of 
Civil Household until June 2005), or Antonio Palocci (Finance 
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Minister until March 2006). Others took care of fund-raising, 
organizing, and expanding the party\'s reach and influence. 


5. (SBU) However, late last September, in the last days of the 

first round of the election, Lula was suddenly deprived of his 

campaign manager when Ricardo Berzoini removed himself after being 
implicated in the \"dossier\" scandal, in which PT insiders and 
employees of Lula\'s campaign and that of Sao Paulo gubernatorial 
hopeful Aloizio Mercadante were accused of perpetrating a media 
smear campaign against opposition gubernatorial candidate Jose 
Serra. Officially, Marco Aurelio Garcia, Lula\'s foreign affairs 

advisor, took over as acting campaign manager and acting PT 
President, but in fact, according to Greenhalgh, Lula was 
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essentially running his own campaign for the four weeks of the 
second round. This experience (and especially his victory) 
convinced Lula that he was capable of \"directing the orchestra and 
at the same time singing the lead role in the opera.\" Though 
Berzoini has returned to the head of the PT, he is viewed as a weak, 
acquiescent leader, and Lula is increasingly making his own 
political deals and accommodations, and deciding strategies and 
tactics as well as policy, Greenhalgh said. Lula\'s current Chief of 
Civil Household, Dilma Rousseff, is viewed as more of a technician 
than a political manager. 


6. (SBU) It was Lula himself, Greenhalgh said, who united the 
hopelessly divided Brazilian Democratic Movement Party (PMDB), the 
largest single party, behind his government. He also brought other 
parties like the Democratic Labor Party (PDT) into his coalition. 

It was he who negotiated the recent Cabinet changes (ref B) to 
ensure that each party (and each faction of some parties) was 
satisfied. In so doing, Lula is increasingly distancing himself 

from the PT. His actions, Greenhalgh argued, indicate that he is 
clearly thinking about supporting a non-PT candidate for President 

in 2010. Elements in the party brought considerable pressure to 

bear on him to name former Sao Paulo Mayor Marta Suplicy (frequently 
mentioned as a possible successor) Minister of Cities or Minister of 
Education, but he wouldn\'t do it. Only her persistence and tenacity 
led him in the end to give her the less attractive Tourism 

portfolio, and the manner in which he conducted her swearing-in 
ceremony made clear his lack of enthusiasm. 


7. (SBU) The PT, Greenhalgh said, simply has few viable candidates 
- he and a staffer ticked off various names that came to mind, 

nixing each one - and apparently none that Lula really likes or 

fully trusts, so he will look elsewhere for somebody who will 

protect his legacy and let him retain influence. Ciro Gomes of the 
Brazilian Socialist Party (PSB), who Lula once said was the only 
person qualified to take over from him, is a perennial possibility, 
Greenhalgh said, or perhaps the PMDB can find a candidate to unite 
around. 


8. (SBU) Greenhalgh dismissed speculation that Lula\'s reluctance to 
anoint a PT successor might signal his intention run to again in 

2014. According to this commonly held view, Lula, who is precluded 
by constitutionally-mandated term limits from running again in 2010, 
would like to see a weak candidate without a strong political base 
elected as his successor so that he can return to the field in 2014 
(when he will again be eligible) with a good chance of winning. 

Asked why he thought this scenario was unrealistic, Greenhalgh 
pointed to the recent change at the Ministry of Labor, in which 
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Minister Luiz Marinho, a former president of the powerful Unified 
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Workers\' Center (CUT - the nation\'s largest labor confederation), 
was transferred to the Social Security Ministry and replaced by 
Carlos Lupi, President of the Democratic Labor Party (PDT). This 
surprise, last-minute move so angered Marinho that he considered 
quitting altogether. Paulo Pereira da Silva (no relation to Lula), 
head of the Forca Sindical, the CUT\'s main rival, is a recently 
elected PDT Federal Deputy. In essence, Greenhalgh said, Lula is 
turning the Labor Ministry over to the Forca Sindical to the serious 
detriment of his historical allies in the CUT. The CUT was founded 
in 1984 by many of the same people who founded the PT. It has 
served as a sister organization to the PT, and several of its 

leaders serve on the PT\'s National Directorate. Lula would never 
alienate his base in this way if he had any plans for a political 
future, Greenhalgh argued. 


9. (SBU) Greenhalgh\'s insights into President Lula\'s plans and 
strategies ring true in many respects, but at times he gives Lula 
more credit than he deserves. While Lula\'s coalition-building 
efforts - \"conducting the orchestra\" - have been impressive, they 
have not been matched on the policy side (\"singing the lead role\"). 
The only major policy initiative to emerge in the first five months 

of the second term is the Growth Acceleration Plan (PAC - ref D), 
which many observers consider at best a bundle of good intentions 
that is unlikely to stimulate much economic growth. His 
administration is working hard to maximize and retain Brazil's 
advantage in the area of ethanol, but beyond that it is difficult to 
see much action on any front, especially pursuit of the structural 
political and economic reforms most Brazilians consider essential 
for their country\'s future. End Comment. 


10. (U) This cable was coordinated with Embassy Brasilia. 
MCMULLEN 
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SUBJECT: SPAIN: ETA ANNOUNCES THE END TO ITS \"PERMANENT 
CEASE-FIRE\" 


REF: A. MADRID 449 
B. MADRID 001 
C. 2006 MADRID 2435 
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Classified By: DOM HUGO LLORENS FOR REASONS 1.4 (C) AND (D) 


1. (C) Summary. In the early morning hours of June 5, the 
terrorist group ETA published a communiqu in the electronic 
editions of key Basque media outlets, announcing that it 

would end its 14-month \"permanent cease-fire\" beginning at 
midnight on June 6, and threatening to \"reopen its activities 

on all fronts in defense of the Basque homeland.\" ETA blamed 
the Zapatero government for not allowing the minimal 
democratic conditions necessary to create a process of 
negotiation.\" Our contacts in the Spanish government have 
told us for weeks that they expected ETA to resume violence 

in advance of national elections due early next year, but 
Spanish security forces went on high alert in recent days as 
evidence surfaced that ETA would soon break its cease-fire. 
ETA has broken past cease-fires by striking hard, and we may 
see a string of bombings or assassination attempts in the 
coming days and weeks as a show of ETA force. On the 
defensive and under continued criticism by the opposition 
Popular Party for his ETA policies, President Zapatero 
immediately called a press conference on the morning of June 
5 to provide the GOS response to the latest ETA challenge and 
said that his government would act just as previous Spanish 
governments had and counter ETA with democratic values and 
institutions, international cooperation, and Spanish security 
forces" End Summary. 
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2. (U) Spaniards woke this morning to the news that ETA had 
posted an electronic communiqu overnight in which it 

declared it would end its 14-month \"permanent cease-fire\" 
beginning at midnight on June 6. ETA blamed the Zapatero 
government for the breakdown by providing only 
\"pseudo-solutions\" to its demands and by responding to a halt 
in ETA violence with \"detentions, tortures and persecutions.\" 


3. (C) Our contacts within the Spanish government have told 

us for weeks that ETA\'s return to violence was imminent, and 
Interior Minister Rubalcaba expressed his view to the 
Ambassador last month that it was not a question of \"if, but 
when\" ETA would strike again. Spanish security forces have 
been put on high alert in recent days, and ETA\'s past history 

in breaking cease-fires suggests that the group will try and 
launch a string of bombings or assassination attempts to 
demonstrate its present capability. Recent years of 

stepped-up Spanish law enforcement actions have netted many 
ETA leaders and greatly weakened the organization, but ETA 
struck back on December 30 by detonating a massive bomb at a 
parking garage at Madrid\'s Barajas International Airport that 
claimed the lives of two individuals. The terrorist group 

said at the time that the cease-fire was \"still in force,\" 

though it continued to provoke street violence in the Basque 
region as well as its extortion of Basque businesses to raise 
money. All indications now are that we may be at a return to 
open warfare between ETA and the Spanish government. 


//ZAPATERO AGAIN ON THE DEFENSIVE// 


4. (SBU) President Zapatero called a press conference for the 
morning of June 5 to provide the official GOS response to the 
latest ETA challenge. Zapatero responded to ETA\'s de facto 
declaration of war by saying that the Spanish government will 
counter this threat by using \"the rule of law, international 
cooperation, and Spanish security forces,\" just as previous 
Spanish governments have done. This was a direct reminder to 
the Spanish public that the Aznar government had also opened 
negotiations with ETA, which also resulted in failure and 
renewed ETA violence. Zapatero ended the press conference by 
saying that he believes the Spanish people will obtain peace 
\"sooner rather than later,\" and that he will do all within 

his power to see that this is accomplished as soon as 

possible. The Zapatero government appeared weak in its 

initial reaction to the December 30 airport bombing, but soon 
regained its balance as the opposition Popular Party\'s (PP) 
shrill criticism failed to garner any significant gains in 

the polls. Zapatero likely will try to show a strong hand in 
response to this ETA announcement. During the press 
conference June 5, he was flanked by Interior Minister 
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Rubalcaba, whom he had rebuked for getting out ahead and 
calling negotiations with ETA over following the December 30 
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airport bombing, only to go along with Rubalcaba three days 
later. 


5. (C) Zapatero will find his maneuvering room increasingly 
limited after past controversial ETA-related decisions (such 

as allowing a hunger-striking ETA assassin to be remanded 
from prison to a hospital for treatment, and permitting a 
political party with ties to ETA to field candidates in 

Basque municipal elections) were vehemently criticized by the 
PP and ETA victims organizations. The PP is coming off a 
solid showing in Spain\'s May 27 regional elections, based in 
part on voter rejection of Zapatero\'s ETA policy in some 
regions, and the party vows to make this issue the 

centerpiece of its campaign for national elections that must 
take place by March 2008. Zapatero phoned PP leader Mariano 
Rajoy on June 5 to request a meeting next week to discuss the 
GOS anti-terrorism policy, but this will unlikely abate 

Rajoy\'s criticism. 


6. (C) Comment. We have reported throughout the cease-fire on 
the difficulties facing the fledgling peace process, which 

has now become totally unraveled. Both ETA and the 
government find themselves boxed into a corner by their own 
actions and pressure from opposing forces, and the middle 
ground was not sustainable. Leaders of ETA\'s political wing 
Batasuna sold the peace process to its more radical 

supporters as the only viable entry ramp into political 
negotiations. However, as the peace talks bogged down ETA\'s 
more radical elements became disenchanted, culminating in the 
December 30 bombing at Barajas airport. We agree with our 
GOS contacts that ETA\'s radical wing continues to drive the 
agenda, which includes the announcement of the end of the 
cease-fire. The opposition Popular Party will play this 

issue to the hilt, beginning with a demand that Zapatero\'s 
Socialist allies in the region of Navarra not form a pact to 
govern with Navarran nationalists (thus likely keeping the 

PP\'s ally in control), and will continue to attack the 

Zapatero government on the ETA issue throughout the national 
elections campaign. Nevertheless, the PP has to be careful 

not to cross the line between what is justified criticism of 

the government\'s mishandling of ETA, and being seen as 
disloyal to the sitting government on an issue of supreme 
national importance. Zapatero\'s public statements today in 
response to the ETA announcement do not appear to presage any 
change in policy, and the real challenge will come if and 
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when ETA is able to carry out another successful attack. 
While ETA has not specifically targeted Americans in the 
past, the Embassy is stepping up its vigilance. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkk 


CHRONOLOGY OF KEY EVENTS IN THE ETA PEACE PROCESS (2006-2007) 


2006 
March 22 - ETA declares \"Permanent Cease-fire\" 


March 23 - Cease-fire takes effect 


May 21 - Zapatero says he will announce in June the start of 
direct talks with ETA 


June 26 - Zapatero announces that he will begin \"long and 
difficult\" peace talks with ETA 


August 18 - ETA claims peace process \"immersed in an obvious 
state of crisis\" 


September 23 - Alleged ETA gunmen announce refusal to disarm 
until the region gains its independence 


December 29 - Zapatero expresses confidence in the prospects 
for peace in the Basque region and predicts further 
improvement 

in the coming year 


December 30 - ETA detonates large explosive device at Madrid\'s 
Barajas International Airport, killing two individuals (ETA\'s 
first mortal victims in three years) 


December 30 - Zapatero announces the \"suspension\" of dialogue 
with the terrorist group 


2007 
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January 2 - Interior Minister Rubalcaba announces that the 
peace 
process is \"broken, liquidated, finished\" 


January 9 - ETA releases communiqu claiming responsibility 
for 

Barajas bombing, but saying the cease-fire is \"still in 

effect\" 
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March 7 - GOS remands a hunger-striking, convicted ETA 
assassin 

to a hospital for treatment and allows his to serve remainder 
of his sentence under house arrest 


May - GOS allows political party ANV (with ties to ETA 
political 
wing Batasuna) to run in the May 27 regional elections 


June 5 - ETA releases communiqu that permanent cease-fire\" 
will 
end at midnight June 6 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkk 


AGUIRRE 


110927 

OO RUEHWEB 

DE RUEHTC #1061/01 1561244 

ZNR UUUUU ZZH 

O 051244Z JUN 07 

FM AMEMBASSY THE HAGUE 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9363 
INFO RUEAIIA/CIA WASHDC PRIORITY 
RUCPDOC/DEPT OF COMMERCE WASHDC PRIORITY 
RHEBAAA/DEPT OF ENERGY WASHDC PRIORITY 
RUEKJCS/SECDEF WASHDC PRIORITY 
RHEHNSC/NSC WASHDC PRIORITY 
RUEKJCS/JOINT STAFF WASHDC PRIORITY 


SIPDIS 
SIPDIS 


STATE FOR ISN/CB, VCI/CCB, L/ACV, IO/S 
SECDEF FOR OSD/ISP 

JOINT STAFF FOR DD PMA-A FOR WTC 
COMMERCE FOR BIS (GOLDMAN) 

NSC FOR LEDDY 

WINPAC FOR WALTER 


E.O. 12958: N/A 

TAGS: PARM, PREL, CWC 

SUBJECT: CHEMICAL WEAPONS CONVENTION (CWC): WRAP-UP FOR THE 
WEEK ENDING JUNE 1 
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1. (U) With regard to the Director General\'s paper dated May 
25, the delegation notes that most of the text addresses the 
history of selection from the TS perspective, and its 

rationale for making the changes. There basically were two 
options: a two-step method analogous to what is currently 
being done and a one-step process. Both have pros and cons. 


2. (U) A two-step process with the first step selection of 

the number of inspections in each State Party with 
probability proportional to 1 0.5 sqrt (#OCPFs) has the 
advantage that states with inspectable OCPFs can have a feel 
for their expected number of annual inspections. However, it 
would not take into account whether the SP has facilities 
judged highly relevant to the CWC. The second step would 
randomly choose the facilities to be inspected using 
probability proportional to 1 0.5 sqrt (A14), but in the 

event that the SP has only low relevance facilities, it would 
be able to select only low \"value\" sites. 


3. (U) The one-step process presented has the disadvantage 
that SPs will not be able to consistently predict their 

expected number of inspections. The advantage to the TS is 
that the selection is a function of both the number of 

facilities and the facilitiesW relevance, meaning that the 
inspections will focus on the states with large, relevant 
industries (this will impact Japan more than the U.S.). 


4. (U) Finally, the TS proposal continues some of the less 
desirable elements incorporated into the current method, such 
as resampling a mere five percent of sites yet to be 

selected. While noting that over half of the SPs have had at 
least half of their facilities inspected (and 17 SPs have had 

all of them inspected), this means that the burden on SPs 
with large industries (Germany, UK, Italy, Japan, U.S. and 
China) will eventually be providing 95 per cent of the 
inspections. 


5. (U) With regard to the new proposal from facilitator Luis 
Garcia (Spain), the delegation view is that it has become 

even less acceptable. First, the facilitator has accepted 

the NAM/German view that the anonymous list can include only 
the number of subsites and the product group code (see 
Verification Annex IX Section C, para 4). In a nod towards 
those states wanting more site information, he has included 

the TS assessment of whether the site is highly, moderately 

or less relevant to the CWC. This makes it impossible to 

make reasonable selections. 


6. (U) Second, the facilitator has put a limit of five 
points on the facility selections, requiring SPs to choose at 
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least 20 facilities. Given that this is an anonymous, 
uninformative list of facilities, the delegation sees no 

reason why a state could not choose to put 50 points on a 

given site. There is no reason to further \"protect\" 

facilities from selection. Third, the required 40 states 

needed to make nominations before the TS must take them into 
account is a pretty large number, over half of the states 

with declarable OCPFs. While one could possibly live with 

it, the del sees it as a third strike. 


7. (U) The facilitator asked if the U.S. could join 
consensus on his proposal, and del rep replied that this was 
absolutely not possible. 


8. (U) In the May 29 WEOG meeting, the Netherlands reported 
that Iran mentioned China\'s willingness to serve as 

facilitator for a new consultation on Article XI. France 
confirmed that they had heard the same directly from the 
Chinese delegation. 


9. (U) Also in the May 29 WEOG meeting, the budget 
co-facilitator (Diana Gosens, Netherlands) reported that the 
TS is to release its draft 2008 budget on June 22, the Friday 


SIPDIS 

before the EC. The co-facilitators intend to hold their 

first consultation during the first week of July, the week 
following the EC. Subsequent meetings would be held after 
the summer break. Gosens reported that the inspection 
numbers in the draft budget will remain at their 2007 budget 
levels - 200 total. 


10. (U) Javits sends. 
GALLAGHER 
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SUBJECT: MOVING FORWARD ON NUCLEAR REGULATORY COOPERATION 
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Classified By: CDA Peter Bodde, For Reasons 1.4 (b),(d) 


1. (S) Summary: On May 24 and May 31, PolOff met with 
Kamran Akhtar, Director of the Disarmament Cell at the 
Ministry of Foreign Affairs, to discuss cooperation between 
the Department of Energy\'s National Nuclear Security 
Administration and Pakistan\'s Nuclear Regulatory Agency. 
Akhtar said the Ministry would consider supporting nuclear 
cooperation between the two bodies, but that an interagency 
discussion of specifics, which would need to precede any 
formal cooperation, had not yet taken place. Akhtar also 
noted Pakistan would consider participating in the Nuclear 
Smuggling International Technical Working Group meeting in 
Ume, Sweden in late June. End Summary. 


Interagency discussion needed 
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2. (S) PolOff reviewed with Akhtar the Energy 
Department/Nuclear Regulatory Agency discussions that took 
place in March in Islamabad. Akhtar indicated that any draft 
Memorandum of Understanding outlining specific areas of 
cooperation between the two bodies would need to be vetted 
through the Pakistan Military\'s Strategic Plans Division, the 
Pakistan Atomic Energy Commission, and the Foreign Ministry 
before the Chairman of the Nuclear Regulatory Agency, Jamshed 
Hashmi, could sign the Memorandum. Akhtar understood the 
purpose of the proposed June visit to Islamabad by Energy and 
State officials was to finalize details of the draft 

Memorandum and to discuss specific steps toward progress ona 
proposed action plan for cooperation. That said, he was not 
hopeful the internal Pakistani discussion would be far enough 
along by then to merit such a visit. 


The Ministry\'s concerns 


3. (S) Akhtar noted his worry that some of the areas of 
cooperation in the draft Memorandum of Understanding were not 
under the purview of the Nuclear Regulatory Agency. It would 
therefore be necessary to bring the Atomic Energy Commission 
into discussions and follow-up activities. Akhtar was also 
concerned about how the general public and nuclear community 
would react to increased cooperation between the U.S. and 
Pakistan. (Note: Pakistani officials frequently voice this 
concern over the public\'s reaction to U.S.-Pakistan 

cooperation on nonproliferation matters. The Foreign 

Ministry recently asked that all State Department-sponsored 
Export Control and Related Border Security (EXBS) training 
programs take place outside of Pakistan and under the public 
radar. End Note.) 


4. (S) According to Akhtar, the Government of Pakistan would 
likely express concern over a proposal in the action plan to 
conduct joint security assessments of certain sites. PolOff 
stressed it would be helpful to convey these concerns in 
writing. 


5. (S) PolOff raised the possibility of U.S.-Pakistan 

cooperation in removing U.S.-origin Highly Enriched Uranium 

fuel assemblies from Pakistan\'s PARR-1 nuclear reactor. 

Akhtar stated this proposal, like others, required 

interagency consideration. (Note: Akhtar hinted that while 

he understood Nuclear Regulatory Agency head Jamshed Hashmi 
supported U.S.-Pakistan cooperation to remove the spent 
assemblies, the opinion of the head of the Atomic Energy 
Commission would matter equally or more during interagency 
discussions. End Note.) 
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6. (S) Comment: The Foreign Ministry\'s concerns over 
proposed U.S.-Pakistan nuclear cooperation are not new. The 
Government of Pakistan would like to prove to the 

international community that it is cooperating robustly in 
training and other nonproliferation activities. Atthe same 

time, the Pakistani bureaucracy is worried the public will 

think increased nuclear cooperation with the U.S. compromises 
Pakistan\'s national security interests. We should continue 

to be sensitive to Pakistan\'s public affairs concerns on 
nonproliferation cooperation. We will also ensure future 
discussions on nuclear nonproliferation activities include 

the Foreign Ministry and the Atomic Energy Commission to 
avoid misunderstandings. Embassy looks forward to receiving 
from Washington an interagency-cleared draft Memorandum of 
Understanding on the terms of this cooperation. End Comment. 
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SUBJECT: INDIAN AMBASSADOR ACKNOWLEDGES MAOISTS ARE OUT OF 
CONTROL 


Classified By: Ambassador James F. Moriarty for reasons 1.4(b/d). 


Summary 


1. (C/NF) Indian Ambassador Shiv Mukherjee agreed with the 
Ambassador June 4 that the Maoists had intensified their 
campaign of threats and intimidation. Mukherjee admitted he 
was being recalled by the Government of India (GO!) for 
consultations amid fears that the Maoists were out of 

control. Mukherjee intended to request GOI permission to 
warn the Maoists that the GOI might reduce its engagement 
with Nepal if their behavior did not improve. He also 

planned to seek increased GOI pressure on the Government of 
Nepal (GON) to establish an election timetable as soon as 
possible. Mukherjee indicated that the GOI was urging the 
GON to resolve problems in the Terai, including the 

activities of the Janatantrik Terai Mukti Morcha, that 

continued to threaten Nepal\'s future stability. He expressed 
concern as well that the UN Mission in Nepal was looking to 
expand its mandate to include brokering talks between the 
Madhesi rights groups and the GON, a move the GOI would not 
support. 


Mukherjee Fears Maoists Out of Control 


2. (C/NF) The Ambassador expressed concern to Indian 
Ambassador Shiv Shankar Mukherjee on June 4 that the Maoists 
appeared to be dividing into two camps: \"the hard-liners and 

the harder-liners.\" Unified by the common objective of 

seizing total control of the state, both camps differed only 

in strategy. Mukherjee agreed and said that he had been 
recalled for consultations in New Delhi amid rising fears 

that the Maoists were out of control. The Ambassador stated 
that the more severe Maoist hard-liners had intensified 

threats and intimidation to up the pressure on the political 

parties and business community and were pushing for a massive 
increase in confrontation with the government. The less 

severe Maoists intended either to postpone the Constituent 
Assembly election indefinitely or to win the election through 
massive fraud and intimidation. Either strategy would have 

dire consequences for the Nepali people. Mukherjee asserted 
that the Maoists lacked popular support and would have to rig 

an election to win. 


Indian Ambassador Will Seek to Rein In Maoist Abuses 
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3. (C) The Indian Ambassador believed his government needed 
to try to rein in Maoist abuses. He intended to seek New 
Delhi\'s permission to tell the Maoist leadership that the 
Government of India (GOI) would walk back its engagement with 
Nepal if they did not improve their behavior. Mukherjee 
appeared frustrated that the Maoists had upped their 
intimidation campaign, particularly through the Young 
Communist League (YCL), against political parties and 
businessmen despite GOI intervention. 


India To Push Hard For Election Timetable 


4. (C) In New Delhi, Mukherjee intended to request GOI 
support to push publicly for the Government of Nepal (GON) to 
set an achievable timetable for elections. Mukherjee was 
worried that the current trajectory in Nepal could lead to a 
Maoist takeover. He believed that a decision on elections 

and adequate preparations for the election would help 

forestall Maoist advances. Mukherjee also indicated that he 
was liaising with Nepal\'s political parties to negotiate a 

firm election date. 


Ongoing Problems in the Terai 


5. (C) The GOI was working to calm down the situation in the 
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Terai, Mukherjee said. The Ambassador pointed out that 
Maoist Minister for Forestry Matrika Yadav, who was also the 
head of the Maoist Madhesi National Liberation Front, had 
recently announced a month-long protest program in the Terai. 
The program would begin June 7 with the objective of 
declaring a republic. Mukherjee did not appear to have 
focused on the Maoist program. He expressed concern that 
Madhesi People\'s Rights Forum (MPRF) President Upendra Yadav 
planned to visit the U.S. The Ambassador assured him that 
the U.S. Government was not funding Yadav\'s visit. (Note: 
Upendra Yadav plans to travel to the U.S. in June at the 
request of the Association of Nepalese in America (ANA). End 
Note.) The Ambassador worried that problems in the Terai 
threatened to tear apart the country if not addressed soon. 

He predicted that, if the Maoists were to seize power in 
Kathmandu, they could face a civil war in the Terai. The 

U.S. would continue to support the legitimate demands of the 
Madhesi people, but would not tolerate violence, the 


Column 3 
Ambassador added. 


GON Should Talk With Janatantrik Terai Mukti Morcha 


6. (C) The Ambassador expressed grave concern that the two 
factions of the Janatantrik Terai Mukti Morcha (\"People\'s 
Terai Liberation Front\") (JTMM) posed a serious threat to 
Nepal\'s future stability. Mukherjee agreed that, although 

the JTMM groups were small in size, they could create a great 
deal of trouble for the GON. He said he had advised the GON 
to initiate a dialogue with the JTMM, while strictly 

enforcing law and order with respect to JTMM criminal 

activity. 


Dissatisfaction With UN in Nepal 


7. (C) Mukherjee indicated there was concern in New Delhi 

that the UN Mission in Nepal (UNMIN) was looking for an 
expanded mandate to include brokering talks between the 
Madhesi rights groups and the GON. The GOI would oppose any 
such UN move, he asserted. The Ambassador agreed that the UN 
first needed to fulfill its current mandate, particularly in 

the area of pre-election observation. He noted that UNMIN 

Chief lan Martin continued to push for the appointment of a 
high-level joint (GON and Maoist) commission to oversee 
implementation of the Comprehensive Peace Agreement and for 
the appointment of commissioners to the National Human Rights 
Commission (NHRC). Mukherjee said both these initiatives 

were laudable; monitoring of, and reporting on, Maoist abuses 
needed to be strengthened if security were to return to the 
countryside. The Indian Ambassador also agreed that the UN 
Office of the High Commissioner for Human Rights should not 
ignore Maoist violations while holding the GON to account. 


Comment 


8. (C) Overall, the Indian Ambassador was more pessimistic in 
his assessment of Maoist actions and intentions then ever 
before. The GOI seems to have moved past its post-April 1 
euphoria over its success in pressing the Seven-Party 
Alliance to include the Maoists in an interim government. 
Mukherjee at least now appears to realize that the Indians 
have little influence over the Maoist leadership. Overall, 
the meeting left us hopeful that the GOI will, to the extent 
possible, increase pressure on the Maoists to meet their 
commitments on combatant verification, the return of 
property, and the end of their terror campaign. 

MORIARTY 
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E.O. 12958: DECL: 06/04/2017 

TAGS: PREL, KE, ET 

SUBJECT: KENYA: PROVINCIAL COMMISSIONER ON RELATIONS WITH 
ETHIOPIA 


REF: A. NAIROBI 2072 


B. 06 NAIROBI 4377 
C. 06 NAIROBI 4313 


Classified By: Classified by PolCounselor Andre for reasons 1.4 B & D. 


1. (C) Summary: Enhanced Kenyan-Ethiopian security and 
administrative coordination at the regional/provincial level 

is lowering tensions between the feuding Gabra and Borana 
(Oromo) communities and improving relations at border 
crossing points. However, Kenya\'s Provincial Commissioner 
for Eastern Province claims that Ethiopia persists in taking 
unannounced unilateral actions against alleged Oromo 
Liberation Front fighters inside Kenyan territory. These 
intrusions, along with an extensive Ethiopian informants 
network, have been a feature of the border region for many 
years, according to other interlocutors in northern Kenya 
(see ref B), causing local Kenyans to question whether their 
government truly controls the area. End Summary. 


Column 3 

2. (SBU) Kenya\'s Provincial Commissioner (PC) for Eastern 
Province, which includes a 350 kilometer stretch of border 
from Lake Turkana to Moyale, spoke with PolCouns about 
security and administrative coordination with his Ethiopian 
counterparts. Initially, he spoke only about enhanced 
coordination at the local level on the issue of preventing 
Gabra/Borana (Oromo) communal violence in the border region. 
He did not respond to PolCouns inquiries about the presence 
of Oromo Liberation Front (OLF) fighters in the region. He 
noted an increased tempo of meetings among Kenyan and 
Ethiopian local officials and between those officials and 
community elders, confirming much of the information relayed 
in ref A. These meetings were paying off as tensions between 
the two communities had reduced considerably. He further 
noted that border tensions evident during a polcouns trip to 
Moyale in July 2006 had dissipated. This observation is 
confirmed by other interlocutors resident in Moyale. 


3. (C) Eventually, the PC relented and spoke frankly about 

the OLF issue. He expressed frustration that despite 
demonstrated Kenyan security cooperation in identifying and 
arresting OLF fighters on sabbatical in Kenya, the Ethiopians 
still took unannounced unilateral actions violating the 

border. He spoke of a recent incident when a \"pro-government 
Oromo militia\" crossed into Kenya \"occupied one of our Borana 
villages, interrogated the population, then kidnapped several 
Kenyan suspects.\" The PC claimed, \"when we protested, they 
released some of the captives. From their condition we could 
see they had been tortured.\" Further Kenyan protests 
produced \"Ethiopian assurances that the militia commander 
responsible for the incident had been \'suspended,\' but we do 
not know what this means nor do we find that sufficient.\" 


4. (C) Comment: Provincial Commissioners answer directly to 
the Minister for Internal Security and Provincial 

Administration. They are senior-level Kenyan officials. The 
PC\'s comments echo observations made by his subordinate, the 
District Commissioner for Moyale (ref C). Kenya and Ethiopia 
are cooperating closely on Somali affairs, but it appears 

that Ethiopian officials at the regional level are choosing 

not to respect Kenyan sovereignty. These intrusions, along 
with an extensive Ethiopian informants network, have been a 
feature of the border region for many years, according to 
other interlocutors in northern Kenya (see ref B), causing 

local Kenyans to question whether their government truly 
controls the area. 

RANNEBERGER 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/05/2017 
TAGS: ECON, EFTA, ETRD, PREL, SY 
SUBJECT: SYRIA\'S WTO DREAMS CONTINUE 


REF: A. DAMASCUS 0017 
B. DAMASCUS 0194 


Classified By: CDA Michael Corbin, for reasons 1.4 b/d 


1. (C) Summary: In the last several months, Syria has taken 
several public steps in an expressed desire to advance its 
WTO bid, including the formation of new committees on WTO 
accession planning, and the holding of several workshops and 
conferences designed to highlight their ongoing efforts to 

both domestic and international audiences. SARG officials 
continue to tout their progress on necessary economic reforms 
to qualify for accession, though outside observers are 
unanimous that their claims are highly inflated. End 

Summary. 


2. (C) The last several months have witnessed ongoing SARG 
efforts to be seen advancing its WTO bid. In March 2007, the 
SARG created four committees to prepare for negotiations. 
These new teams will cover the areas of: trade in goods; 
trade in services; intellectual property; and overall 

negotiation strategy. This last team is headed directly by 
Minister for Economy and Trade Amir Hosni Lutfi, while his 
deputies lead the others. Deputy Minister for Economy and 
Trade Ghassan al Eid told local media in early May that these 
committees have nearly completed the required filings for 
formal WTO accession negotiations. This echoes a remark made 
by Syrian Office for the Boycott of Israel Director Muhammad 
al-Ajami, who told EconOff on April 30 that Syria\'s WTO 
accession package was \"nearly complete\", adding that he 
believes the final version will have a \"no-Israel\" clause. 


3. (U) On the heels of the formation of the new committees, 
the Islamic Bank for Development and the Syrian Ministry of 


Column 3 

Finance co-sponsored a symposium in Damascus April 1-4 on 
joining the WTO. Thirty-five participants from seven Arab 
countries attended the sessions. SARG Minister of Finance 
Muhammad al-Husayn addressed the group and highlighted 
Syria\'s ongoing economic reform and modernization program, 
according to press reports. The symposium was designed to 
raise awareness on issues related to WTO accession, and the 
final component was a \"virtual negotiation round\", during 
which a mock-WTO committee posed questions to the applying 
nation\'s negotiating team. Lutfi highlighted Syria\'s 

economic reforms, commenting publicly that Syria\'s 
application - filed in 2001 - languishes due to opposition 

and interference by the U.S. and Israel. In early May, the 
Ministry of Economy and Trade and a German group held a 
four-day workshop in Damascus titled, \"Organizing Trade 
Policy Within the Framework of Economic Reform in Syria.\" 


4. (C) The SARG has made efforts to show progress on items 
related to qualifying for WTO accession as well. Lutfi met 

May 15 with Director of the Arab Bureau of the World 

Intellectual Property Organization (WIPO) Nahla Haider to 
discuss cooperation between the SARG and WIPO on protection 
of intellectual property rights (IPR). After the meeting, 

Haider told local media that efforts exerted thus far by the 

SARG to protect IPR reflected positively on economic 
development in Syria. 


5. (C) Comment: Syria\'s ongoing efforts to push their WTO 
application along seem more politically than economically 
motivated. Despite the lack of an economic plan to give 
meaning and direction to the SARG\'s WTO accession 
application, the regime still seems to be calculating that 

the political and public relations advantages of being seen 
attempting the accession process may help erode its 
international isolation. These efforts also appear more 
rhetorical than substantive. The four new committees, for 
example, exist more in name than reality, as they consist of 
between one and four members, all of whom have other duties 
and only meet by exception. 

CORBIN 
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RUEAIIA/CIA WASHDC IMMEDIATE 

RUEKJCS/SECDEF WASHDC//USDP:PDUSDP/ISA:EUR/ISA:NESA// IMMEDIATE 
RHEHAAA/NSC WASHDC IMMEDIATE 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/04/2017 

TAGS: PREL, PTER, IZ, TU 

SUBJECT: TURKEY/IRAQ: MESSAGE RECEIVED ON MUQTADA AL-SADR 
OUTREACH 


REF: STATE 77015 
Classified By: PolCouns Janice G. Weiner for reasons 1.4 (b) and (d). 


1. (S) We delivered reftel demarche June 5 to MFA Head of 
Section for Iraq Aydin Selcen. Selcen reported that GOT 
Special Envoy for Iraq Celikkol had met with Sadrist 
representatives during his May 27-28 visit to Baghdad, and 
that the Turkish Embassy in Baghdad maintained contacts with 
some Sadrists as part of Turkey\'s policy to reach out to all 
political elements in Iraq. While there had been general 
discussion of Sadr\'s representatives visiting Turkey at some 
point, no dates have been set. Selcen said the Foreign 
Ministry would report any such visit to us. 


2. (S) Selcen speculated that Sadr may be attempting to 
transform his movement to a \"more purely political force\" and 
that his apparent outreach to the Sunni Arab community may be 
part of this. We responded that Sadr\'s record -- including 
killing of CF and Iraqis, intimidation against ISF and 

civilians, and ties with Iran -- is still extremely 

problematic. We urged that, should Turkish interlocutors 
encourage Sadr to seek political reconciliation, they also 

make clear that his behavior until now has been unacceptable. 
Selcen acknowledged the point. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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SIPDIS 
SIPDIS 


DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/R/MR:STHIBEAULT AND 
JMCCARTER, VOA NEWS CA, NEA/PPD:CBOURGEOIS, AZAIBACK, AND 
AFERNANDEZ, IIP/G/NEA-SA MDAVIDSON 

WHITE HOUSE FOR NSC 

CENTCOM FOR CCPA 


E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Syria/Italy, Nahr al-Bared, International Tribunal, Golan, 
Iraq (6/5) 


1. Summary: Syrian papers on June 5 reported the June 4 arrival in 
Damascus of Italian Deputy Prime Minister and Foreign Minister 
Massimo D\'Alema who will hold talks with senior Syrian officials on 
bilateral relations and regional issues. 


As for developments in Lebanon, papers reported continuing fierce 
clashes in Nahr al-Bared, tension in the refugee camp of Ein 
el-Hilweh in Sidon, southern Lebanon, and the explosion that took 
place in Sad al-Bushiriyeh in northeastern Beirut. Papers also 
reported that Lebanese MP Mustafa Hussein has withdrawn from 
al-Mustagbal Bloc in rejection of the US plots against Lebanon. 


End of summary. 


2. Selected Headlines: 
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\"Italian Deputy Prime Minister and Foreign Minister Masimo Dalima 
arrives in Damascus. Dalima: Syria plays a positive role in the 
region; we maintain excellent relations with Syria\" 
(Government-owned Tishreen, 6/5) 


\"Tension prevails in Nahr al-Bared and Ein el-Hilweh refugee camps. 
An explosion in Sad al-Bushiriyeh in northeastern Beirut. Former 
Lebanese Prime Minister Salim al-Hoss: America prevents accord 
among the Lebanese people\" (Government-owned Al-Thawra, 6/5) 


\"Lebanese MP Mustafa Hussein withdraws from al-Mustagbal Bloc in 
rejection of the US plots against Lebanon\" (Government-owned 
Tishreen, 6/5) 


\"Amnesty International: Israel drowns Palestinians in poverty and 
misery\" (Government-owned Tishreen, 6/5) 


\"Cheney created mercenaries in Iraq\" (Government-owned Tishreen, 
6/5) 


3. Editorial Block Quotes: 


Abd-al-Fattah al-Awad, Chief Editor of government-owned Al-Thawra, 
wrote (6/5): \"Why is Syria the target of hatred...? The fact is 

that Syria has not accepted the roles that others designed for it. 

It has always been eager to have its own role, a Syrian role that 
helps formulate other roles, not only play them. The Syrian 
decision-maker, furthermore, never allowed the sovereignty and 
dignity of Syria -- people and country -- to be harmed. 


\"Within this context we can explain the political wnoredom and 
attempts to bargain over Syria\'s role and to usurp Syria\'s right to 
preserve its dignity and sovereignty... 


\"Despite offers to give the Golan back to Syria in return for 

Syria\'s abandonment of its role in supporting the Palestinian cause 
and regaining Arab rights, and despite the \'stabs\' that Syria has 
received secretly and in the dark, it has insisted that the return 

of the Golan in full be a Syrian right not open for bargaining or 
deal-making. Forty years after the occupation of the Golan, we find 
ourselves more determined to regain it in full. 


\"Syria has announced its readiness for peace, but we are completely 
sure that Israel is neither willing nor able to achieve it....\" 
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Izz-al-Din al-Darwish, an editorialist in government-owned Tishreen, 
wrote (6/5): The so-called \'moderate\' Arab media outlets lack 
credibility and adopt Israeli concepts, terminology, and 


interpretations... 


\"For example, these outlets try to absolve Israel of the systematic 
killing of Palestinians when they claim that Palestinians never stop 
firing missiles at Israeli towns, although the fact is that 

Palestinians are trying to defend themselves by using the most basic 
means available to them.... 

\"These Arab media outlets sometimes talk about Arab resistance and 
opposition with a kind of disdain, focusing on Syria, which refuses 

to surrender to the American-Israeli plan in the region, and on 
Lebanon\'s Hizbollah, which liberated most of south Lebanon from the 
Israeli occupation and inflicted a solid defeat on the Israeli 

occupation army in the July/August 2006 aggression. 


\"When these cheap and subservient media outlets talk about Syria, 
the timing is often mean, the words provocative, and the objective 
closely linked to what is happening on the ground, from Palestine to 
Iraq to Lebanon.... 


\"But these media outlets, which receive enormous funding to play 
this subversive role, cannot harm Damascus and its status. 


\"Syria has remarkable Arab, regional, and international support. 
Everyone returns to it on every matter related to the region. 
Superpowers have tried to isolate Syria to please Israel but have 
failed and have returned to talk with it on equal footing.... 


\"Let them say what they will. The day will come when their words, 
falsehoods, and poison backfire.\" 


Ibrahim Darraji, an editorialist in independent al-Watan, wrote 
(6/5): \"There are a number of scenarios regarding the results of 
investigations into the assassination of former Lebanese Prime 
Minister Rafiq al-Hariri and the work of the International Tribunal 
that will be formed under Security Council Resolution 1757. One of 
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the possibilities is to politicize the case fully and accuse 

official Syrian figures of involvement in the assassination. In 

this case, Syria must handle the matter calmly and wisely and not 
feel content with mere rejection and denial. 


\"Syria, in this case, must decide to try the suspects before the 
Syrian judiciary.... The Charter of the International Criminal Court 
as well as Paragraph 2 of Article 6 of Al-Hariri Tribunal itself 
allow this, provided that the national trial is fair.... 


\"Syria will have no problem here as long as we are confident that we 
are innocent. Then we commit ourselves to holding trials based on 
international judicial standards and leave it to our national 

judiciary to decide on conviction or acquittal.... This way Syria 

will be carrying out its duty and not giving others an excuse to 

target it on the pretext of lack of cooperation. Such a Syrian step 
would also help our friends at the Security Council defend our 
position and underline our commitment, especially since the 
imposition of penalties on the pretext of lack of cooperation would 
require a return to the Security Council for a new vote.\" 


Muhammad Khayr al-Jammali, an editorialist in government-owned 

Al-Thawra, wrote (6/5): \"President Bush\'s administration does not 

appear willing to put an end to the mad, bloody, destructive war it 

is waging in Iraq, despite the mounting American losses and the talk 
about reducing the troops by 50 percent and conducting a review in 

September.... 


\"President Bush wants to continue the war until complete defeat and 
to the last American soldier in lraq.... The increasing American 
losses mean that the defeat of the American Army will be the 
inevitable end of the hateful occupation unless a miracle happens 
and saves what is left of this army through a speedy withdrawal or 
based on a short timetable. \" 


Corbin 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: ELAB, PHUM, ECON, CU 
SUBJECT: CUBA: FREE LABOR SURVEY SHOWS DISILLUSIONMENT 


REF: HAVANA 391 


HAVANA 00000548 001.3 OF 002 


SENSITIVE BUT UNCLASSIFIED; HANDLE ACCORDINGLY 


1. (SBU) Independent labor leaders Carmelo Diaz and Aurelio 
Bachiller carried out a survey during April and May to 

measure the acceptance and impact of Labor Resolutions 187 
and 188, which went into effect on April 2. These were 
originally announced by the Council of Ministers last Fall, 
aimed at increasing productivity and discipline in the 
workplace. As we reported reftel, the main thrust was on the 
discipline side, without sufficient associated measures in, 

for example, the transport sector, to enable employees to get 
to work on time. Implementation was first set for January 1, 
but then pushed back three months for many reasons, including 
incomplete preparation and some examples of pushback from 
within the official communist-run trade confederation (CTC). 
Paragraph two is an unofficial translation of the results of 

this survey. 


2. (SBU) Havana, 23 May, 2007 


Results of the National Survey regarding Resolutions 187 and 
188 from the Ministry of Labor and Social Security. 


1,552 Cuban workers were surveyed from the provinces of Pinar 
del Rio, Havana, Havana City, Isle of Youth, Cienfuegos, 

Ciego de Avila, Camaguey, Holguin, Las Tunas, and Santiago, 
with the aim of eliciting the true sentiments of our workers 
regarding these Resolutions and other related issues. The 
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survey includes responses to nine questions. One of the 1552 
was nullified because it was filled out incorrectly 

(explaining why the numbers add up to 99.9 percent): 


1) Q: Do you know about Resolutions 187 and 188 from the 
Ministry of Labor? 


A: Yes 28.6 percent 
No 62.3 percent 
Partially 8.9 percent 


2) Q: Can public transportation be depended upon to get you 
to work on time? 


A: No 99.9 percent 


3) Q: Do quality and efficiency of work correlate to the 
salary paid where you work? 


A: No 99.9 percent 


4) Q: Are the economic needs of your family taken care of by 
the salary you earn? 


A: No 99.9 percent 


5) Q: Do you agree with the idea of GOC-provided incentives, 
in the form of additional payments in hard currency and 
packages of personal grooming articles, in exchange for 
political participation and support for the \"Battle of Ideas?" 


A: No 99.9 percent 


6) Q: Does your boss use state-provided transportation or 
other state property for his own personal use? 


A: Yes 80.01 percent 
No 19.98 percent 


7) Q: Do you agree that a worker should be fired for 
carrying out activities at the workplace in defense of labor 
and human rights? 


A: No 99.9 percent 
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8) Q: Do you believe that political activities and 
mobilizations interfere with work? 


HAVANA 00000548 002.3 OF 002 


A: Yes 93.7 percent 
No 6.2 percent 


9)Q: What role should Cuban labor unions play with regard 
to the Resolutions? 


A: Support fully O percent 
Seek changes 25.98 percent 
Reject them 74.01 percent. 


Resolutions 187-188, promulgated on April 1, do not allow for 
the possibility of real, objective labor freedom, since the 
GOC explicitly prohibits independent trade unions and 
requires that all Cuban workers affiliate with the CTC. 


The GOC controls the labor market and decides salaries and 
conditions of work; Resolutions 187-188 do not allow for the 
right to strike; according to the GOC there is no need to 

call for strikes since the official labor federation\'s 

grievances are always guaranteed to be heard by the 
authorities. 


The GOC blocks any attempt to form independent labor unions, 
quashing any attempt to express the true wishes of Cuban 
workers. This survey was carried out with absolute 

discretion, since any worker discovered participating could 
have been fired from his job. 


3. (SBU) Comment: Diaz and Bachiller told us they did not 
limit the survey to members of the independent labor 
federation (CONIC) that they lead, but rather to random 
members of the workforce all over the island. That said, we 
would expect that dissident voices make up a larger segment 
of the survey than they do in the general population. The 
questions in the survey also reflect CONIC\'s bias against the 
GOC. Nonetheless, they confirm our previous assumptions 
about the ineffectiveness and unpopularity of the labor 
measures thus far. It is not a mystery even to the GOC that 
large majorities of Cubans are dissatisfied with the public 
transportation system or with low salaries. In a May 31 
\"Granma\" article, Labor Minister Alfredo Morales Cartaya 
spoke about the continuing transport problem and unevenness 
of application of the labor measures throughout the country. 
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He admitted that the GOC has not done a good job of 
disseminating the message to workers. The labor minister 
said this in the spirit of \"We\'re the GOC and we\'re here to 
help,\" which is hardly the case. Our view, consistent with 
the survey, is that the GOC uses working conditions, labor 
unions and new labor laws as means of control. 

PARMLY 
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E.O. 12958: DECL: 05/16/2017 

TAGS: PGOV, PREL, PTER, SY 

SUBJECT: SARG NOT CAPITALIZING ON THE POTENTIAL OF SYRIAN 
EXPATRIATES 


REF: A. DAMASCUS 00450 
B. DAMASCUS 00068 


Classified By: CDA Michael Corbin, for reasons 1.4 b/d 


1. (C) SUMMARY: A recent SARG-sponsored conference for 
expatriates highlighted their potential benefit to the Syrian 
economy, but also revealed how little the regime has done or 
appears willing to do to capitalize on their potential. 

Syrian expatriates currently provide important remittance 
revenues to Syria, and the SARG has publicly acknowledged 
that the estimated fifteen million Syrian expatriates 
worldwide could be an important resource for much-needed 
skilled labor and foreign direct investment (FDI). Over the 
past two years Syria has also enjoyed one of its periodic 
upticks in expatriates returning, with a small number 
tentatively seeking investment opportunities. Nevertheless, 
beyond its propaganda, the SARG has taken little meaningful 
action to court this prospective economic goldmine - in part 


Column 3 

due to its own suspicions of the political and economic 
influence of expatriate investors. The SARG distrust of the 
expat community was reflected in the strident tones of 

keynote speakers and panel discussion leaders at the 
conference, which often used Baathist propaganda to harangue 
and play to a \"non-conference\" hardline audience in the 
regime, rather than persuade expatriate participants that the 
regime understands them and seeks to harner their skills and 
assets. End Summary. 


2. (C) SARG\'S SECOND EXPATRIATES CONFERENCE: On May 12-13, 
the SARG hosted a second expatriates conference, with an 
estimated 900 Syrian expatriates from around the world in 
attendance. The first expatriates conference was held two 
and a half years ago, with contacts linking the delay between 
the two conferences to regional political tensions. As 

before, President Asad was the patron of the conference, but 
unlike the last conference, he did not attend. (Note: The 

first conference took place just after the passage of UNSCR 
1559). Contacts suggested that this was because he had 
delivered a major policy speech at the Parliament only a few 
days before (ref A). The keynote speaker, Syrian 
Vice-President Najah al-Attar, used the opportunity to echo 
Asad\'s recent message to Parliament, praising Asad for his 
leadership and victory over international isolation. While 

the overarching theme of the event was \"investing in Syria,\" 
this was often overshadowed by the stridently conservative, 
Baathist tone of officials speeches, which focused on why 
expatriates must return to the \"bosom of the homeland.\" 
Buthaina Shabaan, Minister of Expatriates - a cabinet member 
who in the past two and a half years has re-tooled herself as 
a militantly outspoken Baathist and regime hard-liner - used 
her speech to deliver a blistering tirade against the United 
States and Israel, who she alleged were conspiring to destroy 
all Arab nations and were actively targeting Syrian expats 

for recruitment. Several high-level regime members, 
including Vice-President Farouk al-Shar\'a and Foreign 
Minister Walid Mu\allim, made appearances in the course of 
the conference. 


3. (C) POTENTIAL ECONOMIC ROLE OF SYRIAN EXPATRIATES: 
Regardless of the high-level officials in attendance, 

however, the conference\'s regressive tone and tired Baathist 
rhetoric left most expats we talked with shaking their heads 

and wondering when the SARG would pay more than lip service 
to the significant economic contribution they are making to 
Syria. Syrian expatriates ) especially those working in the 

Gulf States - provide a significant amount of worker 

remittances to Syria each year. (Note: The 2006 Joint Arab 
Economic Report estimates that approximately 65 percent of 
worker transfers to Syria came from other Arab states). In 
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2006, the SARG only reported receiving 750 million USD in 
worker remittances, but independent sources assert that as 
funds are often transferred through unofficial channels, the 

real amount is probably closer to several billion dollars. 
Furthermore, Syrian economists acknowledge expatriate 
remittances are an important component of Syria\'s GDP growth. 


4. (C) The prospective economic impact of Syrian expatriates 

is underscored by a United Nations Development Program (UNDP) 
report that estimates up to 15 million Syrians live outside 

the country ) comparable to Syria\'s current population of 

roughly 19 million. Businessmen regularly assert that one of 
Syria\'s critical economic challenges is a lack of skilled 

workers and lament the loss of Syrian workers overseas. They 
also assert Syrian expats are uniquely positioned to transfer 
critical knowledge to key Syrian economic sectors, especially 
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in finance, management, and technology (Note: The 2004 Arab 
Human Development Report states that just one out of five 
Syrian graduates studying abroad return to Syria). In 2006, 

the government-owned paper Al Thawra also estimated that 
Syrian expatriates have up to USD 80 billion in resources for 
potential investment in the country. 


5. (C) EXPATRIATE INTEREST TEMPERED BY LACK OF SARG REFORM: 
Over the past year, business contacts have reported a modest 
increase in the number of expats expressing interest in 
returning to Syria or inquiring about potential investment 
opportunities. Even if much of this interest is regime-hype 

as suggested by some contacts, at the very least Syrian 
businessmen are not actively seeking opportunities to leave 
the country as they were just two years ago. In fact, there 

are now several million-dollar expatriate investments in 
various sectors, including real estate and tourism. 

Regardless of the increased interest, however, expats 
currently investing in Syria tell us they are leaving their 

options open and are carefully guarding their ability to 

leave (with minimal expense of their assets) if the political 
situation suddenly deteriorates. Additionally, expats 

privately relate that concerns about security service 
interference and rampant corruption, as well as the ongoing 
regional tensions - which they assert the SARG has done 
almost nothing to address - continue to make them hesitant to 
make significant long-term investments. 


6. (C) REGIME ACTIONS TO ATTRACT EXPATS HINDERED BY ITS OWN 
CONCERN ABOUT EXPATRIATE INFLUENCE: On occasion, the SARG has 
tried to highlight its \"pro-expat\" policies, including: 
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encouraging officially sanctioned local NGOs that develop 
expatriate business ties (the Syrian Young Entrepreneurs 
Association and the recently approved Syrian Business 
Council); ratifying a new investment law in February 2007 

(ref B); and liberalizing the military service obligation in 

April 2007. (Note: The new law reduces by about 50 percent 
the amount that expatriates pay in return for exemption from 
military service and reduces the maximum military reserve age 
from 52 to 42). Nonetheless, most contacts we spoke with said 
that these actions might look good on paper, but are not 
meaningful responses to expatriate concerns. Contacts assert 
that while moderate regime members, such as Deputy Prime 
Minister for Economic Affairs Abdullah Dardari, may speak 
about a new market economy, conservative regime members 
continue to maintain a tight control on economic 

opportunities - often scaring off potential expatriate 

investors. Additionally, contacts believe the regime is 

actively concerned about how Syrians who live abroad may 
influence the local population, possibly making it more 
skeptical of the regime. Certainly the message of the May 12 
conference was about Syrians returning to the \"last 
stronghold of Arab solidarity,\" rather than encouraging 
expatriates to bring their own ideas with them. 


7. (C) COMMENT: The regime used the expatriates conference as 
an opportunity to pound the nationalist drums in the run-up 

to the recent presidential referendum, exalting Asad for his 
\"global leadership,\" and assuring expatriates that Syria has 
prevailed over international isolation. This approach 
underscored the SARG\'s determination that expatriates return 
on SARG terms. While cognizant of the economic benefits 
associated with expatriate remittances, human resources, and 
investment, the center-stage afforded the old Baathist 
ideology made clear that security, and not economic 
liberalization, remains the regime\'s preoccupation. End 
Comment. 
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TAGS: PREL, PGOV, PHUM, KDEM, NP 

SUBJECT: NEPAL: MEETING LEAHY AMENDMENT CONDITIONS ON 
HUMAN RIGHTS 


REF: A. 05 KATHMANDU 1659 
B. 05 KATHMANDU 1570 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Introduction 


1. (C) There is a strong case for certifying that the 
requirements of the Leahy Amendment for U.S. Foreign Military 
Financing (FMF) have been met for Nepal given the significant 
progress the Government of Nepal (GON) has made in restoring 
human rights. Resumption of FMF is also in U.S. national 
security interest given the importance of such assistance to 
Nepal\'s democratic transition. The People\'s Movement and 
restoration of Parliament in April 2006 marked the end of a 
decade-long insurgency and launched a peace process that has 
resulted in a major improvement in the human rights 

situation. Expectations have been raised that long-standing 
human rights issues, such as caste-, ethnic-, and 
gender-based discrimination will be addressed. While many 
challenges remain, Post assesses that the GON has met the 
first and third of three Leahy Amendment conditions for 

Nepal: restoration of civil liberties and movement toward a 
clear timetable to restore multi-party democracy. In our 

view, the GON has also begun good faith efforts to meet the 
second condition: protection of human rights. Moreover, 
continued withholding of FMF would hamper our ability to 
respond to worst-case scenarios -- including a return to 

conflict -- and limit our capacity to encourage a 

professional Nepal Army committed to working under civilian 
control. 


Column 3 
Renewed Focus on Human Rights Since April 2006 


2. (SBU) The April 2006 People\'s Movement resulted in the 
end of King Gyanendra\'s rule; a decade-long Maoist insurgency 
gave way to a peace process intended to move Nepal toward 
stability and democracy. The transition to peace has led to 
significant improvements in the country\'s human rights 

situation and public dialogue on important human rights 

issues that lay at the root of the conflict, such as ethnic 

and caste-based exclusion. All the agreements signed during 
the course of negotiations over the past year, including the 
Ceasefire Code of Conduct and the Comprehensive Peace 
Agreement (CPA), have included human rights commitments. The 
same is true of the Interim Constitution adopted in January 
2007. The challenge will be implementing these commitments 
and remedying past abuses. The new Ministry of Peace and 
Reconstruction has also begun to formulate the terms of 
reference for a truth and reconciliation commission. 


Nepal Essentially Meets Leahy Conditions 


3. (SBU) Based on our review of the Leahy Amendment, Post 
assesses that the GON, including its security forces, has met 
the first and third of the three Leahy Amendment conditions 

for Nepal: restoration of civil liberties and movement 

toward a clear timetable to restore multi-party democracy. 

In our view, the GON has also begun good faith efforts to 
meet the second criterion: protection of human rights. 


First Criterion: Restored Civil Liberties 


4. (SBU) Since the April 2006 People\'s Movement, or Jana 
Andolan II, and restoration of Parliament in April 2006, the 

GON has made significant progress in restoring civil 

liberties to Nepali citizens. Under the monarchy, the King 
imposed extensive restrictions on civil rights, including 

freedom of speech and the press, freedom of peaceful 
association, and freedom of movement. When King Gyanendra 
seized executive authority in February 2005, he imposed even 
more severe restrictions on civil liberties. The King 

dismissed multi-party government and arrested politicians, 
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More than 3,000 persons were detained. A law imposed by the 
King prohibited speech and publications that threatened the 
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sovereignty and integrity of the \"Kingdom.\" Since the 
reinstatement of Parliament, these restrictions have been 
lifted. The GON has allowed freedom of speech, the press, and 
association, and has placed no restrictions on movement, 
academic activities or cultural events. The CPA reiterates 
the GON\'s commitment to civil liberties, as does the Interim 
Constitution. The only remaining restriction on movement 
applies to certain senior officials who face allegations of 
misconduct during the King\'s rule and the April People\'s 
Movement. 


Second Criterion: Protection of Human Rights 


5. (SBU) There has also been a significant improvement in 
the GON\'s protection of human rights since the reinstatement 
of Parliament and initiation of the peace process. Nepal\'s 
security forces under King Gyanendra, particularly the then 
Royal Nepalese Army, were accused of widespread human rights 
abuses. Throughout 2005 and early 2006, the King 
increasingly used excessive force to control peaceful 
opposition. Torture, as well as disappearances, occurred 
frequently. With the cessation of hostilities, security 

force violations have reduced significantly. The Nepal Army 
has been confined to its barracks (a condition of the 

November 2006 Agreement on the Management of Arms and 
Armies). An Army Bill adopted by the Parliament in September 
2006 addresses internal reform of the Army, implements 
measures to ensure adherence to human rights norms, and sets 
up mechanisms for accountability. A Police Act is currently 
being drafted. Both the NA and the Nepal Police (NP) have 
established human rights cells down to the unit (brigade) 

level to promote human rights and to investigate cases of 
abuse. During 2006, the NA investigated 102 cases of abuse 
involving 163 individuals. 


Human Rights Protection Bodies Forming 


6. (C) The GON has generally permitted the National Human 
Rights Commission and the Office of the UN\'s High 
Commissioner for Human Rights (OHCHR) to make unannounced 
visits to prisons and detainees in army and police custody. 

A number of domestic and international human rights groups 
operate without government restriction and are able to 
investigate and publicize their findings. In May 2006, the 
GON appointed a Commission of Inquiry to investigate human 
rights violations committed during the April People\'s 
Movement, and in early June 2006, the Home Ministry 
established a Disappearances Committee. The Ministry of 
Peace and Reconstruction, which was created April 1, 2007, 
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when the new Interim Government was established, has started 
to formulate terms of reference for a truth and 

reconciliation commission. 


Human Rights Challenges Remain 


7. (SBU) While the human rights situation has improved 
markedly since the end of the insurgency, three fundamental 
human rights challenges remain. First, human rights abuses, 
including abduction, extortion, and forced recruitment, 
primarily by Maoist and Maoist-affiliated groups such as the 
Young Communist League (YCL), but also by ethnic extremists, 
continue unabated across the countryside in direct violation 

of the November peace accords. Second, there has not been 
sufficient progress in investigating and remedying past 

abuses by the security forces and the Maoists, including 
disappearances. OHCHR has complained that the NA has not 
been forthcoming with necessary records for investigation. 
Ensuring that a truth and reconciliation process is 

instituted and other human rights protection bodies are 
operating and effective will be vital to this end as the 

peace process proceeds. The National Human Rights 
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Commission, which is currently without Commissioners due to 
political party haggling, will also need to be re-energized. 
Third, the GON has been ineffective in utilizing the NP and 
APF to restore public order. The Police have been 
ill-prepared and ill-equipped to provide security, resulting 

in a law-and-order crisis and credible allegations of the use 

of excessive force to quell violent protects in Nepal\'s Terai 
region in early 2007. At the same time, the Police have 
proven disinterested in responding to violations of the law 

by Maoist organizations. 


Third Criterion: Timetable for Multi-Party Democracy 


8. (SBU) In November 2006, the governing Seven-Party 
Alliance (SPA) and the Maoists signed the CPA followed by an 
Agreement on the Management of Arms and Armies. The 
agreements provided for the cessation of hostilities, the 
cantonment of Maoist People\'s Liberation Army (PLA) 
combatants, relegation of the Nepal Army to its barracks 
under UN monitors, Constituent Assembly (CA) elections by 
June 2007, and a national-level interim power sharing 
arrangement between the SPA and the Maoists. Despite 
continued Maoist violations of their commitments and violent 
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rioting in early 2007 by marginalized groups in Nepal\'s 
southern Terai, significant progress has been made toward 
achievement of these tasks. The Interim Constitution was 
promulgated in January 2007. The NA has remained in its 
barracks, and with UN assistance, over 30,000 Maoists have 
been registered and placed in cantonments. A vetting process 
to screen out non-combatants is expected to begin shortly. 

An interim parliament and an interim cabinet were constituted 
in January and April respectively, reflecting a power-sharing 
arrangement between the SPA and the Maoists. The Constituent 
Assembly election was delayed from June 2007 because of 
political debate over an electoral system approach and 
disruptions caused by Terai violence. However, the SPA and 
the Maoists have agreed to hold the election by mid-December. 
A credible CA election will mark the next milestone in 

Nepal's road to multi-party democracy. 


9. (C) Despite this progress in the peace process, there 

are few signs that the Maoists will participate responsibly 

in a multi-party democracy. To date, their participation in 

the peace process has appeared simply a tactic toward 
reaching their ultimate goal of state domination; a return to 
conflict cannot be ruled out. To the Maoists, the Nepal Army 
is the primary obstacle in their path to power. Once their 
first goal, a republic, is achieved, they are likely to focus 
their efforts on weakening and dismembering the Nepal Army. 
In recent months, Maoist leaders have called for downsizing 
of, and integration of PLA combatants into, the NA. U.S. FMF 
support will be vital to protect against a Maoist takeover 

and encourage security sector reform efforts, ensuring a 
professional Army committed to working under civilian 
control. Security sector reform in turn will be a key 
ingredient to put Nepal on a path to stability and democracy, 
vital to protect U.S. interests in the region. FMF funding 
would also assist in further preparing the Nepal Army to 
participate in global peace operations. We hope to see the 
number of troops contributed by Nepal to peacekeeping 
operations, currently at 3,500, double or triple in the next 
few years. 


Comment 


10. (C) Nepal\'s peace process remains fragile and human 
rights challenges continue. That said, Nepal has made 
enormous strides since the end of the insurgency and 

initiation of the peace process in April 2006. In our view, 

the GON has met two of the three Leahy Amendment conditions 
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for FMF for Nepal and has begun good faith efforts to meet 
the third. If it is not possible to certify that Nepal has 
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met the Leahy conditions, we would recommend a national 
security waiver. Now is the time to fully engage with Nepal 
and bring all our resources to bear to assist with the 
country\'s democratic transition. The provision of FMF to 
Nepal is vital to provide us continued leverage with the GON 
and Nepal Army to encourage progress on human rights 
protection and security sector reform. Support to the NA 
also ensures we are simultaneously preparing responsibly for 
worst-case scenarios that would have a detrimental impact on 
U.S. interests in the region. 

MORIARTY 
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E.O. 12958: N/A 

TAGS: EAGR, TBIO, ECON, ETRD, SENV, EUN, CY 

SUBJECT: CYPRUS TO VOTE AGAINST APPROVAL OF STACKED BIOTECH CORN 
VARIETIES 


REFS: (A) STATE 74307, (B) NICOSIA 400, (C) NICOSIA 478 


(U) This cable is sensitive but unclassified. Please protect 
accordingly. 


1. (SBU) Per Ref A request, Post delivered on June 1 the demarche on 
the June 8 EU Standing Committee vote on biotech corn to Alexandros 
Zenon, Acting Permanent Secretary, Ministry of Foreign Affairs. We 
also sent copies to Panicos Pouros, Permanent Secretary, Ministry of 
Agriculture and Natural Resources; Takis Antoniou, Director, 
Department of Agriculture; and Antonis Antoniou, Acting Director, 
Environment Service. 


2. (SBU) In all likelinood, Cyprus will be represented at the June 

8 meeting by Giorgos Hartoutsios, Health Inspector at the Ministry 

of Health\'s Medical and Public Health Services. Hartoutsios also 
represented Cyprus at the previous EU Standing Committee meeting on 
May 10. According to Hartoutsios, discussion at the May 10 meeting 
focused on the technical problem of detecting stacked genes and how 
this might affect member state\'s ability to test whether purported 
non-biotech products exceeded the 0.9 percent biotech threshold. In 
the end, the European Commission chose to postpone the vote rather 
than risk a negative result. 


3. (SBU) Cyprus has voted against approval of every new biotech 
variety since it joined the EU in 2004. Hartoutsios confirmed to us 
that the GOC\'s stance on biotech was unlikely to change (i.e., 
Cyprus will vote against approving the biotech corn at the June 8 
meeting). Hartoutsios noted that the Ministry of Health, for its 

part, did have some \"legitimate\" scientific concerns, but that these 
were secondary to political calculations stemming from the public\'s 
negative view of biotech. 


4. (SBU) The Cypriot Ministry of Agriculture held a meeting June 4 
with leading environmental and business NGOs to discuss Cypriot 
biotech policy in the wake of the parliament\'s decision not to bow 

to European Commission pressure and revoke a ban on biofuels made 
from biotech plants (ref c). According to Environment Service 
staffer Irini Constantinou, who attended the June 4 meeting, 
Minister of Agriculture Photiou stressed his commitment to respect 
EU rules on biotech. The Minister, however, also stressed his 

intent to find ways consistent with EU rules to further restrict the 
import and use of biotech. As part of this, the GoC would prepare a 
scientific study focused on showing that coexistence was impossible 
in Cyprus because of the island\'s small size and fragmented 
agricultural plots. The GoC would also take steps to improve the 
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enforcement of the EU\'s biotech tracing and labeling rules. 
According to the press, the Minister also pledged to build alliances 
within the EU to further strengthen EU restrictions on biotech seeds 
and products. 


SCHLICHER 
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E.O. 12958: DECL: 06/05/2017 
TAGS: AEMR, AMGT, ASEC, SENV, MOPS, CA, MU 
SUBJECT: OMAN BRACES FOR TROPICAL CYCLONE GONU 


REF: MUSCAT 568 
Classified By: Ambassador Gary A. Grappo for Reasons 1.4 (b, d) 
1. (U) This is an Action Request. Please see paragraph 6. 


2. (U) According to the latest reports from U.S. weather 
monitoring services, tropical cyclone \"Gonu\" - a category 4 
storm - will continue to move westwards across the Arabian 
Sea towards the coast of Oman. Current forecasts warn that 
several inches of rain, accompanied by potentially very 

strong winds, could fall on Muscat and the northern Omani 
coast beginning in the late afternoon or early evening (local 
time) of June 5. Moreover, Gonu could potentially produce 
storm surges as high as 10 feet along the coast in affected 
areas. Such conditions could result in severe flooding in 

and around Muscat, while high winds may disrupt or knock out 
power and communications. Local media report that the storm 
has already produced heavy rain and significant damage in the 
city of Sur further south down the coast from Muscat. 


3. (SBU) The government of Oman is taking precautionary 
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measures in anticipation of the storm\'s impact. The island 

of Masirah, home of a major military installation and the 

site of U.S. War Reserve Material (WRM), has been evacuated. 
Omani officials are also evacuating certain low-Iying areas 
area in the greater Muscat area, including in the Muttrah 

port district. The Seeb International Airport near Muscat 

will likely shut down operations when the severe weather 
reaches the capital. The government has additionally ordered 
a \"holiday\" for both the public and private sectors on June 

6. 


4. (C) The Embassy, which sits directly on the Muscat 
shoreline, is proactively preparing for the storm. The 

Embassy issued a warden message to U.S. citizens in Oman on 
June 5 at approximately 12:45 local time; guidance and 
announcement of liberal/administrative leave policies for the 
storm were also issued to Embassy employees. Employees 
essential to emergency operations -- including maintenance of 
communications, security of the Embassy physical plant, and 
emergency transportation -- will remain on duty or on call. 
Electronic equipment, including computer and 
telecommunications hardware, is being moved from the basement 
of the Embassy to the top floor of the building; some Embassy 
vehicles will be relocated from the motorpool. The Embassy 
will stand up the Alternative Command Center beginning the 
afternoon of June 5. A contingency plan to move American 
employees and their families, including the Ambassador, 

living near the waterfront to residences on higher ground is 
being implemented. (Note: Reftel and septel reports of post 
Emergency Action Committee meetings provide further 
information on Embassy emergency measures. End Note.) 


5. (C) To assist Oman in dealing with the expected impact of 
Gonu, the U.S. Naval Forces Central Command (NAVCENT) in 
Bahrain has already sent three amphibious ships from a Marine 
Expeditionary Unit, which includes search and rescue/recovery 
capabilities, towards Muscat. The vessels are scheduled to 
arrive in the vicinity of Oman early on June 6 (local time). 
NAVCENT has also put together an itemized emergency 
assistance package for Oman and is prepared to send this 
assistance upon the request of the Omani government. The 
Ambassador extended this offer to the Inspector General of 
the Royal Oman Police (ROP), as well as to the office of the 
Commander of the Royal Oman Air Force. (Note: The offer of 
assistance was also passed directly to the Royal Office and 

the Chief of Staff of the Sultan\'s Armed Forces. End Note.) 
The Embassy is additionally working to identify WRM stocks, 
including excess humanitarian articles, at the Omani military 
base at Thumrait for possible use in storm recovery efforts, 

but will require U.S. Central Command Air Forces (CENTAF) 
approval to turn over such materials to the Omani government. 
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6. (C) Action Request: Embassy requests immediate 
information on U.S. government assets and resources, both 
civilian and military, that can be provided to Oman for 
humanitarian assistance and relief efforts in addition to the 

aid offered by NAVCENT in the event assistance is requested. 
End Action Request. 
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USDOC 4322/MAC/OLAC/JAFEE 

E.O. 12958: N/A 

TAGS: KMDR, OPRC, OIIP, ETRD, BR 

SUBJECT: GLOBAL ECONOMY: CLIMATE CHANGE; WESTERN HEMISPHERE: 
VENEZUELA, CLOSING OF RCTV; SAO PAULO 


1.\"Bush\'s Move To Combat Global Warming" 


Business-oriented Valor Economico (6/5) editorialized: \"The fight 
against global warming may have gained an important - although 
exceptional - ally: the U.S..... What remains to be seen is whether 
Bush entered the game with a diversionary maneuver with dilatory 
effects or if the U.S. has finally decided to engage in the world 
effort... The new U.S. posture, however, maintains in its intent 
the unilateralist aspect of the Bush administration.... Bush\'s 
proposal opposes not only the spirit of the Kyoto Protocol, but also 
that of any global agreement. The U.S. has been sufficiently 
ambiguous to leave in limbo the possibility of any mandatory limit 
on emissions jointly established by other nations. By trying to look 
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for a solution just among the world\'s 15 main polluters, Bush wants 
to discuss the matter outside the United Nations\' range.... But the 
simple acceptance by the U.S. that the problem exists may set in 
motion a dynamic that will force Bush to take further positive 
steps.\" 


2.\"Chvez and Lula\" 


Liberal, largest national circulation daily Folha de S. Paulo\'s 

Caracas correspondent Fabiano Maisonnave commented (6/5): \"Chvez\'s 
unprecedented decision to refuse to renew RCTV\'s concession has made 
clear that a significant portion of the international community will 

make him pay a very high price. On the other hand, Chvez\'s 

immoderate reaction showed to the world that he is willing to pay 

for it. If it will become increasingly difficult to coexist with 

Chvez on the international stage, for the Venezuelan opposition it 

will be almost intolerable.... Meanwhile, according to President 

Lula\'s pragmatism, an interference in Venezuela\'s Vinternal affairs\' 

is only justifiable to help Chvez, as was the case with Lula\'s 

visit in November, a few days before the presidential elections in 

that nation.... There are strong motives for Lula to act like that. 

Brazilian contractors led by Odebrecht, which donated funds for his 
reelection campaign, are increasingly profiting from Chvez\'s 

petrodollars - Brazil is already Venezuela\'s second trade partner, 

after the U.S. These are the interests the GOB wants to preserve, 

no matter if to do so it is necessary to sacrifice dear topics such 

as freedom of expression.\" 

McMullen 
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E.O. 12958: DECL: 02/02/2017 
TAGS: PGOV, PHUM, PK, PREL 
SUBJECT: GOVERNMENT PLACES RESTRICTIONS ON MEDIA 


REF: ISLAMABAD 2469 (NOTAL) 
Classified By: Charge d\'Affaires Peter Bodde, Reasons 1.4 (b), (d) 
UPDATE ON RESTRICTIONS 


1. (U) Pakistan\'s cable television operators report they are 
under continuing pressure (read \"requirement\") to block news 
broadcasts emanating from three television news networks. 
Most cable networks are complying with government directives 
that trickled down to cable owners on June 1. On that day, 

all cable companies in Pakistan ceased airing ARY news, while 
AAJ TV became unavailable in 70 percent of the country. 
(Reftel.) As of 1700 local June 5, ARY was available again 
throughout Pakistan. We are attempting to ascertain whether 
the network is self-censoring. 


2. (C) Late June 3, the government ordered cable operators 
to suspend GEO news transmissions after GEO aired two 
controversial programs, one on the final ruling days of the 
Shah of Iran and another quoting an official from the ruling 
Pakistan Muslim League as saying \"most parties think 
President Musharraf should take off his uniform and stand for 
elections after a new parliament is elected.\" Late June 5, 
GEO was again available throughout Pakistan. Observers were 
monitoring the governmenti\'s reaction to potentially 
controversial news broadcasts scheduled for the evening of 
June 5. 


3. (C) Media contacts told us June 5 that the Ministry of 
Information had privately instructed broadcasters not to air 
\"objectionable\" content regarding the ongoing judicial 

crisis, the Pakistan Military, President Musharraf, or the 

May 12 violence in Karachi. A contact at Khyber TV (protect) 
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told us June 5 he had canceled a planned interview with 
Tehrik-e-Insaf leader Imran Khan because he feared the 
interview would violate the new rules. (Khan is a forceful 
opponent of the President.) The Khyber TV contact explained 
that his small station could not afford the lost revenue that 
would ensue ifthe government forced it off the air, even for 

a few hours. 


4. (C) Note: While media contacts tell us the government 

has informed them directly of what is and is not acceptable 
content, the government\'s enforcement mechanism is through 
cable operators, who are being told to restrict access to 
potentially objectionable programs. This means that persons 
with satellite or DSN access to cable channels, as well as 
persons receiving GEO, ARY, or AAJ in the Gulf States, have 
access to all news broadcasts, including those in violation 

of government policies. End Note. 


LEGALISMS 


5. (U) Late last week, President Musharraf issued a 
presidential directive moving the until-then independent 
Pakistan Electronic Media Regulatory Authority (PEMRA) to the 
direct authority of the Ministry of Information. On June 4, 
Musharraf broadened the Media Authority\'s mandate to take 
action against television stations violating government 
directives. The new rules grant the Media Authority power to 
seize broadcast or distribution equipment or to seal the 
premises of policy violators without consultation. 

Journalists, political parties, and non-governmental 
organizations protested against the new ordinance in 
Islamabad on June 4. 


COMMENT 
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6. (C) We continue to be deeply troubled by the ongoing 
press restrictions, as well as by indications the government 
is considering limiting protest rallies. (Pakistan Muslim 
League officials tell us restrictions on freedom of assembly 
are seriously under consideration.) We have raised our 
concerns informally with various government and political 
officials, and we look forward to receiving formal 
instructions to officially approach the Government. End 
Comment. 


7. (C) Post is providing suggested press talking points via 
e-mail. 
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E.O. 12958: DECL: 06/04/2017 

TAGS: EFIN, ECON, PREL, PGOV, KU 

SUBJECT: CBK GOVERNOR ON DROPPING THE DOLLAR PEG AND 
STAGNATION OF ECONOMIC REFORMS 


REF: A. KUWAIT 806 
B. U/S ADAMS - GOVERNOR AL-SABAH LETTER DATED 
15-MAR-2007 


Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d). 


1. (C/NF) Summary: On June 3, Ambassador called on CBK 
Governor Shaykh Salem Abdulaziz Saud Al-Sabah. Al-Sabah 
described Kuwait\'s May 20 decision to un-peg the dinar from 
the dollar in favor of a basket of currencies as a move that 
\"had to be done\" to address rising inflation. He 
acknowledged that the decision caught Kuwait\'s GCC neighbors 
off guard but said the GOK remains committed to the GCC 
Monetary Union \"when the necessary preparations have been 
concluded.\" The Ambassador also raised possible USG 
technical assistance, sought previously by the Central Bank, 
to facilitate the GCC Monetary Union, but Al-Sabah said the 
GCC was lukewarm to the idea. The Ambassador expressed 
disappointment that, during his almost three years at post, 
Kuwait still had not adopted anti-money laundering procedures 
in line with international standards. The Governor shared 

the Ambassador\'s concern and blamed the parliament for 
stalling a range of legislation that would promote economic 
reform. Ambassador told the Governor that foreign banks 
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(such as Citigroup, which opened in Kuwait in 2006 and is the 
only American bank in Kuwait) brought services, innovation, 
and expertise to the banking sector but faced restrictions 

that impeded their ability to operate competitively. The 
Ambassador said he would follow up with a letter with 
specific areas of concern, which Al-Sabah said he would 
welcome. End Summary. 


Basket is the Right Move 


2. (C/NF) CBK Governor Al-Sabah said that things are moving 
\"in the right direction\" following Kuwait\'s May 20 decision 

to un-peg the dinar from the dollar and move to a basket of 
currencies, and he saw no \"unintended consequences\" from the 
decision. As reflected in a number of public statements, 
Al-Sabah stated that CBK\'s main objective in un-pegging from 
the dollar was to ease inflationary pressure. He explained 

that CBK compared statistics from first quarter 2006 with 

first quarter 2007 and found a four and a half percent 

increase in inflation. He attributed this increase to three 
factors: the exchange rate, huge expenditures by the GOK, and 
increased liquidity in Kuwait and the rest of the Gulf. 

Al-Sabah said he has thus far detected no irritation among 

his GCC neighbors but admitted that they were surprised by 
Kuwait\'s decision to drop the dollar peg. 


GOK Committed to Monetary Union 


3. (C/NF) Al-Sabah reiterated the GOK\'s commitment to the 
GCC Monetary Union but noted that \"a lot of preparation is 
needed.\" He said Kuwait was ready to move forward once 
needed legislation and other institutional and organizational 
preparations were concluded by GCC states. The Ambassador 
asked whether the GOK remained interested in Treasury\'s early 
2007 offer of technical assistance (ref B). Al-Sabah said 

yes but noted that he had raised the issue during the last 
meeting of Central Bank Governors and \"the mood was not 
there.\" He noted that Saudi Central Bank Governor Hamoud Bin 
Saoud Al-Siyari received the same offer from Treasury in 

April 2007 and had agreed to prepare a written response. As 
Al-Siyari is also the Chair of Central Bank Governors, 

Al-Sabah said it is best to allow him to take the lead. 


Lack of Legislative Momentum Frustrating 


4.(C/NF) Ambassador expressed disappointment with the lack 
of momentum in economic policy in Kuwait, noting that key 
legislation pending when he arrived in the country almost 
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three years ago remains stalled. \"It is frustrating,\" echoed 
Al-Sabah, as \"Kuwait knows the direction it wants to go, and 
people want to succeed but everything is slowed by 
parliament.\" Despite the inability to get things moving, 
Al-Sabah noted that Kuwait is making progress in some areas. 
With a more stable environment in Iraq and Iran, he said the 
economic boom in the Gulf would be even greater, but progress 
is Kuwait is hindered by parliamentary inertia. Al-Sabah, 

who also leads a GOK committee charged with transforming 
Kuwait into a financial center, said \"rosy outlooks\" can be 
achieved on paper but cannot be implemented without new 
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legislation. 


5. (C/NF) Ambassador noted specifically that amendments 
required to bring Kuwait\'s AML/CTF regime into alignment with 
international norms have not been passed. Al-Sabah said he 
believed the new draft law would include \"all the 
requirements\" and that it would go to the cabinet for 
approval soon. This time all things have been included, he 
said, \"because we admit that the existing law does not meet 
all requirements.\" Al-Sabah believed that growing Arab 
consensus on the definition of terrorism, as reflected during 
the March 2007 Arab League Summit, would give Kuwait\'s 
anti-money laundering legislation a boost. 


Foreign Banks Need Room to Expand 


6. (C/NF) Conveying concerns expressed by executives from 
foreign banks operating in Kuwait, including Citigroup\'s 

Country Manager, Ambassador encouraged CBK to review current 
regulations restricting the operations of foreign banks in 

favor of Kuwaiti institutions. He lauded the increased 

competition, innovation, and expertise that foreign banks 

bring to the Kuwaiti market and stressed that their 

operations should be encouraged. Al-Sabah said he would 
welcome a letter from the Ambassador outlining specific areas 

of concern. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: N/A 
TAGS: PHUM, KCRM, SMIG, ELAB, MA 
SUBJECT: LABOR TRAFFICKING VICTIMS RESCUED IN DIEGO SUAREZ 


REF: ANTANANARIVO 161 


1. SUMMARY: Embassy Antananarivo\'s reporting on trafficking in 
persons (TIP) has tended to focus on the conspicuous sex trafficking 
of minors in tourism hotspots along Madagascar\'s coast, namely on 
the island of Nosy Be (reftel). While the same kind of sexual 
exploitation exists in the northern coastal city of Diego Suarez, 

its location on the mainland also facilitates labor trafficking -- 
perhaps a more ubiquitous problem in poverty-ridden Madagascar. 
PolOff and G/TIP visitor Amy LeMar recently visited a G/TIP-funded 
multi-sector child protection network put in place by UNICEF in 
Diego Suarez. The program is achieving small victories in handling 
the cases of local trafficking victims from the initial complaint 
through prosecution, including medical assistance and psychosocial 
services for victims. This cable tells the stories of Hortense and 
Lydia, two labor trafficking victims assisted by the network in 

Diego Suarez. END SUMMARY. 


HOW THE NETWORK WORKS 


2. Established in 2003, the multi-sector child protection network 
(CMDPE) of Diego Suarez brings together over 30 local entities to 
address child exploitation issues, including government 
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representatives, medical providers, police, judges, public 
prosecutors, child leaders, labor inspectors, social workers, NGO 
leaders, ILO representatives, teachers and animators. In addition 
to conducting numerous awareness-raising activities, once a case is 
brought to the network\'s attention the relevant members mobilize to 
conduct a local investigation, provide the victim with medical and 
psychosocial care, present the case before a judge, and locate the 
victim\'s family. In 2006, the network received 203 complaints of 
severe physical abuse, abandonment, rape, corruption of a minor, and 
psycho/physical abuse and exploitation. Fifty-three cases were 
treated and 50 of those are currently being followed up. 


HORTENSE: TRAFFICKED TO TRAVELLING VENDORS 


3. Accompanied by CMDPE leaders and social workers, PolOff and LeMar 
met with 11-year-old Hortense, a labor trafficking victim rescued by 
the network. Her story started one year ago in a village in 
northeastern Madagascar. A traveling vendor befriended Hortense\'s 
older brother and, feigning sympathy for the girl, offered to take 

her to a local town and put her in school. For months Hortense 
moved from village to village helping the vendor sell used clothing, 
sleeping on the floor, barely eating, and hiding on the floors of 
vehicles to avoid being spotted by police at checkpoints -- but not 
once stepping foot inside a school. Despite her family\'s efforts to 
follow the vendor from village to village and demand that Hortense 
be sent to school, they soon lost track and gave her up for dead. 
Once the traveling market had moved to Diego Suarez, Hortense 
managed to contact a neighbor, who helped her get in touch with 
Patricia, a local CMPDE member. When asked how she knew about 
Patricia, Hortense responded, \"All the kids with problems around 
here know Patricia takes care of children.\" Patricia raised the 

case with the CMPDE, who alerted local leaders, judges, and police. 
The vendor had fled by this point, but the network was able to have 
Patricia granted temporary custody, locate Hortense\'s relatives in 
the area and make plans to send Hortense back to her family in a 
matter of weeks. 


LYDIA: THE CHALLENGE FOR RURAL COMMUNITIES 


4. PolOff and LeMar also attended a wide-ranging awareness-raising 
session in Ambondromifehy, a village in the bush several hours 
outside of Diego Suarez, where one of the main themes was, \"Don\'t 
sell your children.\" While the majority of the 300 parents 

assembled in the village square nodded their heads in agreement, 
several expressed quite frankly one cannot condemn parents for 
trying to sell their children into a better life if they are 

suffering at home. In a village where money and jobs are scarce and 
most of the 2,000 children cannot afford to attend school, what 

other choice do parents have? PolOff and LeMar subsequently met 
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with Lydia, a 14-year-old girl whose parents had sold her to a 

distant relative believing she would have a better life working as a 
domestic servant in Diego Suarez. Network members managed to rescue 
Lydia from the family that was physically abusing her, have the head 

of the family imprisoned for several days, and return Lydia to her 

village. 


5. COMMENT: This program visit was extremely helpful in assessing 
the progress of Department-funded anti-trafficking programs and 
encouraging implementing partners. The multi-sector child 
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protection network in Diego Suarez is clearly starting to fill the 

gaps in victim protection and prosecution and serves as a model for 
the 14-plus networks UNICEF is setting up around the country. While 
Hortense and Lydia are success stories, the network clearly faces an 
uphill battle in a place where people have few economic 

alternatives. Post appreciates G/TIP\'s support in combating 
trafficking in Madagascar and hopes for continued Department support 
for other TIP programs in the future. END COMMENT. 
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SUBJECT: DEMARCHE DELIVERED: PAKISTAN MFA ON DARFUR 
PEACEKEEPING 

REF: A. STATE 65750 


B. ISLAMABAD 2083 
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1. (SBU) On June 4, PolOff delivered reftel points urging 
Pakistan to weigh in with the UN and the AU on the need for 
UN command and control of the proposed hybrid operation to 
MFA Director (UN-I) Haider Shah. Shah said that the 
substance of our message made sense, as Pakistan has in the 
past also called for a more unified command in UN 
peacekeeping operations. He said that failing to resolve 
command and control issues in advance of a hybrid operation 
would be diastrous for the mission. Shah said that he would 
consult with Pakistan Army headquarters because they would 
have to support any decision to send peacekeepers. He 
pointed out that the challenges to the hybrid operation were 
political as well as technical, meaning that the AU must be 
seen as an important component of the operation. Echoing 
what Foreign Secretary Khan said about the Darfur mission 
last month (ref B), Shah concluded that Pakistan would be 
deliberate in deciding how to contribute to a hybrid 

operation. 
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E.O. 12958: DECL: 06/05/2017 

TAGS: EPET, PINR, PREL, TX, US 

SUBJECT: HEAD OF TURKMENISTAN\'S GAS WCOMPETENT BODY\" TELLS 
SCA PDAS MANN THAT HE\'S IN CHARGE 

REF: A. (A) ASHGABAT 550 
B. (B) ASHGABAT 326 


Classified By: Classified by Charge d\'Affaires a.i. Jennifer Brush for 
reasons 1.4(B) and (D). 


Summary 


1. (SBU) Bayrammyrat Myradov, the recently appointed 
Executive Director of Turkmenistan\'s Executive Administration 
of the State Agency for Management and Use of Hydrocarbon 
Resources, told the members of the delegation led by SCA PDAS 
Steven Mann on June 1 that his agency was in charge, from 
start to finish, of dealing with foreign companies wishing to 

sign hydrocarbon extraction PSAs for off-shore blocs. 
Turkmenistan wanted to attract oil and gas investment and 
wanted to work \"openly and pragmatically\" with potential 
investors to develop multiple gas and oil export routes. 
Myradov, obviously chosen for his position because of his 

ease in dealing with western businessmen, was visibly intent 
on pleasing his guests during his first official meeting with 

the USG. Perhaps in a positive step for Turkmenistan\'s 
hydrocarbon sector, the more approachable and open Myradov 
will replace Deputy Chairman for Oil and Gas Tachberdi 
Tagyev, a professional technocrat, as Turkmenistan\'s chief 

oil and gas interlocutor. End Summary. 


Turkmenistan Interested in Multiple Export Routes 


2. (SBU) Myradov briefly outlined the functions of his 

agency, reconstituted by President Berdimuhammedov about two 
months ago (ref b). According to Myradov, the body\'s main 
objective was to attract oil and gas investment, though it 

also was responsible for streamlining the provision of energy 

and promoting energy efficiency. Specifically, the agency 
wanted to work \"openly and pragmatically\" and in a mutually 
beneficial fashion with potential investors to promote 

multiple export routes for Turkmenistan\'s gas. 


Mann: Diversification Strengthens Sovereignty 
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3. (SBU) Mann told Myradov that the United States very much 
wanted to see Turkmenistan diversify its export routes; there 
were many reasons for this, including a wish to promote 
business for U.S. companies and to diversify global energy 
supplies. But the main reason for this strategy was the U.S. 
desire to support Turkmenistan\'s independence and 
sovereignty. This was a strategy that had existed for many 
years. However, now -- for the first time -- it was possible 

to implement this vision. Mann noted that it was Myradov\'s 
responsibility to attract foreign investment; Chevron, 
Conoco-Phillips and other world-class petroleum companies had 
already visited Turkmenistan over the last several months. 
However, there was also real need to decrease the degree of 
government control in order to improve the foreign investment 
climate. Mann stressed that he sincerely wished for 
Myradov\'s advice on how the United States government could 
support Turkmenistan\'s transition to a modern economy; the 
United States was willing to provide technical assistance, 
financial support or training, as needed. Mann then invited 
the other members of the delegation to introduce the concrete 
proposals laid out ref a. 


4. (SBU) Myradov, thanking Department of Energy Director 
Lana Ekimoff for the stack of information she provided, 
commented that \"we\'re like a baby trying to absorb 
everything; the more information you bring, the more useful 
itis to us. We welcome anything you can give us; without 
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data we can\'t make good decisions." To U.S. Trade 
Development Agency Director Dan Stein, who offered to conduct 
a \"definitional visit\" that would allow U.S. technical 

specialists to meet with Turkmenistani officials and develop 

a list of possible assistance, Myradov stated that his 
government would consider the offer, and that \"most likely\" 
Turkmenistan would agree. 


Turkmenistan\'s Wish List 


5. (SBU) In response to a question from Mann about 
Turkmenistan\'s vision of cooperation, Myradov responded that 
\"of course\" Turkmenistan wanted to cooperate, especially with 
the United States; Turkmenistan understood the intellectual 
and physical power the United States had to offer, as well as 
the rich experience of U.S. companies. He noted that a key 
responsibility that his agency had, that Gurbanmyradow\'s 
competent body had not had, was the responsibility for 
developing the Caspian offshore hydrocarbon sector. 
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Turkmenistan wanted to learn from international companies\' 
offshore drilling experience, taking into account the need 

for different export routes. He said that he was familiar 

with the history of the former negotiations for a 

Trans-Caspian pipeline (TCP), the Baku-Tbilisi-Ceyhan (BTC) 
pipeline, and the Shah Deniz pipeline; maybe the Shah Deniz 
would have proven even more successful if Turkmenistan would 
have participated. His assessment of the BTC project was 
that it had been a success, and Turkmenistan had a pragmatic 
interest in cooperating in this area. His country was 

interested in the experience of world-class companies which 
were willing to make large investments, but, at the same 

time, wanted to avoid the \"large problems\" that business with 
large companies often brought. Most of all, Turkmenistan 
wanted to avoid politicizing energy sector issues, but 

\"modern energy is impossible without politics.\" 


6. (SBU) In response to further prodding from Mann, Myradov 
expressed an interest in: 


-- Learning how to conduct negotiations. Turkmenistan needed 
to understand better the international legal aspects of 
negotiations, especially in dealing with offshore Caspian 
issues; 


-- Improving Turkmenistan\'s ability to manage its own 
resources; 


-- Receiving training in performing financial assessments. 


Myradov also said he had found the definitional visit an 
interesting idea, and, noting Mann\'s statement that he wanted 
to open Turkmenistan\'s hydrocarbon resources to the world by 
providing world-class investment, asked what Mann meant by 
\"world-class.\" 


Delegation Makes Case for U.S. Involvement 


7. (SBU) Mann defined \"world-class investment\" as involving 
competition between companies, and between banks, for 
Turkmenistan\'s business, which would benefit Turkmenistan by 
providing lower interest rates, better commercial services, 
better training and greater transparency. He stressed that 
companies like Chevron and Conoco-Philips were the companies 
most concerned about social welfare in the world. This was 

not because they were \"kind people,\" but rather, because the 
U.S. legal system forced them to take responsibility for 
accidents. He added that USG involvement wanted to act 
seriously in the energy sector, and that USG involvement 

would fulfill two functions: 


Column 3 


ASHGABAT 00000559 003 OF 004 


-- Working to ease and make more efficient gas-related 
interaction between governments; and 


-- Serving as translator for the private sector, since most 
U.S. companies did not know Central Asia. 


Mann noted that the EXIM bank had invested heavily in the 
BTC, and that the United States was the largest contributor 
to the European Bank for Reconstruction and Development 
(EBRD). 


8. (SBU) Stein agreed that U.S. investment in the BTC, SOCAR 
and Shah-Deniz had been heavy, and reminded Myradov that 
Kazakhstan and Azerbaijan were both working very successfully 
with international companies. Broadly speaking, the United 
States believed there was an opportunity to move forward with 

a TCP, because demand for oil in Russia and Europe was 
increasing, while Gasprom, facing leveling production, would 
become more dependent on Turkmenistan gas. The United States 
hoped that Turkmenistan would take advantage of the 
possibility for new export routes, and was willing to assist 

with delimitation in the Caspian Sea, if that was what 
Turkmenistan wanted. Stein noted that the United States 

often heard from Russia that a TCP was impossible without 
agreement of all five littoral states. However, U.S. lawyers 

had concluded that there only needed to be agreement between 
the countries involved -- Turkmenistan and Azerbaijan -- to 

start construction of a new pipeline. And, indeed, Russia 

had already gone ahead with many other pipelines in the 
Caspian region without the agreement of the other littoral 

states. 


9. (SBU) Economic analyst Bud Coote made the following 
points to Myradov: 


-- Only U.S. companies had proven to have the technology that 
had permitted hydrocarbon extraction at Kazakhstan\'s Tengiz 
field and in Azerbaijan; 


-- The experience that U.S. firms brought to the table would 
also be helpful in Turkmenistan; and 


-- Turkmenistan had good resources, but developing those 
resources would require considerable investment. 


Myradov: State Agency Responsible for Working with Foreign 


Column 3 
Firms 


10. (SBU) In response to a question, Myradov stated that his 
agency was responsible, from beginning to end, for working 
with international companies wanting to participate in 
Turkmenistan. There were 32 off-shore blocs; only a few of 
those were already \"taken.\" Companies wishing to submit a 
bid on a bloc first needed to fill out and submit to the 

agency a two-page application with basic questions about the 
company\'s shareholders, structure and experience. Once a 
company submitted a proposal for a specific bloc, the 
Government of Turkmenistan would provide it preliminary 
seismic data and satellite imagery prepared several years 
ago. The state agency would then farm the proposal out to 
other government agencies -- including the Ministry of Oil 
and Gas -- for review and evaluation (Myradov said that 
Turkmenistan might eventually also hire international 
consultants to help with the evaluation process). After this 
step, the two sides would open negotiations ona 
non-exclusive basis to sign a contract; these days, 
production-sharing agreements (PSAs) were the most common 
product, but Turkmenistan was also researching other forms of 
agreements, including in joint venture and concession 
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formats. According to Turkmenistan\'s petroleum law, which 
had been developed in consultation with USAID and TACIS, 
companies with PSAs became owners of their shares of oil 
produced within \"their\" blocs. 


Bio Note 


11. (C) This was the first time that post has met with 
Myradov, for whom it has no biographic material. The 
government did not follow its normal practice of publishing 

his bio when he was appointed to his current position. MFA, 
when queried, stated tersely that he had risen through the 
ranks of a \"branch agency\" of the Oil and Gas Ministry, 
though he did not actually work in the ministry itself. 

Embassy FSNs who used to work regularly with the old 
\"competent body\" dominated by Yolly Gurbanmyradov have 
reported that they never previously came across Myradov and 
believe that he may have been located in the old 
Turkmenneftigaz body before it was folded into the Ministry 

of Oil and Gas. The delegation found Myradov -- who appeared 
to be in his early forties -- smooth, confident and clearly 
comfortable with working with westerners. He kept the 
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meeting rolling in an uncharacteristically (for Turkmenistan) 
light fashion, frequently making jokes and poking fun at 
himself. Although the meeting was conducted in Russian, he 
slipped at one point and offered up a joking throw-away line 
in only lightly accented English. 


Comment 


12. (SBU) The smooth-talking, business-like Myradov provided 
a favorable contrast to the technologically knowledgeable, 

but seemingly unimaginative Tagyev, and it is clear that he 
was appointed to his position not just because of the very 
different strengths that he brings to the table, but also 

because of his understanding of western business culture. 
Given the opacity of Turkmenistan\'s government structures, 
establishing a front agency for dealing with foreign 

companies should ease the difficulties of working in 
Turkmenistan and, indeed, most companies that currently have 
PSAs with the government seem relatively pleased with their 
arrangement. End Comment. 
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In Today\'s Papers 


Center-Right Merger Fails 

All papers report that the DYP and Anavatan (ANAP) merger failed 
when the two center-right parties failed to reach compromise on the 
nomination list of candidates for the general elections. ANAP did 

not disband itself and current leader Erkan Mumcu was re-elected as 
the party chairman on the second day of the convention. Mumcu 
apologized to the Turkish people for not being able to realize the 

merger and accused DYP of not keeping its promises. Weekend papers 
report that Mumcu\'s sharp criticism of former party leader Mesut 

Yilmaz caused turmoil in the party and many party members resigned 
from ANAP. Meanwhile, DYP leader Agar who had planned to attend the 
ANAP convention, decided not to after learning of Mumcu\'s decision. 
DYP will retain the name of the intended new party -- the Democrat 
Party (DP) - and candidates will run under that banner in the 

elections. 


Rice, Gates, Kurdish Leaders on Turkey-Iraq Relations 
All papers report that following the warnings of Secretary Rice, 
Secretary of Defense Robert Gates on Sunday cautioned Turkey not to 
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use force in northern Iraq. \"The Turks have a genuine concern with 
Kurdish terrorism that takes place on Turkish soil. We have been 
working with the Turks to try to help them get control of this 

problem on Turkish soil,\" Gates said. \"We have had ongoing 
discussions with Turkish officials,\" Gates noted, adding, \"General 
Ralston is our envoy to Turkey and he continues to be deeply 
engaged.\" 


Meanwhile, papers report the regional Kurdish administration 
president Massoud Barzani met with Iraqi President Jalal Talabani in 
Dokan in Suleymaniye. Talabani expressed hope after the meeting 
that \"problems with our brothers, the Turks, will be resolved,\" 
adding \"we do not accept interference in others\' affairs and we do 
not accept interference in our affairs.\" Barzani said they have 
always called for dialogue with Turkey. \"Turkey has not entered the 
Iraqi side of the border. Bombs have fallen on some remote border 
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areas, but it\'s not an issue of concern. If a cross-border 
operation is launched, it will become Iraq\'s problem," Barzani 
emphasized. 


Editorial Commentary on Northern Iraq, US and Turkey Relations 
Washington-based Yasemin Congar writes in the mainstream daily 
Milliyet: \"The Bush administration considers the trilateral 

mechanism between Baghdad, Ankara and Washington as the proper 
platform for cooperation against the PKK in Northern Iraq. In this 
context, Washington wants Turkey to maintain a high level dialogue 
with the Kurdistan Regional Administration (KRA). Both Republicans 
and Democrats are pursuing the same line on this issue which 
envisions a solution through political dialogue between Ankara and 
KRA on every issue, including Kirkuk. So the elimination of 

Turkey\'s worries regarding Northern Iraq require close and healthy 
ties between Turkey and the KRA, however it seems difficult at this 
point given the current domestic political tiffs in Turkey and some 
threatening remarks made by Kurdish leaders. Yet the fact of the 
matter is not only the US and Kurds but also the Iraqi government 
itself is asking Turkey to maintain close ties with the KRA. The 

Iraqi ggQQA\"NV[O| more a venue for expressing fury against PKK terrorism and 
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the government for not solving the problem. The US should realize 
that following the general elections, the political scene will not 

be the same as before. Popular fury should be taken into account 
because there is a tendency to equate the PKK with the US. The US 
currently emerges as a force which helps the ruling AKP as an 
example of moderate Islam and watches out for the PKK in northern 
Iraq. None of those political approaches will do any good for the 

US. Flirting with Islamism and courting terror are dead ends for US 
interests after all.\" 


Osman Ocalan Missing 

Vatan, Cumhuriyet and Aksam report that Osman Ocalan, the brother of 
Abdullah Ocalan and a founding member of the PKK, has been missing 
in Iraq for one week. Vatan and Aksam speculate Ocalan went to Iran 
for medical treatment but was taken into custody by Iranian 

officials. Cumhuriyet claims Ocalan wanted to flee to Iran after 

hearing he would be handed over to Turkey, but was captured at the 
border. The paper expects Ocalan to be handed over to Turkey by 
Barzani as a \"gesture\" to reduce strains with Turkey before the 
upcoming general elections. 


Mesrob II Remarks on the Assassination of Hrant Dink 

Mainstream Hurriyet reports that in an interview with Der Spiegel\'s 
Internet website, Patriarch of Turkish Armenians, Mesrob II said 
that those behind the assassination of Hrant Dink are being 
protected and he will take the issue to TGS Chief General Buyukanit 
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soon. Mesrob added that the Armenians in Istanbul are continuously 
threatened and their request for security measures from the Istanbul 
Governor\'s office was rejected with the recommendation that they 
hire private security companies. 


TV News: 
(NTV, 8 A.M.) 
Domestic News 


- Turkey-EU troika meeting will take place in Ankara with the 
participation of German and Portuguese foreign ministers and EU 
Enlargement Commissioner Olli Rehn. 


- The Turkish Parliament has approved a bill that would increase the 
powers of the police. 


- The Turkish Parliament recessed on Sunday, June 3, to convene five 
days after the High Election Board announces the results of the 
general elections to be held on July 22. 


- On Monday, Land Forces Commander Ilker Basbug is to kick off an 
official visit to the Chinese capital of Beijing. 


International News 


- President Putin warned that US plans to build a missile defense 
system in eastern Europe would force Moscow to target its missiles 
against Europe. 


- Foreign Minister Tzipi Livni has invited the foreign ministers of 
Jordan and Egypt to visit Israel for talks on an Arab plan offering 
Israel a peace deal. 


- More than 300 police were injured during protests in the German 
city of Rostock on Saturday against the upcoming Group of Eight (G8) 
summit in Germany. 


- Fourteen American soldiers were killed in three days in lraq, the 
US military said Sunday. 
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Classified By: Consul Alan B. C. Latimer for reasons 1.4 (B) and (D) 
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1. (SBU) Three American TransCoastal employees (Bobbie 
Tyner, Shane McMorris, and Richard Moore), four British 
nationals, one South African, one Filipino, and one Nigerian 
begin their eleventh day in captivity. The ten individuals 
were kidnapped off the shore of Bayelsa State on May 25. 


2. (SBU) According to security sources, two of the six 

individuals kidnapped on June 3 in Ikot Abasi, Akwa Ibom, 

were South African nationals (reftel) while four were 

Russians. One of the Russians working for the Russian 
Aluminum Group (RUSSAL), which recently purchased the 
Aluminum Smelter Company of Nigeria (ALSCON), was reportedly 
a woman. 


3. (C) Security sources reported on June 5 that the 
kidnapping of ten Indian nationals, including two women and 
two children, on June 1 in Rivers State, was well-planned and 
targeted. Forty attackers were said to have stormed the 
location and knew where to go and whom to take. These 
sources suggested criminal/militant leader Ateke Tom was 
likely behind this attack because Nigerian employees of Eleme 
Petrochemical and it\'s parent company, Indorama, have links 
to Tom\'s community. Additionally, the kidnappers\' 
negotiation representative seemed to know what the company 
was prepared to negotiate in advance of their meetings. One 
security source suspected the kidnapping of women and 
children was a deliberate attempt to gain leverage with the 
Rivers State government. 


4. (SBU) A security source said only one of the two Chinese 
nationals kidnapped on March 17, in Anambra State, was 
released on June 2 as reported reftel. Eric Niu was 

reportedly rescued by intelligence officers drafted from the 
Nigerian Army in Enugu. Niu was purportedly rescued from a 
hideout \"in a thick forest\" in Ebonyi State, in south-east 
Nigeria. Nigerian intelligence suspected the Chinese 

nationals were kidnapped by members of the Movement for the 
Actualization of the Sovereign State of Biafra (MASSOB). 
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E.O. 12958: DECL: 06/05/2017 
TAGS: PGOV, KDEM, PINR, MI 
SUBJECT: PROFILE OF MALAWI FOREIGN MINISTER JOYCE BANDA 


REF: STATE 73210 
Classified By: Ambassador Alan Eastham for reason 1.4 (C). 


1. (C) Summary: Minister of Foreign Affairs Joyce Banda is 
well respected by the Malawian public, and lauded for her 
strong pro-human rights past. Banda is admittedly out of 

her element at Foreign Affairs and possesses only a basic 
knowledge of international relations, however she comes 
across as forthright and honest in her dealings with 

Embassy officials. Though she was appointed to her high 
profile Ministerial position in mid-2006, Banda has seen a 
sharp decline in her influence within both the Cabinet and 
the ruling Democratic Progressive Party (DPP) over the same 
period. While Banda had been one of President Mutharika\'s 
closest political advisors in the first year and a half of 

his presidency, including serving as Secretary-General of 
the DPP, she is now only nominally involved in party 

politics and instead focuses on her position as Minister of 
Foreign Affairs. End Summary. 


2. (SBU) Banda initially made a name for herself in Malawi 
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as one of the country\'s leading proponents of human rights 
and gender equality. As a victim of domestic abuse herself 
(Banda has described her first husband as abusive), Banda 
was particularly vocal in the promotion of Malawi\'s 

domestic violence bill, along with girls education and 
empowerment programs. Banda founded and still directs the 
Joyce Banda Foundation, which runs a large private girls 
school in the southern city of Blantyre, in addition to 

serving as a charitable organization. 


3. (C) After winning election to parliament in 2004, Banda 
was made Minister of Gender in President Mutharika\'s first 
cabinet. Later, when Mutharika split from former President 
Bakili Muluzi and his political party in early 2005, Banda 
followed Mutharika and later became Secretary-General of 
the new Democratic Progressive Party. However, Banda never 
showed much interest or ability in developing the DPP into 
a formidable political force (in the words of one prominent 
Malawian political observer, while Banda has a \"heart for 
the people, she is no politician\"). Her competitors for 
influence with the President--including current 
Secretary-General Heatherwick Ntaba and Minister of 
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Information Patricia Kaliati, among others--had a hand in 
pushing her out the door, but in the end Banda didn\'t have 
the stomach for the politicking required for the party\'s 
top job. After her appointment to Minister of Foreign 
Affairs in mid-2006 Banda quietly resigned from the DPP 
post of Secretary-General, ostensibly to focus on her 
Ministerial portfolio. Since her resignation she has 
played only a nominal role within the party and has seen 
her influence with, and access to, President Mutharika 
decline. 


4. (C) Taking up the Foreign Affairs portfolio after 

serving as Minister of Gender, Banda at first seemed in 

over her head at the MFA. She admitted as much to Embassy 
officials in her first meeting after being appointed 

Minister, stating that the President had put her in the 
position because he \"wanted his Ministers to be well 
rounded\". While she has grown into her position somewhat, 
Banda still seems only mildly interested in international 
affairs though she is much more engaged when discussing 
social issues such as education and human rights. In fact, 
her cabinet colleagues often joke that whenever Banda 
speaks her remarks invariably turn to issues of gender, the 
status of women and children\'s welfare. 


5. (C) Banda is open and outwardly friendly when meeting 
with Embassy officials, and highly values the opportunities 
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she has had to visit the U.S., both before and after 

running for office. On an international visitor trip to 

the U.S. in 1989 Banda met with a number of women\'s groups 
to discuss women\'s empowerment issues, an experience she 
used to help found a National Association of Business Women 
in Malawi in 1990. She greatly admires the human rights, 
good governance and journalistic freedoms inherent in the 
American political system. 


6. (C) While post does not have any information on Akajuwe 
Enterprises, Banda\'s primary \"business\" interests revolve 
around those organizations run by her charity, primarily 

the private Joyce Banda Foundation Secondary School in 
Blantyre, Malawi. The school educates over 800 Malawian 
girls, and serves as a source of income for Banda and her 
family. While Banda was involved in small scale garment 
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and transport businesses in the past, she currently has no 
business other than her foundation listed with Malawi\'s 
Chamber of Commerce. Though Malawian parliamentarians are 
not required to declare their assets or business interests 

to the public, all post contacts confirm that Banda has no 
significant business interests. 


7. (C) Banda is married to former Chief Justice of the 
Supreme Court Richard Banda, who retired after serving in 
the Malawian judiciary for thirty years. Richard Banda was 
recently named Chief Justice of Swaziland\'s Supreme Court, 
signing a four year contract on May 27, 2007. Banda had 
been working as a judge at the Swazi Supreme Court of 
Appeal since early 2006 in a position he took up after his 
retirement from Malawi\'s courts. Joyce and Richard have 
two children together--Kambi Banda and Kumi Banda (both 
females). Kambi, a sophomore in college, is currently 
going to a university in Ohio, while Kumi is still in high 
school. Banda also has three children from her first 
marriage, Jeff, Edith and Roy Kachale. All three were 
educated in the U.S., and Edith still lives in the U.S. 

Roy is the director of the Joyce Banda Foundation, while 
Jeff runs a computer sales company in Malawi. After the 
break-up of her first marriage, Banda had a long term 
relationship with the late Dan Nkosi, who was at that time 
married to Deputy Reserve Bank Governor Mary Nkosi. 


8. (C) Comment: While Banda is still a respected figure 
within President Mutharika\'s Cabinet (as shown by her 
prominent role as Chairperson of Protocol for the extended 
preparations of the state funeral of First Lady Ethel 
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Mutharika), her influence and importance have considerably 
waned since she resigned as Secretary-General of the DPP. 
Though Banda does have some autonomy on minor issues as 
Minister of Foreign Affairs, President Mutharika has made 

it clear to all his ministers that no one has full 

authority to act independently of him, especially on major 
decisions. Banda still believes that she should focus her 
energies on serving the needs of the 
disenfranchised--particularly in the areas of girls 

education. The non-stop political bickering of the past 

three years have largely turned her off to party politics. 
While she was Minister of Gender Banda commented to 
Ambassador Eastham that she did like politics and did not 
intend to run for parliament again, but instead planned to 
turn her energies back to running her foundation after 2009. 
However, the political toll on Banda seems to have 
considerably lessened since resigning from the DPP Secretary 
General position, and many political observers think it 

likely that she will indeed run for re-election to Parliament 

in 2009. End Comment. 
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DEPARTMENT FOR EB/IFD/OIA AND L/CID 

E.O. 12958: N/A 

TAGS: EINV, CASC, KIDE, OPIC, PGOV, IT 

SUBJECT: ITALY 2007 REPORT ON INVESTMENT DISPUTES AND 
EXPROPRIATION CLAIMS (527 REPORT) 

REF: STATE 55422 

1. In response to reftel, the Embassy is aware of four (4) 


claims of United States persons that may be outstanding 
against the Government of Italy. 
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CLAIMS 


2. a. Claimant A 
b. 1974 - 1980 


c. Claimant A, a U.S. citizen who died in September 1997, 
alleged that real property in and around Rome, held by a 
number of Italian companies he owned, was expropriated by the 
City of Rome beginning in January 1974 and continuing through 
September 1980. The court-appointed \"Special Administrator\" 
of the estate of Claimant A has continued to pursue this 

claim and maintains that the City of Rome failed to 

compensate Claimant A the fair market value of the property 

in contravention of the 1948 Treaty of Friendship, Commerce 
and Navigation (FCN) between Italy and the United States. 
Claimant A initiated legal action in Italian courts in 1983, 
seeking fair market value compensation for his property. The 
trial court dismissed this claim. Claimant A appealed 
unsuccessfully. His case was finally rejected in 1994 by 

Italy\'s Supreme Court of Cassation. 


The Department of State has taken steps to try to evaluate 
and promote resolution of this claim. As part of its 
consideration, the Department has, inter alia, sought 
information from the Special Administrator concerning 
Claimant A\'s claim, including the nature of Claimant A\'s 
ownership interests in the property and in the companies that 
apparently held direct ownership of the property and urged 
the Government of Italy to negotiate a resolution of this 
matter directly with the Special Administrator of Claimant 
AVs estate. 


The Special Administrator visited Rome in May 2001 and 
requested the assistance of the U.S. Embassy. Embassy 
officials helped put the Special Administrator in contact 

with the Ministry of Foreign Affairs Legal Department, which 
has responsibility for Claimant A\'s case. In 2002, the 

Ministry of Foreign Affairs informed the U.S. Embassy in Rome 
that the Italian Government views this case as closed. 


In June 2003, the Special Administrator and a consultant to 
the Administrator met with the Ambassador at their request. 
The Special Administrator and the consultant asked the 
Embassy to send a diplomatic note to the Ministry of Foreign 
Affairs requesting a review of the case, which the Embassy 
did upon Department instructions. 


In a December 29, 2003, diplomatic note (received late 
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January 2004), the Ministry of Foreign Affairs argued that 
the property subject to expropriation belonged to two Italian 
companies, of which claimant A was the major stockholder, but 
not to Claimant A himself. Since the entities in question 
were Italian and, therefore, subject to Italian law, the MFA 
argued that the United States could not espouse the claim 
under the 1948 FCN Treaty. The Ministry of Foreign Affairs 
also contended that the United States could not espouse the 
claim of an Italian citizen. Claimant A, born in Italy, 

retained his Italian citizenship, even after he had acquired 
American citizenship. The Ministry of Foreign Affairs 
therefore reaffirmed its conclusion that the case is closed. 


In autumn 2003, the Special Administrator and an informal 
advisor contacted the White House and the Nevada delegation 
of Congress to inform them about the case. In February 2004, 
the Embassy informed the Office of the General Counsel, the 
White House, as well as the Office of the Legal Adviser, 

State Department, of the December 29, 2003, Italian 
diplomatic note. The Office of the Legal Adviser, Department 
of State, shared with the Special Administrator the December 
29, 2003, diplomatic note. 


After further review of the December 29, 2003, diplomatic 
note and in close consultation with the Special 

Administrator, the State Department issued instructions to 
the Embassy to send another diplomatic note to the Ministry 
of Foreign Affairs responding to specific points and again 
requesting a review of the case. This diplomatic note was 
sent to the Ministry of Foreign Affairs in November 2004, and 
the Ministry of Foreign Affairs provided a brief response 
dated March 15, 2005, reiterating the Government of Italy\'s 
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position that the case is closed. The Embassy informed the 

State Department\'s Office of the Legal Adviser of the March 
15, 2005, Italian diplomatic note, and the Office of the 

Legal Adviser shared the note with the Special Administrator. 


On March 17, 2005, the Special Administrator visited Embassy 
Rome. Embassy officers had previously secured appointments 
for the Special Administrator with officials in the Office of 

the Prime Minister and the Foreign Ministry, but the Special 
Administrator subsequently asked that the meetings be 
canceled because of the March 4 Calipari (Iraq hostage) 
incident. The Office of the Legal Adviser is in the process 

of reviewing the Special Administrator\'s request that the 

U.S. Government espouse the claim against the Italian 
Government. 
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In April 2007, the Embassy received a letter from Senate 
Majority Leader Harry Reid notifying the Embassy that the 
Special Administrator planned to come to Rome and requesting 
that Embassy officials assist Estate representatives in 
obtaining an appointment at the MFA to discuss the Estate\'s 
claims. Despite a letter from the Ambassador requesting that 
they meet with Estate representatives, MFA officials declined 
to do so. 


3. a. Claimants B 
b. 1960-1972 


c. Claimants B claim the City of Bari expropriated 22,000 
square meters of land from them and paid for only 10,000 
square meters. The City states that the Claimants must get 
additional payment from the party that built on the land, the 
Instituto Autonomo Case Populari (IACP). The IACP apparently 
wants to pay a much lower price than the Claimants\' lawyer is 
seeking. Claimants\' attorney brought suit. In July 1998, 

the Bari court requested a new survey to determine the exact 
size of the area expropriated and a new estimate of the value 
of the property. A court decision was rendered in September 
2002, in which the U.S. claimants were awarded 1.89 million 
euros, and an additional 18,000 euros for legal expenses. 
According to Italian law, the affected party, IACP, may 

appeal the decision. 


Consul General Naples was contacted in November 2002 by the 
attorney representing the American claimants. The attorney 
asked for Consul General Naples\' intercession with IACP. 
Consul General Naples advised the attorney that the Consulate 
could not interfere in the legal process. Records do not 

indicate why the attorney sought Consul General Naples 
assistance, since the claimants had received a favorable 

ruling in September 2002. Consul General Naples has not had 
any contact with the claimants since 2002. 


4. a. Claimant C 
b. 1965-1974 


c. Claimant C attempted to purchase approximately 250,000 
square meters of land from the city of Avezzano, not far from 
Rome, for an American university campus. According to 
Claimant C, the land was worth $20,000 in the early 1970s but 
would be worth approximately $30 million today. According to 
Claimant C, in 1975-1976 the City of Avezzano accepted 
payment for the land, but then failed to deliver title. 

According to Claimant C, it won a favorable ruling for 
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damages from a court of first instance in 1986, which the 
city of Avezzano appealed. 


Claimant C notes it won the appeal in 1990, but the city of 
Avezzano has still not complied with the court\'s judgment. 
Various Embassy offices have played a facilitative role over 

the years in this case, but have not intervened directly. 

The Embassy is not aware of any developments in this case for 
several years. 


5. a. Claimant D 
b. 1998 


c. Claimant D claims the city of Bari expropriated property 
owned by her in 1998. In 2006, the claimant advised the 
Department of State that she was in the process of appealing 
an administrative tribunal\'s valuation of the property 

seized. The Office of the Legal Adviser, U.S. Embassy in 
Rome, and Consul General in Naples are working to learn more 
about the case, including what kind of assistance, if any, 

the claimant wants from the U.S. Government. It is unclear 
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whether or not this claim is the same, or is related to, the 
claim of Claimants B, detailed above. 


IDENTITIES OF CLAIMANTS 


6. Identities of claimants are protected under the Privacy 
Act of 1973 and cannot be released without permission of the 
claimant. 


Claimant A 

Name: Pier Talenti 

Citizenship: Naturalized American Citizen (May 15, 1961) 
Privacy Act Waiver: Unknown 


Claimants B 

Name: Francesco Scavelli, Antonio Scavelli, Germano Scavelli, 
and Bernardo Scavelli 

Citizenship: American 

Privacy Act Waiver: None 


Claimant C 


Column 3 

Name: American University of Rome, Inc., an Ohio nonprofit 
corporation (Contact: Mr. Gioia) 

Citizenship: American (by virtue of its Ohio incorporation) 
Privacy Act Waiver: None 


Claimant D 

Name: Maria La Cedra 
Citizenship: American 
Privacy Act Waiver: Unknown 
Spogli 
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E.O. 12958: DECL: 06/05/2017 
TAGS: PREL, PARM, NATO, KCFE, BU 
SUBJECT: BULGARIA ON RUSSIAN CFE CONCERNS 


REF: STATE 75293 
Classified By: DCM Alex Karagiannis, for reasons 1.4 (b) and (d). 


1. (C) We delivered reftel demarche to Gergana Velichkova, 

the MFAVs acting director of OSCE and Regional Security 
Affairs. Velichkova thanked us for reftel responses to 

Russian concerns; she enthusiastically agreed with our 

points. Noting that Bulgaria is specifically mentioned in 

two of the six Russian concerns, Velichkova said that a 

common Allied position was not only desirable, but necessary. 

In her words, Bulgaria would \"insist\" on a united front, as 
Russia\'s worrying statements affected not only new members of 
NATO, but the entire Alliance. 


2. (C) Velichkova said that Bulgaria did not see Russia\'s 
concerns as serious or well-founded, complaining that Russia 
is happy to remind other states of their \"obligations,\" while 
failing to mention its own Istanbul Commitments. Bulgaria is 
ready to proceed immediately with ratification of the Amended 
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CFE Treaty, she continued, but only when Istanbul Commitments 
have been met. 


Beyrle 
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E.O. 12958: DECL: 06/05/2017 
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SUBJECT: CHAVEZ TO DECREE CUBAN-STYLE NATIONAL POLICE LAW 


REF: A. 05 CARACAS 03521 
B. CARACAS 01055 
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Classified By: ACTING POLITICAL COUNSELOR DANIEL LAWTON FOR 1.4 (D) 


1. (C) Summary: President Chavez announced May 22 that he 
would soon decree a National Police Law that, among other 
things, would call for a new community police force. The 
announcement comes just as the National Assembly was 
finishing work on a final draft of the law, and further 

highlights the legislature\'s increasing irrelevance. Post\'s 
review of the draft bill sent to Chavez indicates the 

Venezuelan president will name the Director General of the 
national force, who will be responsible for investigating 

crimes, as well as \"watching, controlling, and protecting\" 
demonstrations. Crime continues to be a growing voter 
concern, and even official estimates suggest the murder rate 
may have tripled since Chavez came to power in 1998. 
However, the law appears mainly aimed at increasing Chavez\' 
control of the police and ability to squash dissent, and is 
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unlikely to significantly reduce crime. End Summary. 


2. (C) President Chavez announced that he would soon issue 
the National Police Law as a presidential decree law during 

the May 22 inauguration of the board of directors for newly 
nationalized telephone service Cantv. The law passed the 

first of two required readings in the legislature in July 

2004, but has since languished in the National Assembly\'s 
Interior Policy Committee. Chavez\' announcement came just as 
the committee was finishing up the final version of the 

National Police Law. NA President Cilia Flores said she was 
not notified of the president\'s decision before his speech, 
although like a good Bolivarian she quickly added that she 
supported the decision and that the most important thing was 
that the law passed soon. Committee member Calixto Ortega\'s 
assistant told us May 25 that the unfinished bill had been 
forwarded to the President. 


3. (C) While it is unclear how much of the NA\'s work will be 
reflected in Chavez\' decree law, Post\'s review of the draft 
law sent to Chavez indicates that for now only the political 
police (DISIP), the federal scientific, penal, and criminal 
investigative police (CICPC), the transit police, and select 
members of the Caracas Metropolitan police--which will be 
disbanded--would form the national force. (Note: According 
to a former police chief, incorporating the CICPC requires a 
constitutional change.) It will be subject to a 
\"democratically elected citizen oversight committee.\" 
Contrary to initial reports, it does not appear that state 

and municipal constabularies will be eliminated nor will 
their responsibilities be reduced. Nevertheless, the 
Ministry of Popular Power for Interior and Justice (MPPIJ) 
will oversee these forces and can \"intervene\" at its 
discretion. 


4. (C) Ortega told PolCouns and Poloff May 15 that the bill 
would likely be a transitional law that would seek to 
consolidate and standardize norms for Venezuela\'s 118 state 
and municipal police forces, which up to this point have been 
regulated by different standards. Ortega said the bill would 
also seek to professionalize the forces by attempting to root 
out corruption and nepotism, establishing a training program, 
and increasing salaries and benefits for the country\'s 
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roughly 100,000 police officers. Post notes that the bill 
does allow the MPPIJ to design and implement norms and 
training programs for all police forces, but Chavez will name 
the Director General of the national police force, 

potentially undermining the ministry\'s control. The national 
force\'s duties will include investigating crimes, \"watching, 
controlling, and protecting\" demonstrations, assisting in 
migration matters, traffic control, and protecting 

dignitaries, including accredited diplomats if requested. 

The MPPIJ will have the authority to request military 
assistance with police functions when it deems necessary as 
well. 
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5. (C) In addition to creating a national police force, 

Chavez said the law will also mandate community councils 
(consejos comunales) to create community police forces that 
will work with and be trained by the new national 
constabulary. According to Chavez, the government will 
provide radios, uniforms, and \"equipment\" for these community 
police. Chavez said the law would be based on the Cuban 
police model because he claimed that in Cuba it was 
\"extremely rare to hear of street crime or murder.\" 
(Comment: While Chavez\' did not make specific mention of 
them, we believe he is referring to the Cuban Committees for 
the Defense of the Revolution (CDR), which serves as the 
regime\'s eyes and ears.) 


6. (C) Chavez also appears to be trying to use the security 
issue to set the stage for greater acceptance of his 

socialist agenda. During his announcement, Chavez framed the 
issue of crime as a symptom of Venezuelan society\'s 
deteriorating values system, implicitly contrasting 

Venezuela\'s capitalistic nature with the socialist one of 

Cuba, which he claimed \"had another form of life that is not 
consumer-driven, or based on ambition for material wealth,\" 
which he said \"drives many people to criminality.\" In 
underscoring this point Chavez also could not resist taking a 
swipe at the United States, saying that criminals there use 
\"rifles and automatic weapons and walk around gunning down 
people even in high schools.\" 


Comment 
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7. (C) Crime has been the top concern for most Venezuelans 
over the past several years, but has yetto become a 

significant political liability for Chavez. According to 

Ministry of Health and Social Development statistics, the 
projected murder rate for 2005 was 20,000 homicides, which if 
accurate, would mean the murder rate has tripled since Chavez 
came to power (Ref A). Neither the NA\'s nor the president\'s 
plans are likely to significantly stem crime. The 

president\'s proposal, if it includes a community council-run 
police component, may worsen the problem by putting more guns 
on the streets. Given Chavez\' forceful reaction to the 

recent pro-RCTV closures (Ref B), the law\'s concentration of 
police power in his hands and the potential creation of a 
Cuban-style \"big brother\" element does not bode well for 
future protests against unpopular BRV decisions. 


BROWNFIELD 
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SIPDIS 


E.O. 12958: DECL: 06/05/2017 

TAGS: PGOV, KPKO, CG 

SUBJECT: UNDP LAUNCHES NEW DEMOBILIZATION PROGRAM FOR ITURI 
MILITIAS 


Classified By: PolOff CBrown, reasons 1.4 b/d. 


1. (U) Summary: The UN Development Program (UNDP) signed an 
accord with GDRC officials June 1 to launch a new 

demobilization, disarmament and reinsertion (DDR) program for 
militias in the DRC\'s northeastern Ituri District. The three 

million USD project, partially co-financed by USAID, aims to 
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demobilize nearly 4,500 militia members over 60 days. Those 
who opt for demobilization and community reinsertion will be 
given the opportunity to participate in \"high-intensity work 
projects\" for a three-month period. The newly demobilized 
will no longer receive the 25 USD per month stipend 
previously given to ex-combatants but instead will be paid 
two USD a day during the work program. End summary. 


2. (U) UNDP Resident Coordinator and MONUC DSRSG Ross 
Mountain signed an accord with Minister of Defense Chikez 
Diemu June 1 that seeks to complete the demobilization 
process of remaining militia forces in Ituri District. UNDP 

and GDRC officials expect to target nearly 4,500 members from 
the three main Ituri militias: the Force for Patriotic 

Resistance in Ituri (FRPI) of Cobra Matata; the Congolese 
Revolutionary Movement (MRC) of Mathieu Ngudjolo; and the 
Nationalist and Integrationist Front (FNI) of Peter Karim. 

The program, costing three million USD, is co-financed by 
Japan, Ireland, Norway, and Sweden, in addition to 500,000 
USD provided by USAID. 


3. (U) The initial disarmament period will last 60 days, 

although no starting date has been set. Each militia group 

will be required to submit a complete list of its members to 
military authorities before the program begins. Once the GDRC 
approves the lists of potential participants, the militias 

will be allowed to send members to transits sites in Bunia 

and Kpandroma for biometric registration. 


4. (U) According to the plan, the new ex-combatants will 
receive demobilization kits at the transit sites, where they 
will choose between integrating into the military or 

rejoining civilian life. Based on past experience in Ituri, 
UNDP officials say they expect two-thirds of the anticipated 
ex-combatants (approximately, 3,150 people) to opt for 
community reinsertion. Those who select this option will be 
given an initial payment of 110 USD for transport costs back 
to their communities. 


5. (U) Once resettled, the ex-combatants will be employed in 
\"high-intensity work projects,\" designated by UNDP or one of 

its implementing partners, over the course of three months. 
UNDP officials said most will be engaged in road 

rehabilitation programs and paid two USD per day. This 

payment mechanism is a departure from previous DDR programs 
in which ex-combatants were given a stipend of 25 USD a month 
for 12 months. Following the initial three-month project, the 
participants will be offered different options for community 

and economic reinsertion, such as an apprenticeship or 
assistance to begin revenue-generating activities. The 
ex-combatants will officially complete the program after an 
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additional 12 months during which UNDP will continue to 
provide some nominal support. 


6. (C) This program reflects the new attitude of the GDRC, 
particularly Diemu, in favor a more \"community-based\" 
approach to demobilization efforts. Others, however, are more 
critical of UNDP\'s plans. World Bank officials, who manage 
the 200 million USD Multi-Country Demobilization and 
Reintegration Program (MDRP), told us in mid-May that 
community rebuilding, not simply reinsertion, was the 
preferred solution for Ituri. They criticized UNDP\'s proposal 
(at the time under consideration, but not yet announced) for 
not being \"sustainable,\" particularly as employment in 
activities such as road-building would presumably not provide 
ex-combatants with sufficient skills to earn a living. MDRP 
officials countered that the demobilized would be better 
served if given training in farming or carpentry -- areas 

they claim have a higher demand for workers. 


7. (C) Comment: The UNDP\'s new DDR program will have to 
overcome significant obstacles if it is to succeed. 
Ex-combatants have proven far more interested in the past in 
receiving the traditional 25 USD per month stipend than in 
learning new job skills. For those who do choose community 
reinsertion, the difficulty will be in gaining experience 

that can be sufficiently utilized in Ituri, where there are 

few sustainable employment opportunities. In addition, 
estimates of a possible 4,500 militia members participating 
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appear high, and could only likely be achieved through new 
recruitment by militia leaders. End comment. 
MEECE 
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DEPT FOR ISN, EB, NEA, IO, VCI, P 
TREASURY FOR TFI 


E.O. 12958: N/A 

TAGS: AORC, EFIN, ETRD, KNNP, MO, UNSC 

SUBJECT: MOROCCO RESPONSE TO U.S. 60-DAY REPORT ON UNSCR 
1747 (IRAN SANCTIONS) 


REF: SECSTATE 73219 


(SBU) During a June 1 meeting, econoff drew from reftel 
points to urge Moroccan implementation of UNSC-mandated 
sanctions against Iran. Ahmed Faouzi, Division Chief for 
International Organizations at the Ministry of Foreign 

Affairs, affirmed Moroccan support for UNSCR 1747, but 
stopped short of specifying any particular sanctions Morocco 
has implemented. Faouzi was thankful to receive a courtesy 
copy of the U.S. 60-day report and said he would forward the 
information to the appropriate offices within the GOM for 
review. Faouzi emphasized the excellent cooperation the U.S. 
and Morocco enjoy on this subject and pledged to keep Post 
informed of any substantive developments. 
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Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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TAGS: KNNP, TU, IR 

SUBJECT: STATUS OF TURKISH ACTION ON IRAN SANCTIONS, BANK 
SEPAH 


REF: A. SECSTATE 73587 
B. SECSTATE 73219 
C. ANKARA 1220 


Classified By: Economic Counselor Tom Goldberger for 
reasons 1.4(b) and (d). 


1. (C) Summary: Turkish MFA officials claim that Turkey is on 
the verge of implementing UNSCR 1737, and will then implement 
1747. Turkey will report to the Security Council on the 

status of its implementation of 1747 once it can confirm to 

the UN that it has implemented 1737. In the meantime, MFA 
confirmed the existence of a Bank Sepah account at Turkey\'s 

Is Bank. The bank says it has effectively frozen the 

\"minimal\" balance in the account. End Summary. 


2. (C) We delivered refs A and B points to MFA Deputy 

Director General for South Asia Babur Hizlan June 4. Hizlan 

said that the Council of Ministers\' decree necessary to 
implement UNSCR 1737 lacked only one minister\'s signature but 
that the minister in question was travelling outside of 

Turkey. He hoped and expected the decree to come into effect 
in a matter of days. 


3. (C) Hizlan reiterated that once the 1737 decree was 
signed, the ministry would send to the Council of Ministers a 
second draft decree implementing 1747. Using a similar 
logic, Hizlan explained that Turkey would not report on its 
implementation of 1747 until it was in a position to confirm 
to the Security Council that it had implemented 1737. 


4. (C) After we (again) stressed the urgency of immediate 
action against Bank Sepah, Hizlan said he would ask Is Bank 
about its reported relationship with Bank Sepah. Hizlan 
subsequently informed us that a Is Bank senior executive 
confirmed to him the existence of a Bank Sepah correspondent 
account with his bank. According to Hizlan, the Is Bank 
executive said the account had a \"minimal\" balance, and that 
Is Bank had effectively frozen all activity in the account at 

the time Resolution 1747 was passed by the Security Council. 
He said all \"loopholes\" were closed. 


5. (C) We have raised U.S. concern about Turkey\'s slow 
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implementation of 1737 and 1747 repeatedly and at all levels 
ofthe MFA. The Ambassador has raised it twice with Under 
Secretary (D equivalent) Ertugrul Apakan and again raised it 


SIPDIS 
June 5 with Deputy Under Secretary Feridun Sinirlioglu. 


6. (C) We recommend Washington addressees consider calling in 
Turkish Ambassador Nabi Sensoy in order to underline U.S. 
concern and raise the profile of this issue. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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SUBJECT: Ceasefire Commission Week of May 28 


1. (SBU) With the killing of a UN peacekeeper on May 25, security 
issues and ceasefire violations remained at the center of Ceasefire 
Commission (CFC) discussions this week. Additionally, a new rebel 
movement, the SLA United Front, announced itself at AMIS\' expense. 
End summary. 
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2. (SBU) On the alleged bombing of Deim Bishara, JEM/Peace Wing 
representative Mustafa Dawood said AMIS should explain why it had 
not yet investigated the incident. GOS representative Major Nasr 
stressed that it was a drug eradication operation that had since 
ended, but the JEM representative countered that such an operation 
should have been coordinated with them, especially since JEM was a 
signatory. Deputy Force Commander Ephrem Rurangwa, who chaired the 
meeting, said that the area was still inaccessible due to continued 
fighting and that he expected the sector\'s report once conditions 
improved. He hoped that the investigative team that was sent would 
not be detained, as occurred in al-Hosh on May 27. 


3. (U) The tense standoff of May 26, in which the SLA/Minawi house 
near AMIS was surrounded by GOS forces, was also raised. The DFC 
called for all movements to respect the recent agreement made with 
Force Commander Aprezi to create an arms-free zone in the 
neighborhood. SLA/Minawi representative Anmed Gardiya suggested 
AMIS expand its camp to house internationals. The DFC insisted that 
the arms-free zone only required a decision on the part of the 
movements, while an expanded camp would cost time and money and 
incur more security problems. 


4. (SBU) Carjacking continued to be a major concern. The UN 
observer noted that in North and South Darfur, carjackings were a 

way of equipping the factions, while in West Darfur they were a 
manifestation of general banditry. JEM representative General 
Mohammed Bashir said that stolen vehicles from both Sudan and Chad 
were traded at \"Sun Market\" northwest of Saraf Umra and northeast of 
El Geneina. He stressed that if the movements were made aware of 
carjackings, they would be prepared to help. The DFC said that 
gathering this kind of information and disseminating it would be one 

of the functions of a Joint Operations Center (JOC), which he 

intended to set up soon. 


5. (SBU) SLA/Non-Signatories Faction (NSF) representative Colonel 

Abdou Ismail apologized for missing the previous meeting but said he 
was investigating the five-hour detention of an AMIS team at al-Hosh 
on May 27. Having arranged the team\'s arrival with ground 
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commanders, he concluded that the commanders had intended to detain 
the team from the beginning to gain publicity for their new 

movement. He said that SLA \"United Front,\" headed by Mohamed 
Abbakar Kado, did not recognize the N\'djamena ceasefire, the DPA or 
AMIS, and that it would accept only United Nations personnel in its 

area. The movement, he said, did not define what its area of control 
consisted of outside of al-Hosh. 


6. (U) The First Chamber meeting on May 30 was postponed due to an 
incident in Labado between AMIS and SLA/Minawi, in which an AMIS APC 
crashed into an SLA/Minawi vehicle, killing the SLA/Minawi driver. 
Retaliatory shooting was reported. More information to follow 

septel. 
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E.O. 12958: DECL: 06/04/2012 
TAGS: PGOV, PREL, SU, CD 
SUBJECT: MINAWI ON JEM DYNAMICS, ARAB-GOVERNMENT CONFLICT 


Classified By: CDA R. Powers, Reason: Sections 1.4 (b) and (d) 


1. (C) Meeting with AID Mission Director and Poloff on June 

3, Senior Assistant to the President and Sudan Liberation 
Movement (SLM) leader Minni Minawi discussed the shifting 
power dynamics within the Justice and Equality Movement (JEM) 
and the increasing disaffection among Arab tribes toward the 
Sudanese Government. According to Minawi, two factions had 


Column 3 

emerged within JEM. One, led by chairman Khalil Ibrahim, 
continued to harbor ambitions of regime change in Khartoum. 
Another, led by Secretary General Bahar Tahir Abugardo, was 
open to negotiations with the Sudanese Government. Minawi 
said that President Deby had shifted his support for JEM to 
Abugardo\'s faction as part of Chad\'s efforts to ease tensions 
with Sudan. (Note: The split between Ibrahim and Abugardo is 
not based on clan differences as both hail from the same 
Zaghawa Kobe clan. End note.) 


2. (C) Minawi also noted the rise in intra-Arab violence in 

Darfur. He said that Arab militia leader Musa Hilal had fled 

his traditional stronghold of Kebkabiya on June 1 after he 

was implicated in the death of a local sheikh. Minawi 

attributed this event to a growing conflict between the 

Sudanese Government (and its proxies) and the Arab tribes of 
Darfur. Members of these tribes had served in the 
Government-sponsored Janjaweed but were now defecting and had 
begun to confront the Government. Minawi cited the example 

of a recent \"Janjaweed\" attack on Sudanese Armed Forces (SAF) 
soldiers in Kass and Wadi Salih. He claimed to have spoken 

to representatives of another Arab militia which had refused 
Government orders to launch attacks in Chad. When the 
Government then attempted to disarm this militia, the 

Janjaweed fighters launched a counter-attack on the SAF. 


3. (C) Underscoring that the Sudanese Government is incapable 
of disarming the Arab militias by force, he said that the 

Arab tribes were beginning to consider their options: 1) 

Continue to implement Government orders, which may be counter 
to the tribes\' interests, 2) Accept Government-led 

disarmament, which would leave them vulnerable to banditry 
and attacks by other tribes, or 3) Join the SLM. While 

optimistic that the Arab tribes would choose an alliance with 

the SLM, Minawi did not specify whether such a decision would 
entail active confrontation against the government or 
participation in a political process. \"This could be the 

final bloodletting of Darfur,\" said Minawi. 


4. (C) Comment: Minawi\'s sources inside JEM are well-placed. 
He claimed, for example, to be receiving information on 
Ibrahim\'s location from a Zaghawa contact with the JEM 
chairman in Chad. Minawi visited Kebkabiya in mid-May, which 
could represent a new SLM interest in coordinating with 
disaffected Arab tribes and former militia members. End 
comment. 
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D. MINSK 453 


Classified By: Ambassador Karen Stewart for reason 1.4 (d). 


Summary 


1. (C) On June 4, Ambassador met with two recently-released 
political prisoners. Opposition youth leader Pavel 

Severinets and Belarusian Social Democratic Party chair 
Nikolay Statkevich expressed their gratitude to the USG for 
pressuring the GOB to free them. They also noted their 
dissatisfaction with the recent democratic congress and 
pledged their strong support for former opposition leader 
Aleksander Milinkevich. End summary. 


Severinets and Statkevich Credit U.S. for Early Release... 


2. (C) On June 4, Ambassador met with opposition youth 
organization Malady Front founder Pavel Severinets and 
opposition Belarusian Social Democratic Party \"Narodnaya 
Gramada\" (BSDP-NG) Chair Nikolay Statkevich, both of whom 
authorities released on May 22 after two years of internal 

exile for leading unauthorized demonstrations against 

Belarus\' official 2004 parliamentary election results (ref 

A). Severinets and Statkevich thanked the United States for 
pressuring the GOB to release them two months earlier than 
planned (ref B). Statkevich added that the regime could 


Column 3 

easily have extended their incarcerations under false 
pretenses. He thanked Ambassador for recently meeting with 
him in detention and attributed a significant improvement in 
his treatment by correctional authorities to the visit (ref 

C). Recollecting how authorities had prevented Ambassador 
from visiting him, Severinets also thanked the Embassy for 

its unswerving moral support for him and other political 
prisoners. 


Criticize the Congress and Opposition Parties... 


3. (C) Severinets and Statkevich lamented to Ambassador that 
their lengthy absences from politics had severely hampered 
their organizations\' presence and influence at the democratic 
opposition\'s congress (ref D), which several political party 
\"bureaucrats\" had skillfully dominated, especially Belarusian 
Party of Communists (BPC) Chair Sergey Kalyakin. When asked 
about the congress\' vote not to consider their more radical 
\"street action\" strategy, both opposition leaders insisted 

that the congress had underrepresented non-party opposition 
activists and that the strategy adopted at the congress did 

not reflect the will of the broad opposition\'s majority. 
Furthermore, they asserted that the congress had revealed 
growing divisions between the coalition\'s \"pro-European 
majority\" and Kalyakin, whom they consider beholden to 
Russian financial support and influence. In contrast with 

BPC, Statkevich said that his supporters had remained loyal 

to BSDP-NG because it is the only left-wing party with a 
pro-European or 

ientation. 


And Pledge Their Support for Milinkevich 


4. (C) Despite his deep disappointment with former 
opposition presidential candidate Aleksander Milinkevich\'s 
failure to rally pro-democracy activists on October Square on 
March 19, 2006 and other leadership faults, Statkevich still 
recognized the former presidential candidate as the closest 
among top coalition leaders to BSDP-NG goals and the best 
choice for leader of Belarus\' democratic opposition. 
Severinets was considerably more categorical in his support 
for Milinkevich and his \"For Freedom\" movement. According to 
Severinets, Milinkevich fully backs Severinets\' plan to 

further mobilize and incorporate Belarus\' Christian community 
into the struggle for democratic reform. 


5. (C) Severinets and Statkevich strongly endorsed what they 
regarded as Milinkevich\'s recent change of strategy -- that 
is, casting membership in the \"For Freedom\" movement as an 
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alternative, not merely a supplement, to membership in the 
larger opposition parties. Comparing \"For Freedom\" to 
Poland\'s \"Solidarity\" movement in the 1980s, they predicted 
that Milinkevich would overcome what they regarded as his 
past shortcomings of leadership if he surrounded himself with 
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capable and \"sincere\" advisors. 


Comment 


6. (C) Severinets and Statkevich -- a nationalistic 
Christian democratic youth leader and a pan-European social 
democratic party boss -- may appear as a political odd 
couple. To some extent, their support of Milinkevich is 
likely a reflection of political realities -- Malady Front\'s 
relatively marginalized presence at the congress and 
Statkevich\'s inability to directly challenge Kalyakin\'s hold 
over the opposition\'s left-wing parties. However, without a 
doubt, their political partnership is also a reflection of 

their deep personal friendship forged through their shared 
experiences of leading pro-democracy demonstrations and 
enduring political persecution. 

Stewart 
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B. MINSK 440 
C. 06 MINSK 1166 
D. 06 MINSK 513 
E. MINSK 352 
F. MINSK 454 


Classified By: Ambassador Karen Stewart for reason 1.4 (d). 


1. (C) The GOB in recent weeks has shown some signs of 
progress by dropping charges against youth activists and 
giving Malady Front members on trial a fine rather than a 

jail sentence. In light of these events, human rights lawyer 
Labkovich informed Pol/Econ Chief that lawyers for several 
political prisoners have drafted and signed clemency 
applications on their clients\' behalf. Though not wanting to 
admit any guilt, prisoners -- under pressure from their 
lawyers and family -- agreed to the clemency application, but 
refuse to apologize for their actions or sign the pleas for 
release. This may be a sticking point for the authorities, 

but Pol/Econ Chief reiterated to Labkovich our message to the 
Presidential Administration -- authorities should be prepared 
to accept and favorably review all clemency applications. 
End summary. 


GOB Showing Some Signs of Leniency 


2. (C) In the last two weeks, GOB authorities have shown 
somewhat positive signs in the light sentencing of Malady 
Front (MF) activists on May 29 (ref A) and dropping charges 
against other youth activists for allegedly participating and 
organizing mass rallies that violate public order. On May 
22, authorities also granted parole to opposition youth 
organization MF founder Pavel Severinets and opposition 
politician Nikolay Statkevich (ref B), although their parole 
was not much earlier than their scheduled release. 


A New Wave of Clemency Applications 


3. (C) In light of the GOB\'s recent signs of \"flexibility,\" 

human rights lawyer Vladimir Labkovich and wife of jailed 
opposition activist Andrey Klimov, Tatyana Klimova, needed no 
strong convincing from Pol/Econ Chief and Poloff to proceed 
with clemency applications for other political prisoners. 
According to Labkovich, clemency applications for political 
prisoners Artur Finkevich and Dmitry Dashkevich (ref C, D) 
would be sent to Deputy Head of the Presidential 
Administration (PA) Natalya Petkevich and oblast-level 
prosecutors by June 6 and lawyers for indicted MF activists 
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Ivan Shylo and Yaroslav Grishchenya on June 1 had already 
submitted their clemency papers. 


4. (C) Klimova, who in earlier conversations with poloffs 
viewed the clemency process as futile, exchanged information 
with Labkovich during the meeting and agreed to draft 
clemency papers for her husband on June 7. Labkovich noted 
that political prisoners Yuriy Leonov and Nikolay Avtukhovich 
either could not, or did not want to be reached. Lawyers 

from the human rights NGO Vyasna successfully phoned 
Avtukhovich\'s wife, but she refused to cooperate. (Note: 
Avtukhovich\'s wife reacted similarly when we contacted her. 
End note.) 


Political Prisoners Make No Apologies 


5. (C) After Petkevich first suggested to EUR DAS Kramer that 
political prisoners apply for clemency (ref E), most 

political prisoners refused to try, wanting to maintain the 
\"moral high ground\" - according to Labkovich - by not putting 
their signatures next to a plea for release. However, 
according to Belarusian law, lawyers for political prisoners 

had the right to sign documents on behalf of their clients. 

This way, political prisoners could apply for early release 
without their signatures and, therefore, not sacrifice their 

pride. 


6. (C) Pol/Econ Chief explained that the PA may demand the 
prisoners sign the applications themselves, but Labkovich 
laughed, claiming it was \"virtually impossible\" and stressing 
the difficulty lawyers had in getting their clients to agree 

to the clemency process in the first place. Labkovich noted 
that authorities also wanted \"I am sorry" within the context 
of the letters but stated that the applications would contain 


MINSK 00000477 002 OF 002 


no apologies. 


Not Enough For Kozulin 


7. (C) Authorities on May 21 turned down imprisoned 
presidential candidate Aleksandr Kozulin\'s clemency 
application that was drafted and signed by his wife, Irina 
Kozulin (ref F). In a recent meeting, a PA contact told 
Charge that Kozulin would need to do more before being 
released and admitted that Kozulin\'s release would be the 
most difficult for authorities to agree to. 


Column 3 


Comment 


8. (C) Although no one can reach Leonov and Avtukhovich, we 
can safely assume that they know about the results of the 
Petkevich-Kramer meeting, as Petkevich\'s pledge is now big 
news among human rights lawyers and relatives of political 
prisoners. Though skeptical of the process and forever 
doubting the sincerity of the GOB, political prisoners are, 
under persuasion from lawyers and family, applying for 
clemency. However, they are not willing to abandon their 
cause by making apologies and signing pleas for release. 


9. (C) Labkovich expects authorities to use the lack of 
prisoner signatures and pleas as a reason to deny clemency 
applications, but we assured him that the PA had been warned 
to receive and favorably review clemency applications, even 

if submitted by lawyers and family members. Regardless of 
the context of the applications, the PA has ultimate power 
without following due process, and therefore, any decisions 

on clemency will not be based on technicalities within 
prisoners\' applications but the true will of the authorities. 


Stewart 
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E.O. 12958: DECL: 06/05/2017 
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SUBJECT: TURKEY COMPLAINS ABOUT US C-130 CHAFF/FLARE 
RELEASE OVER TURKISH TERRITORY 


Column 3 
REF: ANKARA 1291 


Classified By: Political-Military Counselor Carl Siebentritt, 
reasons 1.4 (b) and (d). 


1. (SBU) We received a diplomatic note from the Foreign 
Ministry on June 4 registering a complaint that on May 20 a 
US C-130 transiting Turkish airspace en route from Iraq to 
Romania released chaff and flares just over the Iraqi border 
in Cizre, Turkey, and requesting the Embassy urge relevant 
USG authorities to take all necessary measures to avoid a 
recurrence. This note followed a similar complaint from the 
Turkish General Staff (TGS) to the Office of Defense 
Cooperation (ODC). 


2. (SBU) After investigating the incident, ODC notified TGS 
and we advised the MFA that it was determined that the air 
crew had violated US Air Force policy and procedures. They 
were counseled together with other air crews on the 
appropriate use of flares in an effort to prevent future 
occurrences. 


3. (C) COMMENT: The May 20 incident was followed by the May 
24 accidental overflight of Turkish airspace by US F-16s. 

Both incidents took place just over the Turkish border from 
Iraq in Sirnak province, an area of intensive military 
operations against the PKK terrorist organization. Given 
almost daily PKK terrorist attacks in Turkey and Turkish 
government and public frustration both at the lack of 
perceived concrete US action to halt the terrorist threat to 
Turkey emanating from northern Iraq and at US disapproval of 
unilateral Turkish action in Iraq, suspicions of US activity 

in the border region are very high. As stated in reftel, we 

urge the utmost caution to avoid unintended incidents that 
could be misinterpreted. END COMMENT. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: DECL: 06/05/2017 

TAGS: PREL, PTER, MOPS, LE, TU 

SUBJECT: TURKEY: HOPE TO HAVE DECISION ON AMMUNITION FOR 
LEBANON BY NEXT WEEK 


REF: A. ANKARA 1331 
B. ANKARA 1282 
C. ANKARA 1259 
D. STATE 70499 


CLASSIFIED BY: AMBASSADOR ROSS WILSON FOR REASONS 1.4(B) AND (D) 


1. (C) DURING A JUNE 6 MEETING FOCUSED PRIMARILY ON EVENTS IN 
AFGHANISTAN (REPORTED SEPTEL) AMBASSADOR PRESSED MFA DEPUTY 
UNDER SECRETARY FOR MIDDLE EAST AND SOUTH ASIA FERIDUN 
SINIRLIOGLU FOR A DECISION ON WHETHER TURKEY CAN PROVIDE 
EXCESS AMMUNITION, ESPECIALLY 105MM TANK ROUNDS, TO THE 
LEBANESE ARMED FORCES (LAF). SINIRLIOGLU SAID HE COULD NOT 
PROVIDE A DEFINITIVE ANSWER YET, BUT INDICATED THE TURKISH 
GENERAL STAFF HAD PROMISED AN ANSWER BY THE BEGINNING OF THE 
WEEK OF JUNE 11. 


2. (C) SINIRLIOGLU NOTED THAT TGS LAWYERS HAVE BEEN SEARCHING 
FOR A LEGAL FRAMEWORK OR EXISTING BILATERAL AGREEMENT BETWEEN 
TURKEY AND LEBANON THAT MIGHT FACILITATE SUCH A TRANSFER; TGS 

IS ALSO CHECKING TO SEE WHAT EXCESS STOCKS MIGHT BE 

AVAILABLE. HE PROMISED TO INFORM US AS SOON AS A DECISION 

HAS BEEN MADE. 


VISIT ANKARAVS CLASSIFIED WEB SITE AT 
HTTP://WWW .STATE.SGOV.GOV/P/EUR/ANKARA/ 
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E.O. 12958: DECL: 06/05/2017 

TAGS: PREL, PGOV, PINS, AF, TU 

SUBJECT: TURKISH ALARM ABOUT AFGHANISTAN ABATES; PRESSING 
FOR POLITICAL PROCESS TO EASE OUT DOSTUM 


REF: ANKARA 1344 
CLASSIFIED BY: AMBASSADOR ROSS WILSON FOR REASONS 1.4 (B) AND (D) 


1. (C) SUMMARY: THE GOT BELIEVES THE JUNE 3 FIRING OF JOWZJAN 
PROVINCIAL GOVERNOR JUMA KHAN HAMDARD HAS TEMPORARILY 
ALLEVIATED TURKEY\'S MOST IMMEDIATE CONCERN THAT TENSIONS 
BETWEEN AFGHANI PRESIDENT KARZAI AND WARLORD GENERAL ABDUL 
RASHID DOSTUM WOULD BUBBLE OVER. ACCORDING TO MFA OFFICIALS, 
KARZAIVS NATIONAL SECURITY ADVISOR RASOUL HAS AGREED WITH THE 
GOT VIEW THAT FORCIBLY REMOVING DOSTUM AS LEADER OF 
JUNBESH-E-MILLI AND EITHER ARRESTING HIM AND/OR EXILING HIM 
WOULD CREATE AN UNACCEPTABLE LEVEL OF INSTABILITY IN NORTHERN 
AFGHANISTAN. THE TURKS HAVE SPOKEN TO DOSTUM AND BELIEVE 
THEY HAVE HIS AGREEMENT TO A POLITICAL PROCESS THAT WOULD 
LEAD TO A SUCCESSOR ACCEPTABLE TO DOSTUM TAKING THE REINS OF 
HIS PARTY. DOSTUM MIGHT THEREAFTER AGREE TO DEPART FOR 
TURKEY FOR AN INDETERMINATE PERIOD OF TIME, ALLOWING TENSIONS 
TO EASE. HOWEVER, THE GOT KNOWS DOSTUM WELL ENOUGH TO KNOW 
THAT NO DEAL IS FINAL UNTIL IT HAS OCCURRED. THE TURKS ALSO 
INFORMED US THEY HAVE GOTTEN AGREEMENT FROM THE AFGHANIS AND 
PAKISTANIS FOR AN INITIAL MEETING ON JULY 6 IN ANKARA OF A 
TRILATERAL WORKING GROUP, ATTENDED AT THE UNDER SECRETARY OF 
FOREIGN AFFAIRS LEVEL, WHICH WAS AGREED TO DURING THE 
KARZAI-MUSHARRAF SUMMIT IN ANKARA IN APRIL. END SUMMARY 


LET DOSTUM LEAVE ON HIS OWN TERMS 


2. (C) DURING A JUNE 5 MEETING THAT TOUCHED BRIEFLY ON TANK 
ROUNDS FOR LEBANON, IRANIAN ARMS TRANSFERS TO HEZBOLLAH 
DISCOVERED DURING A PKK BOMBING OF A TRAIN IN EASTERN TURKEY, 
AND GOT IMPLEMENTATION OF UNSC RESOLUTIONS ON IRAN (ALL 
REPORTED SEPTELS), MFA DEPUTY UNDER SECRETARY FOR MIDDLE EAST 
AND SOUTH ASIA FERIDUN SINIRLIOGLU TOLD AMBASSADOR THAT THE 
JUNE 3 FIRING OF JOWZJAN PROVINCIAL GOVERNOR JUMA KHAN 
HAMDARD HAD DEFUSED, AT LEAST FOR THE TIME BEING, THE CRISIS 
SITUATION THAT WAS DEVELOPING IN NORTHERN AFGHANISTAN. 
SINIRLIOGLU NOTED HAMDARD HAD BEEN FIRED FROM ANOTHER 
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PROVINCIAL GOVERNORSHIP PREVIOUSLY AFTER SIMMERING TENSIONS 
WITH LOCAL RESIDENTS THERE HAD BOILED OVER. HAMDARD, A 
PUSHTUN FORMER ALLY OF GULBUDDIN HEKMATYAR AND HIZB ISLAMI 
MEMBER, HAD BEEN APPOINTED BY KARZAI WITHOUT OBJECTION BY 
DOSTUM. 


3. (C) SINIRLIOGLU INDICATED THE TURKS KNOW DOSTUM WELL AND 

ARE UNDER NO ILLUSIONS REGARDING THE ROLE HE PLAYS. 
NONETHELESS, THE GOT PLACES GREAT EMPHASIS ON STABILITY IN 
AFGHANISTAN AND WAS GREATLY CONCERNED BY REPORTS FROM RASOUL 
THAT KARZAI INTENDED EITHER TO ARREST AND/OR EXILE DOSTUM IN 

THE AFTERMATH OF THE DEMONSTRATIONS IN SHIBERGHAN THAT TURNED 
VIOLENT LAST WEEK. THE TURKS FEARED KARZAI, BY ATTEMPTING TO 
ARREST DOSTUM, WOULD UNLEASH FORCES OF INSTABILITY THAT HE 
WOULD BE UNABLE TO CONTAIN. GOT OFFICIALS ALSO FEARED THE 
NEGATIVE PUBLIC REACTION IN TURKEY HAD AFGHANI GOVERNMENT 
FORCES, POTENTIALLY BACKED BY THE U.S., ENTERED INTO ARMED 
CONFLICT WITH DOSTUM'S TURKIC FORCES, FURTHER UNDERMINING 
WHAT LITTLE PUBLIC SUPPORT FOR THE U.S. REMAINS HERE. 


4. (C) THE GOT APPROACHED DOSTUM, ASKED HIM TO STOP THE 
DEMONSTRATIONS, AND REITERATED PREVIOUS ENCOURAGEMENT FOR HIM 
TO CONTINUE A POLITICAL PROCESS THAT WOULD ALLOW FORA 
PEACEFUL SUCCESSION OF POWER WITHIN JUNBESH-E-MILLI. 
SINIRLIOGLU INDICATED TURKEY IS WILLING TO HOST DOSTUM FOR AN 
INDETERMINATE PERIOD FOLLOWING THIS TRANSITION, NOTING DOSTUM 
OWNS AN APARTMENT IN ANKARA AND HIS DAUGHTER IS STUDYING AT 
UNIVERSITY HERE. DOSTUM REPORTEDLY HAD AGREED TO THIS 
PROCESS THAT WOULD LEAD TO HIS OUSTER, BUT DID NOT WANT TO 
MAKE IT PUBLIC. RECOGNIZING THAT DOSTUM IS DIFFICULT TO 

MANAGE, SINIRLIOGLU SAID THE GOT HAD ITS EYES WIDE OPEN IN 
DEALING WITH DOSTUM, IMPLYING THAT IT WILL HAVE TO MAINTAIN 
PRESSURE ON HIM TO CARRY THROUGH WITH THIS PLAN. 


5. (C) AMBASSADOR ASKED ABOUT THE TIMING OF SUCH A 

TRANSITION, TO WHICH MFA DEPUTY DIRECTOR GENERAL FOR SOUTH 
ASIA BABUR HIZLAN RESPONDED THAT THE PROCESS HAS ALREADY 
BEGUN. LOCAL PARTY CAUCUSES HAD ALREADY OCCURRED AND A 
NATIONAL PARTY CONGRESS WAS DUE TO TAKE PLACE SOON, HOPEFULLY 
THIS MONTH, IN KABUL. THE CONGRESS WOULD MAKE THE DECISION 

ON A CHANGE IN PARTY LEADERSHIP. SINIRLIOGLU ASKED FOR 
SUPPORT TO ALLOW THIS POLITICAL PROCESS TO PLAY OUT, ALLOWING 
DOSTUM TO DEPART THE SCENE ON WHAT APPEARED TO BE HIS OWN 
TERMS. HE ADDED THAT PUSHTUN PRESSURE ON DOSTUM WOULD ONLY 
SERVE TO STRENGTHEN SUPPORT AMONG HIS BACKERS IN THE NORTH 
GIVEN HIS \"HERO STATUS\" THERE AND HIS STRONG RECORD OF 
FIGHTING THE TALIBAN, MAKING HIS DEPARTURE MORE UNLIKELY. 
SINIRLIOGLU ALSO NOTED THAT SHOULD THE FIGHT AGAINST THE 
TALIBAN IN THE SOUTH GO WRONG, WE ALL (ISAF) MAY NEED HIS 

HELP AGAIN IN THE FUTURE. 


Column 3 
TRILATERAL WORKING GROUP PROCESS MOVES AHEAD 


6. (C) SINIRLIOGLU INFORMED AMBASSADOR THE GOT HAD GAINED 
AGREEMENT FROM BOTH KABUL AND ISLAMABAD TO HOLD THE FIRST 
MEETING OF A JOINT WORKING GROUP, TO BE HELD AT THE MFA UNDER 
SECRETARY LEVEL, JULY 6 IN ANKARA. THE CONCEPT HAD BEEN 


SIPDIS 

AGREED TO BY PRESIDENTS KARZAI AND MUSHARRAF DURING THEIR 
SUMMIT MEETING IN LATE APRIL IN ANKARA AND THE GOT HAD 
PRESSED TO MAINTAIN THE MOMENTUM BEHIND ITS INITIATIVE TO 
FOSTER DIALOGUE BETWEEN THE TWO COUNTRIES. 


VISIT ANKARAS CLASSIFIED WEB SITE AT 
HTTP://WWW.STATE.SGOV.GOV/P/EUR/ANKARA/ 
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RABAT for W. BUSH 


E.O. 12958: N/A 
TAGS: ECON, EFIN, EINT, EINV, SENV, BE 
SUBJECT: BELGIAN STEWPOT: June 5, 2007 


Ref: Brussels 00790 
1-2. PM Outlines Pro-Investor Strategy 


3. Google Finds a Home in Belgium 
4-5. "I am Googled, Therefore | am\" 
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6-7. IV Grantees Bring Home Ideas 

8. Baxter Pharma Invests in Wallonia 
9. Zero-Emissions Belgian Bus 


detailed his strategy to improve Belgium\'s 
investment climate over the past eight years, and 
his plans for the coming years in a talk to 
AmCham members. In addition to prudent 
macroeconomic fiscal management (balanced 
budgets, paying down the federal debt), 
Verhofstadt touted a reduction in the real 
corporate tax rate from 41% to 34%, introduction 
of the notional interest rate deduction, revision 

of Belgium\'s double tax treaty with the US in 
2006, and a variety of measures to promote R&D. 
Future policy, he said, should focus on reducing 
the nominal corporate tax rate from 34% to under 
30%, which would allow the real effective rate to 
decline to under 20% (competitive with some flat- 
tax EU venues). Another goal would be to further 
reduce personal income tax brackets from five to 
only two or three rates in the 25 to 50% range; 
the 55% top income bracket has already been 
dropped. According to Verhofstadt, reducing 
taxes paid by R&D personnel puts Belgium on the 
forefront of innovation, ensuring high-value job 
creation and investment. Questions from U.S. 
companies focused on improving education to 
produce the skilled personnel industry needs, and 
how to build Belgian entrepreneurial spirit. 

(Note: Whether Verhofstadt will have a chance to 
pursue additional reforms depends on how his 
party fares in Belgian Federal Elections June 10. 
End note.) 


2. (U) One program in which Verhofstadt has 
invested his personal effort is structuring 

Belgium to be the most competitive venue for pan- 
European pension fund headquarters. As cross- 
border, EU-wide business expands, EU-wide pension 
funds are growing rapidly, and Belgium wants to 
capture this profitable business niche, offering 

a tax-free corporate status and easy 
establishment procedures. Belgium features 
strong financial services regulation, and is 

already home to major financial infrastructure 
players such as the Euronext stock exchange, 
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Euroclear (bank clearing center), and SWIFT (the 
financial transactions router). Belgium 

presently hosts 267 private and public sector 
pension funds. In May, Verhofstadt co-hosted a 
seminar with Boston\'s State Street Bank lauding 
Belgium\'s virtues as a Pan-European Pension Fund 
management center. Netherlands is reportedly the 
leading competitor in this niche field. 


3. (U) In mid-May, the world?s leading internet 
search engine Google announced it will invest 250 
million Euros (US$340 million) in Saint-Ghislain 

in French-speaking Wallonia?s Hainaut province. 
Google had been prospecting for a site for a 
major data center in Europe for nearly two years, 
and chose the Belgian venue over options in 
Sweden and France. The search engine giant found 
an 210-acre site with plenty of electricity and 
canal access for water to help keep all the 

Google computers cool in an environmentally 
friendly design. Walloon authorities had 
additional power lines brought in to guarantee 

150 megawatts to the high-tech company. The 
Walloon regional government also offered 12 
million Euros assistance to clinch the investment 
for Belgium. The new facility should create 120 
positions during its initial phase, and Google 
claims it may eventually employ 500. 


4. (U) The French language daily La Libre 
Belgique (circ. 46,900) reports that Belgian 
French-language newspapers are back on Google 
after agreeing that the search engine can link to 
their Web sites, signs of thaw in a bitter 

copyright dispute. Copiepresse, a group 
representing 17 Belgian newspapers including Le 
Soir and La Libre Belgique, accused Google of 
violating copyright, particularly through cached 
story links that allowed \"googlers\" to see older 
material without having to pay for access to 
publisher web archives. (See reftel for 

details.) Google has stated all along that it 
honors any and all requests by publishers to 
exclude their sites from this automated archival 
process. Nonetheless, in response to a February 
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ruling by a Belgian court, Google removed all 
links to the Belgian papers. It appears 
Copiepresse thought the better of its complaint 
once commercial reality dawned. La Libre admits 
in its coverage that its internet site 
www.lalibre.be, lost 30 percent of its visitors 

after Google stopped linking to it. 


6. (U) Two newly returned International Visitor 
grantees were profiled in the leading Belgian 
business weekly Trends/Tendances May 10. The 
article about Rudy Aernoudt, Secretary General of 
Economics, Sciences & Innovation of the Flemish 
Government, and Karel Van Eetvelt, Managing 
Director of employers association UNIZO, 
highlighted five good ideas from the United 

States they believed Belgium should copy. These 
ideas were: \"401K\" supplementary retirement plans 
to decrease the burden on government pensions; 
facilitating volunteer work by retired senior 
entrepreneurs who want to put their experience at 
the disposal of younger ones; encouraging public 
authorities to promote innovation by simplifying 
requirements that small companies/individuals 
need to fulfill to get government support and by 
purchasing innovative products; trade unions that 
impose training and aptitude tests for membership 
and become sought-after sources of workers (would 
require \"a drastic change of mentality\"); and 
promoting Belgium rather than its regions, 
similarly to how the USG promotes America as a 
whole, not individual States, overseas. 


7. (U) While both men saw negatives in the 
American work place such as the cost of health 
insurance to entrepreneurs, they were favorably 
impressed by their American experience. Both 
remarked on the U.S. public administration 
positive view of entrepreneurs. \"Entrepreneurs 
are considered heroes who create value added and 
should be helped, supported, and given advice,\" 
Van Eetvelt said. \"It is quite different from 
Belgium, since according to a Delta Lloyd study, 
63 percent of civil servants in Belgium have a 
negative opinion of entrepreneurs,\" Aernoudt 
added. 
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8. (U) U.S. pharmaceutical and healthcare product 
manufacturer Baxter announced plans to invest 83 
million euros (US$120 million) in new production 
facilities in southwestern Belgium. Products to 

be manufactured include human plasma transfusion 
products, such as immunoglobuline used in immune 
system therapies. The company, present in 
Belgium since 1954, has invested US$ 136 million 
since 1996, and already produces at three sites 

and employs over 1700 persons. The new 
investment will add 150 more positions, and take 
four years to fully implement. Incentive aid 

totaling 7.35 million Euros (US$10 million) from 

the Walloon regional government helped attract 

the investment. 


9. (U) One of Europe?s leading bus manufacturers, 
Van Hool of Lier, Belgium, near Antwerp, is now 
producing a zero-emission public transport 

vehicle ? with help from U.S. technology. The 
43-foot hybrid electric bus uses a fuel cell 

power system from Connecticut-based United 
Technologies Corp. The experimental vehicle will 
be used by Belgium?s largest transit system for 

six months before orders will be accepted from 
other transit systems for the vehicle. The bus 

can hold 104 passengers, rides on three axels, 

and produces practically no noise. Van Hool 
claims the vehicle is two times more fuel 

efficient than standard diesel-powered buses, 
which should appeal to European transit companies 
who confront the highest fuel prices in the 

world. 


FOX 
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SUBJECT: LATVIA: SCENESETTER FOR USG PARTICIPANTS AT THE 
BALTIC REGIONAL ENERGY FORUM 


Classified By: Ambassador Catherine Todd Bailey for Reason 1.4(d) 


1. (U) Summary: Your visit to the June 11-13 Baltic Regional 
Energy Forum provides an excellent opportunity to view first 
hand both the challenges and opportunities that Latvia (and 
the other Baltic States) faces as it strives to craft an 

energy policy that: enhances security, ensures a stable 
energy supply, adapts to new EU regulations concerning 
conservation, and creates viable opportunities for the 

private sector to address the energy challenges of the 

future. This cable provides background on the energy market 
in Latvia, with an aim to enhance USG participants\' 
understanding of the context and limitations within which 
panel discussions will take place. Helping Latvia think 
strategically about the geopolitical realities of the region 
(particularly its heavy dependence on Russia for basic energy 
supplies) and creating opportunities for American 
businesses--these are the two key goals of this year\'s Baltic 
Regional Energy Forum. End Summary. 


2. (U) One of the stark realities shaping Latvia\'s energy 
policy is the country\'s heavy reliance on imports. One 
hundred percent of its natural gas and most of its oil and 

oil products are imported from Russia. Electricity imports 
vary from negligible in a wet year - when Latvia\'s 
hydroelectric power stations can meet domestic demand - to 
approximately 60 percent imported in dry year. This heavy 
dependence on imported energy (especially from Russia) colors 
virtually every aspect of energy policy in Latvia; it will 

loom in the background of most (if not all) of the panel 
discussions that take place at the forum. 
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3. (U) The Latvian natural gas company, Latvijas Gaze (LG), 
has sole authority to import, store and distribute natural 

gas in Latvia. Privatization of LG began in 1995 with sales 

of equal minority stakes to German and Russian companies. 
The privatization was completed in early 2002. Currently, it 
has two groups of strategic investors: E.ON Ruhrgas 
International AG with 47.23 percent interest; and Russian 
interests represented by Gazprom (34 percent) and Itera 
Latvia (16 percent). This overall privatization strategy, 

while often criticized for giving Russian companies a 
controlling share, has ensured good relations with Gazprom. 
There have been no problems with supply interruptions of gas 
from Russia, and LG has adequate funds to operate reliably. 
Gazprom has been moving Latvia to market pricing for gas. 
The wholesale price per 1000 cubic meters (tcm) of gas 
increased by 50 percent starting January 1, 2007, to USD 215 
per tcm. LG expects another price increase in 2008 (by about 
30 percent) which will bring the costs of natural gas for 

Latvia close to Western European levels. Retail prices to 
consumers across all categories have increased by an average 
of 30 percent compared to last year. 

4. (U) Latvia maintains an underground natural gas facility - 
the third largest in Europe - at Inculkans, about an hour 

from Riga. Gas from Russia is injected into the underground 
storage formation in the summer, and then withdrawn during 
the winter season to be delivered to consumers in Latvia and 
Russian regions near the Latvian border. Latvijas Gaze is 
hoping to expand the Inculkans facility and ultimately to 
develop other large underground storage sites in Latvia--a 
development that depends on Latvia\'s future intergovernmental 
relations with Russia. 


5. (U) Ventspils Nafta (VN), a large holding company known 
mainly for its oil terminal and extremely convoluted 

shareholding structure, is the largest player on the Latvian 

oil transit market. Besides the oil transit business, VN 

owns a number of real estate businesses, several printing and 
publishing businesses, and a 49.94 percent share in another 
large company, Latvian Shipping. In the past, VN 

trans-shipped between 12 and 14 percent of Russia\'s crude and 
oil products exports each year. However, since Russia started 
developing its own oil terminals and stopped crude oil 


Column 3 
RIGA 00000430 002.2 OF 003 


shipments through the pipeline to Ventspils in late 2002, VN 
has confronted a much more competitive and uncertain 
environment. The existence of competitive export routes has 
heightened VN\'s perceived vulnerability to the vagaries of 
Latvian-Russian political relations. 


6. (C) The domination of VN and related oil business in 
Ventspils by long time mayor Aivars Lembergs and his 
associates has further distorted the picture. Lembergs, 
currently in jail on charges of large scale corruption and 
bribery, was a personal impediment to relations with Russian 
oil suppliers (depending on who you ask, either because he 
stood up for Latvian interests or because he swindled the 
Russians out of money, or some combination of the two). 
Until his legal situation is resolved and until there is some 
evidence that he no longer holds sway over VN operations, it 
is hard to imagine a decision by Russia to resume shipments 
to Ventspils. 

7. (SBU) The VN privatization saga began in 1997 and was 
completed only in October of 2006, when the government 
auctioned off its entire remaining 38.62 percent stake to a 
number of bidders. Vitol Group, an international oil trader 
based in the Netherlands with turnover exceeding USD 80 
billion in 2005, emerged as the largest buyer. The company 
bought 34 percent of VN shares through its daughter-company 
Euromin. Vitol Group has since increased its interest in VN 
to 47.9 percent. Latvijas Naftas Transits (LNT), a consortium 
of several local oil transit companies, owns 38 percent of 
shares, while the rest is owned by various small 
shareholders. The fact that a large block of shares is now 
owned by a Western buyer without any known ties to Latvia\'s 
oligarchs is in itself a modest success of the last round of 
VN privatization. 


8. (U) Latvia relies heavily on electricity imports. In 2006, 
Latvia imported 2.809 billion kWh of electricity from Russia, 
Estonia, and Lithuania. Latvenergo, Latvia\'s energy 

utility, operates three hydropower stations, two large 
thermal power plants that provide heat and electricity to the 
Riga region, and a network of small-scale district heating 
plants that account for some 70 percent of Latvia\'s 
electricity generation. It also controls the transmission 

and distribution systems. Latvenergo has estimated that 
investments of up to USD 2 billion are needed over the next 
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decade to upgrade the various components of the electrical 
system. 


9. (U) Privatization of Latvenergo has been the most 
sensitive issue compared to all other Latvian energy 
companies, and successive Latvian governments have been 
unable to achieve consensus on how to proceed. At present, 
Latvenergo is fully state-owned, and we do not foresee any 
GOL attempts to privatize it in near future. 


10. (U) Lithuania\'s Ignalina Nuclear Power plant plays a 
vital part in meeting Latvia\'s overall energy needs. 

Lithuania pledged to decommission the plant in 2009 as part 
of its commitments to join the EU. All three Baltic States 
(plus Poland) are negotiating the construction of a 
replacement plant--slated to be completed in 2015 (though 
probably later). An initial agreement involving only the 

three Baltic states envisioned each country holding a 1/3 
share of the project. However, Lithuania and Poland 
announced in January that Poland would be brought into the 
project as a partner, amidst complaints by Estonia and Latvia 
that they had not been consulted. 


11. (C) This issue of Polish participation and the allocation 
of shares of energy production has created considerable 
tension between the participating countries. Latvia felt 
very poorly done by the Lithuanian efforts to bring the Poles 
into the new Ignalina nuclear plant, without consultations 
among the original partners. Lithuania has proposed that it 
hold a 34 percent stake in the project, with the other three 
partners each receiving 22 percent. This scenario would give 
Lithuania plus Poland a majority share in the new plant. 
Estonia and Latvia have counter-proposed that Poland only 
receive 15 percent. It should be emphasized that in the 
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period between the closure of Ignalina in 2009 and the 
completion of any successor nuclear plant, the Baltic states 
will face an even greater reliance on Russian natural 
resources to meet energy needs. For its part, Latvia has 
proposed construction of a 400 MW, USD 650 million electrical 
generation plant to meet its demand during this gap. A 
feasibility study on the plant is due in July, with 

construction envisioned for 2009-2011. 
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12. (U) The Nordstream gas pipeline project, which would 
build a direct link from Russia to Germany under the Baltic 
Sea, has been controversial in Latvia and the broader Baltic 
Sea region. The Baltic States felt boxed out when Germany 
and Russia proposed the project, as such a direct link could 
allow Russia to supply gas to Western Europe directly while 
potentially playing political games with former Soviet 

states. Scandinavian governments, particularly Sweden, are 
concerned about the environmental risks associated with 
building a pipeline under the Baltic Sea; these concerns are 
magnified by the fact that a considerable amount of 
unexploded ordinance from the two world wars lies unaccounted 
for along the sea bottom. 


13. (C) Like Ignalina, the Nordstream project has also 
created tensions among the Baltic States and with Poland. 

In May an advisor to the Polish PM met with the Latvian PM\'s 
foreign policy advisor, Peteris Ustubs. According to Ustubs, 
the Polish advisor began the meeting by assaulting Latvian 
policy, especially on energy. She charged that Latvia was \"a 
traitor\" to the Baltics and Poland on energy issues, cutting 
side deals with Moscow on gas storage and the Nordstream 
pipeline. She then alleged that there was a \"secret deal\" 
negotiated as part of the Latvian-Russian border treaty that 
dealt with energy and economic issues. The degree of 
suspicion on all sides regarding these issues even 
significantly complicated the process of whom the Government 
of Latvia was willing to invite to the Baltic Regional Energy 
Forum. 


14. (C) Whether due to a simple lack of policy on the issue, 

or due to a desire by the Latvian government to \"hold its 
cards close to its vest,\" no clear Latvian policy has emerged 
regarding Nordstream. Ugis Sarma, Director of the Energy 
Department at the Latvian Ministry of Economics, told post 
that the GOL views Nordstream neutrally--simply as a 
commercial matter, with some environmental dimensions. 
According to Sarma, the GOL\'s main interest would be in 
building an \"interconnector\" to link the Nordstream pipeline 
to a proposed underground gas storage facility in Latvia at 
Dobele. Sarma noted that such a connection would only be 
built if such storage were necessary for Gazprom--to ensure a 
stable supply of gas for customers in Germany. He added that, 
regardless of whether the Nordstream pipeline is built or 

not, Latvia will remain heavily dependent on Russia for gas. 


15. (C) Comment: There is no shortage of interest or passion 
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when it comes to energy in Latvia and how it affects Latvian 
relations with the other Baltic States. The confluence of 
security, economic, and environmental interests make the 
matter one of the key strategic challenges for Latvia in the 
short, medium, and long terms. While a resurgent Russia will 
undoubtedly continue to use its natural resources and control 
of energy infrastructure assets as political weapons, Latvia 
has no other viable options to meet its energy needs for now. 
The Baltic Regional Energy forum should help policymakers 
think strategically and long-term as they develop policies in 
an environment where there are no easy answers, only 
difficult tradeoffs. In addition, the forum will encourage 
Latvia to look west, not just east, as it considers policy 
options--and thereby foster increased trade ties between the 
US and Latvia. End Comment. 
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1. (SBU) SUMMARY: The Department understands that the GOJ has 
expressed a willingness to raise the case of detained AmCit 
Kian Tajbakhsh with Iranian officials in Tokyo, but has asked 


for a formal request from the USG to do so. Based on the 
Department\'s request to raise the case of Dr. Haleh 
Esfandiari earlier this month (Reftels A, B), FM Aso raised 
the issue of detained AmCits in general terms only. The 
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Department asks post to request that GOJ officials again 
reach out to their Iranian counterparts to raise not only 

Kian Tajbakhsh\'s detention, but the cases of Haleh 
Esfandiari, Parnaz Azima, Ali Shakeri and Robert Levinson as 
well. END SUMMARY. 


2. (SBU) Begin Objectives. 


-- Thank the GOJ for Foreign Minister Aso having raised the 
issue of Americans detained in Iran with FM Mottaki. 


-- Raise the issue of other AmCits detained or missing in 

Iran using background points below and provided in Reftel A. 
Emphasize the high level of interest in these cases within 

the USG, as evidenced by the June 1 Statement by the 
President on the Detention of American Citizens by the 
Iranian Regime (available at www.whitehouse.gov). Stress 
that these cases represent a disturbing pattern of harassment 
of innocent citizens. 


-- Convey that we believe it is within the power of the 
Iranian government to assist in returning these individuals 
to their families. 


3.(U) Begin Background. 


(U) Kian Tajbakhsh is an Iranian-American social scientist 
and urban planner who works as a consultant for the Open 
Society Institute. He has worked as a consultant in the 
areas of local government reform, urban planing and social 
policy, and has taught at universities in the United States 
and Iran. On/around May 11, while Tajbakhsh was visiting 
Iran on personal travel, Iranian authorities arrested and 
imprisoned him. An Iranian judiciary spokesperson later 
announced on May 29 that Tajbakhsh, along with Haleh 
Esfandiari and Parnaz Azima (see below), had been charged 
with endangering national security and espionage. 


(U) Parnaz \"Nazi\" Azima is an Iranian-American journalist for 
Radio Farda based in Prague. Iranian officials confiscated 
her passports at the Tehran airport on January 25 as she was 
entering Iran to visit her mother. Azima has not been 
imprisoned, but she has tried unsuccessfully on several 


Column 3 

occasions to retrieve her passports from Iranian authorities, 
who finally summoned her to appear at the Revolutionary Court 
on May 15. In court, the judge interrogated Azima for four 
hours, accused her of antiregime propaganda and ordered her 
to pay a bond of 800,000,000 Iranian Rials. Later, on May 

29, a judiciary spokesman also identified Azima, together 

with Esfandiari and Tajbakhsh as a spy who has been charged 
with endangering national security and espionage. Azima\'s 
lawyer denies that she was ever charged with these crimes. 
She remains out of prison at her mother\'s house in Tehran, 
but is unable to leave Iran. 


(U) Ali Shakeri works as a mortgage broker and peace activist 
in Irvine, California, and is a founding board member of the 
Center for Citizen Peacebuilding at the University of 

California at Irvine. He traveled to Iran in March to visit 

his sick mother (NOTE: Shakeri\'s mother has since died) and 
was arrested by Iranian authorities on/around May 8. While 
the judiciary spokesman who publicly charged Tajbakhsh 
Esfandiari and Azima with revolutionary actions on May 29 did 
not identify Shakeri with that group, Shakeri remains in 
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prison in Iran without charges. 


(U) Robert A. Levinson is a retired FBI Special Agent who 
traveled to Kish Island, Iran on March 8 on personal travel. 
Reports indicate that he checked into the Maryam Hotel in 
Kish Island that day, and that two Iranian officials later 
escorted him out of his hotel room for \"questioning\" that 
evening. Mr. Levinson has not been seen or heard from since. 
The USG has sent multiple \"Swiss Note\" messages to Iran via 
the Swiss Protecting Power in Tehran, and Levinson\'s wife, 
Christine, has spoken directly with Iranian PermRep Zarif at 
the UN in New York, but so far there had been no additional 
information about his whereabouts. Levinson has seven 
children and one grandchild, and recently missed his 33rd 
wedding anniversary on May 11. 


End Background. 


4. (SBU) The POC for this request is Rob Melnturff in the 
Office of Iranian Affairs (202-647-2520). 
RICE 
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Classified By: DEPUTY CHIEF OF MISSION, EUGENE P. SWEENEY 
FOR REASONS 1.4(B) AND (D) 


1. (C) SUMMARY: Prime Minister Patrick Manning requested a 
meeting with Ambassador Austin June 4 to pledge continued 
assistance in all law enforcement and legal matters to fight 
terror, including efforts to extradite two of the JFK bomb 
plotters currently being held in Trinidad. Manning had 

already put out a helpful public statement calling for 

complete cooperation with the US to fight terror. Minister 

of National Security Joseph requested greater working level 
cooperation in law enforcement and intelligence sharing. The 
Ambassador released a statement just before the meeting 
praising US, T&T, and Guyanese authorities for their 
successful cooperation on this matter. The PM also noted that 
certain southern Caribbean nations would sign an agreement in 
July allowing the joint patrolling of their waters. END 
SUMMARY 


2. (C) At the outset of the June 4 afternoon meeting, PM 
Manning declared forthrightly that the GOTT supports the 
efforts of the USG to eradicate terrorism &from the face of 
the earth.8 He said that his government has cooperated and 
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intends to continue cooperating closely with the US to this 
effect. Commenting that this attempt to bomb JFK airport has 
great potential for escalation, he called for close 

cooperation in ensuring that things do not get out of hand 

and the Caribbean region is not seen as a hotbed of terror. 
Manning,s office had issued a helpful statement on Saturday, 
June 2 condemning terrorism and calling for continued close 
cooperation with the US in the effort to counter terror. 
Ambassador Austin thanked the PM for the GOTT,s assistance 
in this and prior matters concerning law enforcement 
cooperation and agreed with the need to stay in close contact 
to manage potential problems. The Ambassasor remarked that 
he did not consider T&T as a hot bed of terror. Before the 
meeting began, he passed a copy of a press statement, just 
released by the embassy, praising the close cooperation 
between US and T&T authorities on this matter. The PM was 
accompanied by Minister of National Security Joseph, Attorney 
General Jeremie, Commissioner of Police Paul, Assistant 
Police Commissioner for Special Branch Philbert among others. 
The DCM accompanied the Ambassador. 


3.(C) The PM asked about the extent of the involvement of 
the local Islamic group the Jamaat al-Muslimeen (JAM), which 
instigated the failed 1990 coup in Trinidad and Tobago. 
Ambassador Austin replied that our best information indicated 
that the JAM was not involved. He did not foresee any USG 
request for extradition of JAM members related to this plot. 
The PM responded that the GOTT will continue to monitor the 
situation with these types of groups. He also stated firmly 
that the GOTT would cooperate with any extradition 
arrangements required. 


4. (C) Minister of National Security Martin Joseph, while 
emphasizing that T&T wants to continue cooperating closely 
with the US in the law enforcement field, asked for greater 
intelligence sharing with US officials on such cases. He 
explained that TT authorities were surprised by the request 
last Friday to arrest the individuals of interest, to which 

they quickly complied nonetheless. (Post Note: Over the 

last several months, police officials in Trinidad were 

briefed on the counter terrorism threat and informed that 
immediate action could take place at any time. INTEL 
services in T&T do not share information.) Ambassador Austin 
regretted that earlier notice regarding the arrests was not 
possible as USG agencies had only received information at the 
very last minute of the travel of one of the key individuals 

from Guyana, Abdul Kadir. He added that we would try to 
encourage more sharing of information at the working level. 
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Regional Security ship patrols 


5. (C) PM Manning took advantage of the meeting to inform us 
that a treaty will be signed in Barbados in July allowing for 

joint patrols of regional waters in the Southern Caribbean. 

He said that Barbados, Grenada, St. Lucia, St. Vincent and 

the Grenadines, and T&T will begin a security arrangement 


that he hopes will expand soon to other Eastern Caribbean 
nations. He also mentioned that while T&T and Barbados 
already have radar to protect their coasts, this program 
would soon be expanding to cover Grenada, St. Vincent and 
St. Lucia. He hopes to extend these two arrangements to 
Antigua soon, which he said was particularly vulnerable to 
being used by narcotraffickers. 


6.(C) Also in a regional security vein, Manning further 

related that the three Offshore Patrol Vessels that the GOTT 

is buying from the UK, and for which he has requested USG 
financial assistance to allow them to patrol up the Eastern 
Caribbean (reftel), should be operational for 300 days per 
year. T&T,s air guard, which has been plagued by 

operational problems, will also have to meet stringent new 
operational standards. Manning concluded that because of all 
these improvements, the southern Caribbean would be a much 
safer place by 2009. 


7. (C) An anxious Manning wanted to make it abundantly clear 
to us that T&T wants to continue to do whatever is necessary 
to fight terror, narcotrafficking and other crimes in the 

region and would appreciate continued US efforts to counter 
the image of T&T as a terrorist haven. T&T,s record in 
recent years on law enforcement cooperation, especially 
including extraditions, with us has been superlative by any 
standard. As mentioned in reftel, however, Manning feels 
that the US does not do enough for T&T and the region. Post 
strongly recommends that this exemplary cooperation be 
singled out in any public statements issued by the White 
House or the Department at the time of the upcoming 
Washington Caribbean Conference, and reinforced in private 
meetings with CARICOM leaders. 


8. (C) As regards the JAM, the GOTT is particularly 
concerned about any JAM involvement in terror. The GOTT 
would like nothing better than to receive an extradition 
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request from the USG for Abu Bakr and his top henchmen. 
Press reporting indicates that two of the men arrested in 
connection with the plot are former JAM members. Beyond 
that, however, there is no other JAM connection with this 
plot. AbuBakr and JAM was not interested in helping these 
four individuals with their terrorism plot against JFK 

airport. This organization is closely monitored by TT 
authorities largely because of its current criminal ties. 

Its leader, Yasin AbuBakr, is due to be tried on sedition 
charges beginning next week. Previous efforts to convict him 
have failed largely due to witness and jury intimidation, 

which the GOTT seems incapable of stopping, and it remains 
questionable whether this sedition case will succeed where 
others have failed. 

AUSTIN 
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SUBJECT: LABOR MINISTRY CALLS LATEST NLC REPORT \"OLD NEWS\"; 
PREPARING UPDATE ON ACTION PLAN 

REF: AMMAN 2211 


Classified By: AMBASSADOR DAVID HALE FOR REASONS 1.4 (B) AND (D) 
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1. (SBU) Summary: On June 1, the New York-based National 
Labor Committee (NLC) released a third report on labor 
violations at five factories in Jordan. Jordan\'s Ministry of 
Labor (MOL) responded in a press release that MOL welcomed 
the NLC\'s efforts to help identify labor violations, but had 
reservations on the latest report which seemed to contain 
inaccurate and outdated information. MOL continues to 
investigate any allegations of labor violations that it 

receives, and expects to issue shortly the results of its 
investigations in response to the NLCVs March 2007 report, as 
well as an update on progress on the MOL\'s action plan 
released in March 2007 (to be reported septel). End Summary. 


2. (SBU) Minister of Labor Bassem Salem told the Ambassador 
June 5 that although grateful for the NLC\'s support in 
exposing labor violations and improving workforce conditions, 
the MOL was already addressing many of the latest allegations 
in the June 1 NLC report, which Salem called \"old news.\" A 
similar message was publicly conveyed in a June 5 press 
release by the Ministry, which also highlighted that the MOL 
has moved away from reacting to problems after they occur, to 
proactively preempting violations before they happen. The 
Minister also indicated that he plans to publicly report in 
coming days on improvements made in Jordan\'s inspections 
regime, although there are still gaps that need to be filled. 


3. (C) USAID-funded Advisor to the Minister of Labor, Lejo 
Sibbel, told Econoff June 5 that the MOL plans to investigate 
the allegations in the June 1 NLC report, as it has been 

doing in response to any allegations received. At first 

glance, however, he said that at least 50 percent of the 
information is inaccurate and confirmed that the data is 
outdated. For example, much of the information provided on 
the \"Concord\" factory was already in the NLC\'s March 2007 
report. Additionally, the report states that four workers 

from the \"Central Clothing\" factory were imprisoned based on 
false charges of protesting the death of a co-worker, but 
MOL\'s initial investigations have revealed that two workers 
were actually arrested based on complaints that they stole 
samples. Ten employees from the \"Fashion Curve\" factory were 
also reportedly jailed on false charges, but MOL has so far 
confirmed that only one out of the ten has been in jail since 
May 14 based on complaints from fellow workers that he beat 
them. 


4. (C) According to MOL Advisor Sibbel, one problem with the 
NLC\'s reporting is that it is often based on one subjective 
source, whose facts are not always checked. He added, 
however, that the MOL has been developing a relationship with 
the NLC, which now provides the Ministry with its reports 


Column 3 

directly, perhaps making it easier in the future to stress to 
the NLC the importance of any reports containing verified 
information. 


5. (C) Further to Ref A, Sibbel noted that conditions have 
improved dramatically at the \"Classic Fashions\" factory since 
an employee died on May 8 after working a 22-hour shift. 
Apparently, Classic\'s Managing Director confided to Sibbel 
that he did not realize what was actually going on in his 
factory before the worker\'s death occurred. The Director 
claims that he has since ensured that the length of overtime 
worked in the factory is within regulations, conducted town 
hall meetings with workers, and put a stop to any abuse by 
supervisors. 

Hale 
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SUBJECT: CROATIAN PM SEEKS CLOSURE OF ZAGREB OSCE MISSION, 
OFFERS PLAN TO MONITOR WAR CRIMES TRIALS 


REF: ZAGREB 472 
Classified By: DCM Greg Delawie for reasons 1.4 (b) and (d). 


1. (C) MFA State Secretary Hidajet Biscevic gave Ambassador 
May 31 a \"confidential\" non-paper (text para 8) advocating 
closure of the Croatia OSCE mission and proposing a mechanism 
to ensure that war crimes trials are monitored. 


2. (C) The non-paper commits the GOC to fulfill remaining 
obligations regarding refugee return (ref), but its focus is 

the proposal to close the existing OSCE Mission, presumably 
this year, and to set up an \"Office of the Personal 
Representative of the Chairman in Office\" for monitoring 
war-crimes trials. The office would consist of 5 - 7 staff 
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which could be based at OSCE HQ in Vienna or perhaps Croatia. 
It would not only monitor ICTY 11bis war crimes trials 

(currently there is only one, Ademi-Norac), but would also 
monitor domestic trials initiated by Croatian prosecutors. 


3. (C) Biscevic said he had run this idea by the ICTY 
prosecutor\'s office in the Hague, and said Carla del Ponte 

was \"enthusiastic\". He had also discussed it with OSCE HOM 
Fuentes, who noted that Spanish FM (and OSCE CiO) Moratinos 
would be \"very firm\" in support of the proposal. 


4. (C) Biscevic said the GOC would look to the OSCE 
Ministerial Council to endorse the Croatian proposal and 
welcome the war crimes monitoring idea. 


5. (C) PM Ivo Sanader followed up with the Ambassador June 1 
at a meeting also attended by Biscevic and the DCM. Sanader 
said he had floated the idea with German Chancellor Angela 
Merkel and EU Commission President Jose Manuel Barroso when 
they were in Zagreb for the SEECP Summit. Both were 
favorable, he noted, pointedly contrasting Barroso\'s position 

to the negative view of European Commission Zagreb head of 
mission Vincent Degert. Sanader said his main goal was to 
close the OSCE Mission; some other vestige of the OSCE could 
remain to monitor war crimes cases, but it would have to have 

a different form and name from the existing Mission. 


6. (C) Comment: In our view, a proposal like this could 
satisfy many of the European objections to closing the OSCE 
Mission here, in that it would provided a reasonable method 
for ensuring that war crimes trials, including domestic 

cases, would be subject to international monitoring. It 

would probably make more practical and financial sense to 
base most of the trial monitors in Croatia, as well as to 

find some mechanism to continue to employ the capable and 
experienced current members of the OSCE\'s Rule of Law unit 
for this purpose (all are Croatian nationals except the unit 
chief) perhaps reporting to one international supervisor 
based in Vienna or Warsaw (ODIHR). The GOC may have 
unrealistic views on how to get its proposal endorsed by the 
OSCE. 


7. (C) We will consult with USOSCE with a view to providing 
recommendations on a strategy on achieving OSCE Mission 
closure while ensuring a residual war-crimes monitoring 
function. 


8. (C) Text of Croatian non-paper: 
OSCE MISSION 
Position paper 
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--1. Croatia holds that the OSCE Mission to Croatia is 
successfully nearing completion. 


--2. Croatia holds that 11 years of cooperation between the 
Government of Croatia and the OSCE has lead to a successful 
fulfillment of the mandate of the Mission, to the benefit of 

the institutions and society of Croatia as an example of 
positive role and effects of the OSCE endeavours at large 


--3. Croatia holds that the prospects of the OSCE Mission to 
Croatia need to be viewed within the context of the overall 
attained international position of Croatia in the recent 

period 


--4. The prospects mentioned should particularly be reviewed 
in light of the accession negotiations with EU membership and 
the soon to be extended invitation to join NATO 


--5. The prospects mentioned should particularly be reviewed 
within the context of the expected strong positive 

contribution of Croatia, as the most empowered and stable 
democracy, to the efforts of the EU and NATO for a permanent 
stabilisation of this part of Europe 
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--6. Croatia believes that EU and NATO Member States, in 
their individual evaluations of the prospects of the OSCE 
Mission to Croatia, need to start from such a joint platform 
and policy of the EU and NATO themselves 


--7. Croatian Government offers full and verifiable 
guarantees for its fulfillment of the remaining obligations 
concerning the return of refugees (settling the issue of the 
former holders of tenancy rights in accordance with the 
decisions of the Government as presented and agreed in the 
\"Platform\") 


--8. Croatia holds that the decision of the ICTY to transfer 
cases to Croatian judiciary, as well as the proceedings 
conducted so far, fully confirm the trustworthiness of the 
Croatian justice system 


--9. Croatia holds that the question of monitoring all war 
crime trials can be settled by a decision of the OSCE Council 
that, following the closure of the OSCE Mission to Croatia, 
the following should be in charge of the fulfillment of this 
commitment of Croatia towards the OSCE: 
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Personal Representative of the Chairmanship-in-Office for 
monitoring war crime-trials 


As foreseen in the exchange of letters between the ICTY 
Prosecutor and the Slovenian Chairmanship in the first half 
of the year 2005, the Chairman in Office will appoint his 
Personal Representative whose mandate could be defined as 
follows: 


\"To help Croatian judiciary and to monitor the war crime 

trials in all the Tribunals where these trials are taking 

place. The PR will have at his disposal a team composed of 5 

- 7 legal experts. Their task will be to follow the cases 
transferred to Croatia pursuant to Rule 11 bis of the ICTY\'s 
Rules of Procedure and Evidence and to report on to the OSCE 
and to the Prosecutors Office. 


They are also authorized to monitor and to report to the OSCE 
on all other war crime proceedings initiated by Croatian 
authorities. 


The PR and his team will have their Office in (or: will 

obtain the logistic support by) the OSCE HQ in Vienna. They 
will visit and work in Croatia given the timeline of the 

trial\'s proceedings. 


End text of non-paper. 
BRADTKE 
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LANGUAGE REVIVAL 
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1. (SBU) Summary: Moscow has ramped up its efforts to 
promote the Russian language in both the former Soviet Union 
and throughout the world. Observers say the program is aimed 
at using \"soft power\" to maintain Russia\'s dominance in its 
neighborhood and underline that Russia remains a great power. 
At a May 29-30 MFA-hosted conference on the status of the 
Russian language abroad, participants -- including ethnic 
Russians from Moldova and Ukraine -- announced plans to 
appeal to the European Union to protect the rights of Russian 
speakers in member states. Experts believe the GOR effort 
could cause friction with some of its neighbors, given 

political sensitivities over the use of local languages in 

the post-Soviet space. Economic and social factors are the 
key elements in promoting and maintaining a language, and the 
GOR\'s efforts might not be enough, said critics. At the same 
time, the economic dependence on Russia of many of Moscow\'s 
neighbors, as well as a significant Russian diaspora, will 

aid Moscow\'s efforts. End Summary. 


HIGH LEVEL BOOST 


2. (SBU) With much fanfare and continuing highly visible 
participation by President Putin, Mrs. Putin, First Deputy 

Prime Minister Dmitriy Medvedev and FM Lavrov, the Russian 
government is commemorating 2007 as \"The Year of Russian 
Language.\" The goal of the program is to promote usage of 
the Russian language in former Soviet republics and 
throughout the world, as a way to foster a positive image of 
Russia abroad and increase Moscow\'s influence -- particularly 
in neighboring states with significant ethnic Russian 
populations. Russian literature, poetry, language and 

culture are being promoted through a series of book fairs, 
seminars, poetry readings, and round table discussions. The 
GOR plans to hold about 900 Russian language-related events 
and projects in 76 countries, in the areas of culture, 

science and education, according to Deputy Foreign Minister 
Aleksandr Yakovenko. One of the highlights of the year thus 
far was a May 29-30 conference hosted by the MFA on the 
status of the Russian language abroad. Conference 
participants -- including ethnic Russians from Moldova and 
Ukraine -- announced plans to appeal to the European Union to 
protect the rights of Russian speakers in member states. 


SOFT POWER 


3. (SBU) Yuriy lvanov, Deputy Director for the MFA\'s 
Department for Compatriots, explained to us that the primary 
focus of the program was on the countries of the former 
Soviet Union, but stressed that events would also take place 
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in Europe, Asia, Africa, and the Western Hemisphere. The MFA 
has the lead in organizing the events, but the Ministry of 
Education will assist by printing and distributing school 
textbooks at Russian educational centers in the former Soviet 
Union. In addition, the GOR is establishing cultural and 
information centers in many neighboring states. \"One of our 
goals is for Russian to remain the primary language of 
communication in the former Soviet Union," Ivanov said. 
Observers we spoke to characterize this effort as a another 
means to capitalize on the soft power inherent in the 
widespread use of Russian in the former Soviet Union to 
maintain Moscow\'s influence in the region. 


DECLINE OF THE RUSSIAN LANGUAGE 


4. (SBU) Moscow\'s effort to revive Russian language use has 
been driven by concerns about the decline in the number of 
Russian speakers abroad since the collapse of the Soviet 
Union, according to experts. Former Warsaw Pact countries 
quickly shed Russian language requirements in schools. Many 
countries in the developing world that once had close ties to 
the Soviet Union no longer encourage Russian language study, 
and the number of foreign students who received scholarships 
to study in Russian universities dropped off precipitously. 

In many former Soviet republics, use of the local language 

was promoted as a symbol of independence and Russian is often 
no longer a state language. Many of the elites in these 
countries now opt for English as a more useful second 
language for international business and discourse. 


5. (SBU) Demographics is also a factor in the number of 
Russian speakers worldwide, with about 700,000 Russian 
speakers dying each year. According to GOR figures, there 
are an estimated 160 million native Russian speakers in the 
world, plus another 125 million who use Russian as a 
secondary language. For now, Russian is perhaps the fifth 
most spoken language in the world, behind Chinese, English, 
Spanish, and Arabic, according to the MFA\'s Ivanov, but by 
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2025, it could slip to 10th place. (Note: Language rankings 
are notoriously difficult to determine, and other sources 

place the number of Russian speakers behind those of Hindi, 
Portuguese and Bengali, as well, but no source suggests much 
growth in the number of Russian speakers.) 


UNDER ATTACK? 
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6. (SBU) Fears about the declining use of Russian and what 
that represents for Moscow\'s influence is most acute when the 
GOR looks at Russia\'s neighborhood. Aleksandr Chepurin, 
Director of the MFA Department for Compatriots, complained 
publicly that the Russian language was under attack in many 
former Soviet republics. \"The scaling down of the use of 
Russian language in these countries is noted in such fields 

as education, the mass media and records management,\" 
Chepurin said recently during an ITAR-TASS interview. Ivanov 
told us that the governments in many of these countries, such 
as Moldova, Latvia and Estonia, actively work to minimize the 
use of Russian language. The number of schools that conduct 
classes solely in Russian has dropped by 71 percent in 
Turkmenistan, 65 percent in Moldova, 59 percent in Kazakhstan 
and 47 percent in Uzbekistan, said Dmitry Shilankov, Deputy 
Head of the MFA\'s Russian Center for International Scientific 
and Cultural Cooperation. One small, but telling example of 
the declining use of Russian that was cited to us was Tajik 
President Rakhmonov\'s March decision to drop his Russianized 
name and be known henceforth by the Tajik version, Emomalii 
Rakhmon. 


COMPATRIOTS 


7.(SBU) Given these fears, a key target of the MFA\'s 
program is the estimated 17 million ethnic Russians living 
outside the Russian Federation in former Soviet republics, 
according to the MFA. Putin has made it a priority to 
strengthen ties between Russia and its ethnic-Russian 
\"compatriots\" living in neighboring countries. In March, the 
first session of the Coordination Council of Russia 
Compatriots was held. Promoting Russian language was a top 
priority at the session, Shilankov said. He reflected the 

views of many Russians in seeing the historic spread of 
Russian political power, culture, and the Russian language as 
a positive, \"civilizing\" influence. \"Of course we don\'t want 
to force anyone to learn Russian, and we don\'t want them to 
do it at the expense of their own native languages, but there 
are a lot of ethnic Russians who need our help to maintain 
their identity,\" he said. 


POLITICAL MOTIVES 


8. (SBU) Eduard Ivanyan, of the USA-Canada Institute, told 
us that the GOR\'s efforts are aimed at more than just 
cultural goals. \"The Kremlin is doing this because they want 
to re-establish political influence in the region,\" he said. 
Putin sees ethnic-Russians in Ukraine or Kazakhstan as 


Column 3 

potential advocates for Russian policy. The decline of 

Russian language and culture in the former Soviet Union was a 
wound to Russian prestige. While the Soviet Government\'s 
efforts to promote the Russian language varied in intensity, 
there was a long term commitment to establishing Russian as 
the language of government and power. Now that Russia feels 
that is back on its feet, the GOR wants to rebuild its 

prestige. Perhaps reflecting Russia\'s aspirations more than 
present day reality, DFM Yakovenko announced that \"the higher 
demand for Russian language as a means of international 
communication has to do with the rising authority of Russia 

as a political, economic and cultural pole in the 

contemporary world.\" 


POSSIBLE RESISTANCE 


9. (SBU) The initiative would likely cause suspicion and 
resistance in some neighboring republics, Ivanyan noted. 
Many of Russia\'s neighbors harbor suspicions toward Russia 
because of its imperial past -- both during Czarist and 

Soviet times. Promoting Russian language more aggressively 
could be seen by some as undermining national identity, no 
matter how gingerly Russia approaches the project. \"The 
Latvians and Estonians have been working for more than a 
decade to re-establish their languages and redress the 
demographic imbalance that occurred as a result of the Soviet 
occupation,\" he said. \"They will not appreciate efforts to 
undo that.\" Confrontation could occur, resulting in a 
deterioration of relations with some neighbors, Ivanyan said. 
During a recent round table discussion in May, participants 
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discussed efforts to preserve Russian culture and language in 
the mostly Russian-speaking Crimean region of Ukraine. 
During the discussion, Ivan Demidov, head of United Russia\'s 
youth wing, urged a greater emphasis on street agitation to 
get the message out. He said his movement had strong 
connections with the pro-Russian Party of Regions in Ukraine, 
and that it would not be difficult to cover Crimea with 

\"Let\'s Support Russian Language\" stickers. Under these 
circumstances, things could get out of hand, Ivanyan said. 


NOT ENOUGH? 


10. (SBU) Ivanyan said that government efforts to boost the 
Russian language are not enough to ensure success. The 
collapse of Soviet political power and the resulting decline 
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of Russian culture outside of Russia was the result of 
economic and social circumstances that were beyond the 
control of any one government. \"I don\'t believe in 
campaigns, and this strikes me as a big bureaucratic 
campaign. It is a Soviet-style approach." Ivanyan said. 

Many Russians living abroad will continue to use Russian as 
their native language. Continued Russian economic growth, 
and the ability to keep former Soviet republics economically 
reliant on Russia are more important factors, he said. The 
hundreds of thousands of non-Russians who work in Russia as 
construction laborers or traders promote Russian language far 
more effectively than book fairs and poetry readings, Ivanyan 
added. 


11. (SBU) The MFA\'s Shilankov argued that the language 
effort would get a boost from Russia\'s positive economic 
trends and Moscow\'s greater international prominence. 
\"People will see very concrete reasons why it would benefit 
them to learn or maintain Russian.\" He pointed to recent 
press reports that Russian language studies have seen an 
increase in Poland. Poles by and large stopped learning 
Russian after the collapse of communism. But Russia\'s 
economic growth and the desire for Western companies to 
invest there have made Russian language skills more important 
in the region, he said. He said the Russian Cultural Center 
in Warsaw claimed a 35 percent increase in the number of 
Poles enrolling in Russian language classes. 


COMING SOON TO A CULTURAL CENTER NEAR YOU 


12. (SBU) Russian officials are also promoting the language 
beyond the neighborhood. Millions of people speak Russian as 
a first language in Israel and the United States, Ivanov 

said. Additionally, the GOR plans promotional events in 
countries without a significant ethnic-Russian population, 

such as Indonesia, Mexico and Hungary. During the Cold War, 
many people throughout the world learned Russian. For some, 
it was the result of curiosity about the \"enemy,\" Ivanov 

said. For others, it was because of the Soviet Union\'s 
strength and influence -- especially in the Third World. The 
GOR would like to re-establish Russian as a language of 
science and diplomacy, Ivanov said. 


COMMENT 


13. (SBU) Russia\'s efforts to re-establish and maintain 
Russian as the lingua franca of the former Soviet Union will 
benefit from its neighbors\' strong economic ties to Russia. 
Additionally, Russian ethnic populations abroad have not lost 
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their identity, and will continue to speak Russian for the 
foreseeable future, but these are populations in decline. 
The political sensitivity of language and national identity, 
combined with historic mistrust among many of Russia\'s 
neighbors regarding its motives, will undoubtedly hamper 
Russia\'s efforts. In the end, the success or failure of 
efforts to increase the number of Russian speakers will 
depend most on whether neighbors see a practical reason to 
learn or maintain their Russian language skills. 
RUSSELL 
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SUBJECT: LUXEMBOURG TO CHAIR EXTRAORDINARY CFE TREATY 
CONFERENCE 


REF: STATE 75293 
Classified By: DCM Steven H. Kraft for Reasons 1.4 (b) and (d) 


1. (C) Pol/Econ officer discussed points contained reftel as 

well as the point-by-point response to Russian concerns with 

the Luxembourg MFA. The MFA was particularly appreciative of 
the information as Luxembourg was notified last week by the 
Netherlands that Luxembourg would be chairing this 
extraordinary conference. (NOTE - As it was explained to us, 
CFE working groups are chaired on a rotating basis and 
apparently it was Luxembourg\'s turn to chair meetings held 
under the political-military dimension. END NOTE) 


2. (C) The MFA said that Luxembourg shared the U.S. concern 
over the Russian note verbale\'s suggestion of a moratorium in 
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complying with the CFE treaty since it also believes the 
Treaty to be a cornerstone of European security. Further, 
Luxembourg also believes that Russia should live up to the 
terms of its Istanbul commitments. When queried regarding 
the GOL\'s thoughts as to possible Russian motives behind 
calling the conference and about the U.S. proposal of 
presenting a unified Allied position, the MFA did not have a 
response. 

WAGNER 
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E.O. 12958: N/A 
TAGS: PARM, PREL, CBW, LU 
SUBJECT: DEMARCHE DELIVERED: AUSTRALIA GROUP 


REF: STATE 58355 


(SBU) Post delivered reftel demarche 29 May. The MFA was 
unable to provide an immediate response. Post will follow up 
and report any significant developments. 

WAGNER 
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SUBJECT: LUXEMBOURG STRONGLY FAVORABLE TO OPEN-END MEETING 
ON UNSCR 1737 AND 1747 


REF: STATE 69283 


(SBU) The MFA advised post on 29 May that Luxembourg was 
\"strongly favorable\" towards the open-ended meeting proposed 
by the U.S. and would attend \"if staffing permitted.\" 
Luxembourg understands that due to the opposition of some 
members, these matters could not be discussed within the 
framework of the NSG. However, Luxembourg thought this was 
unfortunate since regarding matters of nuclear proliferation 

and in particular, UN Security Resolutions, the countries of 

the NSG had a responsibility to speak on the issue as the 
suppliers of nuclear material. 

WAGNER 
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SIPDIS 

DEPT FOR ISN/WMDT ALSO FOR T - KATSAPIS 

E.O. 12958: DECL: 06/05/2017 

TAGS: PTER, KNNP, MCAP, PREL, PARM, LU 

SUBJECT: LUXEMBOURG TO JOIN GLOBAL INITIATIVE TO COMBAT 
NUCLEAR TERROR 

REF: STATE 21535 


Classified By: DCM Steven H. Kraft for Reasons 1.4 (b) and (d) 


Column 3 

1. (C) The MFA informed us on 29 May that Luxembourg had 
tentatively agreed to join the Global Initiative to Combat 
Nuclear Terror (reftel). The MFA had prepared a briefing 
paper making this recommendation which the FM was going to 
present to a Government Cabinet meeting \"in the near future.\" 
When the Cabinet decides in favor of the proposal, the MFA 
will inform Post via Note Verbale. The MFA expects no 
opposition to this proposal in the Cabinet. 


2. (C) In its briefing paper, the MFA will recommend to the 
Government that it propose the inclusion of the EU in the 
Initiative. The MFA\'s rationale was that this would allow 

the EU Commission to follow and participate in discussions on 
a basis similar to the Commission\'s participation in the 
Missile Technology Control Regime (MTCR). That is, as part 
of the EU Presidency Delegation vice as a formal observer. 
WAGNER 
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SENSITIVE 


STATE FOR ISN, EB, NEA, IO, VCI, P, T, EUR, AND TREASURY-TFI 
SIPDIS 


E.O. 12958: N/A 

TAGS: KNNP, EFIN, IR, UNSC, AORC, ETRD, TRGY, GM 

SUBJECT: U.S. 60-DAY REPORT TO UN SECURITY COUNCIL ON UNSCR 
1747 (IRAN SANCTIONS) PASSED TO GERMANY 


REF: STATE 73219 


1. (SBU) Global Affairs officer conveyed ref demarche to 

German MFA UN Policy Division Desk Officer Mirko Schilbach 
June 1. Schilbach said he will share the U.S. report with 

other appropriate officials in the German Government. He, in 

turn, shared a copy of the report that Germany submitted to 

the UNSCR 1747 Sanctions Committee on German implementation 


Column 3 

of UNSCRs 1737 and 1747. Schilbach noted that accompanying 
the German national report was a report submitted by Germany 
in its capacity as EU President to the UNSCR 1747 Sanctions 
Committee concerning EU-wide implementation of the sanctions, 
based on the EU Common Position adopted in April 2007. 
Despite the submission of this EU-wide report, however, each 
EU member state is responsible for submitting its own 

national report to the Sanctions Committee, Schilbach said. 


2. (SBU) Germany, Schilbach, said, did not need to pass new 
legislation to implement the UNSCR 1737 and 1747 sanctions on 
Iran, thanks to the EU\'s Common Position and corresponding 
Regulations on implementing the sanctions. Furthermore, 
Germany had not exported any weapons to nor imported any arms 
from Iran in the time period well before the sanctions were 
approved by the UNSC, according to Schilbach. Concerning 
action to freeze the assets of Bank Sepah in Frankfurt, 

Schilbach said the German Government had the necessary 
authority to do this in advance of the adoption of the EU 

Common Position. He noted that although Bank Sepah continues 
to exist, the German Ministries of Foreign Affairs and 

Economics are monitoring its activities and only allowing it 

to pay necessary expenditures without allowing it to conduct 

any transactions in violation of the UN sanctions. 


3. (SBU) Germany strictly applies the visa restrictions on 
Iranians listed under the UNSC sanctions, Schilbach said. 
Nevertheless, Germany does not necessarily have reasons to 
bar the travel of Iranians who are not listed. Schilbach 

noted that Iranians who are not listed could potentially 

obtain visas to visit Germany and attend arms fairs, but they 
would be unable to buy German arms or related material, 
because German exporters would be unable to obtain export 
licenses in such cases. In addition, German Customs 
authorities have been alerted to check exports from Germany 
to Iran to ensure that no military goods or dual-use goods 

that could support WMD programs are shipped there. Because 
of the German Government\'s oversight of exports to Iran and 
also because of the increasing uncertainty of doing business 
there, German firms are becoming more cautious in dealing 
with lran, Schilbach added. He said that German firms make 
more inquiries with the German Federal Economic and Export 
Licensing Agency (BAFA) about trade with Iran than before the 
UNSC sanctions were enacted. 


4. (SBU) On a separate issue, Schilbach commented on the May 
31 meeting in Madrid between Javier Solana, High 
Representative for the Common Foreign and Security Policy of 
the EU, and Ali Larijani, Iran\'s Secretary of the Supreme 
National Security Council and chief nuclear negotiator. 

Schilbach contended the EU was not naive in agreeing to the 
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talks with Larijani. Instead, the EU believes it is worth 
communicating with Iran concerning the impasse over the 
latter\'s nuclear program, and Larijani is seen as perhaps the 
only approachable high-level Iranian official at this point, 
according to Schilbach. 

TIMKEN JR 
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E.O. 12958: DECL: 06/05/2017 
TAGS: PREL, MCAP, PGOV, RS 
SUBJECT: LOCAL PUNDITS ON RUSSIA\'S ESCALATING RHETORIC 


REF: MOSCOW 613 
Classified By: Charge d\'Affaires Daniel Russell. Reasons: 1.4(B/D) 


1. (C) Summary: The latest Russian rhetoric against U.S. 
missile defense plans, in conjunction with last week\'s 

missile testing, is read by both pro-Kremlin and liberal 

analysts as further evidence of Putin\'s continued frustration 
with U.S.-Russian relations. They argue that the combative 
tone reflects the litany of grievances that triggered Putin\'s 
February remarks in Munich. In explaining the latest 
outbursts, experts focus on the election year benefits of 
America bashing, as well as on rejection of the U.S. 

rationale for missile defense and conspiracy theories about 
the U.S. driving \"new\" Europe\'s assertiveness in EU-Russian 
relations. Criticism and suspicion of U.S. intentions is, 
however, not limited to the Kremlin. Former PM Gaidar told 
us that U.S. MD will always be viewed as offensive, 

potentially destabilizing weapons; forty-five percent of 

those recently polled by Russian Newsweek consider the U.S. a 
\"hostile\" country. Given the emphasis Putin places on his 
relationship with the President, most believe that the 
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Kennebunkport visit provides the best opportunity to lower 

the rhetoric and to reinforce areas of agreement, while 
addressing sharpening areas of disagreement on European 
security architecture, Kosovo, and democracy. End Summary. 


Drumbeat of Criticism 


2. (SBU) Russia\'s May 29 testing of new generation cruise 
(R-500) and intercontinental ballistic missiles (RS-24) has 

been accompanied by a steady drumbeat of criticism over U.S. 
missile defense plans, including Putin\'s comments from a 
pre-G8 Summit interview declaring that Russia would have to 
weigh targeting MD sites in Europe. Putin has asserted that 
the tests were a direct response to U.S. MD plans and NATO 
members\' \"non-compliance\" with the A/CFE Treaty. In a May 29 
press conference following a meeting with Portuguese PM 
Socrates, he warned that U.S. MD plans were threatening to 
turn Europe into a \"powder keg.\" Later, he warned against 

the \"diktat and imperialism\" by \"certain members\" of the 
international community. First Deputy Prime Minister Sergey 
Ivanov and MOD Anatoliy Serduykov got their licks in as well 

-- the latter compared U.S. MD plans to mining Russia\'s 
\"apartment door,\" while FM Lavrov dismissed U.S. assurances 
on missile defense as \"laughable.\" 


3. (C) Political commentators attribute the harsh Kremlin 
spin to continued frustration with the U.S., which generated 
Putin\'s rhetorical blast in Munich. Kremlin-connected 
political consultants Vyacheslav Nikonov and Sergey Markov 
separately told us that Putin was \"just sick and tired\" of 

the perceived accumulated slights and ticked off missile 
defense, Secretary Gates\' testimony placing Russia and North 
Korea in the same threat category, U.S. criticism over 
Russian efforts to transition Belarus to market prices for 

gas, and Western failure to condemn Estonia\'s removal of the 
Soviet-era WW2 monument as feeding this anger. Fedor 
Lukyanov, the liberal editor of \"Russia in Global Affairs,\" 
agreed and noted that from Putin\'s perspective, Russia did 
everything to \"help\" the U.S. post-9/11, including opening up 
Central Asia for coalition anti-terrorism efforts, but had 
expected something in return. What the Kremlin wanted, 
liberal defense expert Aleksey Arbatov told us, was respect 
for Russia\'s \"legitimate interests.\" The Kremlin\'s 
complaint, Lukyanov reprised, was that Russia instead was 
confronted with NATO expansion, zero-sum competition in 
Georgia and Ukraine, and U.S. military installations in 
Russia\'s backyard. This perceived abuse of Russian 
cooperation, coupled with U.S. \"triumphalism,\" continued to 
aggravate the leadership, according to public relations 
adviser to First Deputy Prime Minister Ivanov, Sergey Zverev. 
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All underscored to us that for Putin and his inner circle, 
the U.S. \"uses\" Russia for its own ends but returns nothing. 


MD: Continuing Target 


4. (C) The Russian leadership continues to reject the 

threat analysis that drives U.S. missile defense plans and 
remains deeply distrustful of U.S. long-term intentions and 
\"break-out\" capacity. Former Prime Minister Yegor Gaidar 
recalled in a dinner last week with us that the Moscow ABM 
system, which consisted of missiles armed with nuclear 
warheads, could easily be switched from a defensive system to 
an offensive system. This knowledge made it impossible for 
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the U.S. to persuade the Russians that the same could not 
easily be done with interceptors based in Poland. Gaidar 
added that Russia will always view these interceptors as 
potentially offensive, forward-based weapons, which could 
cause a dangerous destabilization in the strategic balance 
because of their ability to be launched and reach western 
Russia in a matter of minutes. Inspections would not 
necessarily be reassuring. 


5. (C) Efforts to cast the test launches of the ballistic 

and cruise missiles as a direct response to a recent, 
U.S.-induced arms race reflect the Kremlin\'s focus on raising 
alarms over U.S. plans. However, military experts dismiss 
Putin\'s offered rationale and tell us that these long-planned 
tests merely signaled Moscow\'s pragmatic decision to move 
forward on force modernization. However, Kremlin friendly 
observers claim that the testing schedules were advanced in 
order to make the point that five years after the U.S. 
abrogation of the ABM Treaty, Russia was in a position to 
push back, with Putin characterizing the development as 
\"retaliation\" for the \"tough and absolutely unjustified 
unilateral steps by our partners.\" 


New Slights: EU and New Europe 


6. (C) MD is not the only area of Russian complaints about 

U.S. policy. According to Nikonov and Markov, some of the 
anger towards the U.S. is generated by developments in the 
Russia-EU relationship. Quoting Putin\'s line that the 

\"caravan can only move as fast as the slowest wagon,\" Nikonov 
accused the U.S. of working through Poland and the Baltics to 
stymie the new Partnership and Cooperation Agreement 
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negotiations and to set \"new\" Europe against Russia\'s \"old\" 
partners. Dismissing Russian liberals\' critiques of the 

GOR\'s misadventures in the \"near abroad\" and inability to 
forge healthy relations with the Baltics, Nikonov attributed 
Poland\'s refusal to participate in Track 2 diplomacy or to 

answer the correspondence of FM Lavrov on the meat dispute as 
an example of U.S. encouragement of misbehavior. Whether it 
was Poland, the Baltics, Georgia, or Ukraine, Markov charged, 
the U.S. played the role of puppeteer. 


Factoring in Domestic Politics and Elections 


7. (C) Many believe that an obsessive focus on succession, 
combined with dissatisfaction over the state of U.S.-Russian 
relations, helps fuel anti-Western rhetoric. Russia\'s 

neither fully democratic nor fully dictatorial system created 

a shaky and fragile transitional situation, Lukyanov argued, 

in which every move from the outside was viewed as a threat 
that could influence the outcome. Ekho Moskvy Editor Aleksey 
Venediktov told us that the rhetoric was intimately tied to 
succession politics. The United States, he argued, had 
replaced the oligarchs as the \"enemy\" around which Russian 
voters could unite. While Venediktov believed the ferocity 

of the Kremlin\'s attacks was artificial, he stressed that the 
underlying anger towards the United States was real and -- 
based on the response to his radio station\'s programming -- 
resonated well with Russians. 


8. (C) Both pro-Kremlin and pro-Western analysts confirm 
that the anti-U.S. message is a popular one, with the major 
political parties all falling in line, and a general 

political consensus having formed around the desirability and 
need for a resurgent Russia to play a more assertive role 
internationally. While Nikonov rejected any linkage between 
Putin\'s foreign policy and the upcoming elections, arguing 
that with popularity readings at a firm 80 percent and 

trending upwards there was little Putin had to fear, he 
acknowledged that the message played to the sentiments of a 
majority of Russians. (Note: Polls published in the Russian 
edition of Newsweek show 45 percent of Russians consider the 
U.S. a \"hostile\" country.) Foreign policy adviser to the 
Kremlin-sanctioned Just Russia opposition party, Mikhail 
Demurin, noted to us that Putin\'s unchallenged popularity and 
fin-de-regime status allowed him to say what many Russians 
feel when they catalogue the recent behavior of the United 
States. Defense analyst Arbatov told us that Putin\'s primary 
motivation was not to play to the crowd, but to shore up his 
legacy. The message is simple: Russia is back and demands 
its due. Putin does not seek a new Cold War, but rather is 
making a plea for respect, with the hope that the West will 
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listen and heed Russia\'s concerns. 


Comment 
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9. (C) This cycle of rhetoric notwithstanding, Putin 
continues to characterize the United States as a \"friend,\" to 
dismiss anti-Americanism as harmful, and to reiterate his 
respect and friendship for the President. Most here agree 
that the July 1-2 Kennebunkport visit, and the friendly and 
informal setting it will provide, offers the best opportunity 

to lower the rhetoric, to reinforce our areas of common 
agreement, and to better define how to address our sharpening 
differences on European security architecture, Kosovo, and 
Russia\'s democratic evolution. 

RUSSELL 
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SIPDIS 


STATE FOR IO/PSC ERIN CROW, EEB/TFS RACHEL FEDEWA, L/EEB 
TOM HEINEMANN, AND EUR/AGS 
SIPDIS 


E.O. 12958: DECL: 06/04/2017 

TAGS: EFI, ETTC, EUN, KTFN, PREL, PTER, GM 

SUBJECT: TERROISM FINANCE: GERMANY NOTIFIED OF AKA 
MAHAMEDOU OLD SLAHI'S REMOVAL FROM SDGT AND UN1267 LISTS 
RF: STATE 75096 


Classified By: Global Affairs Couselor Donald R. Shemanski, for reason 
s 1.4 (b) nd (d). 


1. (C) Global Affairs officer deliveredref demarche to 
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German MFA International Cooperaion on Counterterrorism 
Division Desk Officer Hoger Kraemer at OOB, June 4, as 
instructed in reftel. Kraemer said he would forward to 

appropriate German officials the information concerning the 

U.S. action to have the alias Mahamedou Ould Slahi removed as 
an AKA for Abu Hafs from the UNSCR 1267 Committee\'s list. He 
also said the German Government would check for any 
information that it had concerning Mahamedou Ould Slahi or 

any assets that he had in German jurisdiction. In a June 5 
message, Kraemer reported that the German Government had not 
located any such assets in Slahi\'s name. 


2. (SBU) Kraemer said Germany does not have a sanctions 
regime on a national level but instead follows the EU\'s 

Common Position and corresponding Regulations on implementing 
UNSC sanctions. In addition to the individuals listed on the 
UNSCR 1267 Committee\'s list, the EU has developed its own 
terrorist sanctions list, which is binding to the EU member 

states, according to Kraemer. 


3. (C) Any time that the 1267 Committee changes its list, 
Kraemer said, the UN Secretariat informs the EU Commission 
and the European Council, which in turn automatically amend 
the appropriate EU Regulation. Therefore, in the case of 
removing the AKA Mahamedou Ould Slahi from the 1267 
Committee\'s list, Kraemer said the EU\'s Regulation will be 
changed automatically and the EU member states will abide by 
it. 


4. (U) Post will report any other substantive German response 
septel. 
TIMKEN JR 
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E.O. 12958: DECL: 06/03/2017 

TAGS: PREL, PARM, MNUG, IR, AG, IZ 

SUBJECT: ALGERIAN PRESIDENT AND PRIME MINISTER SHARE VIEWS 
ON IRAN WITH SENATOR NELSON 


Classified By: DCM Thomas F. Daughton; reasons 1.4 (b, d) 


1. (C) In separate meetings with Senator Bill Nelson (D-FL) 

on June 3, Prime Minister Belkhadem and President Bouteflika 
made remarks on Iran, primarily in the context of Iranian 
Foreign Minister Mottaki\'s June 2 visit to Algiers. 

Belkhadem observed with respect to Iranian involvement in 
Iraq that Arab and Persian societies had been in conflict for 
centuries. He indicated that senior Algerian officials had 

told Mottaki that all parties must work together to respect 
Iraq\'s unity, sovereignty and stability. On Iran\'s current 
thinking on the nuclear question, Belkhadem said the Iranian 
FM had merely stated that negotiations with the Europeans 
were continuing. In Algeria\'s view, Belkhadem reported, 
progress had been made on the Iranian nuclear issue, but more 
progress was still needed. 


2. (C) Belkhadem said Mottaki\'s Algerian interlocutors had 
stressed the GOA\'s preference for state spending on 
developing people rather than weapons. The prime minister 
underscored Algerian support for the use of nuclear power for 
peaceful and civilian purposes under the supervision of 
international regulatory agencies and said Mottaki heard this 
message in Algiers. Belkhadem observed that the U.S., 
Russia, France and other countries, including Pakistan and 
India, possessed the nuclear bomb. In the case of India, 
Belkhadem noted that impoverishment there was great and the 
money spent developing nuclear weapons could have been better 
spent on education for the Indian people. It was important, 
Belkhadem said, to invest in the reduction of poverty, 

illness and ignorance rather than financing weapons of war. 


3. (C) Later the same day, President Bouteflika told the 
Ambassador and Senator Nelson that Mottaki had pointed to 
recent discussions in Baghdad and said that Iran welcomed a 
resumption of direct contacts with the U.S. According to 
Bouteflika, Mottaki underlined that Iran wanted to sustain 

the dialogue with the U.S. He added that the Iranian foreign 
minister had said that Iran was not seeking to aggravate 
tensions between Sunnis and Shia in Iraq. Bouteflika then 
said that to be polite he was obliged to take the Iranian\'s 
word in good faith. Bouteflika noted, however, that the 
principle of acceptable dissimulation (takiya) was firmly 
established in the Shia school of thought, and he warned that 
one should be careful of what the Iranians are actually doing. 
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4. (U) Senator Nelson did not have the opportunity to clear 
this message. 
FORD 
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E.O. 12958: DECL: 06/05/2017 
TAGS: PGOV, KDEM, INRB, AG 
SUBJECT: BOUTEFLIKA ANNOUNCES MINOR CABINET RESHUFFLE 


REF: ALGIERS 330 
Classified By: DCM Thomas F. Daughton; reasons 1.4 (b, d) 


1. (U) President Bouteflika made minor changes to the cabinet 
on June 4 as a culmination of the May 17 national elections 
and the May 31 installation of the new parliament. The six 
ministerial changes did not live up to public speculation 

about a major reshuffle. As was widely expected by the press 
and political observers -- and in spite of grumbling within 

his own party about the result of the election -- Prime 

Minister Belkhadem retained his post. Also as expected, 
Foreign Minister Bedjaoui (aged 78) departed the government, 
to be replaced by the previous finance minister, Mourad 
Medelci. Karim Djoudi, previously minister-delegate for 
financial issues, will take Medelci\'s seat at the cabinet 

table. The other new faces in the cabinet are: 


-- Abderrachid Boukerzaza, Ministry of Communications; 
-- Noureddine Moussa, Ministry of Housing and Urbanism; 


-- Hachemi Djiar, Ministry of Youth and Sports; 
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-- Mahmoud Khedri, Ministry of Relations with Parliament. 


(The entire list of Bouteflika\'s June 4 appointments has been 
emailed to NEA/MAG.) 


2. (C) Up to the day of the announcement, MPs from the 
presidential coalition parties were telling us that 

Bouteflika would not announce the new cabinet until his 
return from the G-8 Summit in Germany. The strong 
resemblance of the new cabinet to the old was also apparently 
unexpected -- at least by the official government daily 
newspaper El Moudjahid, which had lately been replete with 
articles on \"reform\" and Bouteflika\'s dynamic program. 
Unphased by the new cabinet list, El Moudjahid\'s lead 
headline on June 5 described it as \"A Government to 
Accelerate Reforms.\" 


3. (C) Amara Ben Younes, president of the opposition 
Democratic and Republican Union (UDR), told PolEc Chief June 
5 that the announcement was disappointing even by the 
standards of Algerians who are lukewarm about reform. He 
predicted another new government would be formed following 
local elections in the fall because the newly named 
government had no credibility in advancing reform. Ben 
Younes acknowledged that presidential coalition members all 
had talking points welcoming the president\'s move, but 
predicted that in a few days the reformers among them would 
privately express their disappointment. 


CONFIDENCE NOT COMPETENCE 


4. (C) Hamid Lounaouci of the Rally for Culture and Democracy 
(RCD), another opposition party, told us there was much 
disappointment, even among the coalition parties, in the 
naming of Medelci as foreign minister. He joked that 
Bouteflika gave Algerians \"a man of confidence, not a man of 
competence\" to look after Algeria\'s external relations. 
Lounaouci said Bouteflika had clearly chosen someone close to 
him and in whom he had much confidence, rather than someone 
well versed in diplomacy. It was well known that Bouteflika 
placed a high premium on loyalty and trust, he observed, and 
the president clearly gave those factors the greater weight 

in choosing Bedjaoui\'s successor. 


5. (C) BIO NOTE: Medelci\'s government experience is confined 
to the financial realm. He has served as finance minister 
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since May 2005. In the 1980s, he served as the 
second-highest official at the ministry of commerce and the 
president of \"the shareholders\' fund\" created in June of 

1988. In November 1988, he was named minister of commerce. 
Inthe 1960s and 1970s, Medelci was the financial director of 
the National Company for Studies and the director general of 
the national tobacco company. He is the married father of 

five children and holds an economics degree. Medelci speaks 
Arabic and French. He understands some English but does not 
speak it. 


6. (C) COMMENT: Belkhadem\'s continued tenure as prime 
minister was a setback for former PM Ahmed Ouyahia, who has 
behind-the-scenes support (reftel) to succeed Bouteflika as 
president. While the ailing Bouteflika could still seek to 
amend the constitution and create a vice presidency for 
Ouyahia or someone else, he has not even hinted to date that 
he is thinking about succession. Indeed, aside from handing 
pro-reform Minister of Privatization and Investments 
Abdelhamid Temmar added responsibility for the ministry of 
industry, Bouteflika did nothing to suggest that an 
\"acceleration of economic reform\" (El Moudjahid\'s headline 
notwithstanding) is high on his agenda. More than anything, 
the new cabinet typifies the inertia that has increasingly 

mired the Algerian government. 

FORD 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, PREF, PREL, UNSC, SU, CD 

SUBJECT: SLM LEADER COMMENTS ON UNIFICATION EFFORTS 
NDJAMENA 00000462 001.2 OF 002 


1. (SBU) SUMMARY: The prospects for leaders within the 
Sudanese Liberation Movement (SLM) to unify appear to be dim 
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and getting dimmer. During a recent meeting with SLM leader 
Adam Shogar, he expressed dismay with recent unification 
efforts, and was focused on the differences between the 
various factions, rather than what they had in common. Adam 
stated that he did not accept the Darfur Peace Agreement 
(DPA) as the basis for future talks, but said that both SLM 
political leader Dr. Sharif Harir and SLM commander Ahmed 
Abdulshafi might be ready to do so. END SUMMARY 


2. (U) On the evening of 31 May, the Ambassador and Pol/Mil 
officer met with SLM leader Adam Shogar on an isolated rock 
outcropping on the outskirts of Abeche. Over the course of 

the hour long meeting, Shogar provided his commentary on the 
state of unification efforts within the SLM and possible 

options for the future. 


3. (SBU) Shogar stated that the National Redemption Front 
(NRF) had failed and highlighted his belief that the Justice 

and Equality Movement (JEM) wanted to use the NRF umbrella to 
augment their own organization. Within the NRF, there were 

to be three key positions, the President, Secretary General, 
and the FieldQommander. JEM wanted JEM leader Khalil 
Ibrahim to serve as President, with another JEM officer in 

the Field Commander position, and SLM taking the Secretary 
General position. He acknowledged that JEM was also willing 
to share the leadership positions on a rotating basis, but 

said JEM insisted that Khalil serve as the first president. 
Shogar had suppQted electing individuals to the key 

positions based on proportional representation. He had even 
proposed disbanding JEM and SLM entirely and creating a new 
organization. JEM had rejected this proposal. 


4. (SBU) Shogar noted that there would never be an 
agreement within the SLM to allow Khalil to serve in a 
leadership position within a unified opposition. He stated 

that Khalil was not acceptable due to his relationship with 
Turabi. When pressed on this issue, Shogar explained that 
elements within the SLM had requested Khalil declare to the 
media that he had no such relationship with Turabi, or the 
National Congress Party, and to condemn Turabi publicly, but 
that Khalil refused. While not accepting Khalil as President 
within a unified opposition, Shogar noted that there would be 
no problem with Khalil serving in some other capacity. He 
described his relationship with JEM official Anmed Togoud as 
good, and mentioned that they had just talked that day, when 
Togoud called him from Europe. 
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5. (SBU) Shogar suggested that SLM political leader Dr. 
Sharif Harir\'s participation in the recent Sudanese 
opposition unification conference in Ameri was a big mistake, 
and worked against SLM unification efforts. Shogar stated 
that SLM commander Ahmed Abdulshafi and Sharif were both 
getting pressure from the Eritrean government to go into 
negotiations with the Government of Sudan. He said that 
Khamis Abdulla, his SLM ally, was in Asmara for the meeting 
underway there, but that Knamis did not intend to enter into 
talks on unification. Shogar was dismissive of some of his 
other SLM colleagues, calling into question their support 
base, noting that Abdulshafi had only three or four vehicles 

in his faction and Sharif, who was always wanting a 
leadership position, also had minimal support on the ground. 


6. (SBU) Shogar was well aware of the CHD\'s plans for a SLM 
unification conference in Nairobi. Shogar suggested that 

these efforts were premature, and that prior to any such 
conference there needed to be additional \"hard work\" in order 
to bring the leaders together. While Shogar appreciated the 
efforts of the CHD, he was not optimistic about this 

particular gathering. Although he did not plan to attend, he 

had selected ten individuals from his group to participate. 


7. (SBU) Shogar stated that he does not accept using the 
DPA as a basis for talks, because he does not trust the 
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Sudanese government\'s willingness to implement it. Pressed 


by the Ambassador not to aim at starting negotiations from 
scratch, Shogar said it would be acceptable to return to the 
fifth round of the Abuja talks and start from the Declaration 
of Principles. He noted that he believed both Sharif and 
Abdulshafi might support using an Abuja Plus formula as a 
basis for discussions. 
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8. (SBU) Shogar saw little promise in the Ambassador\'s 
point about setting aside for now attempts at reuniting the 
SLM and instead entering into talks based on the substantial 
areas of agreement that already exist among the rebel 
factions on negotiating objectives. Shogar argued instead 
that the SLM\'s unity was a necesary condition for successful 
talks. Without it, he stated, it would be easy for Khartoum 

to further divide the rebel groups with its \"big bags\" of 
money. 


9. (SBU) As night closed in and the meeting drew to a 
close, Shogar noted that he would be traveling next week to 
\"the liberated area\" in Darfur. He said now he intended \"to 
go his own way,\" working with other members of his group, 
including Khamis Abdulla and Adam Bakheit, and with 
representatives of the NMRD and various Arab groups now 
emerging in opposition to the Sudanese government. 


10. (SBU) COMMENT: Shogar, one of the most guileless of 
prominent SLM figures, is turning into one of their most 
uncompromising. His comments highlight the continuing 
disarray in the SLM\'s ranks. For the main contenders, the 
struggle for leadership of a unified movement is taking 
precedence over the search for peace in Darfur. The Center 
for Humanitarian Dialogue will have its work cut out for it 

in seeking to bring Shogar\'s people on board at the 
conference in Nairobi. END COMMENT 


10. (U) Tripoli minimize considered. 
WALL 
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TAGS: PREL, KDEM, AG 

SUBJECT: SENATOR NELSON HEARS ALGERIAN VIEWS ON IRAQ AND 
U.S. RELATIONS 


Classified By: DCM Thomas F. Daughton; reasons 1.4 (b, d) 


1. (C) In separate June 3 meetings with Senator Bill Nelson 
(D-FL), Prime Minister Belkhadem and President Bouteflika 
reviewed Algerian thinking on Iran (septel), Iraq, and 

bilateral relations. Belkhadem encouraged Nelson to spread 
the word that U.S. non-hydrocarbon investment in Algeria was 
welcome. Algeria especially sought investment from the U.S. 
in pharmaceuticals and drugs, transportation, and new 
communications technologies. Belkhadem said Algeria was 
fortunate to possess great hydrocarbon wealth, but it most 
needed technology transfer and investment to create jobs and 
reduce unemployment. He said Algeria\'s interest in building 
highways, railroads, schools, housing and universities 
provided opportunities for American business. 


2. (C) Later that same day, Bouteflika told Senator Nelson 
and the Ambassador that he was pleased with the collaboration 
between the U.S. and Algerian governments in 
counterterrorism. The Algerian authorities worked \"with 
enthusiasm\" with their American counterparts, he observed. 
Turning to education -- and ignoring his interlocutors\' 
references to financial and judicial reforms -- Bouteflika 

urged the U.S. to encourage more collaboration between U.S. 
and Algerian universities. He observed that U.S. 

universities were the best in the world and that partnerships 
with them would help Algerian institutions. The Ambassador 
noted that we were trying to expand programs in primary and 
secondary schools and universities. Bouteflika encouraged 
this effort, but seemed largely uninformed about it. 


3. (C) Turning to the May 17 Algerian legislative elections, 
Bouteflika flatly acknowledged that the turnout was very low, 
but he said he had refused to let the Ministry of Interior 

pad the figures. He remarked that both houses of the 
Algerian parliament suffered from low credibility. (Comment: 
Senate President Abdelkader Bensalah sat stone-faced and 
silent throughout the meeting. End Comment.) Bouteflika 
said that Algerian legislators had been miserable at 
maintaining contacts with their constituents; too many only 
went home to the voters right before the elections. He 
alleged that legislation hiking their salaries further 

alienated them from voters. The president noted that the 
Trotskyst Workers\' Party was the only political party with a 
message that rang true to many voters. As a result, it had 
picked up a substantial number of seats thanks to the votes 
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of low-income Algerians. Bouteflika concluded that the 
Algerian public wanted strong parliamentary institutions that 
are democratically elected. In an aside after the meeting, 
Bouteflika told the Ambassador that he had been harsh about 
the parliament, but what he said was true. The Ambassador 
urged Bouteflika to allow steady if gradual change to the 
parliament to increase its credibility. 


IRAQ: MAYBE FEDERALISM AFTER ALL 


4. (C) Tuning to Iraq, Bouteflika said the U.S. had no good 
choices available. He opined that the U.S. would suffer if 

it stayed in lraq but it would have even more problems if it 
withdrew quickly. The president warned that an unstable lraq 
could well create stability issues in countries like Saudi 
Arabia and Syria and perhaps even Turkey. Bouteflika said 
national reconciliation is the best option for Iraq, but he 

was dubious about how it could be achieved. He said there 
are genuine, sharp differences between the Sunni Arabs and 
Shia. The problems with the Kurds add another layer of 
complexity. Bouteflika commented that ideally a strong 
central government in Iraq would be reestablished but more 
likely the Arab states would have to accept a federal or even 
confederated Iraq. The Iraqis would have to decide on an 
equitable division of the country\'s natural resources, 
however, in order for even that kind of arrangement to work. 
In an aside, he commented that the U.S. should be careful how 
it handles the Kurds lest Washington be left with a fait 
accompli of Iragi Kurds declaring their de facto 
independence. 


COMMENT 


5. (C) Bouteflika appeared frail but his color was far better 

than when the Ambassador sat with him at length last 
September. He spoke quietly but was entirely lucid, at times 
understanding Senator Nelson\'s English but always speaking in 
French. His remarks about accepting an eventual federal or 


even confederated Iraq were interesting. In addition, he was 
remarkably blunt in his criticism of the Algerian parliament, 
but he gave no indication either of extreme concern about the 
low turnout in the May election or of how to restore 

credibility to the parliament. Unlike Belkhadem, Bouteflika 
recognized the existential problem between the Shia and 
Sunnis in Iraq. The president openly discussed autonomous 
regions while the prime minister, an Arab nationalist and 
former foreign minister, emphasized the need to reestablish 
somehow a unitary state. 
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6. (U) Senator Nelson did not have the opportunity to clear 
this message. 
FORD 
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E.O. 12958: N/A 

TAGS: ECON, EFIN, SL 

SUBJECT: SIERRA LEONE: DEMARCHE ON NEW WORLD BANK 
PRESIDENT DELIVERED 


REF: SECSTATE 73691 


The Ambassador delivered reftel demarche May 30 to Ministry 
of Foreign Affairs Director General Ambassador Umaru Wurie. 
Wurie indicated that Mr. Zoellick would be an acceptable 
nominee to Sierra Leone. 

HULL 
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DEPARTMENT OF AGRICULTURE FOR FAS - ELIZABETH JONES 


E.O. 12958: N/A 

TAGS: EAGR, ETRD, ECON, EU, IT 

SUBJECT: ITALY TO ABSTAIN IN EU VOTE ON STACKED BIOTECH 
CORN VARIETIES 


REF: A. STATE 74307 
B. ROME 904 


(U) On June 4, Minister Counselor for Agricultural Affairs 
delivered Ref A points on EU approval for import of three 
biotech corn varieties to Dr. Romano Marabelli, Ministry of 
Health Director General for Animal and Human Health. 
Marabelli was not able to give a definitive GOI position on 
the introduction of stacked biotech corn into the EU, but 
indicated he believed the GOI representative at the EU 
Standing Committee would abstain. As reported Ref B, the GOI 
abstained during the Standing Committee\'s April vote on the 
introduction of biotech sugar beets into the EU market. 
Spogli 
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STATE FOR EB/IFD/OMA 
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SECDEF FOR USDP/DSAA 
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E.O. 12958: N/A 
TAGS: EFIN, ECON, EAID, XM, XA, XH, XB, XF, FR 
SUBJECT: PARIS CLUB - MAY 2007 TOUR D\'HORIZON AND PERU AGREEMENT 


1. (SBU) At the May 22-24 meeting of the Paris Club, creditors 
agreed to allow Peru to prepay at face value as much as $2.5 billion 
in previously rescheduled non-concessional debt in order to support 
its efforts to implement sound debt management policies. The 
Secretariat reported on technical talks with Argentina, which asked 


SIPDIS 

for concessions on late interest and access to new export credits in 
exchange for clearing its arrears. Paris Club creditors agreed that 
continued technical talks should be encouraged, but were reluctant 
to consider any concessions until Argentina makes a serious offer. 
Creditors also discussed how to proceed in normalizing financial 
relations with Angola, which has almost fully cleared its arrears to 
the Paris Club, but continues to owe late interest. In recognition 

of its progress on economic reform and reaching the \"Completion 
Point\" of the Heavily Indebted Poor Country (HIPC) initiative, Paris 
Club creditors granted Sao Tome and Principe the final phase of HIPC 
debt relief. Turning to a debt issue currently drawing press and 
political attention in several countries, the Paris Club discussed 
what, if any, actions creditors should take to counter threats to 
HIPC debt relief posed by litigating creditors. During its 7th 

annual session with the private sector, the Paris Club exchanged 
views on best practices for advancing our debt treatment objectives 
for low-income countries (LICs). The Paris Club also reviewed 
progress on debt issues for the Comoros (pre-HIPC eligibility), Iraq 
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(progress on various bilateral debt deals), Serbia and Montenegro 
(division of former Yugoslavia debt), and Zimbabwe (legal action to 
collect debt). 


2. (SBU) The Netherlands and Sweden reported that Angola still had 
not cleared all arrears. In light of ongoing dialogue with Angola, 
however, both countries said they believed the continued delays 
reflected weak debt management capacity rather than an unwillingness 
to pay. The Paris Club Secretariat said Angolan Finance Minister de 
Morais had promised to continue working with the Club to clear these 
remaining arrears (excluding late interest). The United States 
informed the Club it had refunded a $3 million overpayment to 
Angola. Japan, the Netherlands, and Norway said their export credit 
agencies (ECAs) were under increasing pressure to reopen in Angola, 
but remained off-cover for now to maintain Paris Club solidarity. 

Spain confirmed that its ECA was open for short-term financing, but 
said Angola thus far has been interested only in medium- and 
long-term financing. 


3. (SBU) Japan requested that, once all arrears are cleared, the 
Club proceed swiftly to implement its previously agreed plan of 
action. (According to this plan, set out by the PC Chair in March, 
once arrears are cleared, Angola should unilaterally pay 40-60% of 
late interest due, and then propose a schedule for paying off the 
balance over time. In return, Paris Club members\' ECAs, at their 
discretion, could decide to go on-cover. As an additional 
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inducement, creditors might offer, on a bilateral basis but subject 

to Paris Club coordination, to reduce the late interest rate or any 
penalty charges. Creditors could also offer debt-for-aid and 
debt-for-equity swaps, based on existing limitations.) The United 
States cautioned that offering concessions on late interest could be 
interpreted as rescheduling without an IMF agreement, and also have 
a spillover effect on Argentina. The Secretariat countered that 
Angola and Argentina were different cases. 


4. (SBU) Summarizing recent technical discussions with Argentine 
Finance Secretary Chodos, the Secretariat reported having 
underscored and explained the reason for requiring an IMF program as 
a condition of a Paris Club rescheduling. As an alternative, 
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Argentina could propose a unilateral plan for clearing its arrears. 
Chodos asked if Paris Club creditors, in return, would be willing to 
stop the clock on late interest and begin offering ECA financing 
before arrears were completely cleared. Creditors were generally 
united in their reaction, agreeing that technical discussions should 
continue, but remaining reluctant to consider any concessions until 
Argentina makes a concrete proposal, possibly including initial 
unilateral payments on arrears. 


5. (SBU) The Secretariat encouraged creditors to start thinking 
about what sort of arrears payment plan they would find acceptable 
and what flexibility their ECAs might have after Argentina made the 
first move. The United States said it had no flexibility on late 
interest or ECA cover policy (i.e., arrears must be fully cleared), 
and urged creditors to stand firm. Japan and Italy, citing the 
alternative scenarios included in the GOA\'s recent non-paper, 
stressed that Argentina was capable of clearing its arrears. (The 
IMF reported that Argentina continues to accumulate reserves but 
believes the government has no plans to alter its unsustainable 
economic policy mix.) Japan said waiving interest was tantamount to 
a rescheduling and therefore was a non-starter. The Secretariat 
noted that there appeared to be no enthusiasm among creditors to 
stop the clock on late interest. 


6. (SBU) During an earlier G7 debt-experts discussion, Germany 
indicated its ECA was not under pressure to reopen and said any 
decision to go back on cover before arrears were fully cleared would 
be a political one. Several participants questioned whether 
Argentina was indeed serious about arranging to clear its Paris Club 
arrears before national elections in October. France thought this 
pre-election period might be a window of opportunity for the Paris 
Club, but cautioned that taking advantage of it would not be 
cost-free. France underscored the need to adhere to Paris Club 
principles in trying to find a way forward on Argentina, but also 
suggested that once Argentina starts to clear its arrears, ECAs 
could reopen export cover at their discretion. 
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7. (U) The IMF reported its Board\'s discussion of Comoros\' Poverty 
Reduction and Growth Facility (PRGF) request had been postponed 
pending financing assurances from the African Development Bank 
(AfDB). Because Comoros is $31 million in arrears, the AfDB must 
reclassify it as a post-conflict country to give it access to an 

arrears clearance facility. The IMF said this will not happen until 
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end-June. Given this delay, the Secretariat will hold off inviting 
Comoros to negotiate the terms of a Naples flow treatment. 


Iraq 


8. (SBU) The Secretariat announced the \"good news\" that Saudi 
Arabia had agreed to provide Iraq debt relief on Paris Club 
comparable terms. Responding to an Iraqi letter to the Secretariat 
asserting that Russia was attempting to tie debt relief to oil 
contracts (a breach of Paris Club principles), the Russian 
delegation said it understood Club concerns, which its Finance 
Minister had shared with the government, but had no official 
reaction at this time. Italy urged Russia not to wait another month 
to respond to such a serious allegation. 


9. (SBU) Referring to another Iraqi letter asking for assistance in 
sorting out a contested post-1990 claim by Germany, the Secretariat 
requested that discussions be postponed until next month given the 
complexity of the case. Germany asserts the $68 million claim 
involves a transfer of funds stranded in the Iraqi central bank that 
should be excluded from the Paris Club debt treatment. 
Documentation provided by Iraq indicates this is a complicated, 
unsettled transaction covered by the PC deal, rather than a simple 
transfer case. In an exchange on the margins of the meeting, 
Germany told us that, under the terms of the contract, it is seeking 
arbitration with Iraq to determine whether the claim should be 
treated under the PC Agreed Minute. 


Peru 


10. (U) Creditors concluded an agreement that will allow Peru to 
prepay at face value the entirety of its previously rescheduled 
non-concessional debt falling due between 2007 and 2015. Peru was 
confident that it could raise enough money in the market to finance 
prepayment of all eligible debt, and did not request a withdrawal 
clause in the agreement as it had done for a similar prepayment 
operation last year. All creditors except France and Italy 

announced their intention to allow all of their eligible claims to 

be prepaid. Italy said it would offer a portion (yet to be decided) 

of its claims, while France said it was still undecided (a decision 

for its new Finance Minister). Both France and Italy said high 

fixed interest rate contracts meant prepayment at face value 

entailed a large budgetary cost, but joined other PC creditors in 
voicing support for Peru\'s proposal as sound debt management policy. 
Total Paris Club debt to be prepaid could amount to as much as $2.5 
billion, of which $450 million is owed to the US. 
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11. (U) STP\'s Completion Point agreement under the Heavily Indebted 
Poor Country (HIPC) initiative paves the way for 100% cancellation 

of its Paris Club debt. Belgium, France, Germany, Spain, and Russia 
agreed to cancel $23.9 million in nominal terms, representing their 
share of HIPC debt relief. The remaining $0.6 million in official 
development assistance (ODA) claims will be canceled on a voluntary 
basis. (The United States is not a creditor.) 


12. (U) Citing the recent installation of a new government, 

creditors agreed to give the Serbian authorities another month to 
respond to the letter, sent by the Secretariat on behalf of Germany, 
Japan, the Netherlands, Sweden, and Switzerland, reiterating that 
Serbia and Montenegro must sign new bilateral agreements with Paris 
Club creditors based on the debtor/guarantor principle, unless the 
creditor agrees otherwise. In the meantime, the Secretariat will 

draft a letter to the newly appointed Finance Minister explaining 

the current situation. 


13. (SBU) The United States reported that its export credit agency 
(Exim Bank) was using legal recourse (consistent with the Paris 
Club\'s July 2005 letter to Zimbabwe) to preserve its rights that 
were set to expire under the six-year U.S. statute of limitations. 
Faced with threat of a suit in early May, Zimbabwe paid the US a $5 
million arrears installment. The United States intended to pursue 
the claim in court in July if Zimbabwe did not pay off the entire 
remaining $40 million debt. The Netherlands revealed that it had 
taken similar action in 2005-2006 and was able to recover EUR 5 
million. The UK reported it had recently gone to court to extend 

the statute of limitation on its claims. (Note: Since this meeting, 

the government of Zimbabwe made an additional $40 million payment to 
settle the bulk of its debt to Exlm. Zimbabwe still has debt in 
arrears to other USG agencies.) 


Selling Claims and Litigating Creditors 
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14. (SBU) The Paris Club issued a press release stating that 
creditors \"are committed to avoid selling their claims on HIPC 
countries to other creditors who do not intend to provide debt 

relief under the HIPC initiative, and urge other creditors to follow 
suit.\" The press release was the result of a protracted and at 

times acrimonious debate in the Club. The Secretariat was intent on 
highlighting the \"threat\" posed by litigating creditors to HIPC 
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countries and received strong support from Denmark, the Netherlands, 
and the UK, all of whom stressed that the Paris Club needed to react 
to this increasingly important domestic political issue. Offering 

what seemed to be a lone dissenting voice, the United States argued 
that an emphasis on litigation was misplaced, and that the press 
release should instead call on all non-Paris Club creditors to 

provide comparable treatment under the HIPC initiative. 


15. (SBU) The press release also stated that \"creditors have agreed 
to intensify their work on this issue with a view to identify 

concrete measures to tackle the problem,\" reflecting a strong desire 
by most Club members to act. There was limited debate on what 
measures might be taken or could be effective, but the Netherlands 
captured the general mood in noting that there was political 
momentum the Club should use. At the same time, some creditors 
acknowledged that the issue of litigating creditors was a complex 
one, the Club\'s tools were limited, and litigation and trading debt 

on secondary markets were important tools of a well functioning 
international financial system. 


16. (U) Private sector HIPC restructuring: This was the first of 

three themes discussed as part of the Paris Club\'s 7th annual 
meeting with the private sector. A BNP Paribas representative made 
the case that, contrary to popular perception, commercial creditors 
were committed to providing debt relief under the HIPC initiative. 

He blamed delays on the failure of debtor countries to initiate a 
dialogue with creditor committees. The World Bank and a Lazard 
representative gave presentations on the merits of the Bank\'s Debt 
Reduction Facility (DRF). The Bank has extended the DRF to 2012 in 
order to help resolve commercial debt, which represents a large 
share of the total debt burden for several HIPC cases. Both parties 
characterized the decision in 2004 to restrict the DRF to countries 
having reached Decision Point as a key improvement. 
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17. (U) Responding to a concerned raised about the negative impact 
of litigation on resolving HIPC debt, a Greylock Capital 
representative argued convincingly that litigation plays a useful 

and legitimate role in financial markets. He claimed that so-called 
\"vulture funds,\" which he defined as those whose business model is 
to extract large gains through litigation, were in fact a very small 
subset of all creditors. For the vast majority, litigation was a 

last resort when debtors failed to enter into good-faith 

negotiations. Another private sector representative added that, in 
the wake of Argentina\'s default, those who were previously reluctant 
to litigate had been forced to reevaluate their strategy. 


18. (U) New lending and debt sustainability in low-income countries 
(LICs): On this second topic, the IMF provided an overview of the 

joint Bank-Fund Debt Sustainability Framework (DSF) for LICs, a tool 
designed to identify debt-related vulnerabilities. Using a 20-year 
baseline scenario, the DSF looks at the impact of shocks on debt 
sustainability, evaluates institutional and policy capacity to 

manage debt, sets debt level and policy benchmarks, and recommends 
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borrowing strategies for LICs. A representative from Fitch Ratings 
discussed debt sustainability in Sub-Sahara African countries, 
explaining the limited impact debt relief has on its country ratings 
in the absence of substantial policy changes. 


19. (U) Update on debt restructurings in the private sector and in 

the Paris Club: A representative from Houlihan Lokey reviewed 
Belize\'s recent debt restructuring experience in which private 

sector collective action played a critical role in negotiating a 

deal that extended maturities and put Belize on a sustainable debt 
path. The Institute for International Finance applauded Belize (and 
separately the Dominican Republic) for following the IIF\'s 
\"Principles\" as a guide for working with creditors in an open, 
transparent, and fair manner. Representatives from Greylock Capital 
and the Global Committee of Argentina Bondholders presented the 
contrary case of Argentina. They highlighted its strong economic 
recovery and warned against the negative impact on financial markets 
of allowing Argentina\'s unilateral debt restructuring to stand as a 
precedent. 
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E.O. 12958: DECL: 06/05/2017 
TAGS: PREL, ETRD, ETTC, UN, SU, EU, IT 
SUBJECT: ITALIANS HESITANT ON TOUGHER SUDAN SANCTIONS 


REF: A. STATE 73693 
B. ROME 903 


Classified By: Economic Minister Counselor Tom Delare 
for reasons 1.4 (b) and (d). 


1. (C) Poloff met June 1 with Fabrizio Pignatelli, MFA Horn 

of Africa Office Director, to discuss ref A points and press 

the GOI to support, within the UNSC, a strong sanctions 
resolution against Sudan. (Note: Ref A points were also 
delivered to MFA UN Office Director Leonardo Bencini, who 
offered no comment.) Pignatelli responded that Italy is in 

favor of putting pressure on Khartoum, but that the GOI still 
believes continuing negotiations would be more effective than 
additional sanctions (ref B). Pignatelli remarked that the 

GOI hopes to see positive developments from the Sudanese 
government during the July 17 UNSC visit to Khartoum and the 
trilateral meetings in Addis Ababa. Poloff emphasized to 
Pignatelli that Sudan has stalled for years over complying 

with the international community\'s demands on Darfur and now 
was the time to apply further pressure on Sudan. EU 
sanctions could be particularly effective given the level of 
investment -- including Italian -- in Sudan. Pignatelli 
downplayed Italy\'s economic presence in Sudan. 


2. (C) Italy believes the international community should 
give Khartoum additional time to find a solution acceptable 
to the Sudanese government, Pignatelli said. However, the 
GOl is in favor of putting all possible pressure on Sudan. 
Pignatelli also noted that Italy supports the French proposal 
to increase humanitarian assistance efforts. 
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3. (SBU) Econoff presented ref A points June 4 to Roberto 
Ciciani, International Desk Director with the Ministry of 
Finance\'s Office for the Prevention of Financial Crimes. 
(Note: Ciciani\'s office oversees the GON's coordination and 
implementation of international sanctions through its 

chairing of Italy\'s Financial Security Committee. End note.) 
Ciciani said his office would forward the information to the 
FSC and inform post of any questions or concerns. However, 
he explained that the MFA\'s position on Sudan sanctions would 
carry the day in GOI deliberations. 
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DEPT FOR EUR/SCE, DRL, INL, AND G/TIP, NSC FOR BRAUN, USUN 
FOR DREW SCHUFLETOWSKI, USOSCE FOR STEVE STEGER, OPDAT FOR 
ACKER 

E.O. 12958: DECL: 06/01/2017 

TAGS: GTIP, KJUS, KCRM, EAID, KDEM, UNMIK, YI 

SUBJECT: KOSOVO: FIVE TRAFFICKING SUSPECTS RECEIVE A TOTAL 
OF 19 YEARS IN PRISON 

REF: PRISTINA 150 

Classified By: COM TINA KAIDANOW FOR REASONS 1.4 (B) AND (D). 


1. (C) SUMMARY: Kosovo media reported on May 29 that the 
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Pristina Regional Court sentenced five people accused of 
trafficking in persons (TIP) to a total of 19 years in 

prison, ranging from 7.6 years for the group\'s ringleader to 

2 years for a Moldovan woman whom the Kosovo Police Service 
(KPS) told us may have originally been a victim herself. The 
arrests, which occured in June 2006, were the result of a 
two-year undercover operation that the KPS Trafficking in 
Human Beings Section (THBS) began while under the tutelage of 
UNMIK Police. The good news is that these sentences 
reflected the solid work of the KPS, which conducted the 

initial raid, and an increasing awareness by the Kosovo 

judiciary of the gravity of TIP crimes. On the other hand, 

the arrest of a female trafficker may confirm the KPS THBS\'s 
suspicion (reftel) that traffickers are starting to involve 

former victims in their crimes, making it potentially more 

easy to recruit victims. END SUMMARY. 


2. (C) Kosovo media reported on May 29 that Pristina Regional 
Court sentenced five people accused of trafficking in persons 
(TIP) at the Tango Cafe in Pristina to a total of 19 years in 
prison. According to presiding judge Marie Ademi, the 
group\'s ringleader, Tango Cafe owner Hilmi Krasnigi, received 
7.5 years in prison and a 5,000 euro fine, and a Moldovan 
woman, Natalia \"Natasha\" Antohi, received two years in 
prison. Although Antohi denies the charge, KPS THBS Chief 
Ramadan Ahmeti told USOP that KPS THBS believes she was 
initially a trafficking victim. The indictment says she 

worked in the Tango Cafe at three different times. Ahmet 
Llapashtica, Blerim Ibrahimi and Ruzhdi Berisha received 4.5, 
three and two years, respectively. Ademi told USOP she 
ordered detention on remand for Krasniqi, Llapashtica and 
Antohi until the judgment becomes final. 


3. (C) The Tango Cafe ring allegedly engaged in human 
trafficking between February 2003 when the Tango Cafe opened 
and June 6, 2006 when the KPS raided the premises. The 
indictment says they recruited, transferred, housed and 
exploited women from Ukraine and Moldova. Krasniqi 
reportedly promised the victims work as waitresses and 
dancers and provided them with plane tickets and employment 
contracts, but later forced them into prostitution. 

Llapshtica, Ibrahimi and Berisha allegedly assisted Krasniqi 
with the recruitment, transfer and exploitation of the 

victims, while Antohi met them at the Pristina Airport, 
instructed them on how to behave with their clients, and 
supervised their work. According to KPS THBS Chief Ahmeti, 
the women lived and worked in the Tango Cafe, and were 
occasionally escorted to nearby hotels to serve clients. One 

of the victims who testified against the ring, Olesea Sirbu, 

said she was asked to sign an employment contract in English, 
which Antohi translated for her. She thought it was for a 
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job as a dancer, but when she got to the Tango Cafe, she was 
forced to have sexual relations with clients. When she asked 
to go back to Moldova, Llapastica reportedly told her she 
would have to work for one year first. 


4. (C) Ahmeti told USOP the bust was the result of a two-year 
undercover operation that was undertaken thanks to both 
routine investigative work and information from trafficking 
victims rescued in other raids who mentioned having worked at 
the Tango Cafe. The KPS THBS began the operation while still 
under UNMIK\'s supervision, but carried out the bust on their 
own shortly after transitioning. It was one of their first 

big post-transition operations. 


5. (C) Comment: The Tango Cafe sentences reveal both the 
solid work of the KPS and a growing awareness among the 
Kosovo judiciary of the gravity of TIP crimes. In 2006, the 
majority of the TIP-related sentences handed down were for 
one year or less. Nevertheless, the arrest of Natasha Antohi 
may confirm the KPS THBS\'s suspicion that traffickers are 
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starting to involve former victims in their business. This 

is a troubling trend since women may be more likely to trust 
employment offers from other women. USOP will continue to 
monitor TIP trends in Kosovo and to support TIP-related 
training for the Kosovo judiciary. USOP will also continue 

to push for the Kosovo Special Prosecutors Office (KSPO) to 
handle trafficking cases. 
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E.O. 12958: DECL: 05/31/2017 

TAGS: BB, ECON, ETRD, PGOV, PINR, PREL, XL 

SUBJECT: AMBASSADOR OURISMAN\S MEETING WITH BARBADOS DPM 
MOTTLEY 


REF: BRIDGETOWN 632 
Classified By: AMBASSADOR MARY M. OURISMAN FOR REASONS 1.4 (B) AND (D). 


1. (C) Summary: In a May 30 introductory meeting with 
Ambassador Mary Ourisman, Barbados\' Deputy Prime Minister and 
Minister of Economic Affairs and Development, Mia Mottley, 
thanked the United States for its assistance during Cricket 
World Cup and looked forward to further cooperation in the 
areas of security and commerce. She discussed her possible 
participation in the Americas Competitiveness Forum in 

Atlanta and plans for meetings in Washington. Ambassador 
Ourisman raised with DPM Mottley problems faced by U.S. 
companies in the Barbadian market and other bilateral issues. 
Mottley assured the Ambassador that Barbados was committed 
to creating a welcoming business environment and was seeking 
additional investment, especially in the manufacturing 

sector. End Summary. 


2. (SBU) Barbados\' Deputy Prime Minister and Minister of 
Economic Affairs and Development, Mia Amor Mottley, began her 
first official meeting with Ambassador Ourisman by formally 
thanking her for the generous U.S. assistance during Cricket 
World Cup (CWC). Mottley, who chaired the regional committee 
on Cricket World Cup (CWC) security, appears likely to remain 
engaged in current CARICOM efforts to implement on a 
permanent basis some of the CWC-related border security 
measures, such as the Single Domestic Space and the Joint 
Regional Communication Centre. Mottley attended the recent 
meeting of CARICOM Ministers responsible for National 
Security, where they decided to submit to the CARICOM Heads 
of Government, who will meet in July in Barbados, the plan 

for a permanent Single Domestic Space. In her view, \"the 
region was finally buying into it,\" with \"it\" being the 
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effort to use the CWC security measures as a catalyst to 
advance the region\'s integration efforts, especially in the 
area of security. 


3. (SBU) Mottley also noted that the region is pushing 

forward cooperation under the Caribbean Regional Maritime 
Agreement (CRMA), but that the region would need assistance 
from the United States and other donors, including the United 
Kingdom and the Netherlands. She clarified that Barbados and 
Trinidad/Tobago were not requesting any assistance and \"would 
take care of themselves,\" but smaller islands like 
Antigua/Barbuda and St. Kitts/Nevis were still \"exposed.\" 
Adding that the matter had been discussed during the recent 
CARICOM National Security ministerial, Mottley thought it 

would likely be raised during the June Conference on the 
Caribbean in Washington. (Note: Barbados Attorney General 
Dale Marshall also raised CRMA assistance with Ambassador 
Ourisman during their May 11 meeting. See reftel. The CRMA 
is a 2003 agreement that covers boarding rights during 
counter-narcotics operations. In response to the original 

USG demarche on CRMA, several but not all CARICOM member 
states drafted a list of desired equipment as a signing quid 

pro quo. End Note.) 


4. (SBU) In response to the Ambassadon\'s question whether 
Mottley would travel to Atlanta for the June 10-13 Americas 
Competitiveness Forum (ACF), Mottley said she was considering 
it and would more than likely accept the invitation. She 

thought she would be able to travel because Barbados, unlike 
Jamaica, was not yet in \"high election alert" Mottley 
expressed her hope that the ACF would be structured in such a 
way so that the \"Caribbean region would not get swallowed up 
by the Latins,\" as is usually the case in other fora. The 
Ambassador reassured her by noting that Secretary Gutierrez 


was planning to meet with the CARICOM representatives 
separately, and the ACF would include a panel on business 
opportunities in the CARICOM region. In the event that she 
would attend the ACF, Mottley asked for assistance in 
arranging a brief conversation with Treasury Secretary 

Paulson regarding Barbados\' lack of access to World Bank and 
Inter-American Development Bank loans. According to Mottley, 
Barbados still needs access to concessional development 
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finance. 


5. (SBU) Prior to visiting Atlanta, Mottley hopes to pay a 

round of calls in Washington, specifically focusing on 

meetings in Congress regarding the recently proposed \"Stop 
Tax Haven Abuse Act.\" She said it was unfortunate that 
Barbados had to wage another battle against being labeled as 

a tax haven, noting that Barbados had been taken off the OECD 
list of tax havens years earlier. She hoped that her 

meetings would help lower what she termed the \"information 
deficit on the Hill\" concerning this issue. 


6. (SBU) Mottley said that she was unlikely to attend the 
Conference on the Caribbean in Washington. Current plans 
have PM Arthur and FM Miller leading the Barbadian 
delegation. In addition to mentioning the CRMA assistance 
request, Mottley also thought that CARICOM may raise criminal 
deportees as an issue for the Conference. She clarified that 
Barbados has never seen deportees as a problem, and said that 
Barbados would continue to be \"laid back\" about it. However, 
Jamaica, Trinidad/Tobago, and Guyana were making a strong 
push within CARICOM to place this issue on the June agenda 
and have prepared studies on the subject. While Mottley did 
not provide any other specifics on possible agenda items for 
the June Conference, she did express a hope that the United 
States and CARICOM could rebalance their dialogue so that it 
would encompass more than just security. 


7. (SBU) In response to the Ambassadon\'s question regarding 
the ongoing dispute between the U.S.-owned TeleBarbados and 
Cable & Wireless, Mottley acknowledged that she was aware of 
the matter, but had not seen the Ambassador\'s May 25 letter. 
Like other Barbadian officials, she claimed that her Ministry 

had \"no jurisdiction in that matter. It is between the FTC 

(Fair Trading Commission) and the courts.\" She added that she 
would try to stay engaged, but did not offer any specific 

steps she would take. In her view, the key to resolving this 

and any other problems in the Barbadian telecommunications 
sector was the second phase of the government\'s 
telecommunication liberalization, which is currently in a 
preparatory stage. Mottley expected the government to 
complete its consultations with the industry and produce new 
legislation over the next two months. 


8. (SBU) The Ambassador also brought to Mottley\'s attention 
complaints from other companies, both U.S. and local, about 
high port charges, as well as costly and cumbersome customs 
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regulations. Mottley stated that the Barbadian government 
was committed to resolving these problems and had already 
established a ministerial committee, which included her as 
well as other ministers with economic portfolios, to consider 
how to reform the Barbadian customs. She thought that the 
government would be able to implement the reforms over the 
next 18 months. With regard to the Bridgetown port, she said 
that those problems would not be \"easy to unlock because the 
port is the last bastion of union power.\" (Note: Mottley is 
correct that the unions have a firm grip over the Bridgetown 
port\'s labor force. When necessary, the unions are not 

afraid to exercise this power, and inevitably, they get what 
they want. For example, they shut down the port only days 
before the start of the Cricket World Cup, and the government 
along with the port management quickly capitulated on the 
unions\' demands. End Note.) 


9. (SBU) Despite the problems faced by TeleBarbados and 
other U.S. investors, Mottley spoke at length about her 
efforts to position Barbados as a good place to invest and do 
business. She recently presented Barbados\' new industrial 


policy in the Parliament, in which the government identified 
attracting additional foreign investment as a key challenge 

for the country. Since assuming her role as Minister of 
Economic Affairs and Development in early 2006, Mottley has 
spoken frequently about Barbados\' need to grow its 
manufacturing sector, and the new industrial policy sets the 
ambitious target of doubling Barbados\' exports over the next 
five years. Mottley thought that reaching the target would 

be possible if Barbados could attract at least two sizable 
investments from abroad. Her vision for Barbados\' economy 
also includes the country\'s growing network of tax and 
investment treaties, which she hopes will enable investors to 
use Barbados as a springboard for onward investment to other 
markets. She noted that Barbados has been especially 
successful in attracting Canadian companies, which enjoy 
substantial tax savings by operating out of Barbados. 


10. (SBU) Another way Barbados would like to boost its 
economic performance is by increasing tourism, especially 
from the United States. Mottley renewed her government\'s 
earlier request for a DHS/ICE preclearance facility at the 
Bridgetown airport. She termed the proposed facility a 
gesture of \"tremendous good will\" and argued that it would 
ease pressure off U.S. ports of entry. While Mottley viewed 
the facility as \"one of the little things that can help us 
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become more sufficient and a regional travel hub,\" DCM Gilroy 
countered that this was a complex undertaking for the U.S. 
government and something that we have implemented only in 
places with much higher passenger traffic. 


11. (C) Ambassador Ourisman inquired into the case of a 
consignment of weapons which had been seized by Barbados 
Customs in 2006 due to inadequate advance notification by the 
United States. The weapons had been procured under the 
Foreign Military Financing (FMF) program for St. Lucia and 
Dominica. Ambassador Ourisman stressed that the Embassy now 
has in place proper procedures to preclude future problems. 
Mottley was familiar with the situation, and promised to 

raise the matter with Foreign Minister Miller. 


12. (C) Mottley is among the most active and visible members 
of PM Arthur\'s cabinet. Her leadership and management 
credentials are recognized not only in Barbados, but across 
the region as evidenced by her appointment as the chair of 
the regional committee on Cricket World Cup security. Until 
recently, she was viewed as the unquestioned heir apparent to 
PM Arthur. However, the February 2006 cabinet reshuffle saw 
Mottley lose the important Attorney General and Home Affairs 
portfolio and assume the position of Deputy Prime Minister 
and Minister of Economic Affairs and Development. Some 
commentators have viewed this change as a demotion for 
Mottley and as a sign that PM Arthur was seeking to sideline 
her by putting her in charge of the economic portfolio, in 

which she had no prior experience or interest. Many also 

took PM Arthur\'s decision last fall to seek a fourth term, 
despite earlier signals that he was preparing to retire, as a 
confirmation that PM Arthur and the ruling Barbados Labour 
Party (BLP) leadership were no longer prepared to see Mottley 
take over the BLP reins. 


13. (C) Former Senator Philip Goddard, an excellent contact 
of the Embassy, recently confirmed to the DCM in a private 
conversation that internal BLP leadership is absolutely 
determined that Mottley would not lead the party, should they 
be returned to power in the next elections. According to 
Goddard, senior BLP officials believe that Mottley,s 

personal life makes her an unacceptable choice to lead the 
party and the nation. Mottley is widely believed to be gay, 


Column 3 


and while that does not seem to have hindered her career, 
Goddard clarified that it was her episodes of physical 

violence that lost her support among the BLP kingmakers. 

This information has not surfaced publicly and has not been 
confirmed. However, in mid-May, one of Barbados! dailies, 
The Nation, reported that Mottley had submitted her 

resignation from cabinet because of her disagreements with PM 
Arthur. The Nation went on to say that PM Arthur refused to 
accept her resignation. Mottley later vehemently denied this 
report. 


14. (C) At 41, Mottley is among the youngest members of PM 
Arthur\'s cabinet. She is also probably the most capable and 
articulate. Nevertheless, Goddard\'s claims, if true, coupled 
with Mottley\'s abrasiveness and overconfidence, which are 
unlikely to have won her many friends within the BLP, could 
bring her promising political career to an end. While that 
would leave the BLP without an apparent successor to PM 
Arthur, the BLP\'s leadership may have calculated that they 
will have sufficient time to find an appropriate replacement 
during PM Arthur\'s fourth term, which it is widely believed 
he will win in the next election. 
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Classified By: CLASSIFIED BY ECNOMIC OFFICER WALLACE R. BAIN FOR REASON 


Column 3 
S 1.4 (B) AND (D). 


1. (C) SUMMARY: According to IMF Resrep for Senegal, Alex 
Segura, President Wade\'s administration has greatly 
exacerbated the country\'s public finances problems in recent 
years. The GOS and the IMF are facing difficult negotiations 
on a new program, whether a PRGF or a Policy Support 
Instrument, because of a budget deficit that is fast 

approaching eight percent of GDP. Other critical issues that 
need to be tackled right away include massive subsidies to 
unproductive state enterprises, a lack of transparency in 

public expenditures, and a growing reliance on opaque and 
politically-expedient \"agencies\" to head-up major development 
projects. The current system has worked well for President 
Wade\'s political campaign over the previous months, and has 
allowed his son, Karim, to have tremendous influence in how 
public resources are managed. While Economy and Finance 
Minister Diop attempts to hold the line on expenditures, it 

may well take greater public criticism for Wade to become 
serious about addressing a public finance situation 
approaching crisis. END SUMMARY. 


PREPARING TO NEGOTIATE A NEW PROGRAM 

2. (C) Senegal\'s IMF Resrep Alex Segura (please protect) 
called on Ambassador May 30 to provide a readout of the 
recently completed one-week IMF Staff Mission to Senegal. 
Segura said that because of the negative information 
collected about Senegal\'s public finances, and the 
undoubtedly difficult impending negotiations with the GOS on 
a new program, he chose to not brief the broader donor 
community collectively out of concern that the negative 
assessment would be leaked to the press. Instead, Segura 
provided briefings to key donors individually, including 
France, the EU, as well as the U.S. 


3. (C) With an IMF Country Monitoring Team due to return to 
Senegal in mid-July, Segura and the Staff Mission attempted 
to establish the groundwork for discussions on a new IMF 
program, but Segura was quick to admit that Senegal needs to 
address some underlying problems, particularly the budget 
deficit before agreement on a program could be concluded. He 
explained that the IMF will try to accommodate Senegal\'s 
preferences for a program, but that there is no consensus 
within the Ministry of Finance, let alone among the more 

senior decision makers of whether to target another PRGF or a 
non-disbursing Policy Support Instrument (PSI). Prior to the 
IMF/World Bank spring meetings, Senegalese officials were 
targeting a PSI, believing it to be more \"prestigious\" since 
Senegal had finished its previous PRGF a year earlier. 
However, after learning of the strict reporting requirements 
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under a PSI, and, for some officials, a realization that 
Senegal could still benefit from a disbursement program, 
there is currently an active internal debate on which program 
to pursue. 


PUBLIC FINANCE PROBLEM ONE: A GROWING BUDGET DEFICIT 
4. (C) The IMF team underscored to their Senegalese 

interlocutors a deep concern about the country\'s budget 

deficit, which is currently estimated at six percent of GDP, 

and could reach 8 percent in the coming months, which would 

be twice the recommended highest level for debt 

sustainability. While high oil prices are impacting the 

budget, Segura noted that much of the budget gap increase is 

directly related to recent discretionary funding. 


5. (C) The Civil Service wage bill, already high, increased 

in 2007 to approximately USD 660 million, more than 43 
percent of Senegal\'s operating budget. The increase is 
attributed to Wade\'s efforts for political support in the 
run-up to last February\'s presidential election and included 
significant raises to security services and some teachers, as 
well as increases in quasi-official personnel under contract 
to support Senegal\'s vast array of agencies and commissions 
which have proliferated over the last three years. For the 
rest of the year wage costs will continue to increase. 
Though President Wade has promised to reduce the number of 
Ministries from the current 40 or so, an actual plan has not 
been developed. At the same time, the administration is 
planning to expand from 120 to 150 the number of national 
assembly seats and create a new 100-seat Senate -- all with 
expensive compensation packages. Further, in response to 
on-going threats by high school teachers to strike in the 
coming days, wiping out an entire school year, on May 31 
President Wade promised to pay the teachers unions CFA 7 
billion (USD 14 million) by the end of the year to offer 
allowance increases in line with the other select public 
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sector employees he previously targeted. 


PUBLIC FINANCE PROBLEM TWO: STATE SUBSIDIES 

6. (C) Subsidies to large parastatals are an increasing 

burden for Senegal. According to Segura, the biggest problem 
is the state-owned electricity monopoly, Senelec, with recent 
payments totaling an estimated CFA 250 billion (USD 500 
million), with another CFA 70 billion (USD 140 million) given 

to the majority GOS-owned petroleum refinery SAR. Subsidies 
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to these two firms equal more than eight percent of GDP, and, 
according to Segura, are potentially leading to an \"economic 
crisis.\" Further, Senelec has arrears of more than USD 200 
million and is losing about USD 5 million a month the GOS 
told the IMF. Segura said that the IMF will recommend that 
Senegal increase the price of electricity to consumers as the 
only possible way out of this burden, even though Senegal\'s 
cost of electricity is already high at 27 cents per kwh 
compared to the regional average of 20-22 cents. Similarly, 
SAR has USD 30 million debt and is losing approximately USD 3 
million per month. The IMF team could not, at this time, 
conceive of an effective business model for reviving the 
firm\'s profitably as a refinery, although it might have a 

future as a much smaller private operation for petroleum 
storage and/or distribution. 


7. (C) Another heavy industrial financial weight is 

Senegal\'s phosphates giant ICS. After having been completely 
shut down in April 2006, the GOS and the Indian partner IFFCO 
now have ICS operating at 50 percent capacity. However, 
negotiations between the parties for a final deal on 
recapitalization have not been concluded (after 18 months of 
discussions) and no money going into much needed equipment 
maintenance and improvement. According to Segura, the GOS is 
maintaining a firm stance over relatively minor points while 
accepting huge opportunity costs of forgone export earnings. 
(Note: on May 30, the Minister of Mines announced that a 
\"significant improvement\" in the ICS situation would happen 
by the end of the year. End note.) 


8. (C) Ministry of Finance officials told the IMF that they 
believe the Government can keep Senelec\'s debt (and that of 
other parastatals) off the government books, but since these 
debts are guaranteed by the GOS, the IMF insists on including 
them on their spreadsheet. 


PUBLIC FINANCE PROBLEM THREE -- GOVERNANCE 

9. (C) The IMF is also very worried about the lack of 
transparence and accountability in budget allocations. 

Segura noted that the GOS is not assuring value for its money 
since, in the first quarter of 2007, 93 percent of domestic 
publicly-financed projects were awarded with non-competitive 
bids. This lack of transparency doubtless has much to do 
with President Wade\'s political campaign leading up to his 
February 25 reelection, but historically this has always been 

a major problem. For 2006, 56 percent of government 
contracts were awarded without competitive bids, in 
comparison to one percent of contracts from external (donor) 
funds. Even more alarming is that these figures do not even 
represent the many quasi public/private agencies doing public 
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works, such as massive road construction projects, and which 
have long been criticized for their opaque financing and 
contracting practices. Underscoring the IMF\'s concerns is 
the fact that Senegal has not done a thorough audit of its 
public expenditures sine 1994. 


10. (C) After years of delay, President Wade recently signed 
a new public procurement code, which, according to Segura, 
should help with transparence since it establishes reporting 
requirements from each ministry. However, the IMF team is 
not convinced that the GOS is committed to putting in place 
the implementation structures necessary to assure the new 
code is followed. 


PUBLIC FINANCE PROBLEM FOUR -- THE SHADOW AGENCIES 
11. (C) Any discussion of public finance in Senegal 

inevitably turns to the politically-driven project 

implementing agencies that have become the bedrock of 
President Wade\'s economic development policy. Because many 
of these agencies, including Senegal\'s investment promotion 
bureau (APIX), the project agency for the 2008 Organization 

of the Islamic Conference (OIC) Summit (ANOCI), and the 
agency to construct a new international airport (AIBD) are 

closely linked to the Presidency, and the President\'s son and 

top advisor, Karim Wade, they make demands on Senegal\'s 
Treasury without accountability, according to Segura. 

Minister of Economy and Finance, Abdoulaye Diop, told the IMF 
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that he tries to hold the line on these expenditures, but 

that in 2006 upwards of CFA 20 billion (USD 40 million) was 
transferred directly to private bank accounts ostensibly for 
project financing. 


12. (C) Segura highlighted the case of the AIBD, which is 
organized as a private general contracting firm for the 
construction of Senegal\'s new international airport, but is 

listed as providing less than USD 100,000 towards the USD 300 
million-plus project. The details of the two major 

contracts, with the Saudi Bin Laden Group for construction 

and Germany\'s Fraport for airport management, are not known. 
The GOS has been collecting international passenger landing 
fees (recently raised to 45 Euro per ticket, quite high by 
international standards, according to Segura), and has 

claimed that more than USD 40 million is on hand for the 

airport construction as a result. However, neither the IMF 

nor any other independent authority has been able to verify 

the account activity, which is reportedly held in a bank well 
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known for managing Karim Wade\'s wealth. 


13. (C) In another example, Segura expressed frustration at 

a recently passed APIX-drafted \"investment promotion\" law 
that will offer enormous tax exonerations to India\'s Mittal 
Corporation for its mining investments to exploit Senegal\'s 
iron ore deposits. Segura confirmed that the negotiations 

with Mittal were done privately, without offering investment 
opportunities to other firms (and, in fact, a South African 

firm, Kumba Resources, claims it already holds the rights to 
those ore deposits). The IMF was not consulted for the new 
law, even though the IMF played a key role in negotiating 
Senegal\'s 2004 investment code. According to Segura, the IMF 
generally disapproves of special tax exonerations because it 
unnecessarily reduces needed revenue and establishes a poor 
precedent for discussions with other potential investors. 


THE MESSAGE NEEDS TO GET TO PRESIDENT WADE 
14. (C) Segura echoed a commonly held belief within the 
donor community that his close advisors generally do not 
share bad news with President Wade. Therefore, Segura is 
hoping to join Minister Diop to brief the President on 
country\'s current public finance \"crisis.\" Even though Wade, 
who has formal training in economics, is fully capable of 
understanding the negative economic indicators that are to be 
presented, Segura is not convinced that the President will 
make improving Senegal,s finances a near-term priority, 
given the prestige he has invested in the country\'s big 
projects, special partnerships, and patronage networks 
supported by the agencies. However, according to Segura, 
once the reality of the country\'s poor performance makes its 
way into the press, Wade may well take immediate action out 
of concern for Senegal\'s international image. (Note: 

another reason that President Wade may not respond favorably 
to an IMF presentation is that he is well known to be 
ambivalent, at best, about the IMF\'s role in Senegal, and had 
to be convinced by Minister Diop and others of the importance 
of anew program. End note.) 


SUPPORT THE MINISTER OF FINANCE 

15. (C) Segura was quite positive on Economy and Finance 
Minister Diop, characterizing him as understanding the 
problems and doing the best he can to maintain some fiscal 
discipline. However, Diop is not always consulted on 

privately negotiated deals that end up having significant 
budget implications, and Karim Wade\'s influence routinely 
trumps the Minister\'s counsel. Once news of Senegal\'s 
increased budget deficit, the drain on financial resources 

from massive subsidies to floundering companies, and the lack 
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of transparence in public contracts becomes more public, 
Segura is concerned that advisors close to the President will 
try to make Diop the \"fall guy.\" Therefore, Segura 
requested, and Post concurs, that public and private remarks 
about Senegal\'s pubic finances should include a statement of 
support for Minister Diop\'s efforts. (Note: itis an 

even-bet that Minister Diop will be replaced in a likely 
cabinet reshuffle in the coming weeks. There is widespread 
speculation that the post will be filled with a Karim Wade 
confidante. End note.) 


COMMENT 

16. (C) The IMF must make a difficult political calculation 
on whether this growing public finance crisis reflects 
temporary backtracking by President Wade and his close 
advisors in the run-up to February\'s Presidential and the 
June 3 legislative elections, or whether this reflects a 
longer-term, negative trend. While the more formal 
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negotiations in July between the GOS and the IMF mission may 
reveal that Wade recognizes the need to put his house in 

order to gain the IMF\'s stamp of approval, a look ahead for 
Wade\'s legacy does not leave one encouraged. The President 
has staked his reputation on a massively successful OIC 
Summit in March 2008 -- but infrastructure projects he hopes 

to highlight by that time, including roads and hotels, will 

require continued special attention from the government to be 
completed anywhere near on time. In addition, there are 
hundreds of projects to be funded around the country to 

fulfill campaign promises, and new political patronage 

networks to consolidate as the expanded National Assembly and 
new Senate come to life. Shortly after the OIC Summit, the 
question of Wade\'s chosen successor will likely become 
paramount. Whether Wade tries to massage the system to 
accept Karim or some other PDS ruling party loyalist, the 
political precedence established in effectively demolishing 

all opposition parties and politicians has created, for the 

PDS, a political \"best practices\" that will be difficult to 

move away from, regardless of the economic costs. 

JACOBS 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/03/2017 

TAGS: PGOV, PINS, PINR, ASEC, KDEM, PTER, IZ 

SUBJECT: BAGHDAD: SUNNIS IN AMERIYA ATTACK AQI -- WHY 
THERE? WHY NOW? 


Classified By: ACTING POLITICAL COUNSELOR ROBERT GILCHRIST FOR REASONS 
1.4 (B) AND (D). 


1. (S) SUMMARY: An uprising in the Sunni-predominant Baghdad 
neighborhood of Ameriya continued June 4, after five days of 
fighting between Sunni residents and Al Qaeda in Iraq (AQI). 
This unexpected uprising offers insight into the process of 
securing Baghdad, including the nature of Sunni-on-Sunni 
violence; the impact of concrete barriers constructed around 
Sunni neighborhoods and Shia markets; the role of militias 

and insurgents in providing security and services to 

Baghdad\'s neighborhoods; and the challenge of linking Sunnis 
opposed to AQI to Iraqi governance institutions. The revolt 
parallels a similar development in Abu Ghreib and may portend 
additional Sunni-AQI conflicts elsewhere in Baghdad. END 
SUMMARY. 


2. (S) The Ameriya uprising began May 30 when two prominent 
Sheikhs used loudspeakers at their mosques to exhort the 
people of Ameriya to rise up against Al Qaeda, according to 
EPRT reports. By the time the Second Brigade Combat Team 
(2BCT) of the First Infantry Division arrived in the area, 

small arms fire had erupted. The Sheikhs contacted the 
brigade to inform them that they had attacked AQI operatives 
and soon claimed to have killed two high-value targets -- a 
claim which later reports refuted. Ameriya residents 

reported already by May 31 that the local fighters, wnom the 
Sheikhs refer to as the \"Baghdad Patriots,\" had killed 
approximately 40 AQI members. Gradually, the Sheikhs began 
to seek material assistance from 2BCT, beginning with medical 
evacuations of injured fighters, and developing into sharing 

of actionable intelligence about AQI members, weapons caches, 
and improvised explosive devices (IEDs). A neighborhood 
whose residents rarely, if ever, provided such information 
suddenly dispatched numerous high-value tips. 2BCT 
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dispatched May 31 four platoons to fight AQI in Ameriya, and 

the Iraqi Army sent a battalion as well. The battle soon 

reached an intensity level that attracted widespread media 
attention. 2BCT suffered the loss of a soldier, and dozens 

of Baghdad Patriots were also killed. The EPRT reports that 
cooperation between 2BCT and Ameriya residents reached a new 
high. 


3. (S) EPRT and 2BCT told PolOff that, prior to the 

uprising, Ameriya had turned into a primary base of 
operations for AQI in Baghdad. 2BCT recently encountered 
fierce resistance in the neighborhood -- in May, insurgents 
and/or AQI in Ameriya killed 10 soldiers and an interpreter. 
On May 19, in the deadliest single attack that the 2BCT has 
endured, an IED killed six soldiers and an interpreter. 
Ameriya, a predominantly Sunni neighborhood, contains 
approximately 32,000 residents, including an estimated 4,000 
recent migrants from other areas of Baghdad. It is located 

in west Baghdad, in the southwest corner of Mansour District, 
adjacent to the \"Airport Road\" (known by the local brigade as 
\"Route Irish\"). 


4. (S) The EPRT reports that Ameriya\'s Sunni residents had 
distanced themselves from the central Shia-led Government of 
Iraq and from major city institutions, including the 
Shia-dominated Amanat; the Provincial Council; and the 
Mansour District Council. Ameriya had also long proved 
reluctant to cooperate with American forces and officials. 
Partially as a result of this reluctance, the neighborhood 

lacks infrastructure support and essential services. It has 

not proved possible thus far to establish even one 

functioning bank in the neighborhood. Residents have 
reportedly relied upon the insurgency and AQI to provide 
financial support and basic services. These same extra-legal 
groups have also sought to defend the neighborhood against 
attack by roving death squads from the Jaysh Al-Mahdi (JAM). 


5. (S) The concrete barriers that enclose sections of the 
Ameriya neighborhood may have contributed to the recent 
uprising against AQI, according to the EPRT. As part of its 
\"safe neighborhoods\" project, MND-B erected security 
structures in and around Ameriya during April, completing 
their work on April 30. MND-B designed the safe 
neighborhoods project in Baghdad to diminish a key 
vulnerability of, respectively, Sunni and Shia neighborhoods: 
Sunni areas are vulnerable to invasion and displacement by 
Shia militias, while Shia areas are exposed to vehicle born 
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IEDs (VBIEDs) and suicide bombers. In response to these 
respective vulnerabilities, MND-B constructed T-wall barriers 
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to protect Shia areas where groups of people gather together 
in public (such as markets), and to protect Sunni 
neighborhoods susceptible to Shia militias that seek to 
expand their control. In deciding where to place these 
structures, MND-B identified \"sectarian fault lines\" -- areas 
that divide warring neighborhoods and often also serve as 
dumping locations for murder victims. Press reports have 
focused on the structures in a Sunni neighborhood in the 
Adhamiya District, and the barriers around a mixed-sect 
market in Dora. 


6. (S) Inthe assessment of the EPRT, the barriers in Ameriya 
limited the capacity for AQI operatives to transport kidnap 
victims into the area by tightening entry and exit controls. 
Having lost the revenue generated through kidnapping and 
extorting ransom from Shia areas of the district, AQI began 

to look for victims in Ameriya itself. Victims reportedly 
included relatives of the two Sheikhs who have led the recent 
uprising. These recent abductions allegedly turned the tide 
against AQI in Ameriya. (NOTE: Local kidnaping victims also 
included two foreign service nationals employed at the 
Embassy. Also note that the barrier figures as a distinctive 
feature of this uprising, since Ameriya is one of only three 
Sunni-dominated areas partly enclosed by security structures. 
MND-B has begun placing barriers around 12 other Sunni and 
mixed communities in Baghdad. END NOTE.) 


7. (S) EPRT reports that another significant factor in the 
uprising included the mid-April arrest and continued 
detention of Sheikh Omar Hussein Al-Dulaymi, the hard-line 
imam of Ameriya\'s Muliki Mosque and a stronger enforcer of 
AQI\'s will in Ameriya. Following Al-Dulaymi\'s arrest, the 
community grew increasingly disenchanted with the lifestyle 
strictures AQI imposed as part of its harsh interpretation of 
Sharia law. At the same time, AQI failed to provide 

sufficient security or essential services to residents of 
Ameriya, while Coalition and Iraqi forces increased their 
protection of the isolated Sunni community from invasion by 
marauding Shia militants. In addition, approximately 4,000 
new residents arrived recently in Ameriya from formerly mixed 
areas of Baghdad, possibly diluting the local control of AQI 
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militants. (NOTE: In most cases, Shia militiamen ejected 
these new arrivals from their former homes, and the 
comparative safety of a barrier-protected Sunni neighborhood 
may have attracted them to Ameriya. END NOTE.) Also, 
Ameriya reportedly has the highest percentage of foreign AQI 
fighters in the city; local residents likely find it easier 

to attack fighters of foreign origin than to attack AQI 
members recruited locally. 


8. (S) The same catalyst spurred the uprisings against AQI 
in both Ameriya and Abu Ghreib: AQI operatives abducted the 
relatives of prominent local families, and thereby crossed an 
invisible line in both communities. Other lingering 

hostilities may have contributed to the revolts in both 
instances. In fact, the EPRT reports that Sunni \"volunteers\" 
from Abu Ghreib asked 2BCT May 31 to facilitate their 
transportation to Ameriya in order to assist in the fight 
against AQI; although 2BCT refused to transport them, some 
Abu Ghreib fighters may have traveled to Ameriya on their 
own. Whether these scenarios can or will be duplicated in 
other areas of Baghdad remains an open question, although 
Embassy contacts have noted that tense conditions in east 
Rashid, and several other areas, resemble conditions in 
Ameriya and Abu Ghreib before their respective attacks 
against AQI. Meanwhile, the EPRT Team Leader covering 
Ameriya reports that he will work immediately, upon cessation 
of hostilities, to connect the neighborhood to essential 
services. The EPRT and 2BCT plan to provide Ameriya 
residents the security and services that AQI denied them. 
Efforts will also be made to link the neighborhood to the 
broader institutions of government at the municipal, 
provincial and national level. 

CROCKER 
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SIPDIS 


E.O. 12958: DECL: 06/05/2017 

TAGS: KJUS, PGOV, PINR, PREL, PTER, CO 

SUBJECT: PRESIDENT URIBE EXPLAINS UNILATERAL RELEASE OF 
FARC PRISONERS 


REF: BOGOTA 3879 


Classified By: Political Counselor John S. Creamer. 
Reasons: 1.4 (b) and (d) 


1. (C) President Uribe explained in a radio and television 

news conference on June 4 that his unilateral FARC prisoner 
release was a goodwill gesture to gain the freedom of 56 
political hostages held by the FARC, including the three U.S. 
hostages. Departamento Administrativo de Seguridad (DAS or 
FBI equivalent) Director Andres Penate told Polcouns 
President Uribe\'s unilateral initiative was designed to head 

off what Uribe perceived as growing domestic and 

international pressure on the GOC to accept a demilitarized 
zone (\"despeje\") to jump start humanitarian accord talks. A 
joint statement by Spain, France, and Switzerland welcomed 
Uribe\'s release of the FARC prisoners and encouraged the FARC 
to respond to the initiative. End summary. 


2. (U) Ina radio and television news conference on June 4, 
President Uribe explained that his unilateral FARC prisoner 
release was a goodwill gesture to gain the freedom of 56 
political hostages held by the FARC, including the three U.S. 
hostages. Uribe said the GOC had cleared close to 200 
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prisoners who would be required to renounce their FARC 
membership, commit not to return to the FARC or other 
criminal activity, and to participate in a reinsertion 

program. As for the release of the highest ranking FARC 
inmate, informal FARC \"Foreign Minister\" Rodrigo Granda, 
Uribe said he had refused to renounce his FARC membership, 
but had agreed to act as a peace facilitator. Granda was 
transferred from La Dorada prison to the Catholic Bishop\'s 
administrative offices in Bogota. 


3. (C) Departamento Administrativo de Seguridad (DAS, 
roughly the FBI equivalent) Director Andres Penate told 
Polcouns on June 4 President Uribe\'s unilateral initiative to 
release some FARC prisoners reflected his perception that 
domestic and international pressure on the GOC to accept a 
demilitarized zone or \"despeje\" to jump start humanitarian 
accord talks was building. Internal polls showed growing 
numbers of Colombians accepted a despeje, and Colombia felt 
\"increasingly alone on the international stage--both in the 
region, Europe, and the U.S.\" Uribe feared the Europeans 
would support the FARC demand for a despeje and wanted to 
pre-empt European pressure. His decision to release some 
FARC members was designed to relieve the pressure to accede 
to a despeje, highlight the FARC\'s intransigence, and win 
some support for a military rescue. A joint statement by 
Spain, France, and Switzerland on June 4 welcomed Uribe\'s 
action and encouraged the FARC to respond to the initiative. 
Sarkozy\'s office said the French president had \"explicitly 
requested\" that Uribe release Granda and welcomed his 
Colombian counterpart\'s \"very important and courageous 
decision.\" 


4. (C) Penate said French President Nicholas Sarkozy had 
asked Uribe to release Granda. Uribe decided to accommodate 
Sarkozy\'s request, telling Penate and the Colombian High 
Command that Granda\'s release was \"a cheap price to pay\" to 


win Sarkozy\'s support and to get another advocate for 
Colombia within the G-8. Still, Penate said the GOC 

believed the French do not have an independent channel to the 
FARC. They rely on Swiss official and academic Jean-Pierre 
Gontard to communicate with the group. Penate speculated it 
was the Swiss who had urged Sarkozy to ask for Granda\'s 


Column 3 

release. He said the FARC\'s and Granda\'s negative reaction 
to the initiative indicated the Swiss had misread the FARC\'s 
position. Penate said the French appear to be talking with 

the FARC through a \"broken telephone.\" 


5. (C) Penate said the release of 200 lower-ranking FARC 
would pose no risk to GOC security. Armed Forces Commander 
General Padilla and other commanders supported Uribe, with 
Padilla saying it was better to release the prisoners 
unilaterally rather than as part of a despeje or negotiation. 
Penate said separating those FARC willing to accept the 
release from more committed FARC in jail would also help 
isolate/identify hardliners and weaken their position. He 

said the FARC continued to maintain control over most FARC 
prisoners held by the GOC. 

Drucker 
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SIPDIS 
SIPDIS 
STATE FOR WHA/CAN AND EEB/IFD 


E.O. 12958: N/A 
TAGS: ECON, EFIN, IBRD 
SUBJECT: CANADA\'S RESPONSE TO ZOELLICK\'S NOMINATION 


REF: STATE 73691 


1. (U) EconMinCouns delivered points in reftel to officials 

in the Prime Minister\'s Office, Finance Canada, and the 
Department of Foreign Affairs and International Trade 
(DFAIT). Because Secretary Paulson had already consulted 
with Canada\'s Minister of Finance Flaherty on Zoellick\'s 
nomination, all of the officials contacted by the Embassy 
were aware of the nomination. Canada will not make a final 
decision on whether to support the President\'s nomination of 
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Zoellick until the end of the nomination period, but all 
officials reacted positively to the information about 

Zoellick. John Sloan, Director General, Economic Policy 
Bureau, DFAIT, called Zoellick a results-oriented leader with 
an impressive track record. Sloan said Zoellick clearly has 
the background that people will be looking for in a candidate 
to lead the World Bank. 


2. (U) Sloan also said he hopes that the nomination of 
Zoellick is the first step towards a more open selection 
process for the leaders of the World Bank and International 
Monetary Fund. He said Canada would like to see a process 
that selects the best candidate for the job regardless of 
nationality. 


3. (U) Reftel points were delivered to the following Canadian 
officials: 


Mark Cameron, Policy Advisor to the Prime Minister 

John Sloan, Director General, Economic Policy Bureau, DFAIT 
Laird Hindle, Economic Policy Officer, Economic Policy 
Bureau, DFAIT 

David Sevigny, Director, International Policy and 

Institutions Division, Finance Canada 


Visit our shared North American Partnership blog (Canada & Mexico) at 
http://www.intelink.gov/communities/state/nap 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR IO/PSC CROWE, EEB/TFS FEDEWA, L/EEB HEINEMANN, 
AND WHA/CAN 


E.O. 12958: N/A 

TAGS: KTFN, EFIN, ETTC, PREL, PTER 

SUBJECT: CANADA\'S RESPONSE: AKA MAHAMEDOU OULD SLAHI 
REMOVED FROM SDGT AND UN1267 LISTS 


Column 3 
REF: STATE 75096 


(SBU) Econoff delivered points in reftel to Georges Flanagan 
Whalen, Policy Advisor, International Crime and Terrorism 
Division, Department of Foreign Affairs and International 

Trade. Whalen said unless a name or an AKA is on the UNSCR 
1267 comittee\'s list, Canada has no legal basis on which to 
freeze that person\'s assets. Whalen also said he is doubtful 
that Mahamedou Ould Slahi has any assets in Canada but 
promised to investigate and inform Embassy Ottawa if there 

are any assets in Slahi\'s name in Canada. 


Visit our shared North American Partnership blog (Canada & Mexico) at 
http://www. intelink.gov/communities/state/nap 
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SIPDIS 


E.O. 12958: N/A 

TAGS: AORC, KUNR, UNGA/C-5 

SUBJECT: GUIDANCE REQUEST: US FAILURE TO DEPOSIT 2003 AND 
2004 UN PAYMENTS FOR A FULL REFUND OF THE US SHARE OF THE 
BALANCE OF THE TRUST FUND FOR THE IMPLEMENTATION OF THE 
COTONOU ACCORD ON LIBERIA 


REF: A. USUN 00879 (2005) 
B. USUN 00022 


1. GUIDANCE REQUEST: USUN is transmitting two May 23 note 
verbales from the Secretary-General notifying the United 

States that the United Nations has voided check payments to 

the United States from 2003 and 2004 that have not been 
deposited. These payments represent a full refund to the 

United States for its share of the balance of the Trust Fund 

for the Implementation of the Contonou Accord on Liberia. In 
order to replace the voided checks, the United Nations asks 

that the United States provide it with the bank account 

information to which the refund amount can be deposited. 


Column 3 
USUN seeks Department guidance as soon as possible on an 
appropriate response. END GUIDANCE REQUEST. 


2. Test of first note verbale: 
Begin text: 


The Secretary-General of the United Nations presents his 
compliments to the Permanent Representative of the United 
States to the United Nations and has the honour to refer to a 
note dated 6 March 2003 from Mr. J.P. Halbwachs, the then 
Controller of the United Nations, enclosing a check in the 
amount of $2,874,721 representing a full refund of United 
State\'s share of the balance of the Trust Fund for the 
Implementation of the Cotonou Accord on Liberia. 


In this regard, in view of the fact that the above mentioned 
check has not been cashed to date, it has been voided. 


In order to replace the voided check, it would be appreciated 
if the Permanent Mission of the United States could provide 
us with the bank account information to which the refund 
amount can be deposited. 


The Secretary-General avails himself of this opportunity to 
renew to the Permanent Representative the assurances of his 
highest consideration. 


End text. 


3. March 6, 2003 letter to Ambassador John Negroponte 
enclosed with the note verbale written in para 2: 


Begin text: 
Dear Mr. Ambassador, 


| have the honour to advise you that a cheque in the amount 

of US$2,874,721 had been issued to the Permanent Mission of 
the United States to the United Nations representing refund 

of the remaining balance of the Government of the United 
States\' contribution to the United Nations Trust Fund for the 
Implementation of the Contonou Accord on Liberia (see coy of 
cheque number 239040 attached). This cheque has been issued 
pursuant to my earlier letter of 16 December 2002 (reference 
PKM/BNF-III-2.1 4). 


As indicated in my letter of 16 December, the amount of 


TION 01 OF 02 ANKARA 001373 


